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Email Security: Avoiding Infections, Theft of Information,
and Reputation Damage

Asked to name their top security concerns in a 2007 Cisco survey, chief security officers in federal
government overwhelmingly named bots and spyware, according to David Graziano, manager for
federal security solutions, Cisco. “These are valid concerns,” he says. “Agencies are continuously
bombarded with spam email containing links to websites serving up malware.”

A common attack is phishing, when a hacker crafts an email to look as though it's from a legitimate
sender, often a bank, and solicits recipients to update their account information. A new variant is
“spear phishing,” which targets a smaller number of individuals with highly personalized messages
“Spear phishing attacks can be more difficult for government employees to detect because they are
highly targeted to employees in a particular agency or with a particular job function,” Graziano says.
For example, the email might invite the employee to visit a website to register for a professional
event. But clicking the link downloads malware that begins collecting keystrokes or spreading to
other devices in the agency.

Agencies can protect themselves against email-borne threats with a three-pronged approach: block
spam, enforce email policy, and protect the agency’s reputation.

Block Spam

The hard part about blocking spam is to not block legitimate email in the process—a common risk
when agencies classify emails as spam based strictly on content such as keywords or subject lines.
“Avoiding false positives is important for engendering trust in email as a communications tool,” says
Tom Topping, director of federal sales for the Cisco IronPort division.

Agencies can more reliably identify spam with reputation-based filtering, which blocks email from
known spammers. Cisco IronPort, for example, has built a database of sender reputations by
analyzing billions of email messages daily for more than 90 variables associated with spam.
“Reputation-based filtering has been shown to produce a false-positive rate of much less than one
in one million,” says Graziano.

Still, a fraction of email that makes it through the reputation filter is spam. Agencies can block this
spam, as well, with solutions that evaluate the embedded URLSs in the email to make sure they are
for legitimate websites.

Enforce Outbound Email Policy

Another aspect of email security is preventing the leakage of private agency information, whether
inadvertent or intentional. The agency IT group can configure its email gateway to stop, quarantine,
or encrypt outbound emails based on attachment type, keywords, sender, recipient, or size.
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Protect Agency Reputation

Finally, agencies need to take precautions to avoid becoming involuntary accomplices in phishing
and denial-of-service (DoS) attacks. “A typical scenario is when a spammer sends a million
phishing emails and manipulates the return address so that they appear to come from the agency
under attack.” says Topping. “Bounce attack prevention helps an agency unknowingly participate in
an attack against another organization.”

And to protect themselves from the deluge of bounceback messages when its addresses are used
to send spam, Cisco lronPort customers can add a digital watermark to outbound messages.
Employees only receive bounceback messages that contain that watermark.

“With these capabilities, along with sender-validation tools, senders and receivers can have
confidence that they know who they are communicating with,” says Graziano.

All-in-One Solution

Cisco® IronPort C-Series Email Security Appliances provide leading email security protection
against spam, email-borne viruses, data leakage, and outbound email authentication. More than
3.75 million federal employees and contractors are protected by IronPort appliances.

For information about IronPort C-Series Email Security Appliances, visit: www.ironport.com.

To sign up for a six-month free subscription to the Cisco Security IntelliShield Alert Manager
Service, a customizable security intelligence report, visit: www.cisco.com/go/intellishield/trial.

And to learn more about overall Security Thought Leadership for Federal Government, visit:
Www.cisco.com/go/tic.
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