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Wireless Intrusion Prevention: Locking the “Back Door” to
the Agency Network

Wireless networks have cropped up in nearly every civilian and Department of Defense agency—
whether or not the agency IT group is aware of it. “Wireless access has become an essential tool
for empowering the government workforce,” says Susan Stewart, product sales specialist, Cisco
Federal. “The question for government IT organizations is how to protect the airspace effectively
and without a huge management burden.”

Agencies carefully plan their wired security strategy, but wireless security tends to be an
afterthought. That's a mistake, according to Alain Kurtz, wireless product sales specialist, Cisco
Federal. “The wireless network provides an entry into the wired network, which is where the
agency’s resources and information reside,” he says.

Smart Precautions

Whether or not an agency has a wireless LAN deployed today, it needs a wireless intrusion
prevention system (IPS) to take three essential precautions:

1. Detecting “rogue” access points: Well-meaning agency employees sometimes purchase
inexpensive (and insecure) wireless access points for their departments, thinking they’re
helping out. “The problem is that these unauthorized wireless access points create a back door
to the network,” says Kurtz. “Agency IT groups need a way to discover rogue wireless
networks immediately so that they can shut them down.” This applies equally to agencies that
have no wireless LANs—or so they think.

2. Keeping the wireless network inside the building walls: “Agency IT groups need to make sure
that someone on a park bench outside the building can’t use the wireless network for
eavesdropping or reconnaissance,” says Kurtz.

3. Preventing employees from inadvertently connecting to hacker access points set up just
outside the building: By luring employees to connect to these “honeypots,” hackers hope to
profile the network or steal information.

What Makes One IPS Different from Another?
To increase protection and reduce management requirements, select a wireless IPS with these
characteristics:

I Knows which devices and users should and should not be attached to the network.

! Is managed in conjunction with the wireless network. This, too, reduces management
requirements.

! Reports all attempts to connect from unauthorized devices, not just successful attempts.
Constant monitoring of wireless client activity gives the IT group the information to prevent
malicious clients from accessing the network.
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! Performs vulnerability assessment. “The best way to secure your network is to design a
system that prevents an attack before harm occurs,” says Scott Pope, product line manager
for wireless security, Cisco. “That means you need to know where you're vulnerable.”

! Integrates with the agency’s wired IPS. An integrated IPS decreases cost and complexity
and increases protection compared to separate IPS for the wired and wireless networks. For
example, Cisco® wireless IPS and wired IPS can work together in real time to disconnect a
wireless laptop that is spreading a virus or worm.

The Cisco Adaptive Wireless IPS, built into the hardened Cisco Unified Wireless Network
Infrastructure, detects and mitigates rogue access points and clients, as well as denial-of-service
(DoS) attacks, hacker access points, network reconnaissance, eavesdropping, and attempted
authentication and encryption cracking. It also provides automated wireless security vulnerability
assessment and reporting.

For more information on Cisco Adaptive Wireless IPS, visit: www.cisco.com/go/wips.

To watch a video on Cisco wireless network security, visit:
www.cisco.com/en/US/netsol/ns340/ns394/ns348/ns386/networking solutions package.html.
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