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Secure Data Center Architecture: Protecting Data in Transit
and at Rest

Targeted attacks by hackers and insiders are aimed where the most valuable assets are located—
and that's usually the agency data center. So it's ironic that data center security is often an
afterthought, according to John Meggers, consulting systems engineer, Cisco Federal Advanced
Technologies. “Agencies increase protection and reduce operational costs when they consider
security at the very beginning of data center planning,” he says. “A well thought-out defense-in-
depth strategy includes multiple layers of security and different overlapping technologies.”

Multiple Safety Nets

The different layers complement each other to provide better protection for agency resources and
information:

! If an attack gets through the firewall, the network-based intrusion prevention system
(IPS) can stop it.

! If an attack slips through the network-based IPS, the host-based IPS can stop it.
Whereas a network-based IPS typically looks for threat signatures, a host-based IPS can
look for other signs, such as anomalous application behavior. “It's always best to stop a
threat at the front door to the data center,” says Meggers. “But if a threat is not yet known,
the host can still be protected using a behavioral-based approach.”

! If the firewall and IPS do not stop a reconnaissance worm, Cisco® Security Monitoring,
Analysis, and Response System (MARS) can rapidly identify the presence of and path of
the attack, and make a recommendation on the best place to stop it.

! If an attack somehow evades all security mechanisms, encrypting data at rest in storage
arrays prevents intruders from making sense of it.

Organized Design for Better Protection, Better Performance

Data centers can be protected using the same technologies used in other places in the network—
plus a few extra layers to account for the filtering, aggregation, and protocol changes unique to
data centers. “The goal is an organized, scalable design with multiple inspection points,” says
Meggers. “This avoids the slower performance that can result from a poor network design as well
as the security holes that can result from a haphazard collection of security technologies.”

Following are the security layers for data centers:

! WAN Peering Layer: Protects the connection to the service provider against distributed-
denial-of-service (DDoS) attacks. These can flood data center servers with meaningless
traffic so that they cannot respond to legitimate requests.

! Firewall and DMZ Layer: Segregates and terminates requests coming into the data center
from the Internet. These can include citizen’s connections to agency websites as well as
remote connections to the agency network from teleworkers and mobile workers.
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! Core Layer: Provides high-speed switching between data center switches and IP
connections to redundant data centers.

! Aggregation Layer: Provides high-speed switching between servers and access to storage
area network (SAN) switches.

! Application Server Layer: Protects servers used for internal applications such as databases,
financial information, unified communications, and network management.

! SAN Layer: Provides SAN switching with data encryption, as well as optical connections to
redundant data centers.

! Storage Layer: Protects data stored in arrays, in encrypted form.

Design Guides Take Out the Guesswork

Cisco offers design guides for secure data center architectures that describe the technologies used
in each layer. The guidance applies to agencies building new data centers as well as those that
want to identify possible improvements to existing data centers. “Many agencies that already use
firewalls and intrusion prevention technologies can improve data center security by adding anomaly
detection, XML firewalling, DDoS protection, and encryption of data at rest in storage arrays,”
Meggers says.

To download Cisco validated design guides for the data center, visit:
www.cisco.com/en/US/netsol/ns656/networking solutions design guidances list.html.

To read a white paper on securing the new data center by Nemertes Research, visit:
www.cisco.com/en/US/solutions/collateral/ns340/ns517/ns224/ns376/white paper Securing the

New Data Center.pdf.

And to learn more about overall Security Thought Leadership for Federal Government, please visit:
Www.cisco.com/go/tic.
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