NI
CI1SCO.

Newsletter Article

Products that Enable Cisco Solutions

Cisco Adaptive Wireless Intrusion Prevention System: Protect Information in
Motion

Built into the Cisco® Unified Wireless Network, the Cisco Adaptive Wireless Intrusion Prevention
System (IPS) helps agency IT groups detect unauthorized access points and clients. It also
provides dedicated monitoring to detect anomalies and attacks including reconnaissance,
eavesdropping, authentication and encryption cracking, and man-in-the-middle. Other useful
features for federal government agencies include:

! Comprehensive and evolving threat protection supported by a dedicated research team

! Event forensics for tracking, locating, and capturing events for analysis and reporting

! Automated vulnerability and performance monitoring.
As part of the Self-Defending Network, Cisco Adaptive Wireless IPS can also collaborate with the

agency'’s other Cisco security technologies for a multilayer approach to wireless security.

For more information, visit: www.cisco.com/go/wips.

IronPort C-Series Email Security Appliances: Block Spam and Prevent Data Loss

IronPort C-Series Email Security Appliances provide the three forms of protection that agencies
need to trust email and be a trusted sender:

! Spam blocking: IronPort appliances identify spam based on sender reputation as well as
message content, helping to eliminate false positives that can occur with content filtering
alone. IronPort Reputation Filters compare senders against known spammers in the
constantly updated IronPort SenderBase database. Complementary IronPort Anti-Spam
Filters combine the most effective conventional techniques with context-sensitive detection.

! Data loss prevention: The appliance enforces the agency’s policies for content allowed in
outbound email, including keywords, attachment type, or size.

! Reputation protection: IronPort C-Series Email Security Appliances use digital signatures to
establish and protect identities with other email senders and receivers. IronPort Bounce
Verification signs the return address for agency employees’ outgoing mail. The appliance
blocks bounceback messages without the signature, which were sent by spammers who
spoofed employee email addresses.

For more information, visit: www.cisco.com/web/products/ironport.
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Cisco Security Agent: Protect Servers and Endpoints from Data Loss

Cisco Security Agent is a host-based intrusion prevention system (IPS) for protecting the agency’s
desktops and servers against data loss—either from malware or user behavior. Major benefits to
federal government agencies include:

! Zero-update protection: Cisco Security Agent identifies threats based on their behavior—
even before a signature has been identified. This reduces the need for emergency patching.

! Signature-based antivirus: Signature-based antivirus adds to the agency’s confidence that
malware can be removed from endpoints.

! Data loss prevention through enforcing agency policy: The agency can enforce predefined
or custom policies, including requiring employees to have a VPN connection when out of the
office, disabling reading and writing to USB devices, and restricting wireless communication
when the endpoint is connected to the wired network.

For more information, visit: www.cisco.com/go/csa.

Cisco Security Monitoring, Analysis, and Response System: Identify and Mitigate
Threats Anywhere in the Network

Part of Cisco’s security management suite, Cisco Security Monitoring, Analysis, and Response
System (MARS) appliance helps agency IT organizations identify, manage, and counter security
threats. It transforms raw information from other network and security devices into intelligence that
can be used to subvert security incidents and maintain compliance. Agency IT groups can take
advantage of Cisco Security MARS to:

! Visualize the attack path on detailed topological graphs to identify the source of the threat

! Mitigate attacks using existing network and security devices

! Monitor systems, network, and security operations to aid in compliance

! Receive precise recommendations for threat mitigation

! Simplify creation of compliance reports using more than 150 ready-to-use report templates

For more information, visit: www.cisco.com/go/mars.
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