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Identity-Based Networks: Pathway to Cloud Computing
If your family members are the only ones using a storage locker, security is simple: only give out the lock combination to family members. 

But let’s say you want the economies of scale of a larger unit, and decide to share the costs with multiple families that each pay proportionately 
for the space they actually use. This creates new security challenges, such as making sure that only authorized users can come in, that they 
take only their own assets, and that you have a good record of who took what, and when.

And of course you’d prefer to authorize people as they drive up to the facility, not when they’ve gotten past the entrance and are already at the 
storage-unit door.

Liken the above scenario to cloud computing, and you have a good idea of the types of security protections needed. Fortunately, these 
solutions are available today and already in use on agency networks.

Keeping the Cloud Secure
Cloud computing refers to maintaining a common pool of computing resources, available on demand for whichever agency or department 
needs them at any given moment. “Agencies can confidently adopt cloud computing if they know they can access assets in the cloud whenever 
they want, and that no one else can,” says Steven Craven, consulting systems engineer for the public sector, Cisco. 

Agencies get this assurance when their networks can answer five questions:
•	 Who are you? The agency needs to know the identity of every person and device attempting to access the cloud. The person might be an 		
	 agency employee, guest, contractor, or consultant. And the device might be a PC or laptop, IP phone, video surveillance camera, chemical 		
	 sensor, or something else. The Information Awareness Office (IAO) requires use of 802.1X authentication.  
•	 Is your device healthy? When a device attempts to connect to the agency network, it should be scanned to make sure it’s infection-free 		
	 and has the required antivirus software, operating system patches, and security settings. Government IT departments save time if the 		
	 security solution can automatically perform remediation on noncompliant devices.
•	 Where can you go? Your identity determines which networks, applications, and resources you can access. A budget analyst, for example, 		
	 needs access to agency financials while an IT staffer needs access to network management tools.
•	 What service level do you receive? People need different levels of service based on their role. For example, first responders and military 		
	 personnel need assured service levels for voice, video, and data.  
•	 What are you doing? Government needs a record of which users have accessed which resources, and from where. The same information is 		
	 used for billing as well as incident investigation.

Where You Authenticate Identity Makes a Difference
This five-questions approach is called role-based access control, and many agencies already use it. What’s new is where it’s performed, 
according to Tim Simon, federal marketing manager, Cisco. “Currently, most agencies authenticate the user on the host itself,” he says. “The 
issue is that unauthorized users are already on the network before they’re stopped, which increases the chances that intruders can steal private 
data or harm critical infrastructure.”

Other disadvantages of authenticating users and devices on the host are that IT departments have to take the time to configure every 
application, and agency users need to sign in to each application separately, which is time-consuming and annoying.

The Identity-Based Network
The Cisco Identity-Based Network moves up the point of authentication from the host to the network. When an employee, contractor, or guest 
attempts to sign on to the agency network, the network confirms that the person and the device are authorized, and then connects the user to 
the appropriate VLAN. 

The IT department only needs to set up authentication once, not once for each application. And users only need to sign on once to access all 
network resources and applications, increasing their productivity.

Craven concludes, “An identity-enabled network provides better protection for an agency’s assets. It also vastly simplifies deployment 
compared to host-based authentication.” What’s more, agencies can take advantage of the same technology when they move assets from the 
local network to the cloud.

To view a whitepaper on the Identity-Based Network, visit:  
http://fcw.com/Whitepapers/2009/11/Meeting-Govt-Security-Regulatory-Goals-through-NAC.aspx
 
To sign up for a Security in the Cloud conference in January 2010, visit: www.digitalgovernment.com/cisco
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