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Introduction to the Hosted Managed
Unified Communication Service
Architecture

The Hosted Unified Communications Service (H/M-UCS) architecture is based on Cisco and some third
party industry proven voice products, principally the Cisco Unified CallManager IP PBX platform, the
Cisco PGW 2200 softswitch, and the Cisco voice gateway range of products.

Platform provisioning and service management is provided by a third-party operations support system
(OSS) service management platform called Business Voice Services Manager (BVSM), which is
developed by Vision OSS.

The Merion 3000 or 6000 voicemail systems from IP-Unity are used in the architecture to provide a multi
tenant voicemail capability.

The Netwise CMG or ARC Console products are used where customers require an attendant console. The
Netwise product is capable of serving multiple tenants from one hosted server platform where as separate
ARC connect servers are required for each tenant in a multi tenant H/M-UCS platform.

The products and features that are used to build hosted-managed IP telephony systems are described here
together with the requirements that should be considered when combining these products together to
deliver a solution.

Cisco Partner Products in the H/M-UCS Architecture

By combining Cisco voice infrastructure products with products from Vision OSS, Netwise, and IP Unity,
the H/M-UCS architecture provides service providers with a fully integrated, managed multi tenant voice
platform that offers the key set of voice services typically required by business voice customers.

e Multi tenant Provisioning — Vision OSS BVSM
e Multi tenant VVoice Mail — IP Unity Merion

«  Multi tenant Attendant Console — Netwise

e Single Tenant Attendant Console - ARC

These third party products are not available directly from Cisco. System integrators (and/or the end
customer) are therefore ultimately responsible for the purchase, performance and integration of these
partner products and into the H/M-UCS architecture to meet the end customer requirements.
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Introduction to the Hosted Managed Unified Communication Service Architecture .

Business Requirements

Converged networking is rapidly becoming a key focus for large corporations and service providers who
are striving to enhance organizational productivity and deliver significant return on investment. A key
element of convergent network projects is the successful deployment and configuration of IP telephony
networks that support the critical revenue-bearing voice, data, and video services that employees,
customers, and partners expect.

H/M-UCS incorporates a streamlined service management framework that is essential to enable service
providers and system integrators to offer a competitive IP based business voice service and services while
significantly reducing integration and support costs.

By supporting virtualization and sharing of Cisco CallManager clusters between customers, H/M-UCS is
able to preserve the advanced IP communication services offered by Cisco Unified Callmanager in a cost
effective way to multiple customers.

Resource sharing in H/M-UCS is accomplished by the ability to virtualise most of the H/M-UCS
components through partitioning of both dial plan and administration to ensure they can be shared with
near feature parity for end users with Cisco enterprise unified communication deployments.

From a business perspective, the need to share one or more Cisco CallManager systems across different
customers or tenants is also driven by the growing demand for IP telephony in the small-to-medium
business (SMB) segment. With the advent of broadband VPN and the acceptance of convergence over IP
as a way to control operating expenses and to quickly access new network services, managed IP telephony
is quickly becoming part of the service bundle required by SMB customers.

The H/M-UCS architecture provides the framework and supporting applications that enable the execution
of this efficient system design.

H/M-UCS Platform Partitioning

The key to addressing the requirement to provide managed or hosted IP voice services to their clients is the
ability to partition (or virtualise) the service provider’s or system integrator’s infrastructure to support
multiple clients (or tenants) and to devolve, in operational terms, as much of the administration to the
clients themselves as possible.

Multi tenant voice services for H/M-UCS customers are based on capabilities provided by Cisco Unified
CallManager IP PBX and Cisco PGW IP Class 4 transit switch platforms. The Cisco CallManager provides
end user facing services to various tenants, and the Cisco PGW provides a routing function that mediates
among all the tenants as well as to and from the PSTN and other zones in the overall architecture.

In the H/M-UCS solution, a Cisco CallManager is logically partitioned to host multiple customers, which
provides a virtualization of call control resources. End customers receive broadly the same level and
quality of service as if a separate Cisco CallManager system was dedicated to each of them.

Deployment Models

The H/M-UCS solution can be deployed using different models to adapt to different enterprise and service
provider requirements for business voice services. The following section gives a brief outline of the
various business voice services deployment models that can be considered within the H/M-UCS solution:

< Business Park Voice Services—Limited geographic area and multiple tenants. Examples include
commercial business parks and airports, Internet cities, and city government initiatives.

e Large Multi-site Enterprise—Wide geographic area, such as a region, country, or multiple
countries with a single tenant. Often a large enterprise may have a number of internal tenants or
departments that need to be supported independently. This can be realised in either by the end
users company hosting and or owning equipment or a Service provider (SP) hosts the equipment
and manages the service.
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e Service Provider Hosted—Multiple Small and Medium Enterprises—Wide geographic area and
multiple tenants.

Cisco H/M-UCS Components

The following sections summarize the role of each element of the Cisco Hosted Unified Communications
Service H/M-UCS solution architecture. Detailed software revisions for each component that forms part of
the H/M-UCS 1.6.0 architecture are detailed in Appendix A — H/M-UCS Architecture Release 1.6 Software
Versions.

Cisco Unified CallManager

A Cisco CallManager cluster or clusters are deployed within a network provider domain to provide service
to IP phones located at a customer end-user facility. A CallManager cluster is a group of servers (typically
up to 11 although smaller clusters may be built) running CallManager software that share the same
database and therefore effectively behave as one logical IP PBX telephone switch. The Cisco CallManager
clusters can be partitioned in a multi-tenant manner to provide segregated service to multiple enterprises
deployed or in a dedicated managed manner to support a single large-scale enterprise.

CallManager versions 4.1 and 4.2 are currently supported in the 1.6.0 H/M-UCS architecture. Callmanager
5.0 support is scheduled for a later H/M-UCS release. The major feature that 5.0 brings to the architecture
is the ability to provide call control to SIP endpoints as well as the existing SCCP endpoints that
CallManager 4.1 and 4.2 can control but support for SIP endpoints within the H/M-UCS architecture is not
anticipated in the initial CCM5.0 support phase. It is anticipated that SIP endpoint support will be added in
a later release of H/M-UCS (probably 1.7) during 2007. The Cisco IP phone portfolio has just been
enhanced with the 79X1 range of phones to provide a much richer feature set when being controlled by SIP
than was previously possible with the 79X0 range of phones running SIP. When using an enhanced Cisco
SIP phone, the feature set provided is very close to the feature set of a SCCP controlled phone. This
enhanced feature set has required that Cisco extend the basic SIP protocol, which has been done in a
standards supportable way, not by tunnelling a proprietary protocol over SIP which is an approach often
seen in the marketplace. In doing this Cisco have been very careful not to compromise the support of
generic (RFC3261) SIP devices.

For further information on the Cisco CallManager please see the datasheets:
CallManager 4.2 -
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_data_sheet0900aecd8042402c.html

CallManager 5.X -
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_data_sheet0900aecd8042403e.html

Gatekeeper

An H.323 gatekeeper is included in the H/M-UCS architecture to provide basic infrastructure capabilities.
It provides registration capability for the Cisco PGW (via the HSI), local PSTN gateways and Cisco
CallManager. The gatekeeper forces all routing to use the Cisco PGW, rather than routing directly
between CallManager clusters.

Trunking Media Gateway (AS5400HPX/XM, AS5350, MGX8880 VXSM)

Cisco generally uses the Cisco AS5400HPX or AS5400XM as trunking media gateways in H/M-UCS
deployments. Cisco also has the MGX8880 VXSM media gateway available, which provides a very high
density gateway solution. The choice of gateway depends upon the total number of T1s or E1s required (in
one physical location) to connect to the PSTN. Cisco have other products, such as the AS5350 or even the
Cisco 38X X series of enterprise voice gateways, that may be used as the trunking gateway if the scale of
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deployment is low or a widely distributed PSTN interconnect is required (such as when providing least cost
routing to international destinations).

The Cisco AS5400 will connect to the PSTN through T1 or E1 trunks and will be controlled by the Cisco
PGW2200 using MGCP. High-density (Up to 16 E1 or 1 CT3 with 648 simultaneous calls), low-power
consumption and universal port digital signal processors (DSPs) make the Cisco AS5400 Series Universal
Gateways ideal for many network deployment architectures especially TDM interconnect points of
presence (POPs).

For further information on the AS5400 gateway please see the datasheet at:

http://www.cisco.com/en/US/products/hw/univgate/ps505/products_data_sheet0900aecd802efc92.html

Cisco PGW 2200

The Cisco PGW provides TDM PSTN interconnect , Customer TDM PBX interconnect and a Routing and
Analysis Engine for the H/M-UCS architecture. It also provides carrier grade call detail records (CDRs)
that may be used for billing by the network operator. The PGW also has a SIP stack that is only used to
interconnect to the IP Unity Merion Voicemail system in the H/M-UCS 1.6 release but will also be used in
future for interconnect to other SIP based service providers.

These are described below.

TDM PSTN Interconnect

The Cisco PGW provides connectivity for all services to the time-division multiplexing (TDM) based
PSTN via Signalling System 7 (SS7) or ISDN Primary Rate Interface (PRI), depending on the nature of
deployment. The Cisco PGW also incorporates some capabilities that can assist in meeting local regulatory
requirements, such as support for the following services:

e Lawful intercept (LI) features, using Cisco Service-Independent Intercept (SII).

e Local number portability (LNP), using an onboard database or a Service Control Point (SCP)
query.

< Malicious call identification (MCID), SS7 part only.

e Emergency services, depending on local requirements.

Lawful intercept (LI) features, using Cisco Service-Independent Intercept
(SIn.

H/M-UCS uses the Cisco Service Independent Intercept (Cisco SlI) architecture to provide a network or
service operator with the ability to intercept and duplicate voice conversations to or from individual E.164
numbers. The Cisco Sl architecture provides only generic abilities to capture these conversations. In all
cases a mediation partner is needed to provide the requisite interfaces to a law enforcement agencies.

In the H/M-UCS architecture, the Cisco PGW is used to provide information to the Lawful Intercept
Mediation Device to ensure that calls can be appropriately monitored. During the latter stages of call setup
the Cisco PGW sends the intercept related information (the RTP traffic send and receive IP addresses and
ports) via a RADIUS interface to the Lawful Intercept Mediation Device to allow the device to configure
media intercepts on the IP network itself and hence monitor the calls as required.

Business Voice Access (Customer Site TDM PBX Interconnect)

The Cisco PGW optionally provides the interconnect point for customer site based TDM PBXs. TDM PBX
gateways are managed directly by the Cisco PGW (using MGCP with backhaul techniques). The
Cisco PGW acts as the routing platform (effectively a transit PBX) for all traffic that is generated or
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received in this environment. The DPNSS, Q.SIG and Q.931 protocols are supported on these PBX
interfaces.

Routing and Analysis Engine

The Cisco PGW provides a routing engine for inter-domain routing. All platform components use the
Cisco PGW to route calls that are not local, which ensures that the main dial plan and routing functions for
the hosted platform are centrally located. The Cisco PGW includes A and B number analysis and
modification functions, as well as regulatory capabilities that can be applied to satisfy local requirements.
For SS7 connectivity, both the Cisco IP Transfer Point (ITP) and Cisco Signalling Link Terminal (SLT)
signalling gateways are supported by the H/M-UCS baseline architecture.

For further information on the PGW2000 please see the datasheet at:
http://www.cisco.com/en/US/products/hwi/vcallcon/ps2027/products_data_sheet09186a0080091b59.html

Voice Mail Platform

The H/M-HCS architecture allows integration with two different Voicemail and Unified Messaging
platforms.

Cisco Unity can be used in the architecture to provide a feature rich Unified Messaging platform that is
integrated tightly with Microsoft Exchange or Lotus Domino (depending on the version of Unity
deployed). However, Cisco Unity is intrinsically a single tenant/customer product due to its tight
integration with the customer email platform (it actually uses Exchange or Domino as the voicemail
message store).

The IP Unity Mereon product has slightly less features than Cisco Unity, especially in the area of Unified
Messaging integration (with Microsoft Exchange and Lotus Domino platforms). However it is inherently a
multi-tenant product so provides the ability to have a single system with resources shared across multiple
customers.

Other voicemail systems have successfully been integrated into the H/M-UCS architecture to meet specific
customer requirements. An example of this is the integration of the VoiceRite unified messaging platform
through a Q.SIG interface.

Cisco Unity Unified Messaging Option

Cisco Unity delivers unified messaging and intelligent voicemail capabilities to enterprise and mid-market
customers with Microsoft Exchange and Lotus Domino environments. It delivers powerful unified
messaging (e-mail, voice, and fax messages sent to one inbox) and intelligent voice messaging (full-
featured voicemail with advanced functions).

In the past, e-mail, voice, and fax messages were delivered as separate media to different locations. The
telephone provided the sole means for accessing voice messages and then could play messages back only
in the order received. Faxes had to be manually retrieved from the nearest fax machine. Cisco Unity
Unified Messaging integrates transparently with Microsoft Outlook or Lotus Domino e-mail clients to
make handling all message types, e-mail, voice, and fax, easy and convenient, whether you are in the office
or on the road. An intuitively designed interface makes it easy to access e-mail, voice, and fax messages
from your desktop PC. Icons provide simple visual descriptions of each message type and because every
message is delivered to one inbox, you can see the number, type, and status of all your communications at
a single glance. You also can reply to, forward, and save your messages, regardless of media type, in public
or personal Microsoft Exchange or Microsoft Outlook folders with just a click of the mouse.

With the text-to-speech (TTS) capability of Cisco Unity Unified Messaging, you get information about all
your messages-and even hear the text portion of e-mail messages-over the telephone. You can then respond
with a voice message and, depending on the capabilities of your fax server, print e-mail, attachments, and
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incoming faxes on a nearby fax machine. Cisco Unity Unified Messaging also integrates with smart
phones and other mobile devices to deliver all-in-one messaging anytime, anywhere. For example, mobile
workers with Treo and BlackBerry devices can double-click to play a voice message within their PDA e-
mail applications.

The Unity product itself is not multi-tenant capable so a separate Cisco Unity platform is required for each
Customer on the H/M-UCS service

Integration of Cisco Unity into the H/M-UCS architecture is at the CallManager level (using the Cisco
SCCP protocol in the H/M-UCS 1.6.0 design. Provisioning of the Cisco Unity environment within the
H/M-UCS architecture through the BVSM application is not yet possible so Cisco Unity and the dial plan
surrounding it has to be manually provisioned in this platform release. It is anticipated that BVSM
provisioning of Cisco Unity will be added in a later platform release.

For further information on the Cisco Unity Messaging System please see the datasheets.

Unity 4.2 for Microsoft Exchange
http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_data_sheet0900aecd800fe148.html
Unity 4.2 for Lotus Domino
http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products_data_sheet0900aecd800fel4d.html

IP Unity Option

The IP Unity Mereon Unified Messaging platform is used to provide voice mail services in a multi-tenant
environment. Only the voice mail functions of the IP Unity platform are currently used in the H/M-UCS
architecture.

The IP Unity voice mail system has been selected for its capability to support the multi-tenant H/M-UCS
architecture. The BVSM platform is integrated with IP Unity to allow provisioning via the BVSM GUI of
voice mail functionality on a per tenant basis. The interface between the PGW and the IP Unity voice mail
system is SIP. The PGW forwards the incoming calls to the voice mail system. Once the caller leaves a
message, the voice mail system notifies (using the SIP NOTIFY message) the PGW that a message was left
for the user. The PGW supports only unsolicited subscription to the voice mail system. This means it does
not need to send a SIP SUBSCRIBE message to the voice mail system for every user with voice mail
service enabled.

PGW inter-works SIP and H.323 between IP Unity and CCM for Message Deposit, Retrieval and MWI
(Message Waiting Indicator). The inter working of IP Unity via SIP and gateway fronted DPNSS/QSIG
PBX is specifically not supported in the H/M-UCS 1.6 release so it is not possible to provide a hosted
voicemail service for TDM PBX users.

The BVSM platform uses the IP Unity APl (CORBA/XML) to define business groups, provision pilot
numbers, add/delete mailboxes (assigned against a unique “internal” number and an “extension” number),
and assign class of service.

For further information on the IP Unity Mereon please see the datasheet at:

http://www.ip-unity.com/solutions/media_server.asp?Section=solutions

Business CPE

Cisco 10S CPE, such as Cisco 2800 and Cisco 3800 series routers, are used to provide Tlor E1
connections to customer site based PBX equipment if required. The Cisco PGW is used to directly control
the gateways via D-channel backhaul and MGCP control. In this mode Q931, Q-SIG and DPNSS
protocols are supported. The Cisco VG224 and VG248 and ATA analogue gateways can also be used in
environments where traditional analogue telephony service is required.

The 10S based CPE may also be used to provide a local gateway capability to connect directly to the PSTN
and optionally a backup capability, using Cisco SRST, which provides local call processing to the IP
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phones should the WAN link to the hosted CallManagers become unavailable. In this application the CPE
gateways are H.323 controlled from the PGW via a H.323 gatekeeper.

The BVSM can be used to automate the provisioning of these two applications.

Intelligent Provisioning Application (BVSM)

Intelligent provisioning and service management is a key feature of the H/M-UCS solution architecture. It
provides a unified and integrated view of the Cisco components from a provisioning perspective. This
functionality is provided by the BVSM product from Vision OSS.

BVSM is aware of the H/M-UCS architecture and can provision most of the major components, including
Cisco CallManager, Cisco PGW, ISC DHCP server and IP Unity voice mail system. In addition to
provisioning, the BVSM platform provides some of the non call related features of the service, including
the following:

e Multilevel provisioning and tenant self-provisioning
e Devolved administration and user self-care

e Bulk migration of customers

e Number plan management

e Resource management

e Directory services

e Extension mobility

e Inventory Management

e [P Phone Services (XML phone browser) Subscription and Management

Currently BVSM does not provision the central gateway PSTN facing configuration that is required by the
Cisco PGW or 100% of the data that is required for Business Voice Access (PBX inter-working). The
Mote Cisco Voice Services Provisioning Tool (VSPT) or Cisco PGW command line interface can be used to
configure these aspects of the service.

4

BVSM version 3.1 6 also cannot provision the Netwise attendant console platform or associated dial plan
on the Callmanager.

Billing and Measurement Server (BAMS)

In the H/M-UCS architecture call-detail records (CDRS) are generated by two components, the

Cisco CallManager and the Cisco PGW. The Cisco CallManager generates CDRs records that allow a
service provider to provide telephone usage reports. The CDRs generated by CallManager are not really
suitable for billing but can be used to provide telephone use statistics or data about call quality.

Cisco PGW CDRs are aggregated and converted to common CDR formats by the Cisco PGW Billing and
Measurements Server (BAMS). They observe carrier class accuracy and contain all necessary timestamps,
as well as the called party information delivered to the Cisco PGW and the calling party information sent
from the Cisco PGW. They can be used to generate bills for calls to the PSTN, between customers and
between sites within a customer if desired.

For further information on the BAMS please see the documentation at:

http://www.cisco.com/en/US/products/sw/voicesw/ps522/products_user_guide_book09186a00800fd123.ht
ml
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Firewall

The Cisco PIX 5XX series firewall, Cisco ASA or Cisco FWSM products are used in the H/M-UCS
architecture to provide 3 functions :

e Securing the service provider owned infrastructure from attack or abuse from the customer
networks.

e Securing the customers on the hosted voice service from each other whilst still allowing
customers to call each other.

e  Catering for customers with overlapping IP address spaces.

All of the firewall products mentioned are application aware in that they have special handing for SIP,
SCCP, MGCP and H.323 as far as NAT and security are concerned.

The use of NAT requires that the firewall translates both the addresses in the IP headers and also any IP
addresses embedded within the messages within the protocol.

All voice signalling protocols have difficult security requirements in that the signalling is used to negotiate
UDP ports to carry the RTP voice streams themselves. Without special handing it is therefore necessary to
leave open a large range of UDP ports so compromising the security that a firewall provides. A signalling
protocol aware firewall can open UDP ports dynamically for the duration of the call to allow the voice
streams to pass and then close off the port again at the end of the call so ensuring maximum security.

When performing this application aware firewall function the performance of the firewall is not usually
determined by the pure ability to carry so many packets per second but often by the ability to process the
voice signalling messages at the application layer. Cisco have tested the performance of our firewall
products and optimized the protocol handling functions as far as is possible. As an example, a single P1X
535 firewall can (at 70% cpu load) handle around 3000 simultaneous calls with an average call hold time
of 2 minutes.

One firewall (or an active / standby pair for resilience) is deployed between each customer and the service
provider common network. The Catalyst 6000 FWSM also has the ability to provide up to 250 virtual
firewall instances on one physical firewall blade, making it a good choice for service providers with large
numbers of customers.

For further information on the Cisco Firewall products please see the datasheets at:
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_data_sheet0900aecd8040c5b5.html
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_data_sheet0900aecd8040c5b5.html
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Architecture Description

The baseline voice network architecture for the Hosted/Managed Unified Communications Services (H/M-
UCS) architecture integrates the call control capability of a Cisco CallManager system and the routing and
services function of a Cisco PGW softswitch to provide a set of capabilities that is useful for a broad range
of H/M-UCS architecture deployment models. The resources of the Cisco CallManager system and the
Cisco PGW can be shared among several tenants. A provisioning and service management facility,
Business Voice Services Manager (BVSM), provides the ability to partition, or virtualise, those resources
for individual tenants. In addition, the provisioning facility abstracts customers from the underlying data
structures and routing schema and provides additional capabilities to directly support applications such as
directory services and extension mobility for IP phones.

The H/M-UCS architecture is illustrated below.
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Figure1  H/M-UCS Network Architecture
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Multi-tenant voice services for H/M-UCS customers (tenants) are based on capabilities provided by
Cisco CallManager and Cisco PGW platforms. The Cisco CallManager provides end user facing services
to individual tenants, and the Cisco PGW provides a routing function that mediates among all the tenants,
as well as to and from the PSTN and other zones in the overall architecture.

Call Scenarios

Different factors must be considered for calls that originate or terminate on Cisco CallManager or in the
PSTN. Intra tenant calls within a single site are routed by Cisco CallManager (Case 1), while inter tenant
calls, calls between sites and calls to and from the PSTN are routed through the Cisco PGW (Case 2, 3, 4).
Figure 2 illustrates PSTN gateway routing using the Cisco PGW.

The following scenarios are described in this section.
e Calls Within a Single Site (Intra-tenant)
e Calls to Other Sites or Tenants (Inter-tenant)
e Calls from the PSTN
e Callsto the PSTN
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Figure 2 PSTN Gateway Routing
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Calls Within a Single Site (Intra-tenant)

Calls that are made from one phone user to another phone user within the same site are also known as intra
tenant calls. An intra tenant call is made when one phone user simply dials an extension number of another
phone user in the same company. Figure 3 shows an example in which extension 501 in tenant B's
company is calling extension 502, which is also in tenant B's company.

In an intra tenant call, the dialled extension number is matched by the internal calling search space (CSS)
and the call is routed to the called party, which is presented with the extension number of the caller (three
digits in this case). There is no Cisco PGW involvement in intra-tenant calls.

Figure 3 Intra Tenant Call
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Calls to Other Sites or Tenants (Inter tenant)

Figure 4

Calls that are made from one tenant in an H/M-UCS to another tenant (or calls within a tenant but between
two sites) in the same H/M-UCS are known as inter tenant calls. An inter tenant call is made when a phone
user in one company dials an offnet prefix and the local number of the destination phone. This is also
known as forced on net calling. Note that it is also possible to dial a national or international number for a
destination phone and the call remains on-net. Figure 4 shows an example in which extension 501 in tenant
B's company is dialling extension 1001 in tenant C's company.

The inter tenant call in Figure 4 is routed to the Cisco PGW and the off-net prefix is matched to a range of
numbers assigned to tenant C. The call is terminated to the Cisco CallManager. The media is passed
directly between two VolP endpoints, where as from a signalling perspective the call effectively loops
around the Cisco PGW. As the call arrives at the Cisco PGW, the calling-party number that is sent to the
destination is changed to the public number of the device that initiated the call. The public number is the
calling identity that is presented to the called user.

The Cisco PGW generates CDRs for inter-tenant calls.

Note that the inter tenant call flow logic also applies when a call terminates in another service zone within
the VVolP network (such as a call between an IP phone and a directly connected TDM PBX).

Inter-tenant / Inter-site Call
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Calls from the PSTN

Figure 5

Calls from the PSTN are received at the H/M-UCS platform by the Cisco PGW at an E.164 number that
has been assigned to one of the phones on a Cisco CallManager. Figure 5 shows a call from the PSTN that
is routed to extension 1001 in tenant C's company. The equivalent E.164 number for extension 1001 is
498115551001.

When the call is received by the Cisco PGW, the E.164 prefix of 49811555 for the called party number
(CdPn) is matched to tenant C and the appropriate dial plan is accessed. An H.323 SETUP message is sent
to the Cisco CallManager. The Cisco CallManager matches the destination number and presents the call to
the user.

Call from PSTN
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Calls to the PSTN

Calls to the PSTN are made when users from a particular H/M-UCS tenant make calls to external numbers
by first dialling an off-net prefix, such as 9, followed by a local, national, or international number. The
Figure below shows a call from extension 501 in tenant B's company to an international number,
00442088248777.

When a user first dials an off-net prefix (for example, 9) and then dials a full E.164 number for an
international destination, the call is forwarded to the Cisco PGW. The SETUP message received by the
Cisco PGW contains the called-party number (CdPN) with the full number dialled (including the
international prefix) and the calling-party number (CgPN) of the full internal number of the device that is
making the call. The Cisco PGW maps the CgPN to its equivalent international E.164 number. The

Cisco PGW analyzes the CdPN and determines that this call is an international call. The call is routed to its
destination. Note that in the case of an international call, the country code is also added to the beginning of
the CgPN.
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Figure 6
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TDM PBX Integration

174

Customer site TDM PBXs can be connected into the H/M-UCS platform so that users can make and
receive calls through a PBX to and from PSTN, between a PBX and H/M-UCS managed IP phones and
between two TDM PBX.

This feature was supported in the large enterprise deployment model in the 1.5 H/M-UCS release and has
now been extended in this 1.6 H/M-UCS release to include TDM PBX support in the hosted multi tenant
deployment model.

PBX integration uses a Cisco PGW MGCP controlled VVolP gateway to provide connection to the TDM
PBX using either the DPNSS, Q.SIG or Q.931 protocols. The Cisco PGW supports the necessary TDM
signalling protocols and also provides the call routing function.

PBX devices can be connected into the H/M-UCS platform using the methods shown below. MGCP plus
layer 3 protocol backhaul is used to supports E1 or T1 PRI based interfaces (including country variants as
well as network and user mode) as well as Q.SIG and Digital Private Network Signalling System
(DPNSS).

CAS is not supported as a PBX interconnect method in the 1.6.0 H/M-UCS architecture.

Hosted / Managed Unified Communication Services (H/M-UCS) SRND Version 1.6(0)

EDCS 580462 Cisco Confidential



H/M-UCS Architecture Overview .

Figure 7

PBX Services Integration

SR
(Cisto
Caltdanager]

Ciscn
Callanager

Devioes cannected o
Cheoo CallManagar

Fireweall

MGGF plus MGCF plus
AT IS 0EI10SIE
DFPNES GPNES
Backhaul Crackbaul

CEIG asia
PRI | DPNSS i DPNSS
= 5
\I (N L i

MGCP Connectivity

MGCP provides the simplest control mechanism for PBX gateways and, with backhaul of the layer 3
protocol, provides the most TDM like mechanism for connecting PRI, Q.SIG, and DPNSS PBXs via
managed routers into the VVolP domain. MGCP does not work in isolation and requires a gateway to
transport the TDM-based protocol over IP directly to the call control platform (in this case the

Cisco PGW). In this model, the gateway is essentially passive, forwarding the signalling D channel to the
Cisco PGW and acting totally under its control (via MGCP). Consequently there is very little configuration
required in the gateway to support this model. All that needs to be done is to direct the D channel and the
MGCP control interface to the Cisco PGW.

Table 1 MGCP standards that are supported by H/M-UCS

Reference Protocol |Notes

RFC3435 MGCP1.0

RFC2960 SCTP Stream Control Transmission Protocol

RFC3057 IUA ISDN Q.921-User Adaptation. Used for ISDN backhaul on some Cisco gateways.
DUA DPNSS User Adaptation Layer

N/A PRI- Pre Sigtrans backhaul technology. Used on gateways that have not yet implemented
backhaul SCTP or IUA.
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Reference Protocol |Notes

Q.931 ISDN European Telecommunication Standards Institute (ETSI) and country variants are also
supported.

Q.699 ISDN ISUP [Mapping of ISDN to ISDN User Part (ISUP) and vice versa.

ECMA v1, Q.SIG In the H/M-UCS architecture QSIG connectivity is provided by the PGW rather than the

ETSI CallManager.

BTNR188 DPNSS In the H/M-UCS architecture DPNSS connectivity is provided by the PGW.

A Cisco PGW signalling interface assumes that a PBX is connected to it, so it provides most of the features
that a TDM switch would provide across a similar interface.

Bearer Services Support

For TDM PBXs, the bearer services supported are the following:
e Speech (3.1KHz audio)

e Analogue Fax

Routing Cases

The following routing cases are supported by the H/M-UCS service:
e PBXto and from the PSTN (Multi tenant deployment model only)
e PBXtoand from a PBX or IP phone belonging to a different customer on the H/M-UCS platform
e PBXto and from another PBX within same customer

e PBXto and from a H/M-UCS controlled IP phone within the same customer.

PBX Integration Billing
For PBX integration scenarios, the Cisco PGW forms the hub of the Business Voice Access service,

regardless of the protocol that is used to communicate to endpoints. The Cisco PGW sees every call in this
service domain, and the CDRs that are generated from the calls can be used to bill for this service.

TDM PBX Interconnect Number Formats

The table below identifies the format of Called and Calling numbers on the TDM trunk to a PBX
connected to the H/M-UCS platform.
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Table 2

Number Format on Trunks to TDM PBX

Call Description

Number format of
CallED (B)
Number

Number format of
CallING (A)
Number

Notes

Outgoing call from PBX to another
PBX user within same tenant

Site code + Extn of
destination

Site code +Extension
of originator

Note : When using TDM PBX
site codes cannot begin with the
same digit as the PSTN access
prefix (e.g. 9 in the UK)

Incoming call to PBX from another
PBX within same customer

Site code + Extn of
destination

Site code +Extension
of originator

Outgoing call from PBX to an IP
phone within the same customer

Site code + Extn of
destination

Site code +Extension
of originator

Incoming call to PBX from an IP
phone within the same customer

Site code + Extn of
destination

Site code +Extension
of originator

Outgoing call from PBX to PSTN
(or to IP phone or PBX belonging to
a different tenant on H/M-UCS
platform)

(Awvailable in multi tenant H/M-
UCS dial plans only)

PSTN access prefix
(e.g. 9 in UK)
followed by the
called E164 number.

Site code + Extension

of originator

The E164 number must be a
national number prefixed with
the national prefix for the
country concerned (e.g.0 in UK)
or an international number
prefixed with the international
prefix for the country concerned
(e.g. 00 in the UK)

Incoming calls from PSTN to PBX
PSTN (or from an IP phone or a
PBX belonging to a different tenant
on H/M-UCS platform)

(Available in multi tenant H/M-
UCS dial plans only)

Site code + Extn of
destination

PSTN access prefix
(e.g. 9) plus E164

number of originating

party

(note PSTN access
prefix is not
presented on calls
that have been
forwarded)

Number Format Adjustment

Each PBX has two unique dial plans provisioned into the PGW. There is an ingress dial plan which
receives calls from the PBX and there is an egress dial plan which passes calls to the PBX. BVSM handles
the allocation of dial plan names automatically. The contents of these two dial plans may be manually
provisioned to manipulate the PBX number formats between the PBX and the PGW. When manually
provisioning digit manipulation it is necessary to understand which two dial plans are allocated to a
particular PBX. To determine this, use BVSM and navigate to General Administration — Customers, select
the Reseller/Customer where the PBX resides and then select the “View PGW Config’ button at the top of
the “‘Customer Management’ screen. The correct PGW will then need to be selected on the next screen
presented. The Customer Configuration screen is then shown as below.
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From this screen the user can determine which asgrad egress dial plans are allocated per PBX, e.g
PBX710 is allocated dial plans 000A and 000B asdasg and egress dial plans respectively. As adurth
note, the CUSTDIALPLAN is shown here as is the COMMOMIACYPBX dial plan which are allocated
per Customer and are also used in the TDM PBX sl

Caveats with H/M-UCS TDM PBX Implementation

BVSM does not provision the 10S gateways used foMTEBX interconnect in this release, only the
PGW is provisioned to support the gateway.

TDM PBX interconnect has so far only been designitld MGCP gateways connected to the PGW, H323
gateways and MGCP gateways to the CCM are not stgzpo

It is currently assumed (1.6.0 architecture relptss there is a one to one mapping between PBXrial
numbers and E164 PSTN numbers i.e. a PBX site andextension may be (123)789 and the E164
PSTN number would be <Area Code>123789. This wasddde too restrictive so it is anticipated thas th
issue will be resolved in a near term maintenartzase.

After a Gateway or E1 has been provisioned intdG&V, BVSM does not put the associated functions
into service. Similarly with deleting, BVSM doestriake the required functions out of service whigh
allow the E1 or Gateway to be removed from the P&tk on the BVSM is needed for this to be
handled automatically and this will be the subjdcd maintenance release. As a workaround, thécgerv
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