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Security Certifications: When Is Faster Better?

What's worse than a known security vulnerability in government? Answer: A new security product that introduces an unknown
vulnerability.

That's why government is committed to evaluating security products before authorizing their use. The Common Criteria, for example,
provide a cost-effective and consistent approach to evaluating security products, answering questions such as:

- Are the software features designed in a secure manner?

- Does the software contain vulnerabilities that can be exploited?

- Do the software features behave as expected when tested?

- Is the solution susceptible to secret messages instructing it to perform an undesired function?

- Does the software contain trap doors that the developer can later exploit?

An international standard for evaluation, Common Criteria is administered in the United States by the National Information Assurance
Program (NIAP) within the National Security Agency (NSA) and internationally recognized by members of the Common Criteria
Recognition Agreement (CCRA). Federal government agencies that handle sensitive information must purchase products certified
against the Common Criteria.

The Great Irony

Although the Common Criteria provide a high level of assurance that a security product works as advertised, there is some concern
about the time required for certification, according to Gene Keeling, director of Cisco's global certification team. “Cybercriminals devise
anew type of attack or exploit every week,” he says. Security vendors respond quickly with new solutions to detect the attack or patch
the hole. In extreme cases, they develop a new product to protect against the attack type. In addition to the development cycle for a new
product, Common Criteria evaluation requires another two years, and intelligence agencies perform additional evaluations that take up
to another year or more.

“By the time an agency can implement a security solution, it's already three years old,” Keeling says. Ironically, delaying introduction of a
security product to increase confidence actually undermines an agency's security posture.

Therefore, industry and governments around the world continue to look for ways to make the certification process better and faster.

Shortening the Cycle

NIAP has announced proposed changes for reduced requirements to accelerate the evaluation process (www.niap-ccevs.org). “We
are excited about NIAP's proposed changes,” Keeling says. “The challenge is making sure that the changes also satisfy our international
customers.”

An idea that complements the proposed change is to add an accelerated technology adoption process that operates in parallel with
Common Criteria testing. The parallel process, currently under consideration by NIAP and the Office of the Secretary of Defense,
combines those parts of the Common Criteria, FIPS 140-2, and Department of Defense |A Accreditation processes that can be
automated. “The goal of the approach is to achieve 80 percent assurance in 20 percent of the time, ideally just two or three months,”
Keeling says.
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Under the proposal, early adopters would receive an Interim Authority to Operate (IATO) while the product undergoes the full Common
Criteria and other certification processes. Depending on the results, the agency would either receive Authority to Operate (ATO) or be
told to decommission the product. “Supplementing the Common Criteria with the accelerated track will provide earlier validation of new
technology and give early adopters a head start once an ATO is granted,” Keeling says.

Ciscois a global leader in completing and pursuing Common Criteria evaluations as well as other global government certifications. To
see completed Global Government Certifications, as well as those in progress, visit: www.cisco.com/go/securitycert.
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