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Designing an Open Architecture to Close the Gaps in Crisis Management

Assembling the Framework for Public Safety and Security

Public safety and security organizations worldwide are aware of their commitment to protect their citizenry from natural
and manmade incidents in both everyday and emergency situations. Currently, there are many new approaches

and strategies aimed at managing these incidents. Similarly, information and device technologies are continuously
advancing. Applications supporting police, fire, and medical response units are transitioning from simple text and voice
to rich multimedia applications. Real-time video, maps with satellite imagery, Global Positioning System (GPS) tracking,
and global database searches are available in handheld devices that mobile responders carry with them in the field.

The Cisco® Open Platform for Safety and Security is an architectural framework that can help you proactively
protect your workforce, citizens, and mission-critical assets. This secure and open architecture is standards-based,
integrating best-in-class technology solutions with existing networking equipment to deliver a cost-effective,
customizable platform that evolves with your needs.

How Do Crisis Management Solutions Fit Into the Architectural Approach?

Increasingly, technology is vital to the situational awareness, span of control, scalability, and efficiency of crisis
management. However, incompatible communications technologies build barriers that complicate collaboration and run
the risk of creating unsafe working conditions for employees. Personnel from different organizations must communicate
using compatible technology and evolve toward one IP network of networks that offers an intelligent, converged
environment. With a common infrastructure, the interoperability challenges of multiple devices can be eliminated,
allowing all parties to communicate and collaborate in real time during an event.

Determining the Right Architectural Building Blocks
To optimize management during periods of calm and crisis, public safety and security organizations should focus on
implementing foundational blocks—solutions in six technological areas:

Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR)
Operations Center—Provides a common operating picture for the crisis management team with up-to-date
situational awareness, actionable intelligence, and decision support tools; also facilitates mission-critical
communications with first responders, along with incident and unified command teams

Emergency-Grade Network—Carries forth all emergency management activities on a scalable, resilient, secure,
and intelligent network platform
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Unified collaboration—Improves collaboration within and between public safety and security organizations
throughout the emergency management cycle: prevent, prepare, respond, and recover
Surveillance—Supplements the reconnaissance and response teams, and provides the Operations Center with
additional intelligence and automated capabilities—using video surveillance, sensors/actuators, and biometrics
Empowered Mobile Workforce—Enables first responders to be as effective on the go as they would be in the office
Citizen-authority interaction—Improves communication between citizens and authorities during emergencies

by providing single-number dial service on one hand, and “reverse 911" which sends outbound alerts to citizens
about perceived public dangers on the other

Consider the Benefits
Crisis management solutions based on the Cisco Open Platform for Safety and Security enable you to:

Prevent and eliminate public threats—By facilitating the rapid and comprehensive collection, analysis,
assessment, and dissemination of information, you can increase awareness of potential threats and move to
circumvent them.

Prepare your resources—By integrating human, technological, and financial resource management with
operational and back-office information, you can ensure that logistics, assets, training, communications, planning,
and coordination operations are synchronized and ready for deployment.

Respond appropriately to crises—BY enabling real-time information access and collaboration, you can coordinate
people, equipment, locations, and timing to effectively manage any dangerous situation.

Recover from the consequences of an emergency—By incorporating a standards-based, modular, multivendor
architectural design, you can take advantage of innovative technologies to plan, conduct, and evaluate recovery efforts.

Learn More

For additional information about the Cisco Open Platform for Safety and Security, the architectural approach that helps
you derive maximum effectiveness from your safety and security resources, contact your Cisco representative or visit:
http://www.cisco.com/go/fedcoe

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd Cisco Systems International BV
170 West Tasman Drive 168 Robinson Road Haarlerbergpark
' ' I ' ' ' l ' ' San Jose, CA 95134-1706 #28-01 Capital Tower Haarlerbergweg 13-19
USA Singapore 068912 1101 CH Amsterdam
c I S c o www.cisco.com WWW.Cisco.com The Nether\ands
Tel: 408 526-4000 Tel:+65 6317 7777 WWW-europe.cisco.com
800 553-NETS (6387) Fax: +65 6317 7799 Tel: +31 0800 020 0791
Fax: 408 527-0883 Fax:+31020 357 1100

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

CCVP the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet,
Catalyst, CCDA, CCDP, CCIE, CCIP. CCNA, CCNP, CCSP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick
Study, LightStream, Linksys, MeetingPlace, MGX, Networkers, Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath
are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does notimply a partnership relationship between Cisco and any other company. (0711R)


http://www.cisco.com/go/fedcoe

