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Methodology

In October 2008, 223 respondents participated in a web-based
survey of federal IT decision makers regarding security efforts
and issues, and concerns with federal initiatives.

Participants were drawn from 1105 Media publication
subscriber lists, and Market Connections proprietary
databases.

Respondents represented more than 40 federal agencies in
addition to all branches of the military.

This survey has been conducted annually since 2005, with
minor revisions to the questionnaire. In 2005, 2007, and 2008,
the survey was self-administered online. In 2006, the survey
was administered via telephone.
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Respondent Demographics
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Respondent Demographics - 8
Agency Type and Scope of Involvement

Scope of Involvement

Federal Agency Type 100% -

800 14%
Defense %

40%

60%

40%

20%

Civilian
60%
° 0%
Recommend or Direct Make or
evaluate involvement approve final
alternative decision
solutions

Q: Which of the following best describes your employer?

Q: Which of the following describes the scope of your involvement in the deployment of IT and network solutions for your agency or organization?
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Respondent Demographics - 2008
Involvement Type and Job Role

Computer/Communications/
Network management

IT Involvement Type

Policy
29%
Agency/Operations
management

Technical/Engineering

Implementation
management

71%

Executive/Command

Q: Are you more involved in the IT policies of your agency or do you have more involvement in IT implementation?

Q: What is your role in your organization?
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Involvement with Security Elements - 2008

More than half of respondents Applications or data security
indicated involvement in:
Applications or data security Disaster recovery/

Physical security

Physical security

Network or
communications security

Risk management

Wireless networking

Web 2.0 technologies

0% 20% 40% 60%

Q: Are you involved in any of the following?
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Security Efforts and Issues
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Extent of Concern Over Security Issues -

Loss of privacy of employee data

In general, respondents were more due to security breach
poncerned with one-time §ecur|ty inadequately trained/
Issues, such as loss of privacy data unconcerned users
or red.uced operatlons due to Loss of privacy of citizen data due
security breaches. to security breach
Security breaches have been top concerns Reduced operations and service

from 2005-2008. delivery due to security breach
Bots and spyware infestation

Security concerns associated with
remote access for mobile workers

Insider threat

Advanced persistent threat

Virtualization

0% 20% 40% 60%
% Rating 4 or 5

Q: On a scale of 1 to 5, where 1 is sleep like a baby and 5 is do not sleep a wink , to what extent do the following security issues or concerns keep
you up at night?
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Confidence inAgency Security - 2008

As in previous years, the majority of respondents reported feeling more confident in
their agency s security than they did four years ago.

Confidence in Agency Security
(as compared to four years ago)

w2008 m2007 m2006

60%

40%

0%

More secure Less secure About equal

Q: Regarding your agency s security, do you feel more, less, or about equally secure now than you did four years ago?
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