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Solution Overview

Cisco Campus Secure

At today!s colleges and universities, a growing number of research, communications, and even basic educational
functions are supported and enhanced by the campus network. But with thousands of users, endpoints, and applications
active at any time, campus networks are also becoming increasingly difficult to protect. Academic IT professionals are
constantly challenged to ensure that all devices logging onto the network are secure, and to effectively identify and
mitigate network attacks. As campus networks become more complex, tasks such as developing meaningful security
strategies from vast amounts of network event data, or effectively monitoring and controlling bandwidth in the face of
new applications and usage patterns, have become extremely difficult. Cisco Campus Secure for Higher Education
Networks provides a comprehensive solution for meeting these challenges, and protecting and optimizing academic
networks.

Challenge
College and university networks are complex, distributed environments that must serve a variety of constituents, often with widely different

needs. These networks are beset by:

e Fundamental vulnerabilities — IT administrators are hard pressed to ensure the security and availability of critical network applications while

maintaining the open, unfettered learning environment that academic institutions require.

e Expanding user base — With thousands of endpoints connecting to a college or university network every day, enforcing uniform security
policies is extremely challenging. Administrators need new tools to distinguish between secure and unsecure endpoints, and promote

responsible behavior among users.

e Bandwidth challenges — The rise of bandwidth-intensive, peer-to-peer (P2P) traffic and gaming applications demands more effective tools to
control bandwidth resources. A recent article in The Chronicle of Higher Education reported that one university found that 10 students using

music and movie file-sharing applications were consuming 50 percent of campus bandwidth.

e Growing vulnerability — A recent survey conducted by The Chronicle of Higher Education and Gartner, Inc. revealed that nearly all
respondents had experienced virus and worm attacks in the past year, and 73 percent said those attacks are accelerating. Fifty-three percent
of respondents reported that attackers had tried to cripple campus networks, and 41 percent reported that hackers had succeeded in

penetrating their systems.

e [Inherent complexity — In an education network with hundreds of devices and thousands of active users at a given time, simply identifying
malicious activity — much less mapping the path of an attack across compromised assets — can be extremely difficult. If the network contains
security devices from multiple vendors, accurately identifying, correlating, visualizing, prioritizing, and responding to attacks in progress can

be even more challenging.

e Evolving network attacks — The tools to create and propagate network attacks have become more sophisticated, and are increasingly
accessible to malicious parties both on and off campus. Propagation times are also shrinking, as is the window for responding to an attack
before it causes widespread damage. Emerging viruses and worms also take advantage of higher-bandwidth environments and applications to

propagate even more quickly, and flood a network with performance-impeding traffic.

o Substantial potential costs resulting from a network attack — If a security breach results in the compromise of thousands of user records, the

notification effort alone can be a massive and costly undertaking. Stricter government regulations and privacy mandates also increase an
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institution’s legal exposure. Most importantly, a serious security breach can compromise student and faculty productivity, and tarnish an

institution’s reputation.

e Increasing liability issues — Many universities are being contacted by representatives of the music and movie industry in their attempts to
track down major violators of copyright laws. In addition, investigations into major hacking attempts on commercial Websites have often

revealed university networks as the source or relay for the attacks.

Solution

Faced with these issues, many colleges and universities are searching for more intelligent and proactive strategies for protecting academic
networks. Cisco® Campus Secure for Higher Education Networks provides a suite of powerful solutions for more effectively securing and
optimizing campus networks. Designed to support complex, open academic environments, these solutions allow colleges and universities to gain
unprecedented insight into network activity, more tightly control network and bandwidth resources, and more effectively protect against both

known and unknown security threats. Cisco Campus Secure for Higher Education Networks encompasses three core solutions:

e Cisco Identity Management and Network Admission Control for Education Networks, which ensures that users and devices attempting to

gain access to the network are secure
e Cisco Self-Defending Network for Education, which allows administrators to more effectively identify and mitigate network attacks

e Cisco Bandwidth Control for Education Networks, which provides intelligent tools for controlling and protecting bandwidth resources

Cisco ldentity Management and Network Admission Control for Education Networks

The first step in protecting university networks is controlling who and what can gain access. Cisco Identity Management and Network
Admission Control provides universities with a choice of two Network Admission Control (NAC) solutions to provide this critical service. NAC
allows universities to automatically detect, isolate, and clean infected and/or vulnerable wired and wireless devices that attempt to access the
campus network. Developed by Cisco Systems®, NAC brings together leading antivirus, security, and management solutions to ensure that all
devices in the network comply with university security policies, and to repair any vulnerabilities (such as out-of-date antivirus or operating

system software) before permitting access to the network.
Universities can choose from appliance- and architecture-based approaches to NAC.:

e The Cisco NAC Appliance (formerly known as Cisco Clean Access) Solution provides appliance-based NAC services, and can operate within

any network environment

e The Cisco Network Admission Control (NAC) Framework provides comprehensive, architecture-based NAC services in Cisco networks that

employ 802.1X authentication

The Cisco NAC Appliance Solution
Cisco NAC Appliance is a self-contained, appliance-based NAC solution. It is composed of the Clean Access Server, which enforces network
security policies; the Clean Access Manager, the solution’s centralized management console; and the Clean Access Agent, an optional thin

client that can be deployed on user devices to provide even tighter control.
The Cisco NAC Appliance Solution integrates:

e Authentication — Cisco NAC Appliance servers integrate with the authentication servers and mechanisms already in use within the network,

and enforce security policies for all devices attempting to gain access.
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e Vulnerability assessment — The Cisco NAC Appliance solution can scan all Windows-based operating systems, Mac OS, Linux machines,
and even non-PC networked devices, such as gaming systems and personal digital assistants (PDAs), for viruses, malicious code, and other

security vulnerabilities.

e Remediation and repair — When noncompliant devices are detected, the solution can place them into quarantine, preventing the spread of a

virus while allowing the device to access remediation resources, such as operating system patches and virus definition files.

e Centralized management — The entire Cisco NAC Appliance Solution — including all servers and endpoint agents — can be managed with a
single, Web-based management console. Administrators can define and update security policies, and set policies for different types of

devices, users, and roles.

The Cisco Network Admissions Control Framework

The Cisco NAC Framework is designed to closely interoperate with Cisco network technologies and partner security and management solutions
in sophisticated network environments that use 802.1X authentication. With the Cisco NAC Framework, NAC services are delivered through
802.1X-enabled Cisco switches and routers already deployed in the network. Endpoint-based agents, such as Cisco Security Agent, closely

monitor all devices in the network to identify suspicious operating system behavior and communicate with network authentication systems.
By integrating NAC services with the network architecture itself, universities gain:

e Comprehensive control of all endpoints across all access methods, including LAN, WAN, wireless, and remote access
e Endpoint visibility to help ensure that managed, unmanaged, guest, and even rogue devices comply with university security policies
e Lifecycle support that automates the assessment, authentication, authorization, and remediation of endpoints

e Granular admission control management delivered via a combination of centralized policy management and intelligent network devices and

services, incorporating solutions from dozens of leading antivirus, security, and management vendors

e A standards-based approach to NAC that allows for easy integration with partner solutions and security services

Cisco Self-Defending Network for Education

Cisco Self-Defending Network for Education incorporates a suite of tools and services that tightly collaborate with the embedded security in
Cisco network devices, and deliver the intelligence and functionality administrators need to protect education networks. The solution focuses on
two critical areas of education security: timely identification and mitigation of security threats, and integration of security services into the

network architecture itself. This strategy is based on two core technologies:

e Cisco Security Monitoring, Analysis, and Response System (MARS) — Cisco Security MARS appliances efficiently aggregate and synthesize
the massive amounts of network and security data typically generated in an education network, and use sophisticated event correlation and
validation intelligence to help administrators appropriately identify and respond to threats. The solutions incorporate intuitive topology maps
to track attacks in real time, integrated tools to mitigate attacks in progress, intelligent rule creation and threat notification services, and

comprehensive reporting systems.

e Cisco ASA 5500 Series Adaptive Security Appliances — Colleges and universities need a variety of security services, including firewall, VPN,
antivirus, intrusion detection and prevention, Web and application security, host-based security, and authentication. Previously, institutions
relied on standalone solutions — often from multiple vendors — which increase network complexity and demand substantial human and
financial resources. The Cisco ASA 5500 Series provides a converged, manageable security solution that delivers all of these services over a

single, integrated platform.
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Cisco Bandwidth Control for Education Networks

At many colleges and universities, network bandwidth upgrades to Gigabit and 10-Gigabit rates are supporting a new class of rich media
applications that aid and enhance the educational process. However, along with the benefits of bandwidth increases come potential problems:
With more bandwidth, P2P and gaming applications can consume network resources at an even faster rate. Many emerging Denial of Service

(DoS) and worm attacks are also now designed specifically for bandwidth-rich environments, and can propagate faster than ever before.

The Cisco Bandwidth Control for Education Networks Solution provides colleges and universities with a powerful set of tools to implement and

enforce an institutionwide bandwidth control policy. The solution encompasses four key components:

e Cisco Ultra-C Bandwidth Control System — This solution provides deep-packet inspection services, allowing the network to more effectively
identify and manage P2P traffic, applications, and users. Institutions can limit all P2P traffic to a certain percentage of available bandwidth
or specific times of day, isolate and control file uploads, limit traffic that uses expensive or congested connections, and enforce user- and

application-specific quotas and policies.

e Cisco I0S Bandwidth Control Features — Many Cisco Catalyst® Series switches can incorporate rate-limiting mechanisms to police and
restrict traffic flows, and allow institutions to allocate bandwidth on a per-user, per-group, or per-application basis. With strict policies
enforced at the core, edge, and distribution layers of the network, users can only send and receive up to the bandwidth individually allocated
to them. Institutions can even single out certain groups (such as faculty or research students) or devices (such as application servers) for

additional bandwidth, while guaranteeing baseline performance for all users.

e CiscoWorks QoS Policy Manager (QPM) — As part of the CiscoWorks network management solution, CiscoWorks QPM is a secure, Web-
based tool that provides centralized, end-to-end quality of service (QoS) policy control and analysis for converged data, voice, and video

networks.

e Cisco Application and Content Networking System (ACNS) — The Cisco ACNS Solution optimizes the delivery of rich media content in
bandwidth-constrained networks, reducing network congestion by storing and delivering content at the network edge. The solution uses
intelligent caching and pre-positioning strategies, as well as dedicated hardware and software tools, to accelerate the delivery of Web

applications, large files, and streaming media.

Business Benefits

The Cisco Identity Management and Network Admission Control, Self-Defending Network, and Bandwidth Control solutions, as well as their
constituent components, can individually offer a variety of tools to create a more secure and better-performing academic network. When
combined as part of an integrated Cisco Campus Secure strategy, they can provide an extremely powerful, versatile, and comprehensive

platform for protecting and optimizing campus networks.

Cisco Campus Secure for Higher Education Networks provides:

e Reduced network outages caused by viruses and worms through NAC mechanisms, as well as more robust threat identification and
mitigation tools, and more intelligent reporting and analysis

e Improved compliance with security policies by making compliance a fundamental requirement for access to the network

e Protection against both known and unknown threats through the use of sophisticated monitoring systems that identify and map malicious

behavior, instead of simply searching for known attack signatures

e Lower total cost of ownership by consolidating multiple security services into a single, manageable platform, as well as more effectively

controlling antivirus and operating system software updates — even among a large, diverse user base

e More efficient use of network resources by allowing institutions to control network traffic on a granular level, and identify and limit users

and applications that would otherwise commandeer a disproportionate amount of bandwidth
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o Simplified management that allows IT administrators to manage and provision networkwide security services from a single, centralized Web-

based interface

Why Cisco?

Founded by two Stanford University graduates, Cisco Systems has maintained strong relationships with the world’s leading academic
institutions. Working with Cisco, colleges and universities can:

¢ Employ end-to-end security to protect the campus network

e Rely on proven technologies, as well as partnerships with security industry leaders, to build a Self-Defending Network

e Benefit from close collaboration among IP networking and security services, and tight integration with data, voice, video, storage, and

wireless infrastructures

e Integrate and expand on security services within deployed Cisco routers, switches, and security appliances to reduce network TCO and

deliver a greater return on investment
e Access the highest-rated service and support in the industry

e Realize long-term investment protection through a commitment from Cisco Systems to the Campus Secure program and its component

technologies

Service and Support

Cisco offers a wide range of services programs to accelerate customer success. These innovative programs are delivered through a unique
combination of people, processes, tools, and partners, resulting in high levels of customer satisfaction. Cisco services help to protect the network
investment, optimize network operations, and prepare the network for new applications to extend network intelligence and the power of the

institution. For more information about Cisco Services, see:

Cisco Technical Support Services: http://www.cisco.com/en/US/products/sves/ps3034/serv_category home.html

Cisco Advanced Services: http:/www.cisco.com/en/US/products/svcs/psl1/services segment category home.html

For More Information

For more information about Cisco Campus Secure Solutions, visit http://www.cisco.com/go/education or contact your local account

representative.

Cisco Systems, Inc.
All contents are Copyright © 1992—-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 5 of 6



