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What do we have to transfer?

1. Data network (LAN/MAN)
Gigabit Ethernet
10 Gigabit Ethernet

2. Storage Area Network (SAN)
Fiber Channel (1, 2, 4 and 10 Gbps)
FICON (1, 2, 4 and 10 Gbps)
ESCON

3. Channels for cluster applications

Heartbeat signals (GE, FE)

GDPS/GDPS 2 (Sysplex ETR/CLO, ISC-1, ISC-2, ISC-3, STP)
4. Others

E1 or E3 for voice

STM-x for ATM
FDDI



Datacenter interconnect options

DWDM/CWDM [ Local Remote

Datacenter Datacenter

* most often short distance

o dark fiber must be available { Dark fiber

 dedicated channels for LAN,

SAN and other signals %
l

SONET/SDH (

« most often short — intermediate
distance

LAN

Short distance ~ 100 — 200 km

Local
Datacenter

Remote
Datacenter

 dark fiber not avail. — distance, -{
cost, exhaust

* links may be shared
« EoSDH and FCoSDH \

(@6
(@66l
(66l

Medium distance | j’
IP. IP/MPLS, Metro Ethernet [ _ ‘oca Remote

Datacenter

e short — long distance

» dark fiber not available { % %
* links may be shared
e FCIP for FC and/or FICON §4

57

Short — Long distance
0 - 5000+ km



CWDM/DWDM

designs for DC
Interconnect

Design scenarios



DR solution with integrated WDM optics

MDS9000 MDS9000

\

Catalyst 6500 Catalyst 6500

« Uses colored interfaces (GBIC, SFP, XENPAK, X2, XFP etc.) in CWDM
or DWDM wavelength grid plugged directly in communication devices
(ethernet or FC switches) and passive DWDM or CWDM filters

* Lower cost than transponder based system but less functionality
« Can be combined with transponder based solution



Cisco CWDM filters and pluggable modules

Passive CWDM solution
8 channels (20nm spacing, 1470nm-1610nm)
low insertion loss for new generation modules
ring, bus, p-t-p
GBICs, SFPs and passive filters
GE, FC (1G, 2G and 4G)
Optical budget
min. 30 dB for CWDM GBICs (GE)
min. 28 dB for CWDM SFPs (2G FC)
min. 16 dB for CWDM SFPs (4G FC)
Single fibre solution - 4 channels

Standalone 2 channel transponder for cases
where colored interface is not directly supported in
device




Cisco DWDM filters and pluggable modules

Passive DWDM solution
32 channels (100GHz spacing)
Cisco ONS 15216 Flexlayer family
ring, bus, p-t-p

GBICs, SFPs, XENPAKSs, X2s, XFPs and
passive filters

GE, FC (1g and 2g) and 10GE
Optical budget (examples):
min. 28 dB for DWDM GBICs
min. 23 dB for DWDM XENPAKSs
Single fibre solution - 16 channels

Standalone 2 channel transponder for cases
where colored interface is not directly supported
In device




Cisco eWDM filters

Combination of CWDM and DWDM 170 1490 510 1530 150 1590 1610
16 channels (8 CWDM + 8 DWDM)

upgrade of existing CWDM networks to ||||| It
16 channels

upgrade to 10Gbps

mux/demux, OADM (2 and 4 channels)
EDFA for DWDM channels

CWDM and DWDM pluggable modules

Standalone 2 channel transponder for
cases where colored interface is not
directly supported in device
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Design with 1310/1550 nm splitter cable

Two unprotected clients, one using 1310nm and second 1550nm
Simplest WDM 'device' - falls into WWDM category
Low insertion loss, Simplex cable - two needed per site

Can be combined with CWDM/DWDM filters connected to 1550nm
port

> W e

Metwiork
SC connector Splitter cable

1500nm (1460-1620nm) 1300nm (1260-1360nm)
LC connector SC connector
Parameter Path Minimum Maximum Unit
1310 Insertion Loss ADD/DROP - 1.2 dB
1550 Insertion Loss ADD/DROP - 0.8 dB

Client with 1310 nm
interface

Client with 1310 nm
interface

WDM-1300-1550-S= WDM-1300-1550-S=

WDM-1300-1550-S= WDM-1300-1550-S=
Distance up to 10km

Client with 1550 nm
interface

Client with 1550 nm
interface




Design with passive CWDM filters

1. Support for 8 unprotected channels over fiber pair or
4 unprotected channels over single fiber strand

Insertion loss | Add Drop Pass
Sed METWORK WEHI T* [ —— 1610 R TX 1550 RY TH 1530 AX

00" oo MUX 8 22 | 22 | .

IR o [ T LN - - ST - 1 WL 7 L

OADM 1 1.5 1.5 1.5
Single fiber 3.0 3.0

Client w/ CWDM
interface
Clie_nt w/ CWDM
T REE CWDM filter Distance up to 80km  CWoMfilter
Client w/ CWDM
interface
Client w/ CWDM
Interface RO CWDM filter Distance up to 80km  CWbMfilter

Client w/ CWDM
interface

Client w/ CWDM
interface

Client w/ CWDM
interface

Client w/ CWDM
interface




Design with passive DWDM filter

1. Support for up to 32 unprotected channels over fiber pair or up to 16
unprotected channels over single fiber strand

Client w/ DWDM
interface

2
X

Client w/ DWDM
interface

2
X

Client w/ DWDM
interface

2
X

Client w/ DWDM
interface

Avalilable modules

e 8 and 2 channel OADM (two required per site)
» 4 band splitter/combiner (two required per site)
« 2,3,4 way splitter/combiner

* VOA module

DWDM filter

DWDM filter

DWDM filter

DWDM filter

Client w/ DWDM
interface

Client w/ DWDM
interface

Client w/ DWDM
interface

Client w/ DWDM
interface




Design with 1310/1550 nm splitter cable
IN combination with C/DWDM filter

1. Combination of one client using 1310nm and others using
CWDM or DWDM wavelengths (up to 8 channels with CWDM,
up to 32 channels with DWDM)

2. Allows support of 'legacy' 1310nm channel, combine 10GE with
CWDM, etc.

3. Fiber pair only, no single strand

WDM-1300-1550-S= WDM-1300-1550-S= Client w/ 1310 nm
L interface

WDM-1300-1550-S= WDM-1300-1550-S=
Distance up to 10km
Clients w/ C/DWDM
interface

Client w/ 1310 nm
interface

Clients w/ C/DWDM
interface RX




Design using eWDM solution

1. Combination of 8 channels in CWDM grid and 8 channels in
DWDM grid

2. Cost effective upgrade of CWDM networks

3. Cost effective option for small (approx. 40%less for 8 channel
DWDM network comparing to 15216 Flexlayer)

eWDM filter eWDM filter

Clients w/ DWDM Clients w/ DWDM
interface | interface

interface interface

Clients w/ CWDM !‘ 4/[ Clients w/ CWDM _‘
Rx

| i CWDM filter |
CWDM filter




Complementing designs with standalone
transponder unit

1. When CWDM or DWDM interface is not directly available at client than

WDM-SFP-2CH-CONV= can be used to convert signal from 850 nm or
1310 nm to CWDM or DWDM grid on both sides. One WDM-SFP-2CH-
CONV= can handle two channels

WDM-SFP-2CH-CONV= requires 'grey' SFP in client port and C/DWDM
SFP in network port and supports STM-1, STM-4, STM-16, GE, 1G FC
and 2G FC

Client w/ std
interface

Client w/ std
interface

Client w/ std
interface

Client w/ std
interface

CWDM or DWDM filter

CWDM or DWDM filter

CWDM or DWDM filter

CWDM or DWDM filter

Client w/ std
interface

Client w/ std
interface

Client w/ std
interface

Client w/ std
interface




DR solution with transponder based DWDI\/I

Cisco ONS : Cisco ONs . GE/10GE

: 15454 MSTP : I 15454 MSTP
“/HH GDPS [CLO, ETR, ISC] i GDPS [CLO, ETR, ISC] Ellm

: Data Data :
: Center 1 _ : Center 2 :
: 1G/2G/4G/10G §7 MDS ! P wps 52[987] 1G/2G/4G/10G :
FC/FICON 9000 : 9000 FC/FICON

E* = = :

—i P iMetro DWDM ﬁ %

Y GE/10GE : 2

1. Support of many different channel types: GE, 10GE, FC/FICON
(1/2/4/10G), SDH (STM-1/4/16/64/256), ESCON, IBM solution specific
iInterfaces (CLO, ETR, ISC), video interfaces, 2R transparent signal etc.

2. Cost-effectively aggregates data and storage services into 2.5 or
10 Gbps lambda

3. Buffer-to-buffer credits for distance extension
Optical performance and comprehensive protocol (payload) monitoring
5. Various protection schemes (PSM brings full parity with ONS 155xXx)

B




Cisco ONS 15454 - example 1 (bank)

Site B
Cisco ONS 15454 MSTP

Site A
Cisco ONS 15454 MSTP
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Cisco ONS 15454 - example 2 (insurance)

1. Two identical systems
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IP based DC

Interconnect




DR solution based on IP or IP/IMPLS
SAN extension with FCIP

MDS9000 with MDS9000 with
IP Services IP Services
Module Module

(o
(OOEE

-—)
Port Channels /

1. Data network uses natural IP connectivity

2. SAN extension uses FCIP

FCIP enhancements can be used — shaping, compression, encryption, QoS marking,
Inter VSAN routing, write and tape acceleration etc.

3. Some other connection may be tunneled over IP or IP/MPLS using VoIP,
TDMolP, AToM etc.

4. May be combined with optical technologies (like WDM) to increase bandwidth
and reliability



Cisco MDS 9000 FCIP Implementation

Comprehensive SAN Extension Solution over IP

Primary Data Center Backup Data Center

MDS 9500 with
MPS-18/4 Module
MDS 9222i

Application WAN Bandwidth

Performance

Utilization

Traffic Management

Tape & Write Hardware FCIP Encryption IVR, QosS,
Acceleration Compression and FC-SP Auth TCP Tuning, IPv6

Application Application Cost Solution
Availability Tuning Reduction Management

Inter-VSAN Routing

SAN Extension
Toolkit (SET)

VSAN-Enabled
Consolidation

Multiprotocol
Fabric Manager




FCIP TCP Packet Shaping
Matching the available bandwidth

hapi Avoids C ti t This Point . .
Source S aping Avolds congestion a IS FPOoIn Destination
Gigabit / Gigabit

Ethernet 45Mbps Ethernet X

Traffic Flow /

—

”y -> = = | - —>
Source Sends R \

Packets at rate

Consumable by Interpacket Gap to Accommodate Slow
Downstream Path Downstream Link (e.g. 34Mbps)

1. Shaper sends at a rate consumable by the downstream path

Immediately sends at “minimum-bandwidth” rate (avoids early stages of
traditional slow start)

Ramps up to “maximum-bandwidth” rate (using usual slow start and congestion
avoidance methods)

2. Requirements for shaper to engage:
Min-available-bandwidth > 1/20 max-bandwidth
SACK (Selective Ack) must be enabled



Tt
FCIP throughput optimization:

Integrated FCIP Compression

1. Compression lowers WAN costs - more throughput with less bandwidth

2. MPS-14/2 card and MDS 9216i offers Hardware Compression
Up to 190MB/s of Fibre Channel throughput over single GigE
3. Compression Ratio depends on data stream

4. Three Compression Modes - choose appropriate Mode for WAN Link
Model: WAN up to 1000Mbps — compression up to 9:1
Mode2: WAN up to 25Mbps — compression up to 30:1
Mode3: WAN up to 10Mbps — compression up to 33:1

5. Frame batching for modes 2 and 3 — more compressed FC frames into one
ethernet frame

1500 Mbps (190MB/s)

GigE FCIP Link (1000Mbps) n




Securing Storage over Distance:
Wire Rate IPSec Encryption

-

MDS 9216i

* Ensures the Integrity and Confidentiality of Enterprise Data over FCIP

« Hardware-based GigE wire rate performance with latency ~ 10us per packet

« Standards-based IPSec Encryption - implements RFC 2402 to 2410, & 2412
» |IKE for protocol/algorithm negotiation and key generation
* IPSec ESP encapsulation with optional authentication and replay protection
* Encryption: AES (128 or 256 bit key), DES (56 bit), 3DES (168 bit)

* Support for Digital Certificates



-
FCIP with Inter-VSAN Routing:

Resilient SAN Extension Solutions

« Minimize the impact of change in fabric services across
geographically dispersed sites
« Limit fabric control traffic such as SW-RSCNs and Build/Reconfigure
Fabric (BF/RCF) to local VSANs
* Flexible connectivity with the highest availability
* Works with any transport service (FC, SONET, DWDM/CWDM, FCIP)

Inter-VSAN Connection
with Completely Isolated Fabrics

EISL#1 in
Port Channel
< RRY =
. E Replication

Replication -

VSAN 1 - VSAN_4
' ® A Metro DWDM ®
0 or SONET/SDH §)

or FCIP

Transit
VSAN_3

Local |mm (IVR) -
VSAN_2 VSAN_5
EISL#2 in

Port Channel




FCIP Write Acceleration:
Reducing /O latency

1. Extends the Effective Distance Capabilities for remote replication

2. Improves Replication Performance at a given Distance

Reduces each Write I/O to One Round Trip over WAN (from two or more)
3. Local FCIP end-point “proxies” XFER_RDY
Suitable for sync or async replication — “Status” not proxied
5. Builtinto IP Services module (IPS), MDS 9216i, and MPS-14/2

§§| d J éél §§| n.mJ n.wJ §§|
Local MDS N
Proxies
WRITE XFER_RDY WRITE
FER _RD >
WAN > —w"(
Round= | | D DATA SPERRDY.L
Trip XFER—RDY ..................... -
4 ------------- : -
DATA WAN o
o > Round >
: Trip STATUS
S Reduction in I/O Latency equal
| =] to one round trip time (RTT)




Tt
FCIP Tape Acceleration

Improving tape backup performance over the WAN

1. Tape backup over WAN has issues e FCIP o TA ——FCIP with TA
Single Outstanding I/O reduces throughput 35
over distance (latency)
T\A - - - - - -
Variable latency reduces the life of tape 30 T———
(shoe shine effect)
o 25
2. FCIP Tape Acceleration overcomes 0 \
the above limitations = 0 \
>
Local MDS IPS module proxies as a tape 2 15
library 2 \
o
Remote MDS IPS module proxies as a = 10
backup server - ]
Status Proxied X\N
0 T T T T T + T ﬁ 1

Write Filemarks checkpoints process
0 10 20 30 40 50 70 100

3. Enabler for Tape Backup over WAN RTT (ms)
Use Centralized tape library over long
distances (a) Legato Networker 7.0 (b) Windows Advanced

. - Server 2000. Dual Xeon CPUs © IBM Ultrium TD2
Ubiquity & economics of IP LT0-2 Tape Drive



How latency and skew

Impact communication




Latency sources
Where the latency comes from?

1. Fiber - speed of light is not infinite
Speed in vacuum ¢ = 3 x 108m/s  3.3us/km

Speed through fiber C 5us/km

2. Transponder/muxponder

OEO, monitoring, etc.

3. FEC/EFEC
Calculation
4. DCU

Spool of special fiber

Typical length for Cisco DCUs is from 0.6km (100 ps/nm) to 12km (1950
ps/nm)

Can add 10% of latency in average on G.652



Datacenter interconnect solutions
Why latency is important and where it matters

Optical transport network

usually not limit — Cisco ONS 15454 MSTP can go up to 2000 km without
regeneration for 10GE or 10G FC

Data network

latency itself is not usually serious problem

too small default TCP window will cause performance degradation — must
be increased

Application

for 'chatty' application protocols (like CIFS) cumulative latency is usually
serious issue

WAAS technology can be used to optimize even traffic between
datacenters

SAN

latency is serious problem when synchronous replication is used

buffer-to-buffer flow control can limit performance for long distance (use
switches with large BB count or DWDM with BB spoofing)

FEC/EFEC cause additional latency - switch it off if not needed



Slow Network

TCP/IP In Long Fat Networks

Bandwidth*Delay product
o ! g
4
| -
o
=
)
tD'I-S tseg Z
e
©
LL
(@)
10+8 tseg - + window size 10 KB
3 + 1 KB segments
. o + capactty of the channel 1z 32 KB
¢ window size 13 10 EB
¢ every segment1s 1 KB,
¢ capacity of the channel1s 8 KB
5 km LAN 100 km MAN 2000 km WAN
Bytes in the Pipe:
10 Mbit/s Ethernet 52 1040 20800
155 MBI1t/s ATM 703 14062 281250
1000 MBit/s GE 5208 104167 2083330
Typical Windows TCP/IP window size:
1. bellow 1 Mbps = 8kB, 1 Mbps-100 Mbps = 17kB, greater than 100Mbps = 64kB
2. 1f larger use window scaling option



Fiber channel flow control
How many BB credits do we need?

1G FC: 1 BB for 2 km at max frame size (2148 Bytes)
2G FC: 1 BB for 1 km at max frame size (2148 Bytes)
4G FC: 2 BB for 1 km at max frame size (2148 Bytes)
10G FC: 6 BB for 1 km at max frame size (2148 Bytes)

e\ =

Example: 255 B2B credits available per port:

I\/Iaxi(rgudei§tance of 127 Km at 4 Gbps with maximum frame size packets
,148B

255 credits

2 credits @ 4 Ghps
km

» 127 Km




Fiber channel flow control
What if | do not have enough credits?

Throughput Drop Over Distance

100 MB/s

80 MB/s
\NEER
S 60 MB/s \
S ~

20 MB/s N :

0 MB/s , , ! , !
0Km 4 Km 8 Km 1I6Km 32Km 48Km 64Km 80Km 96Km 112Km 120 Km
Distance

= 2 Buffers == 8 Buffers == 16 Buffers === 60 Buffers

1. What to do if | need more BB credits
Buy switch with more credits (Cisco MDS 9500)
Use Distance extension (aka. BB credit spoofing)




Synchronous Replication
/O Detail and latency consequences

110
Service

Time

Host
Server

Write, LUN=5, LBA=12345, DL=8kB

Local
Storage Array

CEGEITHE
CBITE

Transfer Ready

FCP Data (2kB frames)

SCSI Status=good

SAN Extension
Network

Write, LUN=5, LBA=12345, DL=8kB

Remote

Storage Array

(GIOTE

Transfer Ready

FCP Data (2kB frames)

SCSI Status=good

tv

v“Write /0 Is Complete

at This Point—Local
and Remote Arrays
Identical

tv

tVv

Round
Trip

Round
Trip




Asynchronous Replication
/O Detail and latency consequences

/O
Service
Time

Host
Server

Write, LUN=5, LBA=12345, DL=8kB

Storage Array

Remote
Storage Array

Local

SAN Extension
Network

=
—
=
—
=

(ReeE©
(OOEE

Transfer Ready

FCP Data (2kB frames)

SCSI Status=good

Write, LUN=5, LBA=12345, DL=8kB

AN

Response from Local Array
Returned Independently of
Replication Process; IO
Complete, But Arrays Not
Identical

tv

Transfer Ready Round Trip

FCP Data (2kB frames)

Round Trip

SCSI Status=good

tyvy Y t
Replication Process and Protocol

Is proprietary; Example Shows One
Implementation




Synchronous Replication: How Far?

I/Os per Second (IOPS)
and Application
Performance Diminishing
with Distance

z

Disk I/O Service
Time Increasing
with Latency

45” (Distance)

Minimum Tolerable
Performance Level

\‘\ distance

Maximum Tolerable
Distance (Latency)

Tolerable latency is up
to the application (and
Enterprise)

Case-by-case basis

Databases are very sensitive to
latency

Speed of light in fiber introduces
delay of 5ps/km

Only Write I/Os are affected

Increased “service (Response) time”

Maximum tolerable distance
ascertained by assessing
each application




What is "skew"

1| 1
[ ] [ ]
Source - t=0 Destination - t>0

Skew = differential delay
Negative impact on some loadbalancing schemes

Negative impact on protocols with embedded timing information
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