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Å2 main goals for today:

To explain the SBA methodology, level of detail and use cases when 
implementing various Cisco solution

To go through specific example and share best practices for designing and 
deploying LAN networks today

ÅAgenda:ÅIntroduction. What is SBA? Why SBA? 

ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment
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Which platform should I choose?
Many to choose from at each place in the network

Catalyst 2960S

I want to design and deploy a networké. 

What are the best practices?

How do I manage it?

How do I put it all together?

How can I do it quickly?

How can I anticipate what 

the network might need to 

do in the future so I donôt 

have to revisit my design 

and deployment? ASR1000

WAE-7341
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Overview

Tested

Optimized

Flexible ÁFlexible architecture to help ensure easy migration as 
the organization grows

ÁOne architecture optimized for two sizes or 
organizations

Å Midsize Organizations with up to 2500 users 

Å Enterprise Organizations with 2,000ï10,000 users

ÁA reference design, tested, and supported by Cisco

Comprehensive
ÁSeamless support for quick deployment of wired and 

wireless network access for data, voice, teleworker, 
and wireless guest

Secure
ÁSecurity and high availability for corporate information 

resources, and Internet-facing applications

Performance Á Improved network performance and cost reduction 
through the use services like WAN optimization
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ÅEase of Deployment: Deploy the design consistently across all 
products included in the architecture. The configurations used in 
the deployment represent a best-practice methodology to enable 
a fast and resilient deployment.  

ÅFlexibility and Scalability: The architecture can grow with the 
organization without being redesigned.

ÅResiliency and Security: The architecture keeps the network 
operating even during unplanned outages and attacks. 

ÅEasy to Manage: The deployment guidance includes configuring 
devices to be managed by a network management system (NMS) 
or as unique elements of the network. 

ÅAdvanced Technology Ready: Implementing advanced 
technologies like collaboration is easy because the network 
foundation is already configured with the required baseline 
network services.
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SiSi SiSi

SiSi
SiSi

SiSi SiSi

Building Block

Access

Distribution

Core

Distribution

Access
Á Each layer has specific role

Á Modular topologyðbuilding blocks

Á Easy to grow, understand, 
and troubleshoot

Á Creates small fault domainsð
clear demarcations and isolation

Á Promotes load balancing 
and redundancy

Á Collapsing Core and Distribution is 
typical in smaller LANs that span 
across only one location
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ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment
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ÅTransparent Ethernet network access

Wired 10/100/1000

Wireless 802.11a/b/g/n

ÅSimplified and flexible design

Layer 2 edge for applications that require 
spanned vlans

Avoid Spanning Tree loops for resiliency

ÅPolicy enforcement point

Secure network and applications from malicious 
attacks

Packet marking for QoS

ÅAdvanced Technologies support

Deliver PoE services: 802.3af(PoE) and 
802.3at(PoE+)

QoS enforcement to protect multimedia 
applications

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi
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ÅA common deployment method is used for all access layer 
devices in the design 

Whether they are located in the headquarters or at a remote site. 

ÅA single interface configuration is used for a standalone 
computer, an IP phone, an IP phone with an attached computer, 
or a wireless access point. 

ÅThe LAN access layer is configured as a Layer 2 

All Layer 3 services provided by directly connected distribution layer 
switch or router. 

SiSi

Wireless

Access Point

User IP Phone

Access

Switch

Distribution

Switch

OR

Remote

Router

Uniform deployment in the network
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Å Fixed configuration 
stackable switch with 
central config and control 

Å Modular Uplinks and 
Upgradeable IOS

Å StackWise Plus and 
StackPower

Å Up to 9 switches in a stack

Å Subsecond uplink failure 
recovery 

Å Rolling Stack Upgrade

Catalyst 2960-SCatalyst 3750-X

Å Fixed configuration 
stackable switch with 
central config and control 

Å Up to 4 switches in a stack 

Å Stack Module Required

Å Stack or stack member 
failure recovery max 1 -2 
seconds 

Catalyst 4500-E

Å Modular switch with 1:1 
redundancy for all critical 
systems (supervisors, 
power supplies, fans)

Å Stateful switchover 
provides subsecond 
supervisor recovery 

Å Multiple Ethernet 
Connectivity options (fiber 
or copper with various 
densities)

Å In-Service Software 
Upgrades



É 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 12Click here to go back to outline

ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment
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SiSi
SiSi

Single Logical Switch

S1 S2 S3

ÅStack Master provides central control over multiple Catalyst 2960S or 
3750X Series switches configured in a stack

ÅTo increase resiliency in a 3750X or 2960S Stack of three or more 
switches:

Platform Specific Configuration

Cisco Smart Business Architecture ïEnterprise Borderless Networks: Revision H2CY10

MASTER

Creates 

double failure

Configure the stack MASTER 

on a switch that does not 

have uplinks configured

Ensure that the original stack master MAC 

address remains the stack MAC address 

after a failure to prevent protocol restart

stack - mac persistent timer 0 

SiSi
SiSi

Single Logical Switch

S1 S2 S3

MASTER
MAC=00:BB:AA:CC:DD:FF

switch [switch number] priority 15
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When a 4500 is configured with two 
supervisors, for maximum resiliency Stateful 
Switchover (SSO) should be configured to 
minimize the loss of traffic when the primary 
supervisors has a failure. 

Platform Specific Configuration

A4507R( config )#redundancy

A4507R( config - red)#mode sso

^C

A4507R#show redundancy state

my state = 13 - ACTIVE

peer state = 8  - STANDBY HOT

Mode = Duplex

Unit = Primary

Unit ID = 3

Redundancy Mode (Operational) = Stateful Switchover

Redundancy Mode (Configured)  = Stateful Switchover

Redundancy State              = Stateful Switchover

Manual Swact = enabled

Communications = Up

Hot-Standby

Supervisor

Active

Supervisor
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ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment



É 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 16Click here to go back to outline

ÅRapid PVST+ for Layer 2 loop detection

Greatly improves the detection of indirect failures or linkup restoration events over 
classic spanning tree.

ÅUDLD to detect and protect against unidirectional links caused by 
incorrect physical interconnects that can cause spanning tree loops

Works for switch inter-connects using fiber-optic or twisted-pair Ethernet cables

ÅVTP allows for centralized creation of VLANs. Unless you have a 
large Layer-2 domain, configure the switches to ignore vtp updates, 
but still pass them to other devices.

Global LAN Switch Configuration

spanning - tree mode rapid - pvst

udld enable

vtp mode transparent

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi

Protection across the LAN
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ÅEnable secure management of ALL LAN devices 

Enabled through encryption protocols SSH and HTTPS

Nonsecure protocols, Telnet and HTTP, should be turned off

ÅUse SNMP to manage network devices by a Network 
Management System. 

SNMP(v2c) should be configured for both a read-only and a read-write 
community string. 

Global LAN Switch Configuration

snmp- server community cisco RO

snmp- server community cisco123 RW

ip domain - name cisco.local

ip ssh version 2

no ip http server

ip http secure - server

line vty 0 15

transport input ssh

SSH requires domain-name

Disables HTTP

Enables ssh ONLY on IP access to console

Enables HTTPS and creates Crypto Key 
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All management access to the network infrastructure devices (SSH and 
HTTPS) should be controlled with AAA. 

Centralized and easy control of password expiration

Ability to rapidly revoke access for employee departure

ÅTACACS+ is the primary protocol used to authenticate management 
logins on the infrastructure devices to the AAA server.

ÅA local AAA user database defined on each network infrastructure 
device to provide a fallback authentication source in case the 
centralized TACACS+ server is unavailable.

Global LAN Switch Configuration

enable secret c1sco123

service password - encryption

!

username admin password c1sco123

aaa new- model

aaa authentication login default group tacacs + local

aaa authorization exec default group tacacs + local

aaa authorization console

ip http authentication aaa

tacacs - server host 10.4.48.15 key SecretKey

Local username/password for fallback

Use tacacs+ first, fallback to local

Define tacacs+ server and secret key
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ÅTroubleshooting a network event requires 
correlation across multiple devices (switches and 
routers)

ÅNetwork devices should be programmed to 
synchronize their time to a local NTP server in the 
network. 

This allows event log timestamps from multiple devices to be 
correlated 

ÅConfigure console messages, logs, and debug 
output to provide time stamps

Global LAN Switch Configuration

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi

NTP Server
IP Addr: 10.4.48.17

ntp server 10.4.48.17

!

clock timezone PST - 8 

clock summer - time PDT recurring

!

!

service timestamps debug datetime msec localtime

service timestamps log datetime msec localtime

Timestamp output with local 

NTP synchronized time

Set local timezone, offset from UTC
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ÅThe Data VLAN provides access to the 
network for all attached devices other 
than IP Phones.  

ÅThe Voice VLAN provides access to 
the network for IP Phones. 

ÅThe Management VLAN provides in-
band access to the network for the 
switches management interface. 

Access Switch Configuration

vlan [data vlan ],[voice vlan ],[management vlan ]

DVLAN 10

VVLAN 20

DVLAN 10

Uplink Interfaces

Note: The management VLAN is never

configured on user facing interfaces 

Client Facing Interfaces

VVLAN 20

MGMTVLAN 30
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Configure the switch with an IP Address so that 
it can be managed via in-band connectivity.

Access Switch Configuration

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi

Network 

Management

Station

Note: Do not use the ip default-gateway command on the Catalyst 4500 
since it has ip routing enabled by default and the ñip default-gatewayò 
command will not have any affect. 

Instead use the following command on the Catalyst 4500.
ip route 0.0.0.0 0.0.0.0 [default router]

interface vlan [management vlan ]

ip address [ ip address] [mask]

no shutdown

ip default - gateway [default router]

IP Default Gateway

for Management VLAN
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ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment
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ÅA single port profile for all access ports

ÅWhere only end-device connectivity is provided at the access layer, 
shorten the time it takes for the interface to go into a forwarding state 
by enabling portfast, disable 802.1q trunking, and disable channel 
grouping. 

ÅTo enable QoS, configure the following commands:

Access Switch Configuration

interface range [interface type] [port number] ï[port number]

switchport access vlan [data vlan ]

switchport mode access

switchport voice vlan [voice vlan ]

switchport host

macro apply AccessEdgeQoS

Wireless

Access Point

User IP Phone

Access

Switch

The host interface configuration supports 

PCs, phones, or wireless access points. 
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ÅPort security prevents CAM attacks and DHCP Starvation attacks 

ÅDHCP Snooping prevents Rogue DHCP Server attacks

ÅDynamic ARP Inspection prevents current ARP attacks

ÅIP Source Guard prevents IP/MAC Spoofing

IP Source Guard

Dynamic ARP
Inspection

DHCP
Snooping

Port Security

The Smart Business Architecture 

uses Catalyst Integrated Security 

Features to protect your network 

from intentional and unintentional 

attacks
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ÅAccess Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üClient facing interfaces

üUplinks to Distribution Layer

ÅDistribution Layer Deployment

ÅCore Layer Deployment
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ÅLayer 2 EtherChannels are used to interconnect 
the switch to upstream devices. 

ÅMember interfaces should be on different 
switches or linecards for resiliency.

ÅConfigure the physical interfaces before 
configuring the logical portchannel interface.

SBA uses LACP for EtherChannel protocol 

Uplink Interface Configuration

SiSi

SiSi
SiSi

interface range [type] [port], [type] [port]

switchport

macro apply EgressQoS

channel - protocol lacp

channel - group 10 mode active

logging event link - status

logging event trunk - status

logging event bundle - status
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ÅAn 802.1Q trunk is used for the connection to the upstream 
device

Allows upstream device to provide the Layer 3 services to all the 
VLANs defined on the access layer switch. 

VLANs allowed on the trunk are pruned to only the VLANs that are 
active on the access switch. 

DHCP Snooping and ARP Inspection are set to trust. 

ÅWhen using EtherChannel the interface type will be 
port-channel and the number must match channel-group 
configured on the previous slide. 

Uplink Interface Configuration

interface port - channel 10

switchport trunk encapsulation dot1q

switchport trunk allowed vlan [data],[voice],[mgmt]

switchport mode trunk 

ip arp inspection trust 

ip dhcp snooping trust

logging event link - status

no shutdown
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ÅAccess Layer Deployment

ÅDistribution Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üConnectivity to Access and Core Layers

ÅCore Layer Deployment
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ÅPrimary function is access layer 
aggregation for a building or geographic 
area.

ÅResilient design to reduce failure impact

ÅLayer 2 boundary for access layer

Spanning Tree Protocol boundary

Broadcast packet boundary

Provides load balancing to access layer

ÅLayer 3 features and functions

Default IP Gateway for L2 access layer

IP Routing summarization to rest of network

Efficient IP Multicast

Provides load balancing to core layer

ÅQoS to manage congestion caused by 
many to few links

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi
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ÅTraditional two box distribution layer 
has many points to manage

ÅSBA Distribution Layer uses a 
ñSingle Box Designò

Two switches acting as a single logical 
switch (Catalyst 6500 Virtual Switching 
System)

A single highly redundant switch

A multiple member switch stack acting as a 
single logical switch

ÅSimplified Design Benefits

Less boxes to manage

Simplified configuration

Logical Hub and Spoke topology

SBA LAN Distribution Layer Traditional two box design

SiSi SiSi

SiSi SiSi

-FHRP-

Spanning Tree

Loop Avoidance

Multiple Boxes

to manage

Catalyst 6500 Virtual Switching System

First Hop 

Routing Protocol 

for

Resilient IP

Default Gateway
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Traditional designs:

ÅLooped design with spanned VLANs

Relies on SPT to block loops

Reduces available bandwidth

ÅLoop free design

Can increase bandwidth  

Still relies on FHRP

Multiple distribution layer boxes to configure

SBA Design:

ÅSimplified design provides

Uses EtherChannel for resilient links with all links 
forwarding

No need for FHRP, acts as a single Default IP 
gateway

Works with VLAN per closet or few VLANs spanned 
designs

Logical Hub and Spoke topology

Reduced dependence on Spanning Tree ïkeep 
enabled for edge protection (RPVST+)

SBA LAN Distribution Layer

SiSi SiSi

Vlan 30 Vlan 30 Vlan 30

SiSi SiSi

Vlan 10 Vlan 20 Vlan 30

SiSi
SiSi

Vlan 30 Vlan 30 Vlan 30

SiSi
SiSi

Vlan 10 Vlan 20 Vlan 30

-OR-
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Å Used to aggregate a 
smaller number of Gigabit 
or 10 Gigabit access layer 
switches

Å Resilient supervisors, line 
cards, and power supplies 
in a single chassis

Å Stateful Switchover 
between Sup6-Es and 
Sup7-Es

Å In Service Software 
Upgrades(ISSU)

Catalyst 3750X-12SCatalyst 4507R-E

Å Used to aggregate a 
smaller number of Gigabit 
access layer switches

Å Centralized stack 
configuration, control, and 
management plane

Å Distributed, per switch, 
Layer 2/Layer 3 
forwarding, CAM tables, 
and BPDU processing

Catalyst 6500 VSS

Å Physically separate and 
resilient supervisors, line 
cards, and power supplies

Å Highest density Gigabit 
and 10 Gigabit Ethernet

Å Stateful Switchover(SSO)

Å Clusters two physical 
chassis into a single 
logical entity

Å Uses Multi-Chassis 
EtherChannel for highly 
resilient connectivity

Å 4T VSS - New

One common approach to configuring and operating the Distribution Layer
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ÅAccess Layer Deployment

ÅDistribution Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üConnectivity to Access and Core Layers

ÅCore Layer Deployment
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SBA LAN Distribution Layer
1) Convert standalone 6500s to VSS

2) Configure Virtual Switch Link

VSS-Sw1# show etherchannel 101 port

VSS-Sw2# show etherchannel 102 port

VSS-Sw2#show etherchannel 102 port

Ports in the group:

-------------------

Port: Te5/4   Port state    = Up Mstr In-Bndl

Port: Te5/5   Port state    = Up Mstr In-Bndl

SiSiSiSi

Switch 1 Switch 2

1) Convert standalone 6500s to VSS

2) Configure Virtual Switch Link

3) Validate Virtual Switch Link Operation

Router#conf t

Router#(config)# hostname VSS-Sw1

VSS-Sw1(config)#switch virtual domain 100

VSS-Sw1(config-vs-domain)# switch 1

Router#conf t

Router#(config)# hostname VSS-Sw2

VSS-Sw2(config)#switch virtual domain 100

VSS-Sw2(config-vs-domain)# switch 2

VSL Link

VSS-Sw1(config)#interface port-channel 101

VSS-Sw1(config-if)#switch virtual link 1

VSS-Sw1(config)#interface range tengigabit 5/4-5  

VSS-Sw1(config-if)#channel-group 101 mode on

VSS-Sw1(config-if)#no shutdown

VSS-Sw2(config)#interface port-channel 102

VSS-Sw2(config-if)#switch virtual link 2

VSS-Sw2(config)#interface range tengigabit 5/4-5

VSS-Sw2(config-if)#channel-group 102 mode on

VSS-Sw2(config-if)#no shutdown
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SBA LAN Distribution Layer

VSS-Sw1# show switch virtual redundancy

ÅCheck for both switches visible, Supervisors in SSO

mode, second Supervisor in Standby-hot status

VSS-Sw1(config)#hostname 6500VSS

6500VSS(config)#

4) Enable Virtual Mode Operation

5) Verify Operation & Rename Switch

VSS-Sw1# switch convert mode virtual

Do you want to proceed? (yes/no)  yes

ÅThe switch now renumbers from y/z to x/y/z

ÅWhen process is complete, save configuration 

when prompted, switch reloads and forms VSS.

6) Configure Dual-Active Detection

4) Enable Virtual Mode Operation

VSS-Sw2# switch convert mode virtual

Do you want to proceed? (yes/no)  yes

ÅThe switch now renumbers from y/z to x/y/z

ÅWhen process is complete, save configuration 

when prompted, switch reloads and forms VSS.

*Feb 25 14:28:39.294: %VSDA-SW2_SPSTBY-5-LINK_UP: Interface Gi2/1/8 is now dual-active detection capable

*Feb 25 14:28:39.323: %VSDA-SW1_SP-5-LINK_UP: Interface Gi1/1/8 is now dual-active detection capable

7) Configure the System Virtual MAC Address

6500-VSS(config)# switch virtual domain 100

6500-VSS(config-vs-domain)# mac-address use-virtual

Configured Router mac address is different from operational value. Change will take effect after config is saved and 

the entire Virtual Switching System (Active and Standby) is reloaded.

SiSiSiSi

Switch 1 Switch 2

VSL Link

6500VSS

ÅConnect a Gigabit Link between the VSS switches

6500VSS(config)# switch virtual domain 100

6500VSS(config-vs-domain)#dual-active detection fast-hello

6500VSS(config)#interface range gigabit1/1/8, gigabit2/1/8

6500VSS(config-if-range)#dual-active fast-hello

6500VSS(config-if-range)#no shut
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ÅAccess Layer Deployment

ÅDistribution Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üConnectivity to Access and Core Layers

ÅCore Layer Deployment
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ÅThe loopback interface is the preferred way to manage 
when using in-band access

Logical interface

Always available as long as device is operational

Commonly a host address (32-bit address mask)

ÅBind SNMP and SSH processes to Loopback interface 
address for optimal resiliency

SBA LAN Distribution Layer

SiSi

SiSiSiSi

SiSi
SiSi

interface loopback 1

ip address 10.1.1.1 255.255.255.255

!

snmp-server trap-source loopback 1

ip ssh source-interface loopback 1



É 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 38Click here to go back to outline

ÅEIGRP was chosen for simplicity, scalability, and flexibility

Enable EIGRP for address space in use

Disable automatic summarization of the IP networks

Enable all routed links to be passive by default

Tie eigrp router-id to loopback 1 for maximum resiliency

ÅSingle Logical Distribution Layer design

Uses Stateful SwitchOver(SSO) and Non-Stop Forwarding(NSF)

SSO provides sub-second failover to redundant supervisor

NSF maintains packet forwarding while control plane recovers

SBA Distribution Layer

SiSiSiSi

L
a

y
e

r 
2

L
a

y
e

r 
3

router eigrp [as number]

network [network] [inverse mask]

no auto-summary

passive-interface default

eigrp router-id [ip addr of loopback 1]

nsf

NSF Capable  

ÅWorks on dual supervisor system 

ÅSignals peer of SSO and to delay adjacency timeout

ÅOnce control plane recovers, re-establishes peering

NSF Aware 

ÅNothing to enable. 

ÅOnly need IOS version that supports nsf for EIGRP 
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ÅAccess Layer Deployment

ÅDistribution Layer Deployment
üAttributes and platform choices

üPlatform specific 

üGlobal options

üConnectivity to Access and Core Layers

ÅCore Layer Deployment
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Resilient Connectivity

ÅUse EtherChannel for link resiliency and load sharing

ÅWith VSS use Multi-Chassis EtherChannel, home to each switch

ÁWith 4500 distribution layer, home EtherChannel uplinks to multiple 
line cards

ÁWith 3750 distribution layer, home EtherChannel uplinks to multiple 
switches in stack
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Å Configure Layer 2

With Hub and Spoke design, no SPT loops, still enable RPVST+

Configure VLANs servicing Access Layer

Set Distribution Layer to be SPT root for Access Layer VLANs

Å Configure EtherChannel member interfaces

SBA design uses LACP for EtherChannel protocol

For Layer 2 EtherChannel, configure physical interfaces prior to logical 
interface. 

Å Configure 802.1Q Trunk on EtherChannel logical port 
(port-channel) interface

SiSiSiSi

vlan 10,20,30

spanning-tree vlan 10,20,30 root primary

!

Interface range gigabit 1/1/1, gigabit 2/1/1
macro apply EgressQoS

channel-protocol lacp

channel-group 10 mode active

!

interface port-channel 10

switchport trunk encapsulation dot1q

switchport trunk allowed 10,20,30

switchport mode trunk

Layer 2 

EtherChannel member interfaces 

Port-channel trunk
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DHCP Server(s)

Å Configure Layer 3 for Access Layer VLANs

Configure a VLAN interface(SVI) for every Access Layer VLAN

This SVI is the IP Default Gateway for the Access Layer hosts in the VLAN

Å Configure ip-helper address on each SVI

Ip-helper forwards DHCP requests from hosts in the VLAN to the DHCP 
Server

Ip-helper address points to the DHCP Server for the VLAN

If more than one DHCP server, can list multiple ip-helper commands

Å Configure ip pim sparse-mode to enable IP Multicast 
packets to flow to hosts on the VLAN

SBA Distribution Layer

SiSiSiSi

interface vlan [number]

ip address [ip address] [mask]

ip helper-address 10.2.2.1

ip pim sparse-mode

IP Addr: 10.2.2.1

Switched Virtual Interface (SVI)

Enables IP multicast on interface
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Å Links from Distribution Layer to Core are Layer 3 links

Å If no Core Layer, links to WAN routers are Layer 3 links

Å Configure Layer 3 EtherChannel interface

When creating L3 EtherChannel, create the logical (port-channel) interface first

Å As networks grow, IP address summarization is used 

To reduce bandwidth required for routing updates

To reduce convergence time around a link failure 

The EIGRP Summary Command allows you to summarize all subnets in the 
distribution layer to the rest of the network

Å Configure EtherChannel Member Interfaces

Configure the physical interfaces to tie to the logical port-channel

Å Enable EIGRP on the interface

SBA Distribution Layer

SiSiSiSi

interface port-channel 20

no switchport

ip address [ip address] [mask]

ip pim sparse-mode

ip summary-address eigrp [eigrp as number] [network] [mask]

!

interface range gigabit 1/1/24, gigabit 2/1/24

channel-protocol lacp

channel-group 20 mode active

no shutdown

!

router eigrp [eigrp as number]

no passive-interface port-channel 20

ECMP Load Balancing

To Core over 

EtherChannels
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ÅAccess Layer Deployment

ÅDistribution Layer Deployment

ÅCore Layer Deployment
üAttributes and platform choices

üGlobal options

üCollapsed Core
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ÅPrimary function is distribution layer 
aggregation for large or geographically 
dispersed LAN deployment

ÅLowers the complexity and cost of a fully 
meshed distribution layer

ÅMust be highly resilient  with no single 
points of failure in design

ÅNo high touch/high complexity services 

Avoid constant tuning or configuration changes

ÅLayer 3 Transport

No Spanning Tree convergence or blocking

SBA LAN Core Layer
Do I need a Core Layer?

SiSiSiSi

SiSiSiSi

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi SiSi

SiSiSiSi

SiSi
SiSi

SiSi
SiSi
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ÁSBA Core based on two physically and logically separate switches

ÁAll connectivity to Core is dual homed links or EtherChannels

ÁThe Core is high speed ranging from Gigabit Ethernet, GEC, 10 
Gigabit Ethernet, or 10 GEC

Catalyst 6500

Å Resilient LAN Core platform with 
redundant supervisor and SSO 
support, and load sharing power 
supplies

Å Wide Range of connectivity from 
Gigabit Ethernet, GEC, 10 Gigabit 
Ethernet, and 10-GEC

Å Consistent IOS interface and 
feature set with rest of LAN

Å Common sparing with Catalyst VSS 
1440

Å Scalable distributed forwarding

Nexus 7000

Å Alternate LAN Core platform when 
collapsed DC and LAN core is 
possible

Å Resilient supervisor and SSO 
support, and load sharing power 
supplies

Å Wide Range of connectivity from 
Gigabit Ethernet, GEC, 10 Gigabit 
Ethernet, and 10-GEC

Å In Service Software Upgrades

Å Data Center NX-OS heritage



É 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 47Click here to go back to outline

ÅAccess Layer Deployment

ÅDistribution Layer Deployment

ÅCore Layer Deployment
üAttributes and platform choices

üGlobal options

üCollapsed Core
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ÅLoopback interface for in-band management access

Bind SNMP and SSH processes to Loopback interface address for 
optimal resiliency

ÅEnable EIGRP for address space in use

No passive interfaces in Core ïroute to everything from the core

Disable automatic summarization of the IP networks

Tie eigrp router-id to loopback 1 for maximum resiliency

SBA LAN Core Layer

SiSi

SiSiSiSi

SiSi
SiSi

interface loopback 1

ip address 10.1.1.1 255.255.255.255

!

snmp-server trap-source loopback 1

ip ssh source-interface loopback 1

ip routing

!

router eigrp [as number]

network [network] [inverse mask]

no auto-summary

eigrp router-id [ip addr of loopback 1]




