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Overview

The industry-leading Cisco Secure PIX® Firewall

Series provides today’s networking customers

with unmatched security, reliability, and

performance. The integrated hardware and

software package delivers full stateful firewall

protection and IP Security (IPsec) virtual private

networking (VPN) capabilities, allowing you to

rigorously protect your internal network from

outside intrusions. Unlike typical CPU-intensive

full-time proxy servers, Cisco Secure PIX

Firewalls use a non-UNIX, secure, real-time,

embedded system. Its tradition of flexibility and

scalability, combined with a wide selection of

platforms and features, allows the PIX to meet the

entire range of customer requirements.

Version 6.0 is the latest release of the Cisco Secure

PIX Firewall dedicated operating system (OS). It

delivers the latest PIX capabilities, performance,

and security improvements, as well as a host of

new features.

PIX Device Manager

The Cisco PIX Device Manager (PDM) is a

browser-based configuration tool that enables you

to set up, configure, and monitor your PIX

Firewall graphically, without requiring an

extensive knowledge of the PIX Firewall

command-line interface (CLI).

VPN Client Support Additions

Cisco VPN Client v3.0 (Unified VPN Client Framework)
Simple to deploy and operate, the Cisco VPN

Client enables customers to establish secure,

end-to-end encrypted tunnels. The client can be

preconfigured for mass deployments, and initial

logins require very little user intervention. VPN

access policies and configurations are

downloaded from the Cisco Secure PIX Firewall

and pushed to the client when a connection is

established, allowing simple deployment and

management as well as high scalability. The Cisco

VPN Client supports Windows 95, 98, ME, NT

4.0, and 2000.

Layer 2 Tunneling Protocol  Support
Cisco Secure PIX Firewall provides the capability

to terminate VPN tunnels initiated by the Layer 2

Tunneling Protocol (L2TP) client that is

embedded in the Windows 2000 operating

system. L2TP allows remote clients to use a public

IP network to communicate securely with servers

at private corporate networks. L2TP provides

authentication, and can be used with IPsec to

provide an encrypted and secure tunnel for clients.

Voice Enhancements

Skinny Protocol Support
Cisco Secure PIX Firewall application handling

has been enhanced to support the Skinny Client

Control Protocol (SCCP), used by Cisco IP phones

for VoIP call signaling. This capability

dynamically opens pinholes for media sessions

and Network Address Translation

(NAT)-embedded IP addresses. SCCP supports IP
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telephony and can coexist in an H.323 environment. An

application layer ensures that all SCCP signaling and

media packets can traverse the PIX Firewall and

interoperate with H.323 terminals.

Session Initiation Protocol Enhancements
Session Initiation Protocol (SIP), as defined by the Internet

Engineering Task Force (IETF), enables call-handling

sessions—particularly two-party audio conferences, or

“calls.” SIP works with Session Description Protocol

(SDP), which defines the calls prior to call handling. Using

SIP, Cisco Secure PIX Firewall can support Voice-over-IP

(VoIP) and any proxy server using VoIP. Enhancements in

this release include:

• NAT for User Datagram Protocol (UDP) signaling and

Transmission Control Protocol (TCP) signaling

messages

• Support for SIP proxies

Dynamic Shunning

This feature allows a Cisco Secure PIX Firewall, when

combined with a Cisco IDS sensor, to dynamically

respond to an attacking host by preventing new

connections and disallowing packets from any existing

connection. A Cisco Secure IDS device instructs the PIX

Firewall to shun sources of traffic when those sources of

traffic are determined to be malicious. The shun

command applies a blocking function to the interface

receiving the attack for a user-defined period of time.

Packets containing the IP source address of the attacking

host are dropped and logged until the blocking function is

removed by the Cisco Secure IDS master unit. No traffic

from the IP source address is allowed to traverse the PIX

Firewall unit and any remaining connections time out.

The blocking function of the shun command is applied

whether or not a connection with the specified host

address is currently active. Shun statistics are available via

show commands, syslog messages, and PIX Device

Manager (PDM) monitoring.

PAT Port Redirection

The Cisco Secure PIX Firewall now provides static Port

Address Translation (PAT) capability, enabling you to

send multiple inbound TCP or UDP services to different

internal hosts through a single global address. The global

address can be a unique address, a shared outbound PAT,

or shared with the external interface.

Stateful Sharing of HTTP Sessions

The Cisco Secure PIX Firewall supports high availability

with the deployment of a redundant hot standby unit.

This failover option maintains concurrent connections

through automatic stateful synchronization. This ensures

that even in the event of a system failure, sessions are

maintained and the transition is completely transparent to

network users. PIX Firewall version 6.0 adds the ability to

maintain HTTP (port 80) sessions.

CPU Utilization

The ability to monitor the CPU load on the PIX is added

in this version. You can use the show command and PDM

monitoring to obtain 5-second, 1-minute, and 5-minute

CPU utilization statistics.

Port Numbers in Access Control List Syslog

Messages

TCP/UDP port numbers have been added to syslog

messages that result from packets denied by Access

control lists (ACLs).

Ten Ethernet Interfaces

To provide the platform extensibility you need without

sacrificing the benefits of an embedded system, the Cisco

Secure PIX Firewall Series supports single- or four-port

10/100 Fast Ethernet, as well as Gigabit Ethernet network

interface cards (NICs). Using PIX software version 6.0, a

Cisco Secure PIX Firewall 535 with an unrestricted license

can now support up to ten Ethernet interfaces; restricted

licenses can support up to eight interfaces.
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Technical Specifications

Compatibility

VPN Client: Cisco Secure VPN Client version 1.1, or

Cisco VPN 3000 Client version 2.5 or later. Both clients

can be used with Windows 95, Windows 98, and

Windows NT version 4.0.

System Requirements

Hardware Platform: Cisco Secure PIX Firewall 506, 515,

520, 525, or 535

Random Access Memory: 32 MB

Flash Memory: 16 MB (PIX 506 requires 8 MB)

Ordering Information

PIX-CONN-VER= PIX Software Upgrade for

Non-Support Customers

Additional Information

For more information about Cisco Secure PIX Firewall,

go to http://www.cisco.com/go/pix

For more information about Cisco VPN Client Solutions,

go to:

http://www.cisco.com/warp/public/cc/pd/vpnc/vpncl/
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