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C ont ent s 
C isco R e spon se   
A d d ition al I n f ormation   
R e v ision  H istory   
C isco S e curity  P roce d ure s  

C isc o Resp onse  
T h i s  i s  t h e  C i s c o  P S I R T  r e s p o n s e  t o  t h e  N i l e S O F T  S e c u r i t y  A d v i s o r y  e n t i t l e d  "B y p a s s  A u t h e n t i c a t i o n  
V u l n e r a b i l i t y  o n  C i s c o  C a t a l y s t  37 5 0  12.2( 25 ) " p o s t e d  o n  A u g u s t  29 t h ,  20 0 7 ,  a t  18 0 0  U T C  ( G M T ) . 
T h e  o r i g i n a l  a d v i s o r y  w a s  p o s t e d  t o  a  K o r e a n  w e b s i t e . 
T h i s  v u l n e r a b i l i t y  w a s  p r e v i o u s l y  d i s c o v e r e d  a n d  r e p o r t e d  t o  C i s c o  b y  a  c u s t o m e r  i n  A p r i l  20 0 5 ,  a n d  t h e  
c o n t e n t s  o f  t h e  C i s c o  B u g  I D  h a v e  b e e n  a v a i l a b l e  o n  C i s c o .c o m  s i n c e  A p r i l  20 0 5 . T h i s  i s  a  p l a t f o r m  
i n d e p e n d e n t  v u l n e r a b i l i t y ,  a n d  i s  n o t  l i m i t e d  t o  j u s t  t h e  C a t a l y s t  37 5 0  d e v i c e .  
T h i s  v u l n e r a b i l i t y  i s  d o c u m e n t e d  i n  C i s c o  B u g  I D  C S C s a 9 117 5  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  . 
T h i s  C i s c o  S e c u r i t y  R e s p o n s e  i s  p o s t e d  a t  t h e  f o l l o w i n g  l i n k :  
h t t p : / / w w w .c i s c o .c o m / w a r p / p u b l i c / 7 0 7 / c i s c o -s r -20 0 7 0 8 29 -v t y .s h t m l . 
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A d d it iona l  I nf or m a t ion  
T h e  c o n t e n t s  o f  t h e  C i s c o  B u g  I D  C S C s a 9 117 5  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  r e l e a s e  n o t e  e n c l o s u r e  i s  s h o w n  
b e l o w :  
S y mptom  
I f  A u t h e n t i c a t i o n ,  A u t h o r i z a t i o n  a n d  A c c o u n t i n g  ( A A A )  i s  n o t  e n a b l e d  o n  a  d e v i c e  a n d  a n y  
c o n f i g u r a t i o n  i s  e n t e r e d  u n d e r  t h e  V T Y / A U X  o r  C O N S O L E  l i n e  ( e x c e p t  t h e  log in  c o m m a n d ) ,  t h e  
c o m m a n d  " n o log in " w i l l  a p p e a r  u n d e r  t h e  V T Y  l i n e s .  
C on d ition s  
T h i s  s y m p t o m  w i l l  o n l y  o c c u r  i f  A A A  i s  n o t  e n a b l e d  o n  t h e  d e v i c e  a n d  a n y  c o n f i g u r a t i o n  c h a n g e s  a r e  
m a d e  a c c o r d i n g  t o  t h e  S y m p t o m  d e s c r i p t i o n  a b o v e . A l t h o u g h  t h e  c o m m a n d  " n o log in " w i l l  a p p e a r  i n  t h e  
c o n f i g u r a t i o n ,  t h e  d e v i c e  i s  n o t  v u l n e r a b l e  u n t i l  t h e  r u n n i n g -c o n f i g u r a t i o n  i s  s a v e d  t o  N V R A M  a n d  t h e  
d e v i c e  i s  r e l o a d e d . 

C i s c o  I O S ® S o f t w a r e  R e l e a s e s  w i t h i n  12.2 E ,  F ,  a n d  S  r e l e a s e  t r a i n s  a r e  a f f e c t e d  i f  C i s c o  B u g  I D  
C S C s a 9 117 5  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  i s  n o t  i n t e g r a t e d . C i s c o  r e c o m m e n d s  c h e c k i n g  t h e  d e v i c e  
c o n f i g u r a t i o n  t o  c o n f i r m  t h a t  u n d e r  t h e  V T Y  l i n e s  t h e  c o m m a n d  " n o log in " i s  n o t  p r e s e n t ,  u n l e s s  t h i s  i s  
t h e  d e s i r e d  c o n f i g u r a t i o n . P r o v i d e d  b e l o w  i s  a  l i s t  o f  a f f e c t e d  t r a i n s  a n d  t h e  f i r s t  f i x e d  r e l e a s e . 

A f f e cte d  R e le ase : F irst F ix e d  R e le ase s: 
12.2E based trains 
         EW  
         EW A  
         EU  
         EX  
         EY  

V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd  
F ix ed in  12.2( 3 5 ) EX   
F ix ed in  12.2( 3 7 ) EY     

 12.2F  based trains 
         F X  
         F Y  
         F Z  

V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd  

 12.2S  based trains 
         S  
         S B  
         S B C  
         S E 
         S EA  
         S EB  
         S EC  
         S ED  
         S EE 
         S EF  
         S EG  
         S G  
         S V  
         S W  
         S X D  
         S X E 
         S Z  

V u l nerabl e;  ap p l y  w o rk aro u nd  
F ix ed in  12.2( 3 1) S B   
V u l nerabl e;  ap p l y  w o rk aro u nd 
F ix ed in 12.2( 3 5 ) S E 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
F ix ed in  12.2( 3 1) S G   
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
V u l nerabl e;  ap p l y  w o rk aro u nd 
F ix ed in 12.2( 18 ) S X E4  and l ater  
V u l nerabl e;  ap p l y  w o rk aro u nd 
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N o  o t h e r  C i s c o  I O S  r e l e a s e  t r a i n s  a r e  k n o w n  t o  b e  a f f e c t e d  b y  t h i s  v u l n e r a b i l i t y . 
F o r  m o r e  i n f o r m a t i o n  o n  t h e  t e r m s  "r e l e a s e s " a n d  "t r a i n s , " c o n s u l t  t h e  f o l l o w i n g  U R L :  
h t t p : / / w w w .c i s c o .c o m / e n / U S / p r o d u c t s / s w / i o s s w r e l / p s 18 28 / p r o d u c t s _ w h i t e _ p a p e r 0 9 18 6 a 0 0 8 0 18 30 5 e .s h t m l
I n  o r d e r  t o  c h e c k  t h e  d e v i c e  c o n f i g u r a t i o n ,  l o g  i n  t o  t h e  d e v i c e  a n d  e n t e r  t h e  p r i v i l e g e d  c o m m a n d  "show 
run n in g -con f ig ". C o n f i r m  u n d e r  t h e  V T Y  l i n e s  t h a t  t h e  c o m m a n d  " n o log in " i s  n o t  p r e s e n t ,  u n l e s s  t h i s  
i s  t h e  d e s i r e d  c o n f i g u r a t i o n . 
F o r  f u r t h e r  i n f o r m a t i o n  o n  t h e  "log in " c o m m a n d  p l e a s e  r e f e r e n c e :  
h t t p : / / w w w .c i s c o .c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / s o f t w a r e / i o s 123/ 123c g c r / t e r s v _ r / t e r _ l 1g .h t m # w p 9 9 8 26 2
A n  e x a m p l e  o f  a  d e v i c e  t h a t  w i l l  a l l o w  r e m o t e  t e r m i n a l  a c c e s s  w i t h o u t  a  p a s s w o r d  p r o m p t  i s  s h o w n  
b e l o w :  

D ev ic e# show running-c onf ig 
  < l ines rem o v ed>  
  l ine V T Y  0  4  
    no  l o g in 
  < l ines rem o v ed>  

W ork aroun d   
C o n f i g u r i n g  t h e  V T Y  l i n e s  w i t h  "log in " w i l l  e n s u r e  t h a t  a n y  r e m o t e  a c c e s s  i s  p r o m p t e d  f o r  a  p a s s w o r d  
f i r s t . 
C i s c o  r e c o m m e n d s  f o r  c u s t o m e r s  t o  m i g r a t e  t o  S S H  a s  a  b e s t  p r a c t i c e  - w h e r e  a v a i l a b l e  a n d  p r a c t i c a l .  
N ote : I f  c o n f i g u r e d  f o r  A A A ,  p l e a s e  c o n s u l t  t h e  A A A  c o n f i g u r a t i o n  g u i d e s  f o r  a d d i t i o n a l  c o m m a n d s  
t h a t  a r e  u s e d  w i t h  t h e  log in  c o m m a n d . 
T H I S  D O C U M E N T  I S  P R O V I D E D  O N  A N  "A S  I S " B A S I S  A N D  D O E S  N O T  I M P L Y  A N Y  K I N D  
O F  G U A R A N T E E  O R  W A R R A N T Y ,  I N C L U D I N G  T H E  W A R R A N T I E S  O F  M E R C H A N T A B I L I T Y  
O R  F I T N E S S  F O R  A  P A R T I C U L A R  U S E . Y O U R  U S E  O F  T H E  I N F O R M A T I O N  O N  T H E  
D O C U M E N T  O R  M A T E R I A L S  L I N K E D  F R O M  T H E  D O C U M E N T  I S  A T  Y O U R  O W N  R I S K . 
C I S C O  R E S E R V E S  T H E  R I G H T  T O  C H A N G E  O R  U P D A T E  T H I S  D O C U M E N T  A T  A N Y  T I M E . 
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C isc o S ec u r it y  P r oc ed u r es  
C o m p l e t e  i n f o r m a t i o n  o n  r e p o r t i n g  s e c u r i t y  v u l n e r a b i l i t i e s  i n  C i s c o  p r o d u c t s ,  o b t a i n i n g  a s s i s t a n c e  w i t h  
s e c u r i t y  i n c i d e n t s ,  a n d  r e g i s t e r i n g  t o  r e c e i v e  s e c u r i t y  i n f o r m a t i o n  f r o m  C i s c o ,  i s  a v a i l a b l e  o n  C i s c o ' s  
w o r l d w i d e  w e b s i t e  a t  
h t t p : / / w w w .c i s c o .c o m / e n / U S / p r o d u c t s / p r o d u c t s _ s e c u r i t y _ v u l n e r a b i l i t y _ p o l i c y .h t m l . T h i s  i n c l u d e s  
i n s t r u c t i o n s  f o r  p r e s s  i n q u i r i e s  r e g a r d i n g  C i s c o  s e c u r i t y  n o t i c e s . A l l  C i s c o  s e c u r i t y  a d v i s o r i e s  a r e  
a v a i l a b l e  a t  h t t p : / / w w w .c i s c o .c o m / g o / p s i r t . 
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