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Summary

Multiple Cisco products contain either of two authentication vulnerabilities in the Simple Network
Management Protocol version 3 (SNMPv3) feature. These vulnerabilities can be exploited when
processing a malformed SNMPv3 message. These vulnerabilities could allow the disclosure of network
information or may enable an attacker to perform configuration changes to vulnerable devices. The
SNMP server is an optional service that is disabled by default in Cisco products. Only SNMPv3 is
impacted by these vulnerabilities. Workarounds are available for mitigating the impact of the
vulnerabilities described in this document.

Note: SNMP versions 1, 2 and 2c are not impacted by these vulnerabilities.

The United States Computer Emergency Response Team (US-CERT) has assigned Vulnerability Note
VU#878044 &4 to these vulnerabilities.

Common Vulnerabilities and Exposures (CVE) identifier CVE-2008-0960 & has also been assigned to
these vulnerabilities.

This advisory is posted at http://www.cisco.com/warp/public/707/cisco-sa-20080610-snmpv3.shtml.

[Expand all sections] [Collapse all sections]

= Affected Products

= Vulnerable Products
The following Cisco products are vulnerable.

. Cisco10S

. CiscolOS-XR

. Cisco Catalyst Operating System (CatOS)

. Cisco NX-OS

. Cisco Application Control Engine (ACE) Module

. Cisco ACE Appliance

. Cisco ACE XML Gateway

. Cisco MDS 9000 Series Multilayer Fabric Switches
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. Cisco WirelessLAN Controller (WLC)
. Cisco Application and Content Networking System (ACNYS)
. Cisco Wide Area Application Services (WAAYS)

Note: The SNMP server isdisabled by default. These vulnerabilities only impact devices that
are configured for SNMPv3.

To determine the version of SNMP configured in Cisco 10S, CatOS and IOS-XR, log in to the
device and issue the show snmp group command. The security model field indicates the
version of SNMP configured. The output "usm" is the abbreviation for user-based security
model and thisindicates SNMPv3 is configured.

Cisco I0OS

rout er #show snnp group

groupnane:. test security
nodel : v3 aut h

readvi ew : vildefault wWiteview

<no witeview specified>
notifyview. <no notifyview specified>
row status: active

C sco Cat S

5500-1 (enable) show snnp group
Security Model: v3

Security Nane: userv3

G oup Nane: groupv3

St orage Type: nonvol atile

Row St atus: active

Csco I 0s-XR
RP/ 0/ RPO/ CPUO: i os#show snnp gr oup

groupnane: test security
nodel : usm
readvi ew : vldefault witeview -

notifyview vildefault
row status: nonVol atil e

IronPort

IronPort C-Series, X-Series, and M-Series appliances utilize code covered by this advisory, but
are not susceptible to any security risk. IronPort C-Series, X-Series, and M-Series incorporate
the libraries under the advisory to provide anonymous read-only access to system health data.



Thereisno risk of escalated authorization privileges allowing a 3rd party to make any
configuration changes to the IronPort devices. IronPort S-Series and Encryption Appliances are
not affected by this advisory. This announcement has also been posted on the IronPort Support
Portal, available to IronPort customers: https.//supportportal .ironport.com/irppcnctr/srved?

u=http://secure-support.soma.ironport.com/announcement& sid=900016

= Products Confirmed Not Vulnerable
The following Cisco products are confirmed not vulnerable:

« Cisco PIX Security Appliances

. Cisco ASA Security Appliances

« Cisco Firewall Services Module (FWSM)

. Cisco Security Monitoring, Analysis, and Response System (MARS)
. Cisco Network Admission Control (NAC) Appliance

. CiscoWorks Wireless LAN Solution Engine (WL SE)

No other Cisco products are currently known to be affected by these vulnerabilities.
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Detalils

SNMP defines a standard mechanism for remote management and monitoring of devicesin an
Internet Protocol (IP) network.

There are three general types of SNMP operations: "get" requests to request information, " set"
requests that modify the configuration of aremote device, and "trap" messages that provide a
monitoring function. SNMP requests and traps are transported over User Datagram Protocol (UDP)
and are received at the assigned destination port numbers 161 and 162, respectively.

SNMPv3 provides secure access to devices by authenticating and encrypting packets over the

network. RFC2574 &4 defines the use of HMAC-MD5-96 and HMAC-SHA-96 as the possible
authentication protocols for SNMPv3.

Vulnerabilities have been identified in the authentication code of multiple SNMPv3
implementations. This advisory identifies two vulnerabilities that are amost identical. Both are
specifically related to malformed SNM Pv3 packets that manipulate the Hash Message
Authentication Code (HMAC). The two vulnerabilities may impact both Secure Hashing Algorithm-
1 (SHA-1) and Message-Digest Algorithm 5 (MD5). The vulnerabilities described in this document
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can be successfully exploited using spoofed SNMPv3 packets.
These vulnerabilities are documented in the following Cisco Bug IDs:

. CSCsf04754 - IOS SNMPv3 HMAC Authentication issue ( registered customers only)

. CSCsf30109 - IOS-XR SNMPv3 HMAC Authentication issue ( registered customers only)
. CSCsf29976 - CatOS SNMPv3 HM AC Authentication issue ( registered customers only)

. CSCsg62662 - ACE XML Gw SNMPv3HMAC Authentication issue ( registered

customers only)

. CSCsg60664 - ACE Appliance SNMPv3 HM AC Authentication issue ( registered
customers only)

. CSCsg60695 - ACE Module SNMPv3 HMAC Authentication issue ( registered customers

only)
. CSCsg60582 - Nexus SNM Pv3 HM AC Authentication issue ( registered customers only)

. CSCsg77604 - WLC SNMPv3 HMAC Authentication issue ( registered customers only)
. CSCsv79388 - ACNS SNMPv3 HMAC Authentication issue ( registered customers only)
. CSCsv82725 - WAAS SNMPv3 HMAC Authentication issue ( registered customers only)

Note: Although multiple software defects are listed, this advisory only identifies two
vulnerahilities. Because different Cisco products require their own fixes, additional Bug I1Ds have
been assigned.
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=5 Vulnerability Scoring Details

Cisco has provided scores for the vulnerabilitiesin this advisory based on the Common
Vulnerability Scoring System (CVSS). The CV SS scoring in this Security Advisory isdonein
accordance with CVSSversion 2.0.

CV SSis a standards-based scoring method that conveys vulnerability severity and helps determine
urgency and priority of response.

Cisco has provided a base and temporal score. Customers can then compute environmental scores to
assist in determining the impact of the vulnerability in individual networks.

Cisco has provided an FAQ to answer additional questions regarding CV SS at

http://www.ci sco.com/web/about/security/intelligence/cvss-gandas.html .
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Cisco has also provided a CV SS calculator to help compute the environmental impact for individual
networks at

http://intellishield.cisco.com/security/al ertmanager/cvss.

CSCsf04754 - |OS SNM Pv3 HMAC Authentication issue ( registered
customer s only)

Calculate the environmental score of CSCsf04754

CVSS Base Score - 10

ey Auhrncon oY el vy
Network | Low None Complete Complete | Complete
CVSS Temporal Score - 8.3

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed

CSCsf30109 - IOS-XR SNMPv3 HMAC Authentication issue ( registered

customer s only)

Calculate the environmental score of CSCsf30109

CVSS Base Score - 10

e Aunncon oA el vty
Network | Low None Complete Complete | Complete
CVSS Tempora Score - 8.3

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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CSCsf29976 - CatOS SNMPv3 HMAC Authentication issue ( registered

customer s only)

Calculate the environmental score of CSCsf29976

CVSS Base Score- 10

iy Auhnncon S0y erly vy
Network | Low None Complete Complete | Complete
CVSS Tempora Score - 8.3

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed

CSCsq62662 - ACE XML Gw SNMPv3HMAC Authentication issue
(registered customers only)

Calculate the environmental scor e of CSCsq62662

CVSS Base Score - 9.3

i Auncaon oy erly vty
Network [Medium None Complete Complete | Complete
CVSS Tempora Score- 8.4

Exploitability Remediation Level Report Confidence
Functional Workaround Confirmed

CSCsg60664 - ACE Appliance SNM Pv3 HMAC Authentication issue
(registered customersonly)

Calculate the environmental score of CSCs60664

CVSS Base Score - 6.8
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Access |Access | Authentication Confidentiality |Integrity |Availability
Vector | Complexity I mpact Impact | Impact
Network [Medium None Partial Partia Partia

CVSS Temporal Score - 5.6

Exploitability

Remediation Level

Report Confidence

Functiond

Official-Fix

Confirmed

CSCsq60695 - ACE Module SNMPv3 HMAC Authentication issue

(registered customers only)

Calculate the environmental scor e of CSCsg60695

CVSS Base Score - 6.8

Access |Access | Authentication Confidentiality |Integrity |Availability
Vector |Complexity I mpact Impact | Impact
Network [Medium None Partial Partial Partial
CVSS Tempora Score - 5.6

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed

CSCsn60582 - Nexus SNM Pv3 HMAC Authentication issue ( registered

customer s only)

Calculate the environmental scor e of CSCsg60582

CVSS Base Score - 9.3

Access |Access | Authentication Confidentiality |Integrity |Availability
Vector |Complexity Impact Impact | Impact
Network [Medium None Complete Complete | Complete

CVSS Temporal Score

-84

Exploitability

Remediation Level

Report Confidence
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Functiond

Workaround

Confirmed

CSCsq77604 - WL C SNMPv3 HMAC Authentication issue ( registered

customer s only)

Calculate the environmental score of CSCsq77604

CVSS Base Score - 10

Access |Access | Authentication Confidentiality |Integrity |Availability
Vector |Complexity I mpact I mpact | mpact
Network | Low None Complete Complete | Complete

CVSS Temporal Score - 9

Exploitabi

lity

Remediation Level

Report Confidence

Functiona

Official-Fix

Confirmed

CSCsv79388 - ACNS SNM Pv3 HM AC Authentication issue ( registered

customer s only)

Calculate the environmental score of CSCsv79388

CVSS Base Score- 10

Access |Access | Authentication Confidentiality |Integrity |Availability
Vector |Complexity I mpact I mpact | mpact
Network | Low None Complete Complete | Complete

CVSS Temporal Score

-9

Exploitabi

lity

Remediation Level

Report Confidence

Functional

Workaround

Confirmed
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CSCsv82725 - WAAS SNMPv3 HMAC Authentication issue ( registered
customer s only)

Calculate the environmental score of CSCsv82725

CVSS Base Score- 10

iy Aunnncon Sy erly vy
Network | Low None Complete Complete | Complete
CVSS Temporal Score - 9

Exploitability Remediation Level Report Confidence
Functional Workaround Confirmed
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Impact

Successful exploitation of these vulnerabilities could result in the disclosure of sensitive information
on adevice or alow an attacker to make configuration changes to a vulnerable device that is based
on the SNMP configuration.
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Software Versions and Fixes

When considering software upgrades, also consult http://www.cisco.com/go/psirt and any
subsequent advisories to determine exposure and a complete upgrade solution.

In all cases, customers should exercise caution to be certain the devices to be upgraded contain
sufficient memory and that current hardware and software configurations will continue to be
supported properly by the new release. If the information is not clear, contact the Cisco Technical
Assistance Center (TAC) or your contracted maintenance provider for assistance.

Each row of the Cisco 10S software table (below) names a Cisco IOS release train. If agiven
release train is vulnerable, then the earliest possible releases that contain the fix (along with the
anticipated date of availability for each, if applicable) are listed in the "First Fixed Release" column
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of the table. The "Recommended Release" column indicates the releases which have fixes for all the
published vulnerabilities at the time of this Advisory. A device running arelease in the given train
that is earlier than the release in a specific column (less than the First Fixed Release) is known to be
vulnerable. Cisco recommends upgrading to arelease equal to or later than the release in the
"Recommended Releases" column of the table.

Major - :
Rl Availability of Repaired Releases
Alfected First Fixed Recommended
12.0-Based
Release Release
Releases
120 Not Vulnerable
12.0DA Not Vulnerable
12.0DB
0 12.0(2) DB 12.4(18b)
12.0DC Vulnerable; first
fixedin 12.37 | 12-4(18b)
12.0(28)S1
12.0S 12.0(32)S5
12.0(33)S
12.
0SC 12.0(7)SC
12.0SL Vulnerable; first
fixed in 12.0S
12.0SP Vulnerable; first
fixed in 12.0S
12.0ST Vulnerable; first
fixed in 12.0S




12.0SX Vulnerable; first
fixedin 12.0S
12.05¢ 12.0(32)SY 1
12052 12.0(30)SZ4
1207 12.0(1)T 12.4(18b)
12.0W Not Vulnerable
12.0WC 12.0(5)WC16
12.0WT Not Vulnerable
12.0XA Not Vulnerable
12.0XB Not Vulnerable
12.0xC Not Vulnerable
12.0XD Not Vulnerable
12.0XE 12.0()XE
12.0XF 12.0(2)XF1 12.0(2)XF
12.0XG ]}i/;'egeirr?b&f”g 12.4(18b)
12.0XH Vulnerable; first 12.4(18b)

fixedin 12.2




Releases prior to
12.0(4)X12 are

vulnerable,
12.0XI1 release 12.0(4)

X12 and later are 12.4(18b)

not vulnerable;

first fixed in

122
12.0XJ Vulnerable; first

fixed in 12.2 12.4(18b)
12.0XK Vulnerable; first

fixed in 12.2 12.4(18b)
12.0XL Vulnerable; first

fixed in 12.2 12.4(18b)
12.0XM Vulnerable; first

fixedin12.0T  |12-4(180)
12.0XN Vulnerable; first

fixed in 12.2 12.4(18b)
12.0XQ Vulnerable; first

fixedin 12.0T | 12-4(18b)
12.0XR Vulnerable; first

fixed in 12.2 12.4(18b)
12.0XS Vulnerable; first

fixedin 12.1E
12.0XV Vulnerable; first

fixedin 12.0T | 12-4(18b)
12.0XW Not Vulnerable

Alfected First Fixed Recommended
12.1-Based
Release Release
Releases

12.1 Vulnerable; first 12.4(18b)

fixedin 12.2




12.1AA

Vulnerable; first
fixed in 12.2

12.4(18b)

12.1AX

Vulnerable; first
fixed in 12.2EY

12.1AY

Vulnerable; first
fixed in 12.1EA

12.1(22)EA11

12.1AZ

Vulnerable; first
fixed in 12.1EA

12.1(22)EA11

12.1CX

Releases prior to
12.1(7)CX are
vulnerable,
release 12.1(7)
CX and later are
not vulnerable;
first fixed in
12.2

12.4(18h)

12.1DA

Vulnerable; first
fixed in 12.2DA

12.1DB

Vulnerable; first
fixed in 12.3T

12.4(18h)

12.1DC

Vulnerable; first
fixed in 12.3T

12.4(18b)

12.1E

12.1(1)E2

12.1EA

12.1(22)EA10

12.1(22)EA11

12.1EB

Vulnerable;
contact TAC

12.1EC

Vulnerable; first
fixed in 12.3BC

12.1EO

12.1(19)EO6

12.2(29)SVD1;
Available on 13-JUN-
2008




12.2(25) EWA 14

12.1EU Vulnerable; first
fixedin 12.25G | 12-2(BL)SGA7
12.2(44)SG
12.1EV Vunerable; first | 222@)SVDY
fixed in 12.25V 2008
12.2(25 EWA14
12.1EW Vulnerable; first
fixed in 12.2EW | 12-2(31)SGA7
12.2(44)SG
12.1EX Vulnerable; first
fixed in 12.1E
12.1EY Vulnerable; first
fixed in 12.1E
12.1EZ Vulnerable; first
fixed in 12.1E
12.1GA Vulnerable; first
fixed in 12.2 12.4(18b)
12.1GB Vulnerable; first
fixed in 12.2 12.4(18b)
12.1T Vulnerable; first
fixed in 12.2 12.4(18b)
12.1XA Vulnerable; first
fixed in 12.2 12.4(18b)
12.1XB Vulnerable; first
fixed in 12.2 12.4(18b)
12.1XC Vulnerable; first
fixed in 12.2 12.4(18b)
12.1XD Vulnerable; first 12.4(18b)

fixedin 12.2




12.1XE Vulnerable; first
fixed in 12.1E

12.1XF X;;geirr?bgﬂrst 12.4(18b)
12.1XG ?ff'eﬂeirr?b&m 12.4(18b)
12.1XH }{;’;ﬁ?ﬁm 12.4(18b)
12.1XI ]}i/)‘:'egeirﬁbﬁﬂm 12.4(18b)
12.1XJ ?ff'eﬂeirr?b&m 12.4(18b)
12.1xXK Not Vulnerable

12.1XL ;i/)l:g;eirr?bgﬂrst 12.4(18b)
12.1XM ?ff'eﬂeirr?b&m 12.4(18b)
121XN Not Vulnerable

12.1X0 Not Vulnerable

12.1XP ?ff'eﬂeirr?b&m 12.4(18b)
12.1XQ ]}I/)l:"agff ﬁb&f”g 12.4(18b)
12.1XR ;i/)l:g;eirr?bgﬂrst 12.4(18b)
12.1XS ]}i/;'egeirr?b&f”g 12.4(18b)
12.1XT Vulnerable; first 12.4(18b)

fixedin 12.3




12.1XU

Vulnerable; first
fixed in 12.3

12.4(18b)

12.1XV

Vulnerable; first
fixedin 12.3

12.4(18b)

12.1XW

Vulnerable; first
fixedin 12.2

12.4(18h)

12.1XX

Vulnerable; first
fixed in 12.2

12.4(18b)

12.1XY

Vulnerable; first
fixedin 12.2

12.4(18b)

12.1XZ

Vulnerable; first
fixedin 12.2

12.4(18h)

12.1YA

Vulnerable; first
fixed in 12.3

12.4(18b)

12.1YB

Vulnerable; first
fixedin 12.3

12.4(18b)

12.1YC

Vulnerable; first
fixedin 12.3

12.4(18h)

12.1YD

Vulnerable; first
fixed in 12.3

12.4(18b)

12.1YE

Releases prior to
12.1(5)YEG are
vulnerable,
release 12.1(5)
YE6 and later
are not
vulnerable; first
fixedin 12.3

12.4(18h)

12.1YF

Vulnerable; first
fixedin 12.3

12.4(18Db)

12.1YG

Not Vulnerable

12.1YH

Vulnerable; first
fixedin 12.3

12.4(18b)




12.1Y1

Vulnerable; first

fixed in 12.3 12.4(18b)
12.1YJ Vulnerable; first

fixedin 12.1EA |12U22)EALL

Alfected First Fixed Recommended
12.2-Based
Release Release
Releases

12.2(26c)12.2
12.2 (27¢)12.2(28d)

12.20290)12.2 | 2H18D)

(40)
12.2B Vulnerable; first

fixedin 12.37 | 12-4(18b)
12.2BC Vulnerable; first

fixed in 12.3BC
12.2BW Vulnerable; first

fixed in 12.3 12.4(18b)
12.2BY Vulnerable; first

fixedin 12.37 | 12-4(18D)
12.2BZ Vulnerable; first

fixed in 12.3XI
12.2CX Vulnerable; first

fixed in 12.3BC
12.2CY Vulnerable; first

fixedin 12.3BC
12.2C2 Not Vulnerable
12 2DA 12.2(10)DA4

12.2(12)DA11
12.2DD Vulnerable; first 12.4(18b)

fixed in 12.3T




12.2DX

Vulnerable; first

fixedin 12.37 | 12-4(18b)
12.2(25)EWA14
12.2EU Vulnerable; first
fixedin 12.2sG | 12-2(BL)SGAY
12.2(44)SG
12.2(25) EWA14
12.2(18)
12.2EW
EW712.2(20) 12.2(31)SGA7
EWA4
12.2(44)SG
12.2(20)
EWA312.2(25)
12.2EWA
EWA1112.2(25) |12.2(25)EWA14
EWA712.2(25)
EWAS
12.2(44)EX;
12.2EX 12.2(35)EX Available on 26-JUN-
2008
12.2EY 12.2(37)EY
12.2EZ Vulnerable; first
fixed in 12.2SEE
12.2FX Vulnerable; first
fixed in 12.2SEE
Vulnerable; first
12.2FY fixed in
12.25EG
12.2F7 Vulnerable; first
fixedin 1225 |12-2(44)SE2
Vulnerable;
12.2I XA migrate to any
releasein

12.21XD




12.21XB

Not Vulnerable
12.2IXC Not Vulnerable
12.21XD Not Vulnerable
1221XE Not Vulnerable
12.21XF Not Vulnerable
12.2JA Vulnerable; first
fixed in 12.3JA
12.2JK Vulnerable; first
fixedin1247 | 12HI9TS
12.2MB Vulnerable; first
fixed in 12.2SW
122MC 12.2(15)MC2h 12.4(18b)
12295 12.2(14)S1812.2 |12.2(31)SB12
' (18)S1312.2(20)
S1312.2(25)S11 | 12.2(33)SRC1
12.2(28)SB412.2
12.2SB
S (31)SB212.2(31) [12.2(31)SB12
SB3x
12.2SBC Vulnerable; first
fixedin 12258 |12-2(31)SB12
12.23CA Not Vulnerable
12258 12.2(35)SE 12.2(44)SE2
12.2SEA Vulnerable; first

fixedin 12.2SEE




12.2SEB

Vulnerable; first
fixed in 12.2SEE

12.2SEC Vulnerable; first
fixed in 12.2SEE
12.2SED Vulnerable; first
fixed in 12.2SEE
12.25EE 12.2(25)SEE3
12.2SEF
S 12.2(25)SEF2 12.2(44)SE2
12.25EG 12.2(25)SEG2
12.2(25)SG1
12.2(31)SG1
12.2
G 12.2(44)SG
12.2(31)SG2
12.2(37)SG
12.25GA Not Vulnerable
1223l Not Vulnerable
12.25M 12.2(29)SM2 12.2(29)SM 3
12.2(29)SVD1;
12250 12.2(18)SO7 Available on 13-JUN-
2008
12.2SRA
12.2(33)SRA1
12.2SRB

Not Vulnerable

































