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Summary 

The Secure Shell server (SSH) implementation in Cisco IOS contains multiple vulnerabilities that allow 
unauthenticated users the ability to generate a spurious memory access error or, in certain cases, reload 
the device. 

The IOS SSH server is an optional service that is disabled by default, but its use is highly recommended 
as a security best practice for management of Cisco IOS devices. SSH can be configured as part of the 
AutoSecure feature in the initial configuration of IOS devices, AutoSecure run after initial configuration, 
or manually. SSH is enabled any time RSA keys are generated such as when a http secure-server or trust 
points for digital certificates are configured. Devices that are not configured to accept SSH connections 
are not affected by these vulnerabilities.

Common Vulnerabilities and Exposures (CVE) identifier CVE-2008-1159 has been assigned to this 
vulnerability.

This advisory is posted at http://www.cisco.com/warp/public/707/cisco-sa-20080521-ssh.shtml.

[Expand all sections]     [Collapse all sections] 

 Affected Products 

 Vulnerable Products 

Cisco devices running certain 12.4-based IOS releases and configured to be managed via SSH 
may be affected by this issue.

The IOS secure shell server is disabled by default. To determine if SSH is enabled, use the 
show ip ssh command.

Router#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication 
retries: 3

The previous output shows that SSH is enabled on this device and that the SSH protocol major 
version that is being supported is 2.0. If the text "SSH Disabled" is displayed, the device is not 
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vulnerable. Possible values for the SSH protocol version reported by IOS are:

●     1.5: only SSH protocol version 1 is enabled
●     1.99: SSH protocol version 2 with SSH protocol version 1 compatibility enabled
●     2.0: only SSH protocol version 2 is enabled

For more information about SSH versions in IOS, please check the following URL: http://www.
cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt_ssh2.html.

The SSH server is not available in all IOS images. Devices that do not support SSH are not 
vulnerable. Please consult the table of fixed software in the Software Version and Fixes section 
for the specific 12.4-based IOS releases that are affected. 

To determine the software running on a Cisco product, log in to the device and issue the show 
version command to display the system banner. Cisco IOS software will identify itself as 
"Internetwork Operating System Software" or simply "IOS". The image name will be displayed 
between parentheses on the next line of output followed by "Version" and the IOS release name. 
Other Cisco devices will not have the show version command or will give different output.

The following example identifies a Cisco product running IOS release 12.4(17):

Cisco IOS Software, C2600 Software (C2600-
ADVENTERPRISEK9-M), Version 12.4(17),
RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Fri 07-Sep-07 16:05 by prod_rel_team

ROM: System Bootstrap, Version 12.2(8r) [cmong 8r], 
RELEASE SOFTWARE (fc1)

Router uptime is 1 week, 5 hours, 5 minutes
System returned to ROM by power-on
System image file is "flash:c2600-adventerprisek9-
mz.124-17.bin"

Additional information about Cisco IOS release naming is available at http://www.cisco.com/
warp/public/620/1.html.

 Products Confirmed Not Vulnerable 
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Cisco devices that do not run IOS are not affected.

Cisco IOS devices that do not have the SSH server feature enabled are not affected.

IOS-XR and IOS-XE images are not affected.

The following IOS release trains are not affected:

●     10-based releases
●     11-based releases
●     12.0-based releases
●     12.1-based releases
●     12.2-based releases
●     12.3-based releases

IOS releases prior to 12.4(7), 12.4(13d)JA, and 12.4(9)T are not affected by this vulnerability.

No other Cisco products are currently known to be affected by these vulnerabilities.

Top of the section     Close Section 

 Details 

Secure shell (SSH) was developed as a secure replacement for the telnet, ftp, rlogin, rsh, and rcp 
protocols, which allow for the remote access of devices. The main difference between SSH and 
older protocols is that SSH provides strong authentication, guarantees confidentiality, and uses 
encrypted transactions.

The server side of the SSH implementation in Cisco IOS contains multiple vulnerabilities that allow 
an unauthenticated user to generate a spurious memory access or, in certain cases, reload the device. 
If the attacker is able to reload the device, these vulnerabilities could be repeatedly exploited to 
cause an extended Denial of Service (DoS) condition. 

A device with the SSH server enabled is vulnerable.

These vulnerabilities are documented in Cisco Bug IDs:

●     CSCsk42419 ( registered customers only) 
●     CSCsk60020 ( registered customers only) 
●     CSCsh51293 ( registered customers only) 
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 Vulnerability Scoring Details 

Cisco is providing scores for the vulnerabilities in this advisory based on the Common Vulnerability 
Scoring System (CVSS). The CVSS scoring in this Security Advisory is done in accordance with 
CVSS version 2.0.

Cisco will provide a base and temporal score. Customers can then compute environmental scores to 
assist in determining the impact of the vulnerability in individual networks.

CVSS is a standards-based scoring method that conveys vulnerability severity and helps determine 
urgency and priority of response. 

Cisco has provided an FAQ to answer additional questions regarding CVSS at

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html. 

Cisco has also provided a CVSS calculator to help compute the environmental impact for individual 
networks at

http://intellishield.cisco.com/security/alertmanager/cvss.

SSHv2 spurious memory access

Calculate the environmental score of CSCsk42419 

CVSS Base Score - 7.8 

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4 

Exploitability
Remediation 
Level

Report 
Confidence

Functional Official-Fix Confirmed
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SSHv2 spurious memory access

Calculate the environmental score of CSCsk60020 

CVSS Base Score - 7.8 

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4 

Exploitability
Remediation 
Level

Report 
Confidence

Functional Official-Fix Confirmed

Spurious memory access when SSH packets received

Calculate the environmental score of CSCsh51293 

CVSS Base Score - 7.8 

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4 

Exploitability
Remediation 
Level

Report 
Confidence

Functional Official-Fix Confirmed
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 Impact 

Successful exploitation of these vulnerabilities may result in a spurious memory access or, in certain 
cases, reload the device potentially resulting in a DoS condition.
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 Software Versions and Fixes 

When considering software upgrades, also consult http://www.cisco.com/go/psirt and any 
subsequent advisories to determine exposure and a complete upgrade solution.

In all cases, customers should exercise caution to be certain the devices to be upgraded contain 
sufficient memory and that current hardware and software configurations will continue to be 
supported properly by the new release. If the information is not clear, contact the Cisco Technical 
Assistance Center ("TAC") or your contracted maintenance provider for assistance.

Each row of the Cisco IOS software table (below) describes a release train and the platforms or 
products for which it is intended. If a given release train is vulnerable, then the earliest possible 
releases that contain the fix (the "First Fixed Release") and the anticipated date of availability for 
each are listed in the "Rebuild" and "Maintenance" columns. A device running a release in the given 
train that is earlier than the release in a specific column (less than the First Fixed Release) is known 
to be vulnerable. The release should be upgraded at least to the indicated release or a later version 
(greater than or equal to the First Fixed Release label).

For more information on the terms "Rebuild" and "Maintenance," consult the following URL: http://
www.cisco.com/warp/public/620/1.html. 

IOS releases prior to 12.4(7), 12.4(13d)JA, and 12.4(9)T are not affected by this vulnerability.

Major 
Release 

Availability of Repaired Releases 

Affected 
12.0-Based 

Releases 

First Fixed 
Release 

Recommended 
Release 

There are no affected 12.0 based releases

Affected 
12.1-Based 

Releases 

First Fixed 
Release 

Recommended 
Release 

There are no affected 12.1 based releases
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