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Summary

Certain Cisco Catalyst 6500 Series and Cisco 7600 Router devices that run branches of Cisco |0S based
on 12.2 can be vulnerable to adenial of service vulnerability that can prevent any traffic from entering
an affected interface. For adeviceto be vulnerable, it must be configured for Open Shortest Path First
(OSPF) Sham-Link and Multi Protocol Label Switching (MPLS) Virtual Private Networking (VPN).
This vulnerability only affects Cisco Catalyst 6500 Series or Catalyst 7600 Series devices with the
Supervisor Engine 32 (Sup32), Supervisor Engine 720 (Sup720) or Route Switch Processor 720
(RSP720) modules. The Supervisor 32, Supervisor 720, Supervisor 720-3B, Supervisor 720-3BXL,
Route Switch Processor 720, Route Switch Processor 720-3C, and Route Switch Processor 720-3CXL
are al potentially vulnerable.

OSPF and MPLS VPNs are not enabled by default.

This advisory is posted at http://www.cisco.com/warp/public/707/cisco-sa-20080326-queue.shtml.

Note: The March 26, 2008 publication includes five Security Advisories. The Advisories all affect Cisco
|OS. Each Advisory lists the releases that correct the vulnerability described in the Advisory, and the
Advisories also detail the releases that correct the vulnerabilitiesin all five Advisories.

Individual publication linksarelisted below:

Cisco IOS Virtual Private Dial-up Network Denia of Service Vulnerability
http://www.cisco.com/warp/public/707/cisco-sa-20080326-pptp.shtml

. Multiple DLSw Denial of Service Vulnerabilitiesin Cisco 10S
http://www.cisco.com/warp/public/707/cisco-sa-20080326-dIsw.shtml

« Cisco IOS User Datagram Protocol Delivery Issue For |Pv4/IPv6 Dual-stack Routers
http://www.cisco.com/warp/public/707/cisco-sa-20080326-1 Pv4l Pv6.shtml

« Vulnerability in Cisco 10S with OSPF, MPLS VPN, and Supervisor 32, Supervisor 720, or Route
Switch Processor 720
http://www .cisco.com/warp/public/707/cisco-sa-20080326-queue.shtml

. Cisco IOS Multicast Virtual Private Network (MVPN) Data Leak


http://www.cisco.com/warp/public/707/cisco-sa-20080326-queue.shtml
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http://www.cisco.com/warp/public/707/cisco-sa-20080326-mvpn.shtml
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= Affected Products

' Vulnerable Products

All Cisco products based on the Supervisor Engine 32 (Sup32), Supervisor Engine 720
(Sup720), or Route Switch Processor 720 (RSP720) are potentially vulnerable. Cisco Sup720
and RSP720 products have support for daughter cards that enhance their functionality. These
daughter cards attach directly to the Sup720 or RSP720 and have names like PFC-3B, PFC-
3BXL, PFC-3C, and PFC-3CXL. The product number of the Sup720 or RSP720 can change to
reflect the daughter card that isinstalled, such as RSP720-3CXL.

Because the vulnerability affects the Sup720 and RSP720, al versions of the Sup720 or
RSP720 are vulnerable, regardiess of the daughter card that isinstalled.

. Cisco Catalyst 6500 Series devices with the Sup32, Sup720, Sup720-3B, or Sup720-
3BXL

. Cisco 7600 Series devices with the Sup32, Sup720, Sup720-3B, or Sup720-3BXL

. Cisco 7600 Series devices with the RSP720, RSP720-3C, or RSP720-3CXL

. Cisco ME 6524 Ethernet Switch

= Products Confirmed Not Vulnerable
No other Cisco products are currently known to be affected by this vulnerability.
Cisco Bug ID CSCsf12082 ( registered customers only) was integrated into additional 10S

releases that do not run on the vulnerable hardware, but only the platforms mentioned in the
V ulnerable Products section above are affected by this vulnerability.
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= Details

Vulnerable Cisco devices, when configured for Multi Protocol Label Switching (MPLS) Virtual
Private Networking (VPN) and Open Shortest Path First (OSPF) sham-link, can suffer from a
blocked queue, memory leak, and/or restart of the device.
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This vulnerability is documented in Cisco bug ID CSCsf12082 ( registered customers only) , and has
been assigned CVE ID CVE-2008-0537.

The following combination of hardware and software configuration must be present for the device
to be vulnerable:

« Cisco Catalyst Sup32, Sup720, or RSP720 is present
.« MPLSVPN isconfigured
« OSPF sham-link is configured

In order to determine whether you are running this feature, use the show running-config command
and search for the addr ess-family vpnv4 and ar ea sham-link router configuration commands. The
following command displays all configuration lines that meet the following criteria:

. Beginswith the word "router," OR
. Includes "address-family vpnv4," OR
. Includes "sham-link"

Rout er# show run | include “router |address-famly vpnv4|
sham | i nk
router bgp 1
address-fam |y vpnv4
router ospf 1 vrf VRFNAME
area 0 shamlink 192.168.1.1 192.168.100.1
Rout er #

For customers that run versions of 10S that support the section modifier, an additional option is
available to view the relevant sections of the running configuration:

Rout er# show run | section “router
router bgp 1
[ sni p]
address-fam |y vpnv4
router ospf 1 vrf VRFNAME
area 0 shamlink 192.168.1.1 192.168.100.1

[ sni p]

If certain packets are received by a device that meets the above requirements, the input queue of the
interface that receives these packets can become blocked, which can prohibit additional traffic from
entering the interface and cause a denial of service condition. In addition to a potential blocked
interface queue, the device can aso suffer amemory leak or restart. In the event of a memory leak,
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the deviceis unable to forward traffic once available memory is depleted.
For more information on MPLS VPN, please reference the following document:

http://www.cisco.com/en/US/docg/net mgmt/vpn solutions center/1.1/user/quide/VPN UG1.html

For more information on OSPF sham-links, please reference the following document:

http://www.cisco.com/en/US/docsios/12 2t/12 2t8/feature/guide/ospf shmk.html

ldentifying a Memory Leak

This vulnerability can manifest as aleak in the I/O memory pool. The following is an example of a
system message that indicates an exhaustion of the I/O pool:

006029: Aug 10: %BYS-2- MALLOCFAI L: Menory all ocation of
808 bytes failed from 0x41613238, alignnment 32

Pool: I/O Free: 176 Cause: Not enough free nenory
Alternate Pool: None Free: 0 Cause: No Alternate pool

Note that in the above output, the affected memory pool is Pool: 1/0, and the cause is Cause: Not
enough free memory. This output indicates that the I/O memory pool has been exhausted.

Additionally, a user with enable-level access can check the device through the show buffers
command to identify buffer allocation failures.

Rout er #show buffers

Buf f er el enent s:

496 in free list (500 max al | owed)
77298300 hits, O m sses, 0 created

Publ i c buffer pools:

Smal | buffers, 104 bytes (total 148654, pernmanent 1024,
peak 148654 @ 1d12h):

Oinfree list (128 mn, 2048 max al |l owed)

24688031 hits, 4023203 m sses, O trinms, 147630 created
3243434 failures (3182828 no nenory)

The above output shows that buffer allocation failed due to insufficient memory.

Identifying a Blocked Interface


http://www.cisco.com/en/US/docs/net_mgmt/vpn_solutions_center/1.1/user/guide/VPN_UG1.html
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t8/feature/guide/ospfshmk.html

A symptom of this type of blocked queue is the failure of control-plane protocols such as routing
protocols (OSPF, Enhanced Interior Gateway Routing Protocol (EIGRP), Border Gateway Protocol
(BGP), Intermediate System to Intermediate System (1S1S), etc.) and MPLS TDP/LDP to properly
establish connections over an affected interface.

In order to identify a blocked input interface, issue the show interfaces command, and search for
the Input Queue line. The size of the input queue can continue to increase. If the current size, which
IS 76 in the example below, islarger than the maximum size (75), the input queue is blocked.

It is possible that a device receives a high rate of traffic destined to the control plane, and the full
gueueisonly atransient event. In order to verify if the interface is actually blocked, shut down the
interface with the shutdown interface configuration command and examine the input queue. If the
input queue does not display 0 packets, the interface is blocked.

Rout er #show i nterface ethernet 0/0
Et hernet0/0 is up, line protocol is up
Hardware i s AndP2, address is 0050.500e.f1e0 (bia
0050. 500e. f 1e0)
Internet address is 172.16.1.9/24
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely
255/ 255, | oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10
sec)
ARP type: ARPA, ARP Tineout 04:00:00
Last input 00:00:41, output 00:00:07, output hang never
Last clearing of "show interface" counters 00:07:18
| nput queue: 76/75/1091/0 (sizel/ max/drops/flushes);
Total output drops: O

l--- The 76/ 75 shows that this is bl ocked
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= Vulnerability Scoring Details

Cisco has provided scores for the vulnerabilities in this advisory based on the Common
Vulnerability Scoring System (CVSS). The CV SS scoring in this Security Advisory isdonein
accordance with CVSS Version 2.0.
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CVSS s a standards-based scoring method that conveys vulnerability severity and helps determine
urgency and priority of response.

Cisco has provided a base and temporal score. Customers can then compute environmental scores to
assist in determining the impact of the vulnerability in individual networks.

Cisco has provided an FAQ to answer additional questions regarding CV SS at

http://www.cisco.com/web/about/security/intelligence/cvss-gandas.htmil .

Cisco has also provided a CV SS calculator to help compute the environmental impact for individual
networks at

http://intellishield.cisco.com/security/al ertmanager/cvss .

CSCsf12082 - SUP720 facing small buffer leak and crashes

Calculate the environmental score of CSCsf12082

CVSS Base Score - 7.8

ey Auenucaon Ay | erty vty
Network | Low None None None Complete
CVSS Tempora Score- 6.1

Exploitability Remediation Level Report Confidence
Proof-of -Concept Official-Fix Confirmed
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Impact

Exploitation of this vulnerability may result in a blocked interface input queue, memory leak, and/or
restart of the device. Repeated exploitation of this vulnerability may result in an extended denial of
service.

Top of thesection  Close Section
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= Software Versions and Fixes

When considering software upgrades, also consult http://www.cisco.com/go/psirt and any
subsequent advisories to determine exposure and a complete upgrade solution.

In all cases, customers should exercise caution to be certain the devices to be upgraded contain
sufficient memory and that current hardware and software configurations will continue to be
supported properly by the new release. If the information is not clear, contact the Cisco Technical
Assistance Center (TAC) or your contracted maintenance provider for assistance.

Each row of the Cisco 10S software table (below) names a Cisco |OS release train. If agiven
release train is vulnerable, then the earliest possible releases that contain the fix (along with the
anticipated date of availability for each, if applicable) are listed in the "First Fixed Release" column
of the table. The "Recommended Release" column indicates the releases which have fixes for all the
published vulnerabilities at the time of this Advisory. A device running arelease in the given train
that is earlier than the release in a specific column (less than the First Fixed Release) is known to be
vulnerable. Cisco recommends upgrading to arelease equal to or later than the release in the
"Recommended Releases" column of the table.

M aj or A :
Release Availability of Repaired Releases
IS First Fixed Recommended
12.0-Based
Release Release
Releases

Thereareno affected 12.0 based releases

Affected . :
First Fixed Recommended
12.1-Based
Release Release
Releases

Thereareno affected 12.1 based r eleases

Affected
12.2-Based
Releases

First Fixed
Release

Recommended
Release
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12.2

Not Vulnerable
12.2B Not Vulnerable
12.2BC Not Vulnerable
12.2BW Not Vulnerable
12.2BY Not Vulnerable
12.2BZ Not Vulnerable
12.2CX Not Vulnerable
12.2CY Not Vulnerable
12.2CZ Not Vulnerable
12.2DA Not Vulnerable
12.2DD Not Vulnerable
12.2DX Not Vulnerable
12.2EU Not Vulnerable
12.2EW Not Vulnerable
12.2EWA Not Vulnerable
12.2EX

Not Vulnerable




12.2EY

Not Vulnerable
12.282 Not Vulnerable
12.2FX Not Vulnerable
12.2FY Not Vulnerable
12.2F2 Not Vulnerable
12.21XA Vulnerable;
contact TAC
12.21XB Vulnerable
contact TAC
12.2IXC Vulnerable
contact TAC
12.21XD Vulnerable;
contact TAC
Vulnerable
) ’ 12.2(18)IXF;
12.21XE MarAcoay | Avalable on 31-
12.21XF MAR-2008
12.2JA Not Vulnerable
12.2JK
J Not Vulnerable
12.2MB Not Vulnerable
12.2MC
Not Vulnerable
12.2S

Not Vulnerable
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