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Summary  
Certain Cisco Unified IP Conference Station and IP Phone devices contain vulnerabilities which may 
allow unauthorized users to gain administrative access to vulnerable devices. 

Cisco Unified IP Conference Station Administrative Bypass Vulnerability 

Cisco Unified IP Conference Station 7935 and 7936 devices do not require a password when a URL is 
accessed directly via the administrator HTTP interface. There is a workaround for this vulnerability.



Cisco Unified IP Phone Default Account and Privilege Escalation Vulnerabilities 

Cisco Unified IP Phone 7906G, 7911G, 7941G, 7961G, 7970G and 7971G devices contain a hard coded 
default user account with a default password which is remotely accessible via a Secure Shell (SSH) 
server enabled on the phone. This default user account may be leveraged to gain administrative access to 
a vulnerable phone via a privilege escalation vulnerability. The default user account may also execute 
commands causing a phone to become unstable and result in a denial of service. The default user 
account can not be disabled, removed or have its password changed. There are mitigations available for 
these vulnerabilities. 

Cisco has made free software available to address these issues for affected customers.  

This advisory is posted at http://www.cisco.com/warp/public/707/cisco-sa-20070221-phone.shtml.  

[Expand all sections]     [Collapse all sections] 

 Affected Products  
This section provides details on affected products. 

 Vulnerable Products  

This section provides details on vulnerable products. 

Cisco Unified IP Conference Station  

Cisco Unified IP Phone  

The version of firmware running on an IP phone can be determined via the Settings menu on a 
phone. 

In most deployments, Cisco Unified CallManager (CUCM) can also be used to accurately 

Model Affected Firmware Version 

7935 3.2(15) and earlier 

7936 3.3(12) and earlier 

Model Firmware Version 

7906G 8.0(4)SR1 and earlier 

7911G 8.0(4)SR1 and earlier 

7941G 8.0(4)SR1 and earlier 

7961G 8.0(4)SR1 and earlier 

7970G 8.0(4)SR1 and earlier 

7971G 8.0(4)SR1 and earlier 



determine the version of firmware that is supposed to be running on an IP phone. While CUCM 
maintains a record of the firmware it last deployed to an IP phone, it is possible for a user to 
change the firmware version on an IP phone. 

 Products Confirmed Not Vulnerable  

Cisco Unified IP Phone 7902G, 7905, 7905G, 7910, 7912, 7912G, 7920, 7921G, 7940, 7960 and 
7985 devices are not vulnerable to the default account and privilege escalation vulnerability. 

No other Cisco products are known to be vulnerable. 

Top of the section      Close Section  

 Details  

Cisco Unified IP Conference Station Administrative Bypass Vulnerability 

Cisco Unified IP Conference Station 7935 and 7936 devices provide integrated speaker phone 
services for a networked environment. 7935/7936 devices can be managed via an administrative 
HTTP interface and/or a with Cisco Unified CallManager (CUCM) system. The administrative 
HTTP interface is protected by a user configurable password. If a user knows the direct path to a 
management URL, it may be possible to access the administrative HTTP interface without being 
prompted for authentication. The vulnerability occurs because vulnerable IP Conference Station 
devices incorrectly maintain the state of administrator login sessions. If an administrator logs into a 
vulnerable device via the HTTP interface, the administrator's credentials will be cached even after 
the administrator logs out of the device. This leaves a window of opportunity for an unauthorized 
user to gain complete administrative access to a vulnerable device. If an administrator never accesses 
a potentially vulnerable device via the HTTP interface, the device is not vulnerable to the 
authentication bypass attack. It is possible to reset to an IP Conference Station to a non-vulnerable 
state by power-cycling the device or performing a reboot operation (not a reload operation) via the 
CUCM system which manages the device. This defect is documented in Cisco Bug ID CSCsg26788 
( registered customers only) . 

Cisco Unified IP Phone Default Account and Privilege Escalation Vulnerabilities 

Cisco Unified IP Phone 7906G, 7911G, 7941G, 7961G, 7970G and 7971G devices provide 
integrated phone service for a networked environment. These IP phones devices contain a hard 
coded default user account with a default password that is used for debugging purposes and is 
embedded into the phone's firmware. This default user account cannot be disabled, removed or have 
its password changed. Due to an implementation error, it possible to use the hard coded default user 
account to remotely access the Command Line Interface (CLI) of a vulnerable IP phone via a 
phone's SSH server. The SSH server is only supposed to authenticate user accounts which have been 
created by an administrator. The SSH server may not be disabled. The firmware update including the 
solution for this vulnerability prohibits the default user account from accessing a phone via the SSH 
server, but the default user account may still access the phone via the console serial port. This defect 
is documented in Cisco Bug ID CSCsg34758 ( registered customers only) . 

Using the default user account to access the CLI of a vulnerable IP phone device (via SSH or the 
console serial port), an attacker can execute a number of commands which may result in the 



escalation of privileges leading to complete compromise of an affected IP phone or cause an IP 
phone to become unstable and crash. These defects are documented in Cisco Bug IDs CSCsg34789 
( registered customers only) and CSCsg42627 ( registered customers only) . 

Vulnerability Scoring Details 

Cisco is providing scores for the vulnerabilities in this advisory based on the Common Vulnerability 
Scoring System (CVSS). 

Cisco will provide a base and temporal score. Customers can then compute environmental scores to 
assist in determining the impact of the vulnerability in individual networks. 

Cisco PSIRT will set the bias in all cases to normal. Customers are encouraged to apply the bias 
parameter when determining the environmental impact of a particular vulnerability. 

CVSS is a standards based scoring method that conveys vulnerability severity and helps determine 
urgency and priority of response. 

Cisco has provided an FAQ to answer additional questions regarding CVSS at 
http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html. 

Cisco has also provided a CVSS calculator to help compute the environmental impact for individual 
networks at http://intellishield.cisco.com/security/alertmanager/cvss. 

CSCsg26788 - IP Conference Station HTTP Interface Administrator Bypass 
( registered customers only )Calculate the environmental score of CSCsg26788  

CVSS Base Score - 10  

Access 
Vector 

Access 
Complexity Authentication Confidentiality 

Impact 
Integrity 
Impact 

Availability 
Impact 

Impact 
Bias 

Remote Low Not Required Complete Complete Complete Normal

CVSS Temporal Score - 8.3  

Exploitability Remediation Level Report Confidence 

Functional Official Fix Confirmed 

CSCsg34758 - IP Phone SSH Vulnerability ( registered customers only ) 

Calculate the environmental score of CSCsg34758  

CVSS Base Score - 10  

Access 
Vector 

Access 
Complexity Authentication Confidentiality 

Impact 
Integrity 
Impact 

Availability 
Impact 

Impact 
Bias 

Remote Low Not Required Complete Complete Complete Normal

CVSS Temporal Score - 8.3  

Exploitability Remediation Level Report Confidence 
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 Impact  
Successful exploitation of the Conference Station administrative bypass or IP Phone default account 
and privilege escalation vulnerabilities may result in the complete compromise of a vulnerable 
device. 

Top of the section      Close Section  

 Software Version and Fixes  
When considering software upgrades, also consult http://www.cisco.com/go/psirt and any 
subsequent advisories to determine exposure and a complete upgrade solution. 

In all cases, customers should exercise caution to be certain the devices to be upgraded contain 
sufficient memory and that current hardware and software configurations will continue to be 

Functional Official Fix Confirmed 

CSCsg34789 - Filesystem Privilege Escalation ( registered customers only ) 

Calculate the environmental score of CSCsg34789  

CVSS Base Score - 6  

Access 
Vector 

Access 
Complexity Authentication Confidentiality 

Impact 
Integrity 
Impact 

Availability 
Impact 

Impact 
Bias 

Remote Low Required Complete Complete Complete Normal

CVSS Temporal Score - 5  

Exploitability Remediation Level Report Confidence 

Functional Official Fix Confirmed 

CSCsg42627 - Filesystem Denial of Service ( registered customers only ) 

Calculate the environmental score of CSCsg42627  

CVSS Base Score - 2  

Access 
Vector 

Access 
Complexity Authentication Confidentiality 

Impact 
Integrity 
Impact 

Availability 
Impact 

Impact 
Bias 

Remote Low Required None None Complete Normal 

CVSS Temporal Score - 1.7  

Exploitability Remediation Level Report Confidence 

Functional Official Fix Confirmed 



supported properly by the new release. If the information is not clear, contact the Cisco Technical 
Assistance Center ("TAC") or your contracted maintenance provider for assistance. 

Cisco Unified IP Conference Station 

Cisco Unified IP Phone 

Fixed software can be obtained here: 

http://www.cisco.com/cgi-bin/tablebuild.pl/ip-7900ser  

Top of the section      Close Section  

 Workarounds  
For Cisco Unified Conference Station and IP Phone devices, the following mitigations have been 
provided. 

The effectiveness of any mitigation or fix is dependent on specific customer situations such as 
product mix, network topology, traffic behavior, and organizational mission. Due to the variety of 
affected products and releases, customers should consult with their service provider or support 
organization to ensure any applied mitigation or fix is the most appropriate for use in the intended 
network before it is deployed. 

Additional mitigations that can be deployed on Cisco devices within the network are available in the 
Cisco Applied Mitigation Bulletin companion document for this advisory: 
http://www.cisco.com/warp/public/707/cisco-amb-20070221-phone.shtml  

Apply access control lists (ACLs) on routers, switches and firewalls that filter traffic to vulnerable 
Conference Station and IP Phone devices so that traffic is only allowed from stations that need to 
remotely administer the devices. 

Model Fixed Firmware Version 

7935 3.2(16) 

7936 3.3(13) 

Model Fixed Firmware Version 

7906G 8.0(4)SR2, 8.2(1) 

7911G 8.0(4)SR2, 8.2(1) 

7941G 8.0(4)SR2, 8.2(1) 

7961G 8.0(4)SR2, 8.2(1) 

7970G 8.0(4)SR2, 8.2(1) 

7971G 8.0(4)SR2, 8.2(1) 



It is possible to workaround the Cisco Unified IP Conference Station Administrative Bypass 
vulnerability by ensuring that the administrative HTTP interface is not used to manage any 
vulnerable devices. If the HTTP interface must be used, vulnerable devices should be power cycled 
or rebooted via a CUCM system after system changes are made. 

Top of the section      Close Section  

 Obtaining Fixed Software  
Cisco will make free software available to address this vulnerability for affected customers. This 
advisory will be updated as fixed software becomes available. Prior to deploying software, 
customers should consult their maintenance provider or check the software for feature set 
compatibility and known issues specific to their environment.  

Customers may only install and expect support for the feature sets they have purchased. By 
installing, downloading, accessing or otherwise using such software upgrades, customers agree to be 
bound by the terms of Cisco's software license terms found at http://www.cisco.com/public/sw-
license-agreement.html , or as otherwise set forth at Cisco.com Downloads at 
http://www.cisco.com/public/sw-center/sw-usingswc.shtml.  

Do not contact either "psirt@cisco.com" or "security-alert@cisco.com" for software upgrades. 

Top of the section      Close Section  

 Customers with Service Contracts  
Customers with contracts should obtain upgraded software through their regular update channels. 
For most customers, this means that upgrades should be obtained through the Software Center on 
Cisco's worldwide website at http://www.cisco.com. 

Top of the section      Close Section  

 Customers using Third Party Support Organizations  
Customers whose Cisco products are provided or maintained through prior or existing agreement 
with third-party support organizations such as Cisco Partners, authorized resellers, or service 
providers should contact that support organization for guidance and assistance with the appropriate 
course of action in regards to this advisory.  

The effectiveness of any workaround or fix is dependent on specific customer situations such as 
product mix, network topology, traffic behavior, and organizational mission. Due to the variety of 
affected products and releases, customers should consult with their service provider or support 
organization to ensure any applied workaround or fix is the most appropriate for use in the intended 
network before it is deployed. 

Top of the section      Close Section  

 Customers without Service Contracts  



Customers who purchase direct from Cisco but who do not hold a Cisco service contract and 
customers who purchase through third-party vendors but are unsuccessful at obtaining fixed software 
through their point of sale should get their upgrades by contacting the Cisco Technical Assistance 
Center (TAC). TAC contacts are as follows.  

+1 800 553 2447 (toll free from within North America)  
+1 408 526 7209 (toll call from anywhere in the world)  
e-mail: tac@cisco.com  

Have your product serial number available and give the URL of this notice as evidence of your 
entitlement to a free upgrade. Free upgrades for non-contract customers must be requested through 
the TAC. 

Refer to http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml for additional TAC contact 
information, including special localized telephone numbers and instructions and e-mail addresses for 
use in various languages. 

Top of the section      Close Section  

 Exploitation and Public Announcements  
The Cisco PSIRT is not aware of any public announcements or malicious use of the vulnerability 
described in this advisory. 

The Conference Station administrative bypass vulnerability was reported to Cisco by Christian 
Reichert, Christian Blum and Jens Link of Intact Integrated Services. 

The IP Phone default account and privilege escalation vulnerabilities were discovered internally by 
Cisco. 
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 Status of this Notice: FINAL  
THIS DOCUMENT IS PROVIDED ON AN "AS IS" BASIS AND DOES NOT IMPLY ANY 
KIND OF GUARANTEE OR WARRANTY, INCLUDING THE WARRANTIES OF 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR USE. YOUR USE OF THE 
INFORMATION ON THE DOCUMENT OR MATERIALS LINKED FROM THE DOCUMENT 
IS AT YOUR OWN RISK. CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS 
DOCUMENT AT ANY TIME. 

A stand-alone copy or Paraphrase of the text of this document that omits the distribution URL in the 
following section is an uncontrolled copy, and may lack important information or contain factual 
errors. 

Top of the section      Close Section  

 Distribution  



This advisory is posted on Cisco's worldwide website at :  

http://www.cisco.com/warp/public/707/cisco-sa-20070221-phone.shtml  

In addition to worldwide web posting, a text version of this notice is clear-signed with the Cisco 
PSIRT PGP key and is posted to the following e-mail and Usenet news recipients.  

cust-security-announce@cisco.com 
first-teams@first.org 
bugtraq@securityfocus.com 
vulnwatch@vulnwatch.org 
cisco@spot.colorado.edu 
cisco-nsp@puck.nether.net 
full-disclosure@lists.grok.org.uk 
comp.dcom.sys.cisco@newsgate.cisco.com 

Future updates of this advisory, if any, will be placed on Cisco's worldwide website, but may or may 
not be actively announced on mailing lists or newsgroups. Users concerned about this problem are 
encouraged to check the above URL for any updates. 

Top of the section      Close Section  

 Revision History  

Top of the section      Close Section  

 Cisco Security Procedures  
Complete information on reporting security vulnerabilities in Cisco products, obtaining assistance 
with security incidents, and registering to receive security information from Cisco, is available on 
Cisco's worldwide website at 
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html. This includes 
instructions for press inquiries regarding Cisco security notices. All Cisco security advisories are 
available at http://www.cisco.com/go/psirt.  
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Revision 1.0 2007-February-21 Initial public release 

Help us help you. 

Please rate this document.

Excellent
Good



  

All contents are Copyright © 2006-2007 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.

Average
Fair
Poor

This document solved my problem.

Yes
No
Just browsing

Suggestions for improvement:

(256 character limit)

 Send



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


