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C ont ent s 
C isco R e spon se   
D e v ice  S pe cif ic M itig ation  an d  I d e n tif ication   
A d d ition al I n f ormation   
R e v ision  H istory   
C isco S e curity  P roce d ure s  
R e late d  I n f ormation   

C isc o Resp onse  
T h i s  A p p l i e d  M i t i g a t i o n  B u l l e t i n  i s  a  c o m p a n i o n  d o c u m e n t  t o  t h e  P S I R T  S e c u r i t y  R e s p o n s e  Catalyst 
6 5 0 0  an d  Ci sc o  7 6 0 0  S e r i e s D e v i c e s A c c e ssi b le  v i a L o o p b ac k  A d d r e ss a n d  p r o v i d e s  i d e n t i f i c a t i o n  a n d  
m i t i g a t i o n  t e c h n i q u e s  t h a t  a d m i n i s t r a t o r s  c a n  d e p l o y  o n  C i s c o  n e t w o r k  d e v i c e s . 

V uln erability  Ch aracteristics  
T h e  E t h e r n e t  O u t -o f -B a n d  C h a n n e l  ( E O B C )  o n  C i s c o  C a t a l y s t  650 0  s e r i e s  s w i t c h e s  a n d  C i s c o  760 0  
s e r i e s  r o u t e r s  a l l o c a t e s  I P  a d d r e s s e s  f r o m  t h e  127.0 .0 .0 / 8 ( R F C  3330  ,  l o o p b a c k )  a d d r e s s  r a n g e  t o  
i n t e l l i g e n t  s e r v i c e s  m o d u l e s  f o r  i n t e r n a l  c o m m u n i c a t i o n s . T h e  I P  a d d r e s s e s  t h a t  a r e  a l l o c a t e d  f r o m  t h e  
127.0 .0 .0 / 8 a d d r e s s  r a n g e  t o  t h e  E O B C  a r e  a c c e s s i b l e  b y  d e v i c e s  o u t s i d e  o f  t h e  a f f e c t e d  s y s t e m . 
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T h i s  v u l n e r a b i l i t y  c a n  b e  e x p l o i t e d  r e m o t e l y  w i t h  o r  w i t h o u t  a u t h e n t i c a t i o n  a n d  w i t h o u t  e n d -u s e r  
i n t e r a c t i o n . S u c c e s s f u l  e x p l o i t a t i o n  o f  t h i s  v u l n e r a b i l i t y  c a n  b e  u s e d  t o  b y p a s s  e x i s t i n g  a c c e s s  c o n t r o l  l i s t  
f i l t e r i n g ,  c a u s e  a  d e n i a l  o f  s e r v i c e  ( D o S )  c o n d i t i o n  f o r  a c c e s s  v i a  S S H  o r  T E L N E T  t o  t h e  a f f e c t e d  d e v i c e  
u s i n g  u n a u t h e n t i c a t e d  t r a f f i c ,  o r  a l l o w  a c c e s s  t o  i n t e l l i g e n t  s e r v i c e s  m o d u l e s  u p o n  s u c c e s s f u l  
a u t h e n t i c a t i o n . T h e  a t t a c k  v e c t o r s  f o r  e x p l o i t a t i o n  a r e  t h r o u g h  a  p a c k e t  o r  p a c k e t s  u s i n g  t h e  I C M P ,  U D P ,  
o r  T C P  p r o t o c o l s . T h i s  v u l n e r a b i l i t y  c a n  b e  e x p l o i t e d  v i a  a  l a y e r  3 n e x t  h o p  a d j a c e n c y  o r  m u l t i p l e  h o p s  
t h r o u g h  t h e  u s e  o f  L o o s e  S o u r c e  o r  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s . A n  a t t a c k e r  c o u l d  e x p l o i t  t h i s  
v u l n e r a b i l i t y  t h r o u g h  s p o o f e d  p a c k e t s . A t  t h e  t i m e  o f  p u b l i c a t i o n ,  t h e r e  w a s  n o  C V E  n a m e  a s s o c i a t e d  
w i t h  t h i s  v u l n e r a b i l i t y . 
I n f o r m a t i o n  a b o u t  v u l n e r a b l e ,  u n a f f e c t e d ,  a n d  f i x e d  s o f t w a r e  i s  a v a i l a b l e  i n  t h e  P S I R T  S e c u r i t y  
R e s p o n s e ,  w h i c h  i s  a v a i l a b l e  a t  t h e  f o l l o w i n g  l i n k :  h t t p : / / w w w .c i s c o .c o m / w a r p / p u b l i c / 70 7/ c i s c o -s r -
20 0 70 926-l b .s h t m l . 

Mitig ation  Tech n iq ue O v erv iew   
C i s c o  d e v i c e s  p r o v i d e  s e v e r a l  c o u n t e r m e a s u r e s  f o r  t h e  C a t a l y s t  650 0  a n d  C i s c o  760 0  s e r i e s  a c c e s s i b l e  
v i a  l o o p b a c k  a d d r e s s  v u l n e r a b i l i t y . A d m i n i s t r a t o r s  a r e  a d v i s e d  t o  c o n s i d e r  t h e s e  p r o t e c t i o n  m e t h o d s  a s  
g e n e r a l  s e c u r i t y  b e s t  p r a c t i c e s  f o r  i n f r a s t r u c t u r e  d e v i c e s  a n d  t h e  t r a f f i c  t h a t  t r a n s i t s  t h e  n e t w o r k . 
C i s c o  I O S  S o f t w a r e  c a n  p r o v i d e  e f f e c t i v e  m e a n s  o f  e x p l o i t  p r e v e n t i o n  u s i n g  t h e  f o l l o w i n g  m e t h o d s :  

� I n f r a s t r u c t u r e  a c c e s s  c o n t r o l  l i s t s  ( i A C L s )  
� T r a n s i t  a c c e s s  c o n t r o l  l i s t s  ( t A C L s )  
� U n i c a s t  R e v e r s e  P a t h  F o r w a r d i n g  ( U n i c a s t  R P F )  
� I P  s o u r c e  g u a r d  ( I P S G )  

T h e s e  p r o t e c t i o n  m e c h a n i s m s  f i l t e r  a n d  d r o p ,  a s  w e l l  a s  v e r i f y  t h e  s o u r c e  I P  a d d r e s s  o f ,  p a c k e t s  t h a t  a r e  
a t t e m p t i n g  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . 
T h e  p r o p e r  d e p l o y m e n t  a n d  c o n f i g u r a t i o n  o f  U n i c a s t  R P F  p r o v i d e s  t h e  m o s t  e f f e c t i v e  m e a n s  o f  
p r o t e c t i o n  a g a i n s t  a t t a c k s  t h a t  u s e  p a c k e t s  w i t h  s p o o f e d  s o u r c e  I P  a d d r e s s e s . U n i c a s t  R P F  s h o u l d  b e  
d e p l o y e d  a s  c l o s e  t o  a l l  t r a f f i c  s o u r c e s  a s  p o s s i b l e . 
T h e  p r o p e r  d e p l o y m e n t  a n d  c o n f i g u r a t i o n  o f  I P S G  p r o v i d e s  t h e  m o s t  e f f e c t i v e  m e a n s  o f  p r o t e c t i o n  
a g a i n s t  a t t a c k s  w i t h  s p o o f e d  s o u r c e  M A C  a d d r e s s e s . 
E f f e c t i v e  m e a n s  o f  e x p l o i t  p r e v e n t i o n  c a n  a l s o  b e  p r o v i d e d  b y  t h e  C i s c o  A S A  550 0  S e r i e s  A d a p t i v e  
S e c u r i t y  A p p l i a n c e ,  t h e  C i s c o  P I X  50 0  S e r i e s  S e c u r i t y  A p p l i a n c e ,  a n d  t h e  F i r e w a l l  S e r v i c e s  M o d u l e  
( F W S M )  f o r  C i s c o  C a t a l y s t  650 0  S e r i e s  s w i t c h e s  a n d  C i s c o  760 0  S e r i e s  r o u t e r s . P a c k e t s  w i t h  a  
d e s t i n a t i o n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e  a r e  d r o p p e d  b y  d e f a u l t . T h i s  i n c l u d e s  p a c k e t s  
w h e r e  L o o s e  S o u r c e  o r  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s  a r e  p r e s e n t . 
E f f e c t i v e  u s e  o f  C i s c o  I n t r u s i o n  P r e v e n t i o n  S y s t e m  ( I P S )  e v e n t  a c t i o n s  p r o v i d e s  v i s i b i l i t y  i n t o  a n d  
p r o t e c t i o n  a g a i n s t  a t t a c k s  t h a t  a t t e m p t  t o  e x p l o i t  t h i s  v u l n e r a b i l i t y . 
C i s c o  I O S  N e t F l o w  c a n  p r o v i d e  v i s i b i l i t y  i n t o  t h e s e  e x p l o i t a t i o n  a t t e m p t s  u s i n g  f l o w  r e c o r d s . 
C i s c o  I O S  S o f t w a r e ,  C i s c o  A S A ,  C i s c o  P I X  s e c u r i t y  a p p l i a n c e s ,  a n d  F W S M  f i r e w a l l s  c a n  p r o v i d e  
v i s i b i l i t y  t h r o u g h  s y s l o g  m e s s a g e s  a n d  t h e  c o u n t e r  v a l u e s  d i s p l a y e d  i n  t h e  o u t p u t  f r o m  show c o m m a n d s . 
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T h e  C i s c o  S e c u r i t y  M o n i t o r i n g ,  A n a l y s i s ,  a n d  R e s p o n s e  S y s t e m  ( C i s c o  S e c u r i t y  M A R S )  a p p l i a n c e  c a n  
a l s o  p r o v i d e  v i s i b i l i t y  t h r o u g h  q u e r i e s  a n d  e v e n t  r e p o r t i n g . 

Risk  Man ag emen t 
O r g a n i z a t i o n s  s h o u l d  f o l l o w  t h e i r  s t a n d a r d  r i s k  e v a l u a t i o n  a n d  m i t i g a t i o n  p r o c e s s e s  t o  d e t e r m i n e  t h e  
p o t e n t i a l  i m p a c t  o f  t h i s  v u l n e r a b i l i t y . T r i a g e  r e f e r s  t o  s o r t i n g  p r o j e c t s  a n d  p r i o r i t i z i n g  e f f o r t s  t h a t  a r e  
m o s t  l i k e l y  t o  b e  s u c c e s s f u l . C i s c o  h a s  p r o v i d e d  d o c u m e n t s  t h a t  c a n  h e l p  o r g a n i z a t i o n s  d e v e l o p  a  r i s k -
b a s e d  t r i a g e  c a p a b i l i t y  f o r  t h e i r  i n f o r m a t i o n  s e c u r i t y  t e a m s . R i s k  T r i a g e  f o r  S e c u r i t y  V u l n e r a b i l i t y  
A n n o u n c e m e n t s  a n d  R i s k  T r i a g e  a n d  P r o t o t y p i n g  i n  I n f o r m a t i o n  S e c u r i t y  E n g a g e m e n t s  c a n  h e l p  
o r g a n i z a t i o n s  d e v e l o p  r e p e a t a b l e  s e c u r i t y  e v a l u a t i o n  a n d  r e s p o n s e  p r o c e s s e s . 

D evic e S p ec if ic  M it ig a t ion a nd  I d ent if ic a t ion  

 C aution : T h e  e f f e c t i v e n e s s  o f  a n y  m i t i g a t i o n  t e c h n i q u e  i s  d e p e n d e n t  o n  s p e c i f i c  c u s t o m e r  
s i t u a t i o n s  s u c h  a s  p r o d u c t  m i x ,  n e t w o r k  t o p o l o g y ,  t r a f f i c  b e h a v i o r ,  a n d  o r g a n i z a t i o n a l  m i s s i o n . A s  w i t h  
a n y  c o n f i g u r a t i o n  c h a n g e ,  e v a l u a t e  t h e  i m p a c t  o f  t h i s  c o n f i g u r a t i o n  p r i o r  t o  a p p l y i n g  t h e  c h a n g e . 
S p e c i f i c  i n f o r m a t i o n  a b o u t  m i t i g a t i o n  a n d  i d e n t i f i c a t i o n  i s  a v a i l a b l e  f o r  t h e s e  d e v i c e s :  

� C i s c o  I O S  R o u t e r s  a n d  S w i t c h e s   
� C i s c o  I O S  N e t F l o w   
� C i s c o  A S A ,  P I X ,  a n d  F W S M  F i r e w a l l s   
� C i s c o  I n t r u s i o n  P r e v e n t i o n  S y s t e m   
� C i s c o  S e c u r i t y  M o n i t o r i n g ,  A n a l y s i s ,  a n d  R e s p o n s e  S y s t e m   

Cisco I O S Routers an d  Sw itch es  
M itig ation : I n f rastructure  A cce ss C on trol L ists 
I n  a n  e f f o r t  t o  p r o t e c t  i n f r a s t r u c t u r e  d e v i c e s  a n d  m i n i m i z e  t h e  r i s k ,  i m p a c t ,  a n d  e f f e c t i v e n e s s  o f  d i r e c t  
i n f r a s t r u c t u r e  a t t a c k s ,  a d m i n i s t r a t o r s  s h o u l d  d e p l o y  i n f r a s t r u c t u r e  a c c e s s  c o n t r o l  l i s t s  ( i A C L s )  t o  p e r f o r m  
p o l i c y  e n f o r c e m e n t  o f  t r a f f i c  s e n t  t o  i n f r a s t r u c t u r e  e q u i p m e n t . A d m i n i s t r a t o r s  c a n  c o n s t r u c t  a n  i A C L  b y  
e x p l i c i t l y  p e r m i t t i n g  o n l y  a u t h o r i z e d  t r a f f i c  s e n t  t o  i n f r a s t r u c t u r e  d e v i c e s  i n  a c c o r d a n c e  w i t h  e x i s t i n g  
s e c u r i t y  p o l i c i e s  a n d  c o n f i g u r a t i o n s . F o r  t h e  m a x i m u m  p r o t e c t i o n  o f  i n f r a s t r u c t u r e  d e v i c e s ,  d e p l o y e d  
i A C L s  s h o u l d  b e  a p p l i e d  i n  t h e  i n g r e s s  d i r e c t i o n  o n  a l l  i n t e r f a c e s  t o  w h i c h  a n  I P  a d d r e s s  h a s  b e e n  
c o n f i g u r e d . 
I n  t h e  f o l l o w i n g  e x a m p l e ,  t h e  a d d r e s s  b l o c k  o f  127.0 .0 .0 / 8 ( l o o p b a c k )  i s  a l l o c a t e d  t o  t h e  E O B C . T h e  
i A C L  p o l i c y  d e n i e s  a l l  I C M P ,  U D P ,  T C P ,  a n d  a l l  o t h e r  I P  p a c k e t s  s e n t  t o  t h e  127.0 .0 .0 / 8 a d d r e s s  s p a c e . 
C a r e  s h o u l d  b e  t a k e n  t o  a l l o w  r e q u i r e d  t r a f f i c  f o r  r o u t i n g  a n d  a d m i n i s t r a t i v e  a c c e s s  p r i o r  t o  d e n y i n g  a l l  
t r a f f i c  s e n t  d i r e c t l y  t o  i n f r a s t r u c t u r e  d e v i c e s . W h e n e v e r  p o s s i b l e ,  i n f r a s t r u c t u r e  a d d r e s s  s p a c e  s h o u l d  b e  
d i s t i n c t  f r o m  t h e  a d d r e s s  s p a c e  u s e d  f o r  u s e r  a n d  s e r v i c e s  s e g m e n t s . U s i n g  t h i s  a d d r e s s i n g  m e t h o d o l o g y  
w i l l  a s s i s t  w i t h  t h e  c o n s t r u c t i o n  a n d  d e p l o y m e n t  o f  i A C L s . 
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A d d i t i o n a l  i n f o r m a t i o n  a b o u t  i A C L s  i s  a v a i l a b l e  i n  P r o t e c t i n g  Y o u r  C o r e :  I n f r a s t r u c t u r e  P r o t e c t i o n  
A c c e s s  C o n t r o l  L i s t s . 

ip access-l ist  ex t en d ed  I n f r ast r u ct u r e-A C L -P o l icy   
 ! 
!-- T h e  f o l l o w i n g  v u l n e r a b i l i t y -s p e c i f i c  a c c e s s  c o n t r o l  e n t r i e s  !-- ( A C E s )  c a n  
a i d  i n  i d e n t i f i c a t i o n  o f  a t t a c k s  ! 
 d en y  icm p an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5  d en y  u d p an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  d en y  t cp an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5   
 ! !-- E x p l i c i t  d e n y  A C E  f o r  t r a f f i c  s e n t  t o  
a d d r e s s e s  a l l o c a t e d  t o  !-- t h e  1 2 7 . 0 . 0 . 0 / 8  ( l o o p b a c k )  a d d r e s s  s p a c e  ! 
 
 d en y  ip an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5   
 ! !-- 
P e r m i t / d e n y  a l l  o t h e r  L a y e r  3  a n d  L a y e r  4  t r a f f i c  i n  a c c o r d a n c e  !-- w i t h  
e x i s t i n g  s e c u r i t y  p o l i c i e s  a n d  c o n f i g u r a t i o n s  ! !-- A p p l y  i A C L  t o  i n t e r f a c e s  i n
t h e  i n g r e s s  d i r e c t i o n  
 in t er f ace G ig ab it E t h er n et 0 / 0  ip 
access-g r o u p I n f r ast r u ct u r e-A C L -P o l icy  in  
 
! 
 

N o t e  t h a t  f i l t e r i n g  w i t h  a n  i n t e r f a c e  a c c e s s  l i s t  w i l l  e l i c i t  t h e  t r a n s m i s s i o n  o f  I C M P  u n r e a c h a b l e  
m e s s a g e s  b a c k  t o  t h e  s o u r c e  o f  t h e  f i l t e r e d  t r a f f i c . G e n e r a t i n g  t h e s e  m e s s a g e s  c o u l d  h a v e  t h e  u n d e s i r e d  
e f f e c t  o f  i n c r e a s i n g  C P U  u t i l i z a t i o n  o n  t h e  d e v i c e . I n  C i s c o  I O S  S o f t w a r e ,  I C M P  u n r e a c h a b l e  g e n e r a t i o n  
i s  l i m i t e d  t o  o n e  p a c k e t  e v e r y  50 0  m i l l i s e c o n d s  b y  d e f a u l t . I C M P  u n r e a c h a b l e  m e s s a g e  g e n e r a t i o n  c a n  
b e  d i s a b l e d  u s i n g  t h e  i n t e r f a c e  c o n f i g u r a t i o n  c o m m a n d  n o icmp un re achable s. I C M P  u n r e a c h a b l e  r a t e  
l i m i t i n g  c a n  b e  c h a n g e d  f r o m  t h e  d e f a u l t  u s i n g  t h e  g l o b a l  c o n f i g u r a t i o n  c o m m a n d  ip icmp rate -limit 
un re achable  i n te r v al-i n -m s. 
M itig ation : T ran sit A cce ss C on trol L ists 
I n  a n  e f f o r t  t o  p r o t e c t  t h e  n e t w o r k  f r o m  t r a f f i c  t h a t  e n t e r s  t h e  n e t w o r k  a t  i n g r e s s  a c c e s s  p o i n t s ,  w h i c h  
m a y  i n c l u d e  I n t e r n e t  c o n n e c t i o n  p o i n t s ,  p a r t n e r  a n d  s u p p l i e r  c o n n e c t i o n  p o i n t s ,  o r  V P N  c o n n e c t i o n  
p o i n t s ,  a d m i n i s t r a t o r s  s h o u l d  d e p l o y  t r a n s i t  a c c e s s  c o n t r o l  l i s t s  ( t A C L s )  t o  p e r f o r m  p o l i c y  e n f o r c e m e n t . 
A d m i n i s t r a t o r s  c a n  c o n s t r u c t  a  t A C L  b y  e x p l i c i t l y  p e r m i t t i n g  o n l y  a u t h o r i z e d  t r a f f i c  t o  e n t e r  t h e  n e t w o r k  
a t  i n g r e s s  a c c e s s  p o i n t s  o r  p e r m i t t i n g  a u t h o r i z e d  t r a f f i c  t o  t r a n s i t  t h e  n e t w o r k  i n  a c c o r d a n c e  w i t h  e x i s t i n g  
s e c u r i t y  p o l i c i e s  a n d  c o n f i g u r a t i o n s . 
T h e  t A C L  p o l i c y  d e n i e s  a l l  I C M P ,  U D P ,  T C P ,  a n d  a l l  o t h e r  I P  p a c k e t s  s e n t  t o  a f f e c t e d  d e v i c e s  w i t h  a  
d e s t i n a t i o n  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 ( l o o p b a c k )  a d d r e s s  s p a c e . I n  t h e  f o l l o w i n g  e x a m p l e ,  127.0 .0 .0 / 8 
( l o o p b a c k )  i s  t h e  n e t w o r k  I P  a d d r e s s  s p a c e  a l l o c a t e d  t o  t h e  E O B C  a n d  u s e d  b y  a f f e c t e d  d e v i c e s . C a r e  
s h o u l d  b e  t a k e n  t o  a l l o w  r e q u i r e d  t r a f f i c  f o r  r o u t i n g  a n d  a d m i n i s t r a t i v e  a c c e s s  p r i o r  t o  d e n y i n g  a l l  
u n a u t h o r i z e d  t r a f f i c . 
A d d i t i o n a l  i n f o r m a t i o n  a b o u t  t A C L s  i s  a v a i l a b l e  i n  T r a n s i t  A c c e s s  C o n t r o l  L i s t s :  F i l t e r i n g  a t  Y o u r  E d g e . 

 
 !-- T h e  f o l l o w i n g  v u l n e r a b i l i t y -s p e c i f i c  a c c e s s  
c o n t r o l  e n t r i e s  !-- ( A C E s )  c a n  a i d  i n  i d e n t i f i c a t i o n  o f  a t t a c k s  ! 
 
 access-l ist  1 5 0  d en y  icm p an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  
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access-l ist  1 5 0  d en y  u d p an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  access-l ist  1 5 0  d en y  t cp 
an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  access-l ist  1 5 0  d en y  ip an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5
 
 ! !-- P e r m i t / d e n y  a l l  o t h e r  L a y e r  3  a n d  L a y e r  4  t r a f f i c  i n  
a c c o r d a n c e  !-- w i t h  e x i s t i n g  s e c u r i t y  p o l i c i e s  a n d  c o n f i g u r a t i o n s  ! !-- 
E x p l i c i t  d e n y  f o r  a l l  o t h e r  I P  t r a f f i c  !  
 access-l ist  1 5 0  d en y  
ip an y  an y   
 ! !-- A p p l y  t A C L  t o  i n t e r f a c e s  i n  t h e  i n g r e s s  
d i r e c t i o n   
 in t er f ace G ig ab it E t h er n et 0 / 0  ip access-g r o u p 1 5 0  in  
 
 ! 
 

N o t e  t h a t  f i l t e r i n g  w i t h  a n  i n t e r f a c e  a c c e s s  l i s t  w i l l  e l i c i t  t h e  t r a n s m i s s i o n  o f  I C M P  u n r e a c h a b l e  
m e s s a g e s  b a c k  t o  t h e  s o u r c e  o f  t h e  f i l t e r e d  t r a f f i c . G e n e r a t i n g  t h e s e  m e s s a g e s  c o u l d  h a v e  t h e  u n d e s i r e d  
e f f e c t  o f  i n c r e a s i n g  C P U  u t i l i z a t i o n  o n  t h e  d e v i c e . I n  C i s c o  I O S  S o f t w a r e ,  I C M P  u n r e a c h a b l e  g e n e r a t i o n  
i s  l i m i t e d  t o  o n e  p a c k e t  e v e r y  50 0  m i l l i s e c o n d s  b y  d e f a u l t . I C M P  u n r e a c h a b l e  m e s s a g e  g e n e r a t i o n  c a n  
b e  d i s a b l e d  u s i n g  t h e  i n t e r f a c e  c o n f i g u r a t i o n  c o m m a n d  n o icmp un re achable s. I C M P  u n r e a c h a b l e  r a t e  
l i m i t i n g  c a n  b e  c h a n g e d  f r o m  t h e  d e f a u l t  u s i n g  t h e  g l o b a l  c o n f i g u r a t i o n  c o m m a n d  ip icmp rate -limit 
un re achable  i n te r v al-i n -m s. 
M itig ation : S poof in g  P rote ction  
U n icast R e v e rse  P ath F orward in g  
T h e  C a t a l y s t  650 0  a n d  C i s c o  760 0  s e r i e s  a c c e s s i b l e  v i a  l o o p b a c k  a d d r e s s  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  
d o c u m e n t  c a n  b e  e x p l o i t e d  b y  s p o o f e d  I P  p a c k e t s . A d m i n i s t r a t o r s  c a n  d e p l o y  a n d  c o n f i g u r e  U n i c a s t  
R e v e r s e  P a t h  F o r w a r d i n g  ( U n i c a s t  R P F )  a s  a  p r o t e c t i o n  m e c h a n i s m  a g a i n s t  s p o o f i n g . 
U n i c a s t  R P F  i s  c o n f i g u r e d  a t  t h e  i n t e r f a c e  l e v e l  a n d  c a n  d e t e c t  a n d  d r o p  p a c k e t s  t h a t  l a c k  a  v e r i f i a b l e  
s o u r c e  I P  a d d r e s s . A d m i n i s t r a t o r s  s h o u l d  n o t  r e l y  o n  U n i c a s t  R P F  t o  p r o v i d e  10 0  p e r c e n t  s p o o f i n g  
p r o t e c t i o n  b e c a u s e  s p o o f e d  p a c k e t s  m a y  e n t e r  t h e  n e t w o r k  t h r o u g h  a  U n i c a s t  R P F -e n a b l e d  i n t e r f a c e  i f  a n
a p p r o p r i a t e  r e t u r n  r o u t e  t o  t h e  s o u r c e  I P  a d d r e s s  e x i s t s . A d m i n i s t r a t o r s  s h o u l d  t a k e  c a r e  t o  e n s u r e  t h a t  
t h e  a p p r o p r i a t e  U n i c a s t  R P F  m o d e  ( l o o s e  o r  s t r i c t )  i s  c o n f i g u r e d  d u r i n g  t h e  d e p l o y m e n t  o f  t h i s  f e a t u r e  
b e c a u s e  i t  c a n  d r o p  l e g i t i m a t e  t r a f f i c  t h a t  i s  t r a n s i t i n g  t h e  n e t w o r k . I n  a n  e n t e r p r i s e  e n v i r o n m e n t ,  U n i c a s t  
R P F  m i g h t  b e  e n a b l e d  a t  t h e  I n t e r n e t  e d g e  a n d  t h e  i n t e r n a l  a c c e s s  l a y e r  o n  t h e  u s e r -s u p p o r t i n g  L a y e r  3 
i n t e r f a c e s . 
A d d i t i o n a l  i n f o r m a t i o n  i s  a v a i l a b l e  i n  t h e  U n i c a s t  R e v e r s e  P a t h  F o r w a r d i n g  L o o s e  M o d e  F e a t u r e  G u i d e . 
F o r  a d d i t i o n a l  i n f o r m a t i o n  a b o u t  t h e  c o n f i g u r a t i o n  a n d  u s e  o f  U n i c a s t  R P F ,  r e f e r e n c e  t h e  U n d e r s t a n d i n g  
U n i c a s t  R e v e r s e  P a t h  F o r w a r d i n g  A p p l i e d  I n t e l l i g e n c e  w h i t e  p a p e r . 
I P  S ource  G uard  
I P  s o u r c e  g u a r d  ( I P S G )  i s  a  s e c u r i t y  f e a t u r e  t h a t  r e s t r i c t s  I P  t r a f f i c  o n  n o n r o u t e d ,  L a y e r  2 i n t e r f a c e s  b y  
f i l t e r i n g  p a c k e t s  b a s e d  o n  t h e  D H C P  s n o o p i n g  b i n d i n g  d a t a b a s e  a n d  m a n u a l l y  c o n f i g u r e d  I P  s o u r c e  
b i n d i n g s . A d m i n i s t r a t o r s  c a n  u s e  I P S G  t o  p r e v e n t  a t t a c k s  f r o m  a n  a t t a c k e r  w h o  a t t e m p t s  t o  s p o o f  
p a c k e t s  b y  f o r g i n g  t h e  s o u r c e  I P  a d d r e s s  a n d / o r  t h e  M A C  a d d r e s s . W h e n  p r o p e r l y  d e p l o y e d  a n d  
c o n f i g u r e d ,  I P S G  c o u p l e d  w i t h  s t r i c t  m o d e  U n i c a s t  R P F  p r o v i d e s  t h e  m o s t  e f f e c t i v e  m e a n s  o f  s p o o f i n g  
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p r o t e c t i o n  f o r  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . 
A d d i t i o n a l  i n f o r m a t i o n  a b o u t  t h e  d e p l o y m e n t  a n d  c o n f i g u r a t i o n  o f  I P S G  i s  a v a i l a b l e  i n  C o n f i g u r i n g  
D H C P  F e a t u r e s  a n d  I P  S o u r c e  G u a r d . 
I d e n tif ication : I n f rastructure  A cce ss C on trol L ists 
A f t e r  t h e  a d m i n i s t r a t o r  a p p l i e s  t h e  i A C L  t o  a n  i n t e r f a c e ,  t h e  show ip acce ss-lists c o m m a n d  w i l l  i d e n t i f y  
t h e  n u m b e r  o f  I C M P ,  U D P ,  T C P ,  o r  I P  p a c k e t s  w i t h  a  d e s t i n a t i o n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  
s p a c e  t h a t  h a v e  b e e n  f i l t e r e d  o n  i n t e r f a c e s  o n  w h i c h  t h e  i A C L  i s  a p p l i e d . A d m i n i s t r a t o r s  s h o u l d  
i n v e s t i g a t e  f i l t e r e d  p a c k e t s  t o  d e t e r m i n e  w h e t h e r  t h e y  a r e  a t t e m p t s  t o  e x p l o i t  t h i s  v u l n e r a b i l i t y . E x a m p l e  
o u t p u t  f o r  show ip acce ss-lists I n f rastructure -A C L -P olicy  f o l l o w s :  

sw it ch # show ip access-l ist s I n f r ast r u ct u r e-A C L -P ol icy  
E x t en d ed  I P  access l ist  I n f r ast r u ct u r e-A C L -P o l icy  1 0  d en y  icm p an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5  ( 7 1  m at ches) 20  d en y  u d p an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5  ( 1 8 4  m at ches) 30  d en y  t cp an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5  ( 3 9  m at ches) 4 0  d en y  ip an y  1 27 . 0 . 0 . 0  
0 . 25 5 . 25 5 . 25 5  ( 5 6  m at ches) sw it ch #  

I n  t h e  p r e c e d i n g  e x a m p l e ,  t h e  a c c e s s  l i s t  I n f r astr u c tu r e -A CL -P o li c y h a s  d r o p p e d  71  I C M P  p a c k e t s  b y  
a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  I D  10 ,  1 8 4  U D P  p a c k e t s  b y  a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  
I D  20 ,  3 9  T C P  p a c k e t s  b y  a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  I D  30 ,  a n d  5 6  I P  p a c k e t s  b y  a c c e s s  
c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  I D  40 . 
I d e n tif ication : T ran sit A cce ss C on trol L ists 
A f t e r  t h e  a d m i n i s t r a t o r  a p p l i e s  t h e  t A C L  t o  a n  i n t e r f a c e ,  t h e  show ip acce ss-lists c o m m a n d  w i l l  i d e n t i f y  
t h e  n u m b e r  o f  I C M P ,  U D P ,  T C P ,  o r  I P  p a c k e t s  w i t h  a  d e s t i n a t i o n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  
s p a c e  t h a t  h a v e  b e e n  f i l t e r e d . A d m i n i s t r a t o r s  s h o u l d  i n v e s t i g a t e  f i l t e r e d  p a c k e t s  t o  d e t e r m i n e  w h e t h e r  
t h e y  a r e  a t t e m p t s  t o  e x p l o i t  t h i s  v u l n e r a b i l i t y . E x a m p l e  o u t p u t  f o r  show ip acce ss-lists 1 5 0 f o l l o w s :  

r o u t er # show ip access-l ist s 1 5 0  E x t en d ed  I P  access 
l ist  1 5 0  1 0  d en y  icm p an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  ( 3 2  m at ches) 
20  d en y  u d p an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  ( 6 9  m at ches) 30  d en y  
t cp an y  1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  ( 5 1  m at ches) 4 0  d en y  ip an y  
1 27 . 0 . 0 . 0  0 . 25 5 . 25 5 . 25 5  ( 1 9  m at ches) 5 0  d en y  ip an y  an y  
r o u t er #  

I n  t h e  p r e c e d i n g  e x a m p l e ,  a c c e s s  l i s t  1 5 0  h a s  d r o p p e d  3 2  I C M P  p a c k e t s  b y  a c c e s s  c o n t r o l  e n t r y  ( A C E )  
s e q u e n c e  I D  10 ,  6 9  U D P  p a c k e t s  b y  a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  I D  20 ,  5 1  T C P  p a c k e t s  b y  
a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  I D  30 ,  a n d  1 9  I P  p a c k e t s  b y  a c c e s s  c o n t r o l  e n t r y  ( A C E )  s e q u e n c e  
I D  40 . 
I d e n tif ication : A cce ss L ist L og g in g  
T h e  log  o r  log -in put a c c e s s  c o n t r o l  l i s t  ( A C L )  o p t i o n  w i l l  c a u s e  p a c k e t s  t h a t  m a t c h  s p e c i f i c  A C E s  t o  b e  
l o g g e d . T h e  log -in put o p t i o n  e n a b l e s  l o g g i n g  o f  t h e  i n g r e s s  i n t e r f a c e  i n  a d d i t i o n  t o  t h e  p a c k e t  s o u r c e  
a n d  d e s t i n a t i o n  I P  a d d r e s s e s  a n d  p o r t s . 

 C aution : A c c e s s  c o n t r o l  l i s t  l o g g i n g  c a n  b e  v e r y  C P U  i n t e n s i v e  a n d  m u s t  b e  u s e d  w i t h  e x t r e m e  
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c a u t i o n . F a c t o r s  t h a t  d r i v e  t h e  C P U  i m p a c t  o f  A C L  l o g g i n g  a r e  l o g  g e n e r a t i o n ,  l o g  t r a n s m i s s i o n ,  a n d  
p r o c e s s  s w i t c h i n g  t o  f o r w a r d  p a c k e t s  t h a t  m a t c h  l o g -e n a b l e d  A C E s . 
T h e  C P U  i m p a c t  f r o m  A C L  l o g g i n g  c a n  b e  a d d r e s s e d  i n  h a r d w a r e  o n  t h e  C i s c o  C a t a l y s t  650 0  S e r i e s  
s w i t c h e s  a n d  C i s c o  760 0  S e r i e s  r o u t e r s  w i t h  S u p e r v i s o r  E n g i n e  720  o r  S u p e r v i s o r  E n g i n e  32 u s i n g  
o p t i m i z e d  A C L  l o g g i n g . T h e  ip acce ss-list log g in g  in te rv al i n te r v al-i n -m s c o m m a n d  c a n  l i m i t  t h e  
e f f e c t s  o f  p r o c e s s  s w i t c h i n g  i n d u c e d  b y  A C L  l o g g i n g . T h e  log g in g  rate -limit r ate -p e r -se c o n d  [ e x ce pt 
lo g le v e l ]  c o m m a n d  l i m i t s  t h e  i m p a c t  o f  l o g  g e n e r a t i o n  a n d  t r a n s m i s s i o n . 
F o r  a d d i t i o n a l  i n f o r m a t i o n  a b o u t  t h e  c o n f i g u r a t i o n  a n d  u s e  o f  A C L  l o g g i n g ,  r e f e r e n c e  t h e  U n d e r s t a n d i n g  
A c c e s s  C o n t r o l  L i s t  L o g g i n g  A p p l i e d  I n t e l l i g e n c e  w h i t e  p a p e r . 
I d e n tif ication : S poof in g  P rote ction  U sin g  U n icast R e v e rse  P ath 
W i t h  U n i c a s t  R P F  p r o p e r l y  d e p l o y e d  a n d  c o n f i g u r e d  t h r o u g h o u t  t h e  n e t w o r k  i n f r a s t r u c t u r e ,  
a d m i n i s t r a t o r s  c a n  u s e  t h e  show ip in te rf ace ,  show ce f  d rop,  show ce f  in te rf ace  typ e  slo t/ p o r t 
in te rn al ,  a n d  show ip traf f ic c o m m a n d s  t o  i d e n t i f y  t h e  n u m b e r  o f  p a c k e t s  t h a t  U n i c a s t  R P F  h a s  
d r o p p e d . 
N o t e :  T h e  show c o m m an d  |  be g in  r e g e x p  a n d  show c o m m an d  |  in clud e  r e g e x p  c o m m a n d  m o d i f i e r s  a r e  
u s e d  i n  t h e  f o l l o w i n g  e x a m p l e s  t o  m i n i m i z e  t h e  a m o u n t  o f  o u t p u t  t h a t  a d m i n i s t r a t o r s  n e e d  t o  p a r s e  t o  
v i e w  t h e  d e s i r e d  i n f o r m a t i o n . A d d i t i o n a l  i n f o r m a t i o n  a b o u t  c o m m a n d  m o d i f i e r s  i s  a v a i l a b l e  i n  t h e  
"s h o w  c o m m a n d " s e c t i o n s  o f  t h e  C i s c o  I O S  C o n f i g u r a t i o n  F u n d a m e n t a l s  C o m m a n d  R e f e r e n c e . 
N o t e :  show ce f  in te rf ace  typ e  slo t/ p o r t in te rn al i s  a  h i d d e n  c o m m a n d  t h a t  m u s t  b e  f u l l y  e n t e r e d  a t  t h e  
c o m m a n d -l i n e  i n t e r f a c e . C o m m a n d  c o m p l e t i o n  i s  n o t  a v a i l a b l e  f o r  i t . 

r o u t er # show ip 
in t er f ace G ig ab it E t her n et  0 / 0  |  b eg in  v er if y  
 
 !-- C L I  O u t p u t  T r u n c a t e d  --  
 I P  v er if y  
sou r ce r eachab l e-v ia R X  2 9 8 9  v er if icat ion  d r ops 0  
su ppr essed  v er if icat io n  d r o ps r o u t er #  r o u t er # show cef  d r op C E F  
D r o p S t at ist ics S l o t  E n cap_ f ail  U n r eso l v ed  U n su ppo r t ed  
N o_ r ou t e N o _ ad j  C h k S u m _ E r r  R P  27  0  0  1 3  0  0  
r o u t er #  r o u t er # show cef  in t er f ace G ig ab it E t her n et  0 / 0  in t er n al  |  
in cl u d e d r op 
 
 !-- C L I  O u t p u t  T r u n c a t e d  -- 
 ip v er if y :  
v ia= r x ,  acl = 0 ,  d r op= 2 9 8 9 ,  sd r o p= 0  r o u t er #  
r o u t er # show ip t r af f ic I P  st at ist ics:  R cv d :  68 0 5 1 0 1 5  t o t al ,  
239 7 325  l o cal  d est in at io n  4 39 9 9  f o r m at  er r o r s,  0  ch eck su m  er r o r s,  33 b ad  h o p 
co u n t  2 u n k n o w n  pr o t o co l ,  9 29  n o t  a g at ew ay  21  secu r it y  f ail u r es,  1 9 0 1 23 b ad  
o pt io n s,  5 4 27 68  w it h  o pt io n s O pt s:  35 2227  en d ,  4 5 2 n o p,  36 b asic secu r it y ,  1  
l o o se so u r ce r o u t e 4 5  t im est am p,  5 9  ex t en d ed  secu r it y ,  4 1  r eco r d  r o u t e 5 3 
st r eam  I D ,  3 st r ict  so u r ce r o u t e,  4 0  al er t ,  4 5  cipso ,  0  u m p 361 634  o t h er  F r ag s:
0  r eassem b l ed ,  1 0 0 0 8  t im eo u t s,  5 68 66 co u l d n ' t  r eassem b l e 0  f r ag m en t ed ,  0  
f r ag m en t s,  0  co u l d n ' t  f r ag m en t  B cast :  64 666 r eceiv ed ,  0  sen t  M cast :  1 5 8 9 8 8 5  
r eceiv ed ,  24 0 5 4 5 4  sen t  S en t :  30 0 1 5 64  g en er at ed ,  65 35 9 1 34  f o r w ar d ed  
D r op :  4 25 6 en capsu l at io n  f ail ed ,  0  u n r eso l v ed ,  0  n o  ad j acen cy  
1 3  n o r ou t e,  2 9 8 9  u n icast  R P F ,  0  f o r ced  d r o p 0  o pt io n s d en ied  
D r o p:  0  pack et s w it h  so u r ce I P  ad d r ess z er o  D r o p:  0  pack et s w it h  in t er n al  l o o p 
b ack  I P  ad d r ess  
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 !-- C L I  O u t p u t  T r u n c a t e d  -- 
 
r o u t er #  

I n  t h e  p r e c e d i n g  e x a m p l e s ,  U n i c a s t  R P F  h a s  d r o p p e d  2 9 8 9  I P  pack e ts r e c e i v e d  g l o b a l l y  o n  a l l  i n t e r f a c e s  
w i t h  U n i c a s t  R P F  c o n f i g u r e d  b e c a u s e  o f  t h e  i n a b i l i t y  t o  v e r i f y  t h e  s o u r c e  a d d r e s s  o f  t h e  I P  p a c k e t s  
w i t h i n  t h e  C i s c o  E x p r e s s  F o r w a r d i n g  F o r w a r d i n g  I n f o r m a t i o n  B a s e . 

Cisco I O S N etFlow   
I d e n tif ication : T raf f ic F low I d e n tif ication  U sin g  N e tF low R e cord s 
A d m i n i s t r a t o r s  c a n  c o n f i g u r e  C i s c o  I O S  N e t F l o w  o n  C i s c o  I O S  r o u t e r s  a n d  s w i t c h e s  t o  a i d  i n  t h e  
i d e n t i f i c a t i o n  o f  t r a f f i c  f l o w s  t h a t  m a y  b e  a t t e m p t s  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  
d o c u m e n t . A d m i n i s t r a t o r s  s h o u l d  i n v e s t i g a t e  f l o w s  t o  d e t e r m i n e  w h e t h e r  t h e y  a r e  a t t e m p t s  t o  e x p l o i t  
t h i s  v u l n e r a b i l i t y . 
N ote : T r a f f i c  w i t h  a  s o u r c e  o r  d e s t i n a t i o n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e  s h o u l d  n o t  b e  
c o n s i d e r e d  l e g i t i m a t e  a n d  s h o u l d  a l w a y s  b e  i n v e s t i g a t e d . 

r o u t er # show 
ip cache f l ow I P  pack et  siz e d ist r ib u t io n  ( 234 3M  t o t al  pack et s):  1 -32 
64  9 6 1 28  1 60  1 9 2 224  25 6 28 8  320  35 2 38 4  4 1 6 4 4 8  4 8 0  . 0 0 0  . 9 9 8  . 0 0 0  . 0 0 0  . 0 0 0  
. 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  5 1 2 5 4 4  5 7 6 1 0 24  1 5 36 20 4 8  
25 60  30 7 2 35 8 4  4 0 9 6 4 60 8  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0  . 0 0 0
I P  F l o w  S w it ch in g  C ach e,  4 4 5 67 0 4  b y t es 1 6 act iv e,  65 5 20  in act iv e,  22639 8 8 1 0 8  
ad d ed  4 9 38 4 24 0 8  ag er  po l l s,  0  f l o w  al l o c f ail u r es A ct iv e f l o w s t im eo u t  in  2 
m in u t es I n act iv e f l o w s t im eo u t  in  60  seco n d s I P  S u b  F l o w  C ach e,  4 0 21 20  b y t es 32
act iv e,  1 635 2 in act iv e,  2330 0 8 9 20  ad d ed ,  22639 8 8 1 0 8  ad d ed  t o  f l o w  0  al l o c 
f ail u r es,  1 67 5 4 6 f o r ce f r ee 1  ch u n k ,  9 0  ch u n k s ad d ed  l ast  cl ear in g  o f  
st at ist ics n ev er  P r o t o co l  T o t al  F l o w s P ack et s B y t es P ack et s A ct iv e( S ec) 
I d l e( S ec) -------- F l o w s / S ec / F l o w  / P k t  / S ec / F l o w  / F l o w  T C P -T el n et  3364 7 9 9  
1 . 2 1  4 3 1 . 3 0 . 1  6. 7  T C P -F T P  225 5 8 35 5 4 7  8 1 0 . 8  1  4 4  8 32. 9  0 . 1  6. 6 T C P -F T P D  5  0 . 0
1  4 6 0 . 0  0 . 0  26. 0  T C P -W W W  4 24 0 326 1 . 5  2 5 3 4 . 2 9 . 2 1 2. 6 T C P -S M T P  22 0 . 0  1  4 6 
0 . 0  0 . 0  4 5 . 3 T C P -X  5  0 . 0  1  4 6 0 . 0  0 . 0  26. 2 T C P -B G P  27  0 . 0  1  5 0  0 . 0  0 . 0  4 3. 0  
T C P -N N T P  28  0 . 0  1  5 1  0 . 0  0 . 0  37 . 4  T C P -o t h er  330 60 2 0 . 1  29  235  3. 5  8 . 7  20 . 9  
U D P -D N S  29 28  0 . 0  2 69  0 . 0  3. 5  5 4 . 0  U D P -N T P  1 339 4 5  0 . 0  1  7 5  0 . 0  0 . 6 5 8 . 0  
U D P -o t h er  660 4 3 0 . 0  5  1 67  0 . 1  33. 5  32. 6 I C M P  1 0 7 9  0 . 0  32 63 0 . 0  32. 3 35 . 4  
I P -o t h er  5 8  0 . 0  1  28  0 . 0  0 . 0  5 7 . 5  T o t al :  22639 7 5 4 1 4  8 1 3. 8  1  4 4  8 4 2. 2 0 . 1  6. 6 
S r cI f  S r cI P ad d r ess D st I f  D st I P ad d r ess P r  S r cP  D st P  P k t s G i0 / 0  
1 9 2 . 1 6 8 . 7 . 1 2 2  G i0 / 0  1 2 7 . 0 . 0 . 1 0 7  0 6  6 2 8 1  0 0 1 7  4   
G i0 / 0  1 9 2 . 1 6 8 . 3 . 1 9 3  N u l l  1 2 7 . 0 . 0 . 2 1 8  1 1  4 A 0 E  2 6 4 4  8   
G i0 / 0  1 9 2 . 1 6 8 . 2 . 7  N u l l  1 2 7 . 0 . 0 . 1 3 2  0 1  0 0 0 0  0 8 0 0  1 1   G i0 / 0  
1 0 . 8 9 . 1 6. 9  G i0 / 1  1 9 2. 1 68 . 1 5 0 . 60  0 6 0 C 4 7  0 0 1 6 3 G i0 / 0  1 9 2. 1 68 . 20 8 . 63 G i0 / 0  
1 0 . 8 9 . 1 6. 9  0 6 0 0 1 6 0 D 61  1 24 8  G i0 / 0  1 9 2 . 1 6 8 . 2 . 1 2 6  N u l l  1 2 7 . 0 . 0 . 1 5  0 1  
0 0 0 0  0 8 0 0  2   
G i0 / 0  1 9 2 . 1 6 8 . 2 . 6 5  N u l l  1 2 7 . 0 . 0 . 4 3  0 1  0 0 0 0  0 8 0 0  1 7   G i0 / 0  
1 0 . 8 8 . 226. 1  G i0 / 1  1 9 2. 1 68 . 20 6. 5  1 1  0 0 7 B  0 0 7 B  1  G i0 / 0  1 9 2. 1 68 . 20 8 . 63 G i0 / 0  
1 0 . 8 9 . 1 6. 9  0 6 0 0 1 6 0 D 5 D  5 7  G i0 / 0  1 9 2 . 1 6 8 . 1 . 6 7  G i0 / 0  1 2 7 . 0 . 0 . 2 2 4  0 1  0 0 0 0  
0 8 0 0  6   
G i0 / 0  1 9 2 . 1 6 8 . 7 . 1 4 1  G i0 / 0  1 2 7 . 0 . 0 . 9 8  1 1  1 1 6 0  5 3 6 F  1 9   
G i0 / 0  1 9 2 . 1 6 8 . 5 . 1 4 8  G i0 / 0  1 2 7 . 0 . 0 . 1 3 1  1 1  1 5 1 5  2 7 2 8  1 3   
G i0 / 0  1 9 2 . 1 6 8 . 6 . 1 7 1  G i0 / 0  1 2 7 . 0 . 0 . 2 3 3  0 6  3 2 C 5  0 0 1 7  2   
G i0 / 0  1 9 2 . 1 6 8 . 0 . 5 6  G i0 / 0  1 2 7 . 0 . 0 . 2 0 4  1 1  7 1 1 F  5 4 4 5  1   
G i0 / 0  1 9 2 . 1 6 8 . 1 . 2 5 0  G i0 / 0  1 2 7 . 0 . 0 . 5 7  0 1  0 0 0 0  0 8 0 0  2 1   G i0 / 0  
1 0 . 8 9 . 25 4 . 1 7  G i0 / 1  1 9 2. 1 68 . 1 5 0 . 65  0 1  0 0 0 0  0 30 D  1  G i0 / 0  1 0 . 8 7 . 9 8 . 21 8  G i0 / 1  
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1 9 2. 1 68 . 1 30 . 4 1  0 6 C 21 A  0 1 B B  1 1 8  G i0 / 0  1 9 2 . 1 6 8 . 5 . 6 5  G i0 / 0  1 2 7 . 0 . 0 . 4 1  0 1  
0 0 0 0  0 8 0 0  1 7   G i0 / 0  1 9 2 . 1 6 8 . 3 . 5 9  N u l l  1 2 7 . 0 . 0 . 2 4 2  0 6  0 6 4 2  0 0 1 7  
9   
G i0 / 0  1 9 2 . 1 6 8 . 4 . 1 3 9  G i0 / 0  1 2 7 . 0 . 0 . 1 4 1  0 1  0 0 0 0  0 8 0 0  1 1   
G i0 / 0  1 9 2 . 1 6 8 . 5 . 1 6 4  G i0 / 0  1 2 7 . 0 . 0 . 3 1  0 6  E 8 4 D  0 0 1 7  2   
G i0 / 0  1 9 2 . 1 6 8 . 2 . 8 2  N u l l  1 2 7 . 0 . 0 . 3 4  1 1  8 2 A 4  7 3 8 D  1 9   
G i0 / 0  1 9 2 . 1 6 8 . 7 . 3 3  G i0 / 0  1 2 7 . 0 . 0 . 2 4 5  0 6  E 4 7 C  0 0 1 7  3   G i0 / 0  
1 9 2. 1 68 . 20 8 . 63 G i0 / 0  1 0 . 8 9 . 1 6. 9  0 6 0 0 1 6 0 D 63 30 6 G i0 / 0  1 9 2. 1 68 . 20 8 . 63 L o cal  
1 9 2. 1 68 . 20 8 . 20  0 6 B 4 F 1  0 0 1 7  1 1 9 3 G i0 / 0  1 9 2 . 1 6 8 . 2 . 2 3 9  N u l l  1 2 7 . 0 . 0 . 1 5 9  
0 1  0 0 0 0  0 8 0 0  1 1   
G i0 / 0  1 9 2 . 1 6 8 . 4 . 2 4 8  G i0 / 0  1 2 7 . 0 . 0 . 2 0 5  0 1  0 0 0 0  0 8 0 0  7   
G i0 / 0  1 9 2 . 1 6 8 . 6 . 6 5  G i0 / 0  1 2 7 . 0 . 0 . 1 3 2  0 6  F 2 3 1  0 0 1 7  1   
G i0 / 0  1 9 2 . 1 6 8 . 0 . 6 7  G i0 / 0  1 2 7 . 0 . 0 . 1 9  1 1  9 E 5 E  4 5 8 9  1 3   
G i0 / 0  1 9 2 . 1 6 8 . 6 . 1 4 0  G i0 / 0  1 2 7 . 0 . 0 . 5 2  0 6  D 0 A B  0 0 1 7  4   
G i0 / 0  1 9 2 . 1 6 8 . 5 . 1 5 5  G i0 / 0  1 2 7 . 0 . 0 . 1 7 8  0 1  0 0 0 0  0 8 0 0  1 6   
G i0 / 0  1 9 2 . 1 6 8 . 3 . 1 3 6  N u l l  1 2 7 . 0 . 0 . 8 7  1 1  7 C F C  B 5 B 1  1 0   
G i0 / 0  1 9 2 . 1 6 8 . 7 . 1 8  G i0 / 0  1 2 7 . 0 . 0 . 1 9 9  0 6  D B F 4  0 0 1 7  2   
G i0 / 0  1 9 2 . 1 6 8 . 5 . 1 4 0  G i0 / 0  1 2 7 . 0 . 0 . 1 4 8  0 1  0 0 0 0  0 8 0 0  1 8   
G i0 / 0  1 9 2 . 1 6 8 . 6 . 1 0 4  G i0 / 0  1 2 7 . 0 . 0 . 2 3 8  0 1  0 0 0 0  0 8 0 0  2 2   G i0 / 0  
1 0 . 8 8 . 226. 1  G i0 / 1  1 9 2. 1 68 . 1 28 . 21  1 1  0 0 7 B  0 0 7 B  1  G i0 / 0  1 9 2 . 1 6 8 . 4 . 1 4 2  
G i0 / 0  1 2 7 . 0 . 0 . 1 0  0 1  0 0 0 0  0 8 0 0  1 1   
G i0 / 0  1 9 2 . 1 6 8 . 2 . 4 7  N u l l  1 2 7 . 0 . 0 . 1 9 0  0 6  8 A B 6  0 0 1 7  1   G i0 / 0  
1 9 2. 1 68 . 20 8 . 64  N u l l  1 9 2. 1 68 . 20 8 . 25 5  1 1  0 0 8 9  0 0 8 9  3 r o u t er #  

I n  t h e  p r e c e d i n g  e x a m p l e ,  t h e r e  a r e  m u l t i p l e  f l o w s  f o r  I C M P  ( protocol he x  v alue  01 ,  d e cimal v alue  1 ) ,  
U D P  ( protocol he x  v alue  1 1 ,  d e cimal v alue  1 7) ,  a n d  T C P  ( protocol he x  v alue  06 ,  d e cimal v alue  6 ) . 
T h i s  t r a f f i c  i s  s e n t  t o  a d d r e s s e s  w i t h i n  t h e  127.0 .0 .0 / 8 ( l o o p b a c k )  a d d r e s s  s p a c e . T h e  p a c k e t s  i n  t h e s e  
f l o w s  m a y  b e  s p o o f e d  a n d  m a y  i n d i c a t e  a n  a t t e m p t  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  
d o c u m e n t . A d m i n i s t r a t o r s  s h o u l d  n e v e r  s e e  l e g i t i m a t e  t r a f f i c  w i t h  a  s o u r c e  o r  d e s t i n a t i o n  a d d r e s s  i n  i n  
t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e . T h e  t r a f f i c  i n  t h e s e  f l o w s  s h o u l d  b e  i n v e s t i g a t e d . 
T o  v i e w  o n l y  t h e  t r a f f i c  f l o w s  f o r  I C M P  ( p r o t o c o l  h e x  v a l u e  0 1) ,  U D P  ( p r o t o c o l  h e x  v a l u e  11) ,  o r  T C P  
( p r o t o c o l  h e x  v a l u e  0 6)  p a c k e t s  s o u r c e d  f r o m  o r  s e n t  t o  a n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e ,  
t h e  c o m m a n d  show ip cache  f low |  in clud e  S rcI f | 1 2 7\ ..* 01 _  f o r  I C M P ,  show ip cache  f low |  in clud e  
S rcI f | 1 2 7\ ..* 1 1 _  f o r  U D P ,  a n d  show ip cache  f low |  in clud e  S rcI f | 1 2 7\ ..* 06 _  f o r  T C P  w i l l  d i s p l a y  t h e  
r e l a t e d  N e t F l o w  r e c o r d s  a s  s h o w n  h e r e :  
E x ample  O utput f or I C M P  N e tF low R e cord s 

r o u t er # show ip cache f l ow |  in cl u d e S r cI f | 1 2 7 \ . . * 0 1 _  
S r cI f  S r cI P ad d r ess D st I f  D st I P ad d r ess P r  S r cP  D st P  P k t s G i0 / 0  1 9 2. 1 68 . 2. 7  N u l l  
1 27 . 0 . 0 . 1 32 0 1  0 0 0 0  0 8 0 0  1 1  G i0 / 0  1 9 2. 1 68 . 2. 1 26 N u l l  1 27 . 0 . 0 . 1 5  0 1  0 0 0 0  0 8 0 0  2 
G i0 / 0  1 9 2. 1 68 . 2. 65  N u l l  1 27 . 0 . 0 . 4 3 0 1  0 0 0 0  0 8 0 0  1 7  G i0 / 0  1 9 2. 1 68 . 1 . 67  G i0 / 0  
1 27 . 0 . 0 . 224  0 1  0 0 0 0  0 8 0 0  6 G i0 / 0  1 9 2. 1 68 . 1 . 25 0  G i0 / 0  1 27 . 0 . 0 . 5 7  0 1  0 0 0 0  0 8 0 0  21
G i0 / 0  1 9 2. 1 68 . 5 . 65  G i0 / 0  1 27 . 0 . 0 . 4 1  0 1  0 0 0 0  0 8 0 0  1 7  G i0 / 0  1 9 2. 1 68 . 4 . 1 39  G i0 / 0  
1 27 . 0 . 0 . 1 4 1  0 1  0 0 0 0  0 8 0 0  1 1  G i0 / 0  1 9 2. 1 68 . 2. 239  N u l l  1 27 . 0 . 0 . 1 5 9  0 1  0 0 0 0  0 8 0 0  
1 1  G i0 / 0  1 9 2. 1 68 . 4 . 24 8  G i0 / 0  1 27 . 0 . 0 . 20 5  0 1  0 0 0 0  0 8 0 0  7  G i0 / 0  1 9 2. 1 68 . 5 . 1 5 5  
G i0 / 0  1 27 . 0 . 0 . 1 7 8  0 1  0 0 0 0  0 8 0 0  1 6 G i0 / 0  1 9 2. 1 68 . 5 . 1 4 0  G i0 / 0  1 27 . 0 . 0 . 1 4 8  0 1  0 0 0 0
0 8 0 0  1 8  G i0 / 0  1 9 2. 1 68 . 6. 1 0 4  G i0 / 0  1 27 . 0 . 0 . 238  0 1  0 0 0 0  0 8 0 0  22 G i0 / 0  
1 9 2. 1 68 . 4 . 1 4 2 G i0 / 0  1 27 . 0 . 0 . 1 0  0 1  0 0 0 0  0 8 0 0  1 1  r o u t er #  

E x ample  O utput f or U D P  N e tF low R e cord s 
r o u t er # show ip cache f l ow |  in cl u d e S r cI f | 1 2 7 \ . . * 1 1 _  
S r cI f  S r cI P ad d r ess D st I f  D st I P ad d r ess P r  S r cP  D st P  P k t s G i0 / 0  1 9 2. 1 68 . 3. 1 9 3 
N u l l  1 27 . 0 . 0 . 21 8  1 1  4 A 0 E  264 4  8  G i0 / 0  1 9 2. 1 68 . 7 . 1 4 1  G i0 / 0  1 27 . 0 . 0 . 9 8  1 1  1 1 60  
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5 36F  1 9  G i0 / 0  1 9 2. 1 68 . 5 . 1 4 8  G i0 / 0  1 27 . 0 . 0 . 1 31  1 1  1 5 1 5  27 28  1 3 G i0 / 0  
1 9 2. 1 68 . 0 . 5 6 G i0 / 0  1 27 . 0 . 0 . 20 4  1 1  7 1 1 F  5 4 4 5  1  G i0 / 0  1 9 2. 1 68 . 2. 8 2 N u l l  
1 27 . 0 . 0 . 34  1 1  8 2A 4  7 38 D  1 9  G i0 / 0  1 9 2. 1 68 . 0 . 67  G i0 / 0  1 27 . 0 . 0 . 1 9  1 1  9 E 5 E  4 5 8 9  1 3 
G i0 / 0  1 9 2. 1 68 . 3. 1 36 N u l l  1 27 . 0 . 0 . 8 7  1 1  7 C F C  B 5 B 1  1 0  r o u t er #  

E x ample  O utput f or T C P  N e tF low R e cord s 
r o u t er # show ip cache f l ow |  in cl u d e S r cI f | 1 2 7 \ . . * 0 6 _  
S r cI f  S r cI P ad d r ess D st I f  D st I P ad d r ess P r  S r cP  D st P  P k t s G i0 / 0  1 9 2. 1 68 . 7 . 1 22 
G i0 / 0  1 27 . 0 . 0 . 1 0 7  0 6 628 1  0 0 1 7  4  G i0 / 0  1 9 2. 1 68 . 6. 1 7 1  G i0 / 0  1 27 . 0 . 0 . 233 0 6 32C 5  
0 0 1 7  2 G i0 / 0  1 9 2. 1 68 . 3. 5 9  N u l l  1 27 . 0 . 0 . 24 2 0 6 0 64 2 0 0 1 7  9  G i0 / 0  1 9 2. 1 68 . 5 . 1 64  
G i0 / 0  1 27 . 0 . 0 . 31  0 6 E 8 4 D  0 0 1 7  2 G i0 / 0  1 9 2. 1 68 . 7 . 33 G i0 / 0  1 27 . 0 . 0 . 24 5  0 6 E 4 7 C  
0 0 1 7  3 G i0 / 0  1 9 2. 1 68 . 6. 65  G i0 / 0  1 27 . 0 . 0 . 1 32 0 6 F 231  0 0 1 7  1  G i0 / 0  1 9 2. 1 68 . 6. 1 4 0  
G i0 / 0  1 27 . 0 . 0 . 5 2 0 6 D 0 A B  0 0 1 7  4  G i0 / 0  1 9 2. 1 68 . 7 . 1 8  G i0 / 0  1 27 . 0 . 0 . 1 9 9  0 6 D B F 4  
0 0 1 7  2 G i0 / 0  1 9 2. 1 68 . 2. 4 7  N u l l  1 27 . 0 . 0 . 1 9 0  0 6 8 A B 6 0 0 1 7  1  r o u t er #  

Cisco A SA ,  PI X ,  an d  FW SM Firew alls  
I d e n tif ication : F ire wall S y slog  M e ssag e s 
N o t e :  P a c k e t s  w i t h  a  d e s t i n a t i o n  I P  a d d r e s s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e  a r e  d r o p p e d  b y  d e f a u l t . N o  
c o n f i g u r a t i o n  c h a n g e s  a r e  r e q u i r e d  t o  e n a b l e  t h i s  f u n c t i o n a l i t y . 
F i r e w a l l  s y s l o g  m e s s a g e s  1 0 6 0 1 4  f o r  I C M P ,  1 0 6 0 0 6  f o r  U D P ,  1 0 6 0 0 1  f o r  T C P ,  a n d  1 0 6 0 1 0  f o r  a l l  o t h e r  
I P  p r o t o c o l s ,  w i l l  b e  g e n e r a t e d  f o r  d e n i e d  p a c k e t s  i f  t h e  d e s t i n a t i o n  I P  a d d r e s s  f a l l s  i n  t h e  127.0 .0 .0 / 8 
a d d r e s s  r a n g e  a n d  t h e  f i r e w a l l  h a s  a  d e f a u l t  r o u t e  i n  i t s  r o u t i n g  t a b l e . T h i s  i n c l u d e s  p a c k e t s  w i t h  t h e  
p r e s e n c e  o f  L o o s e  S o u r c e  o r  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s . 
F i r e w a l l  s y s l o g  m e s s a g e  1 1 0 0 0 1  w i l l  b e  g e n e r a t e d  f o r  p a c k e t s  i f  t h e  d e s t i n a t i o n  I P  a d d r e s s  f a l l s  i n  t h e  
127.0 .0 .0 / 8 a d d r e s s  r a n g e  a n d  t h e  f i r e w a l l  d o e s  n o t  h a v e  a  d e f a u l t  r o u t e  i n  t h e  r o u t i n g  t a b l e . T h i s  s y s l o g  
m e s s a g e  w i l l  a l s o  b e  g e n e r a t e d  i f  t h e r e  i s  n o  d e f a u l t  r o u t e  i n  t h e  r o u t i n g  t a b l e  a n d  U n i c a s t  R P F  i s  
e n a b l e d  o n  t h e  f i r e w a l l . T h e s e  p a c k e t s  w i l l  b e  d r o p p e d  b y  t h e  f i r e w a l l . T h i s  i n c l u d e s  p a c k e t s  w i t h  t h e  
p r e s e n c e  o f  L o o s e  S o u r c e  o r  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s . 
A d d i t i o n a l  i n f o r m a t i o n  a b o u t  t h e s e  s y s l o g  m e s s a g e s  a r e  a v a i l a b l e  i n  C i s c o  S e c u r i t y  A p p l i a n c e  S y s t e m  
L o g  M e s s a g e s . 
I n f o r m a t i o n  a b o u t  c o n f i g u r i n g  s y s l o g  f o r  t h e  C i s c o  A S A  550 0  S e r i e s  A d a p t i v e  S e c u r i t y  A p p l i a n c e  o r  
t h e  C i s c o  P I X  50 0  S e r i e s  S e c u r i t y  A p p l i a n c e  i s  a v a i l a b l e  i n  C o n f i g u r i n g  L o g g i n g  o n  t h e  C i s c o  S e c u r i t y  
A p p l i a n c e . I n f o r m a t i o n  a b o u t  c o n f i g u r i n g  s y s l o g  o n  t h e  F W S M  f o r  C i s c o  C a t a l y s t  650 0  S e r i e s  s w i t c h e s  
a n d  C i s c o  760 0  S e r i e s  r o u t e r s  i s  a v a i l a b l e  i n  C o n f i g u r i n g  M o n i t o r i n g  a n d  L o g g i n g  o n  t h e  C i s c o  F W S M . 
I n  t h e  f o l l o w i n g  e x a m p l e ,  t h e  show log g in g  |  g re p r e g e x  c o m m a n d  e x t r a c t s  s y s l o g  m e s s a g e s  f r o m  t h e  
l o g g i n g  b u f f e r  o n  t h e  f i r e w a l l . T h e s e  m e s s a g e s  p r o v i d e  a d d i t i o n a l  i n f o r m a t i o n  a b o u t  d e n i e d  p a c k e t s  t h a t  
c o u l d  i n d i c a t e  a t t e m p t s  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . I t  i s  p o s s i b l e  t o  u s e  
d i f f e r e n t  r e g u l a r  e x p r e s s i o n s  w i t h  t h e  g re p k e y w o r d  t o  s e a r c h  f o r  s p e c i f i c  d a t a  i n  t h e  l o g g e d  m e s s a g e s . 
A d d i t i o n a l  i n f o r m a t i o n  a b o u t  r e g u l a r  e x p r e s s i o n  s y n t a x  i s  a v a i l a b l e  i n  U s i n g  t h e  C o m m a n d  L i n e  
I n t e r f a c e . 

f ir ew al l #  show 
l og g in g  |  g r ep ( 1 0 6 0 1 4 | 1 0 6 0 0 6 | 1 0 6 0 0 1 | 1 0 6 0 1 0 | 1 1 0 0 0 1 ) . * 1 2 7 \ .  S ep 1 8  20 0 7  
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1 0 : 36: 1 4 :  % A S A -2-1 0 60 0 6:  D en y  in b o u n d  U D P  f r o m  1 9 2. 1 68 . 0 . 1 / 29 8 9  t o  
1 27 . 0 . 0 . 1 0 / 1 61  o n  in t er f ace o u t sid e S ep 1 8  20 0 7  1 0 : 36: 4 8 :  % A S A -3-1 0 60 1 4 :  D en y  
in b o u n d  icm p sr c o u t sid e: 1 9 2. 1 68 . 0 . 1  d st  o u t sid e: 1 27 . 0 . 0 . 1 0  ( t y pe 8 ,  co d e 0 ) 
S ep 1 8  20 0 7  1 0 : 37 : 32:  % A S A -2-1 0 60 0 1 :  I n b o u n d  T C P  co n n ect io n  d en ied  f r o m  
1 9 2. 1 68 . 0 . 1 / 29 8 9  t o  1 27 . 0 . 0 . 1 0 / 23 f l ag s S Y N  o n  in t er f ace o u t sid e S ep 1 8  20 0 7  
1 0 : 37 : 5 7 :  % A S A -3-1 0 60 1 0 :  D en y  in b o u n d  pr o t o co l  4 7  sr c o u t sid e: 1 9 2. 1 68 . 0 . 1  d st  
o u t sid e: 1 27 . 0 . 0 . 1 0  S ep 1 8  20 0 7  1 0 : 38 : 33:  % A S A -3-1 0 60 1 0 :  D en y  in b o u n d  pr o t o co l  
5 0  sr c o u t sid e: 1 9 2. 1 68 . 0 . 1  d st  o u t sid e: 1 27 . 0 . 0 . 1 0  S ep 1 8  20 0 7  1 1 : 0 8 : 0 1 :  
% A S A -6-1 1 0 0 0 1 :  N o  r o u t e t o  1 27 . 0 . 0 . 1 0  f r o m  1 9 2. 1 68 . 0 . 1  f ir ew al l #  

I n  t h e  p r e c e d i n g  e x a m p l e ,  t h e  l o g g e d  m e s s a g e s  s h o w  p a c k e t s  f o r  I C M P ,  U D P ,  T C P ,  G R E  ( p r o t o c o l  
n u m b e r  47) ,  a n d  E S P  ( p r o t o c o l  n u m b e r  50 )  s e n t  t o  I P  a d d r e s s e s  i n  t h e  127.0 .0 .0 / 8 a d d r e s s  r a n g e . 
A d d i t i o n a l  i n f o r m a t i o n  a b o u t  s y s l o g  m e s s a g e s  f o r  A S A  a n d  P I X  s e c u r i t y  a p p l i a n c e s  i s  a v a i l a b l e  i n  
C i s c o  S e c u r i t y  A p p l i a n c e  S y s t e m  L o g  M e s s a g e s . A d d i t i o n a l  i n f o r m a t i o n  a b o u t  s y s l o g  m e s s a g e s  f o r  t h e  
F W S M  i s  a v a i l a b l e  i n  C a t a l y s t  650 0  S e r i e s  S w i t c h  a n d  C i s c o  760 0  S e r i e s  R o u t e r  F i r e w a l l  S e r v i c e s  
M o d u l e  L o g g i n g  C o n f i g u r a t i o n  a n d  S y s t e m  L o g  M e s s a g e s . 

Cisco I n trusion  Prev en tion  Sy stem  
M itig ation : C isco I P S  S ig n ature  E v e n t A ction s 
A d m i n i s t r a t o r s  c a n  u s e  t h e  C i s c o  I n t r u s i o n  P r e v e n t i o n  S y s t e m  ( I P S )  a p p l i a n c e s  a n d  s e r v i c e s  m o d u l e s  t o  
p r o v i d e  t h r e a t  d e t e c t i o n  a n d  h e l p  p r e v e n t  a t t e m p t s  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  
d o c u m e n t . P o t e n t i a l  e x p l o i t a t i o n  o f  t h i s  v u l n e r a b i l i t y  m a y  b e  d e t e c t e d  b y  t h e  f o l l o w i n g  s i g n a t u r e s  i f  
L o o s e  S o u r c e  o r  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s  a r e  p r e s e n t :  

� 10 0 4/ 0  - I P  o p t i o n s -L o o s e  S o u r c e  R o u t e  
� 10 0 6/ 0  - I P  o p t i o n s -S t r i c t  S o u r c e  R o u t e  

1 004 /0 - I P  option s-L oose  S ource  R oute  
S t a r t i n g  w i t h  s i g n a t u r e  u p d a t e  S 2 f o r  s e n s o r s  r u n n i n g  C i s c o  I P S  v e r s i o n  6.x  o r  5.x ,  t h e  v u l n e r a b i l i t y  
d e s c r i b e d  i n  t h i s  d o c u m e n t  c a n  b e  d e t e c t e d  b y  s i g n a t u r e  10 0 4/ 0  ( S i g n a t u r e  N a m e :  I P  o p t i o n s -L o o s e  
S o u r c e  R o u t e ) . S i g n a t u r e  10 0 4/ 0  i s  n o t  e n a b l e d  b y  d e f a u l t ,  t r i g g e r s  a  H i g h  s e v e r i t y  e v e n t ,  h a s  a  s i g n a t u r e  
f i d e l i t y  r a t i n g  ( S F R )  o f  10 0 ,  a n d  i s  c o n f i g u r e d  w i t h  a  d e f a u l t  e v e n t  a c t i o n  o f  prod uce -ale rt. S i g n a t u r e  
10 0 4/ 0  f i r e s  w h e n  a  s i n g l e  p a c k e t  s e n t  u s i n g  L o o s e  S o u r c e  R o u t e  I P  o p t i o n s  i s  d e t e c t e d . F i r i n g  o f  t h i s  
s i g n a t u r e  m a y  i n d i c a t e  a  p o t e n t i a l  e x p l o i t  o f  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . 
1 006 /0 - I P  option s-S trict S ource  R oute  
S t a r t i n g  w i t h  s i g n a t u r e  u p d a t e  S 2 f o r  s e n s o r s  r u n n i n g  C i s c o  I P S  v e r s i o n  6.x  o r  5.x ,  t h e  v u l n e r a b i l i t y  
d e s c r i b e d  i n  t h i s  d o c u m e n t  c a n  b e  d e t e c t e d  b y  s i g n a t u r e  10 0 6/ 0  ( S i g n a t u r e  N a m e :  I P  o p t i o n s -S t r i c t  
S o u r c e  R o u t e ) . S i g n a t u r e  10 0 6/ 0  i s  e n a b l e d  b y  d e f a u l t ,  t r i g g e r s  a  H i g h  s e v e r i t y  e v e n t ,  h a s  a n  S F R  o f  
10 0 ,  a n d  i s  c o n f i g u r e d  w i t h  a  d e f a u l t  e v e n t  a c t i o n  o f  prod uce -ale rt. S i g n a t u r e  10 0 6/ 0  f i r e s  w h e n  a  
s i n g l e  p a c k e t  s e n t  u s i n g  S t r i c t  S o u r c e  R o u t e  I P  o p t i o n s  i s  d e t e c t e d . F i r i n g  o f  t h i s  s i g n a t u r e  m a y  i n d i c a t e  
a  p o t e n t i a l  e x p l o i t  o f  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . 
A d m i n i s t r a t o r s  c a n  c o n f i g u r e  C i s c o  I P S  s e n s o r s  t o  p e r f o r m  a n  e v e n t  a c t i o n  w h e n  a n  a t t a c k  i s  d e t e c t e d . 
T h e  c o n f i g u r e d  e v e n t  a c t i o n  p e r f o r m s  p r e v e n t i v e  o r  d e t e r r e n t  c o n t r o l s  t o  h e l p  p r o t e c t  a g a i n s t  a n  a t t a c k  
t h a t  i s  a t t e m p t i n g  t o  e x p l o i t  t h e  v u l n e r a b i l i t y  d e s c r i b e d  i n  t h i s  d o c u m e n t . 
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T h e  e s t a b l i s h m e n t  o f  t h e  t h r e e -w a y  T C P  h a n d s h a k e  i s  r e q u i r e d  t o  e x p l o i t  t h i s  v u l n e r a b i l i t y  v i a  t h e  T C P  
a t t a c k  v e c t o r ,  w h i c h  r e d u c e s  t h e  p o s s i b i l i t y  o f  s u c c e s s f u l  a t t a c k s  u s i n g  s p o o f e d  I P  a d d r e s s e s . 
B e c a u s e  I C M P -b a s e d  a n d  U D P -b a s e d  e x p l o i t s  c a n  b e  e a s i l y  s p o o f e d ,  a n  a t t a c k  t h a t  c o n t a i n s  s p o o f e d  
a d d r e s s e s  m a y  c a u s e  a  c o n f i g u r e d  e v e n t  a c t i o n  t o  i n a d v e r t e n t l y  d e n y  t r a f f i c  f r o m  t r u s t e d  s o u r c e s . E v e n t  
a c t i o n s  t h a t  p e r f o r m  b l o c k i n g  t h r o u g h  A C L s  o r  t h e  shun  c o m m a n d  a r e  u s u a l l y  c o n f i g u r e d  o n  s e n s o r s  
d e p l o y e d  i n  p r o m i s c u o u s  m o d e . 
C i s c o  I P S  s e n s o r s  a r e  m o s t  e f f e c t i v e  w h e n  d e p l o y e d  i n  i n l i n e  p r o t e c t i o n  m o d e  c o m b i n e d  w i t h  t h e  u s e  o f  
a n  e v e n t  a c t i o n . A u t o m a t i c  T h r e a t  P r e v e n t i o n  f o r  C i s c o  I P S  6.x  s e n s o r s  d e p l o y e d  i n  i n l i n e  p r o t e c t i o n  
m o d e  p r o v i d e s  t h r e a t  p r e v e n t i o n  a g a i n s t  a n  a t t a c k  t h a t  i s  a t t e m p t i n g  t o  e x p l o i t  t h i s  v u l n e r a b i l i t y . T h r e a t  
p r e v e n t i o n  i s  a c h i e v e d  t h r o u g h  a  d e f a u l t  o v e r r i d e  t h a t  p e r f o r m s  a n  e v e n t  a c t i o n  o f  d e n y -pack e t-in lin e  
f o r  t r i g g e r e d  s i g n a t u r e s  w i t h  a  r i sk R ati n g V alu e  g r e a t e r  t h a n  90 . A d d i t i o n a l  i n f o r m a t i o n  a b o u t  t h e  r i s k  
r a t i n g  a n d  t h e  c a l c u l a t i o n  o f  i t s  v a l u e  i s  a v a i l a b l e  i n  C i s c o  I P S  R i s k  R a t i n g  E x p l a i n e d . 
C i s c o  I P S  5.x  s e n s o r s  d e p l o y e d  i n  i n l i n e  p r o t e c t i o n  m o d e  w i l l  n e e d  t o  h a v e  a n  e v e n t  a c t i o n  c o n f i g u r e d  
o n  a  p e r -s i g n a t u r e  b a s i s . A l t e r n a t i v e l y ,  a d m i n i s t r a t o r s  c a n  c o n f i g u r e  a n  o v e r r i d e  t h a t  c a n  p e r f o r m  a n  
e v e n t  a c t i o n  f o r  a n y  s i g n a t u r e s  t h a t  a r e  t r i g g e r e d  a n d  a r e  c a l c u l a t e d  a s  a  h i g h -r i s k  t h r e a t . U s i n g  t h e  d e n y -
pack e t-in lin e  e v e n t  a c t i o n  o n  s e n s o r s  d e p l o y e d  i n  i n l i n e  p r o t e c t i o n  m o d e  p r o v i d e s  t h e  m o s t  e f f e c t i v e  
e x p l o i t  p r e v e n t i o n . 
I d e n tif ication : I P S  S ig n ature  E v e n ts 
S ig n ature : 1 004 /0 - I P  option s-L oose  S ource  R oute  

sen so r 6x #  show ev en t s al er t  |  in cl u d e id = 1 0 0 4  
ev I d sA l er t :  ev en t I d = 1 1 8 4 0 7 9 30 9 27 9 1 1 1 264  sev er it y = h ig h  v en d o r = C isco  o r ig in at o r :  
h o st I d :  sen so r 6x  appN am e:  sen so r A pp appI n st an ceI d :  1 9 68 2 t im e:  20 0 7 / 0 9 / 1 9  
0 6: 1 1 : 4 9  20 0 7 / 0 9 / 1 9  0 1 : 1 1 : 4 9  C D T  sig n at u r e:  d escr ipt io n = I P  o pt io n s-L o o se S o u r ce
R o u t e id = 1 0 0 4  v er sio n = S 2 su b sig I d :  0  m ar sC at eg o r y :  
I n f o / U n co m m o n T r af f ic/ T C P I P O pt io n s in t er f aceG r o u p:  v s0  v l an :  0  par t icipan t s:  
at t ack er :  ad d r :  l o cal it y = O U T  1 9 2. 1 68 . 0 . 1  po r t :  29 8 9  t ar g et :  ad d r :  l o cal it y = O U T  
1 27 . 0 . 0 . 1 0  po r t :  23 o s:  id S o u r ce= u n k n o w n  r el ev an ce= r el ev an t  t y pe= u n k n o w n  
act io n s:  d en y P ack et R eq u est ed N o t P er f o r m ed :  t r u e d en y F l o w R eq u est ed N o t P er f o r m ed :  
t r u e t r ig g er P ack et :   
!-- t r i g g e r P a c k e t  O u t p u t  T r u n c a t e d  
-- 
 r isk R at in g V al u e:  at t ack R el ev an ceR at in g = r el ev an t  
t ar g et V al u eR at in g = m ed iu m  1 0 0  t h r eat R at in g V al u e:  1 0 0  in t er f ace:  g e0 _ 0  pr o t o co l :  
t cp 

S ig n ature : 1 006 /0 - I P  option s-S trict S ource  R oute  
sen so r 6x #  show ev en t s al er t  |  in cl u d e id = 1 0 0 6  
ev I d sA l er t :  ev en t I d = 1 1 8 4 0 7 9 30 9 27 9 1 1 1 262 sev er it y = h ig h  v en d o r = C isco  o r ig in at o r :  
h o st I d :  sen so r 6x  appN am e:  sen so r A pp appI n st an ceI d :  1 9 68 2 t im e:  20 0 7 / 0 9 / 1 9  
0 5 : 5 5 : 5 8  20 0 7 / 0 9 / 1 9  0 0 : 5 5 : 5 8  C D T  sig n at u r e:  d escr ipt io n = I P  o pt io n s-S t r ict  
S o u r ce R o u t e id = 1 0 0 6 v er sio n = S 2 su b sig I d :  0  m ar sC at eg o r y :  
I n f o / U n co m m o n T r af f ic/ T C P I P O pt io n s in t er f aceG r o u p:  v s0  v l an :  0  par t icipan t s:  
at t ack er :  ad d r :  l o cal it y = O U T  1 9 2. 1 68 . 0 . 1  po r t :  29 8 9  t ar g et :  ad d r :  l o cal it y = O U T  
1 27 . 0 . 0 . 1 0  po r t :  23 o s:  id S o u r ce= u n k n o w n  r el ev an ce= r el ev an t  t y pe= u n k n o w n  
act io n s:  d en y P ack et R eq u est ed N o t P er f o r m ed :  t r u e d en y F l o w R eq u est ed N o t P er f o r m ed :  
t r u e t r ig g er P ack et :   
!-- t r i g g e r P a c k e t  O u t p u t  T r u n c a t e d  
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-- 
 r isk R at in g V al u e:  at t ack R el ev an ceR at in g = r el ev an t  
t ar g et V al u eR at in g = m ed iu m  1 0 0  t h r eat R at in g V al u e:  1 0 0  in t er f ace:  g e0 _ 0  pr o t o co l :  
t cp 

Cisco Security  Mon itorin g ,  A n aly sis,  an d  Respon se Sy stem  
I d e n tif ication : C isco S e curity  M on itorin g ,  A n aly sis,  an d  R e spon se  S y ste m Q ue ry  T y pe  an d  
K e y word  
T h e  C i s c o  S e c u r i t y  M o n i t o r i n g ,  A n a l y s i s ,  a n d  R e s p o n s e  S y s t e m  ( C i s c o  S e c u r i t y  M A R S )  a p p l i a n c e  c a n  
q u e r y  o n  e v e n t s  f o r  t h e  C a t a l y s t  650 0  a n d  C i s c o  760 0  s e r i e s  a c c e s s i b l e  v i a  l o o p b a c k  a d d r e s s  
v u l n e r a b i l i t y  u s i n g  a  q u e r y  t y p e  a n d  k e y w o r d  r e g e x . U s i n g  a  k e y w o r d  o f  N R -1 004 /0 f o r  I P S  s i g n a t u r e  
10 0 4/ 0  ( w h i c h  w a s  c r e a t e d  t o  d e t e c t  p a c k e t s  w i t h  t h e  L o o s e  S o u r c e  R o u t e  I P  o p t i o n  p r e s e n t )  o r  a  
k e y w o r d  o f  N R -1 006 /0 f o r  I P S  s i g n a t u r e  10 0 6/ 0  ( w h i c h  w a s  c r e a t e d  t o  d e t e c t  p a c k e t s  w i t h  t h e  S t r i c t  
S o u r c e  R o u t e  I P  o p t i o n  p r e s e n t )  a n d  a  q u e r y  t y p e  o f  A ll M atchin g  E v e n t R aw M e ssag e s o n  t h e  C i s c o  
S e c u r i t y  M A R S  a p p l i a n c e  w i l l  p r o v i d e  a  r e p o r t  t h a t  l i s t s  t h e  e v e n t s  c r e a t e d  b y  I P S  s i g n a t u r e s  10 0 4/ 0  a n d  
10 0 6/ 0 . 
T h e  f o l l o w i n g  s c r e e n  s h o t  s h o w s  t h e  v a l u e s  u s e d  t o  q u e r y  f o r  e v e n t s  c r e a t e d  b y  I P S  s i g n a t u r e  10 0 4/ 0  
( S i g n a t u r e  N a m e :  I P  o p t i o n s -L o o s e  S o u r c e  R o u t e )  a n d  I P S  s i g n a t u r e  10 0 6/ 0  ( S i g n a t u r e  N a m e :  I P  
o p t i o n s -S t r i c t  S o u r c e  R o u t e ) :  

P a g e  13 o f  17C i s c o  A p p l i e d  M i t i g a t i o n  B u l l e t i n :  I d e n t i f y i n g  a n d  M i t i g a t i n g  E x p l o i t a t i o n  o f  t h e  C a t a l ...

1/ 21/ 20 0 8h t t p : / / k b a s e / p a w s / s e r v l e t / V i e w P S I R T F i l e / 99123/ c i s c o -a m b -20 0 70 926-l b .x m l ? c o n v e r t P a t h ...



  
T h e  f o l l o w i n g  s c r e e n  s h o t  s h o w s  t h e  q u e r y  r e s u l t s  f o r  N R -10 0 4/ 0  a n d  N R -10 0 6/ 0  c r e a t e d  b y  t h e  C i s c o  
S e c u r i t y  M A R S  a p p l i a n c e  u s i n g  a  q u e r y  t y p e  a n d  k e y w o r d  r e g e x  q u e r y . 
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A d d it iona l  I nf or m a t ion  
T H I S  D O C U M E N T  I S  P R O V I D E D  O N  A N  "A S  I S " B A S I S  A N D  D O E S  N O T  I M P L Y  A N Y  K I N D  
O F  G U A R A N T E E  O R  W A R R A N T Y ,  I N C L U D I N G  T H E  W A R R A N T I E S  O F  M E R C H A N T A B I L I T Y  
O R  F I T N E S S  F O R  A  P A R T I C U L A R  U S E . Y O U R  U S E  O F  T H E  I N F O R M A T I O N  O N  T H E  
D O C U M E N T  O R  M A T E R I A L S  L I N K E D  F R O M  T H E  D O C U M E N T  I S  A T  Y O U R  O W N  R I S K . 
C I S C O  R E S E R V E S  T H E  R I G H T  T O  C H A N G E  O R  U P D A T E  T H I S  D O C U M E N T  A T  A N Y  T I M E . 
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C o m p l e t e  i n f o r m a t i o n  o n  r e p o r t i n g  s e c u r i t y  v u l n e r a b i l i t i e s  i n  C i s c o  p r o d u c t s ,  o b t a i n i n g  a s s i s t a n c e  w i t h  
s e c u r i t y  i n c i d e n t s ,  a n d  r e g i s t e r i n g  t o  r e c e i v e  s e c u r i t y  i n f o r m a t i o n  f r o m  C i s c o ,  i s  a v a i l a b l e  o n  C i s c o ' s  
w o r l d w i d e  w e b s i t e  a t  
h t t p : / / w w w .c i s c o .c o m / e n / U S / p r o d u c t s / p r o d u c t s _ s e c u r i t y _ v u l n e r a b i l i t y _ p o l i c y .h t m l . T h i s  i n c l u d e s  
i n s t r u c t i o n s  f o r  p r e s s  i n q u i r i e s  r e g a r d i n g  C i s c o  s e c u r i t y  n o t i c e s . A l l  C i s c o  s e c u r i t y  a d v i s o r i e s  a r e  
a v a i l a b l e  a t  h t t p : / / w w w .c i s c o .c o m / g o / p s i r t . 
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� T ran sit A cce ss C on trol L ists: F ilte rin g  at Y our E d g e   
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