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EXECUTIVE SUMMARY
The threats to network security and the vulnerédlito attack, as well as the skills and sophisito of the attackers, are constantly evolving.
As companies deploy more complex e-business moebgisnd their mission-critical networks with newramet, extranet, and e-commerce
applications, and support a growing mobile workéneetwork security technologies are increasinghl in preventing intrusion and theft of
company data assets, and in eliminating networkrggo/ulnerabilities.

With the heightened importance of network secudgmpanies are looking to service providers foy earl reliable access to advanced
security services and expertise, and to offloadagament functions so that they may focus on tlwie competencies.

Given the high risk and cost of security breachesthe challenges of staying abreast of securigatiprevention and vulnerability
assessments, an increasing number of IT managessammpanies of all sizes are exploring wayake advantage of the expertise and
services offered by managed security service pasgitb enhance network security. By using a managedrity services provider, IT
managers can direct internal resources to netwuhkrecements that can help grow business and ircpeaductivity, instead of focusing on
ongoing operations. Managed security services Bemngice providers can scale from simple equipmesntitaring to comprehensive security
management and remote site support with dedicatmlirces, providing IT organizations with tremergifiexibility and control while
minimizing security risks and costs.

SECURITY CHALLENGES
Safeguarding data and networks in today’s busieaessonment is a complex endeavor. The challengeade:

* Increased security threats as the use of wide-astworking, the Internet, and remote access groMith increased access comes added
security risk. Financial, insurance, medical, esthte, and professional services have a high giop@f mobile workers, business
travelers, and telecommuters who require securesado home networks.

« Increasing malicious attacks in the form of virusgerms, and Trojan horse attacks, such as Blagede Red, and Slamméihese
attacks spread rapidly and can quickly overwhelmeldources.

¢ The rise in spami0 percent of all e-mail sent is spam; this nunibexpected to rise to 60 percent by 2007.

« The threat of impersonatioffhe rapid growth in wireless communications anivoeking has increased the possibility that anuidér
could gain access to vital network resources atal ltfaassuming the identity of a trusted user.

* The cost of “day zero” damag®ay zero attacks exploit new, unknown vulneraiggithat are difficult to guard against. Attackspend a
great deal of time working on these exploits, tgyia find a hole in a specific product, implemeittat or protocol. Their secrets are traded
like valuable resources, often on Internet Relagit@hannels or private underground Websites.

* The pace of security threat advances and increagotgncy of attack€Communications technologies, hardware, and soéwantinue to
rapidly evolve, making it challenging to keep vukidality and response assessment current. Whidg larganizations may be able to afford
IT specialization and dedicated resources, itfiicdit for small and medium-sized organizationsstay abreast of the latest security
technologies and practices.
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The growing complexity of e-business mod&tsmore business is conducted over the Interhettypes of services and information that are
exchanged are increasingly complex and vulnerabégtack.

Customer concerns regarding security and priva@yarding the privacy of their personal informatis of enormous concern to customers.
Complying with privacy regulations can be considgtest a business cost, but many companies undergtat establishing a reputation
for safeguarding customer privacy can also belaggioint.

Compliance with regulation$sovernment regulations in the United States ahdratountries, such as the Gramm-Leach-Bliley &dtg),
the Health Insurance Portability and Accountabifitst (HIPAA), and the Government Information SetuRReform Act (GISRA), compel
organizations to improve security to protect enersisHIPAA, for example, requires end-to-end entioypof data traveling between
medical locations.

With these security challenges to the network, iegses are turning to service providers for managedrity services for support. Businesses
use managed security services to:

Improve security posture: identify security threatsl vulnerabilities and recommend responses.
Enhance reliability 24 hours a day, 365 days a.year

Focus IT resources on supporting in-house apptinatand networks.

Protect IT investments and systems.

Conduct business on the Internet securely.

Reduce cost through economies of scale.

Deploy services faster.

Reduce IT costs.

Reduce the need to hire specialized IT resources.

SECURITY THREATS

The biggest threats to network security over trst po years have been from viruses, worms, artdlzlised denial-of-service (DDoS)
attacks, which caused the most significant busidessptions and financial losses. Malware, spywanel new multivector “turbo” worms are
becoming increasingly sophisticated—and their danmagiee devastating. The severity of these threat$eaattributed to the dozens of
vulnerabilities waiting to be exploited, the avhilay of worm source code online, recycled expdoiind the ease of editing existing worms.
However, it is the secondary effects of worms abB attacks that have wreaked the most havoc. Phafragation mechanisms increase
traffic loads and cause additional processing dwark devices (random scanning for vulnerable desitbns, header variances, or unicast
traffic sent to multicast addresses, for examp@\ethe core network level, the aggregate effecta worm can be substantial.

“...a shift in the biggest problems [have been] tow ard denial of service attacks.”
—FBI/CSI Cybercrime Report 2004.
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Virus

A virus is a piece of programming code inserted isther programming to cause some unexpected anthd victim, usually undesirable
event. Viruses can be transmitted by downloadimgm@mms from Websites. They can be sent by othes wie e-mail, or in recent cases, can
identify vulnerable systems and infect them throagtetwork or the Internet. The virus lies dormamtil circumstances cause its code to be
executed by the computer. Some viruses can be loaiiteful, erasing data or causing your hard distetpire reformatting.

Worms

Worms are designed to gain control of endpointé siscservers or notebook and desktop computerslér to instigate an attack, steal data,
send spam, or initiate a DoS attack. While wornespaimarily designed to sabotage endpoints, thainsing activities can overwhelm the
network. For example, with SQL Slammer, User DaagProtocol (UDP)-based unicast traffic directedhtdticast addresses caused high
rates of network device processing. This slowedrdoegular TCP/IP traffic and led to denials of $egwhat compromised both hosts and the
availability of business applications.

DDoS Attacks

A DDoS attack is propagated by a hacker targetingtaork device. Once the hacker has control ofithéce, he or she can instruct it to flood
the network, thereby preventing legitimate netwinalfic or disrupting connections to a specificteys or individual. DDoS attacks can also
cause the destruction or alteration of configuratidormation and the physical destruction or alten of network components. Outbound
DoS attacks from an enterprise can be just as tiirasto network services as an inbound DoS attaigleting that enterprise. A disturbing
trend is the proliferation of botnets, vast netvgook computers that have been unknowingly recruagettombies’ when a piece of code was
sent to them in a viral e-mail—usually from an In&trchat room—instructing the computer to leavera@rhet port open and accept
commands. At a given moment, the hacker instructbainfected ‘zombie’ computers to, for examfles page requests at servers,
unleashing a vast DDoS attack from thousands—arehpially hundreds of thousands—of PCs. Attacks fbmimets brought down the
Google, Microsoft, and Yahoo sites in June 2004vayis-on broadband connections make it more likedy thousands of zombies may be
available at any one time.

Man in the Middle Attacks

In a man in the middle attack, attackers abuse wealonexistent authentication mechanisms betwgerehdpoints. Between these
endpoints, the attacker can view information pagbiack and forth, and can even modify or injecadating into such a connection. These
attacks are used to intercept passwords, accoumbens, or financial records.

Other Attacks
Many of other types of attacks can also occur, sischrute force dictionary-based password crackinguthorized access or snooping of data
from wireless networks, and illicit use of teleplaretworks to gain access to free long-distandagal

Managed Security Service Offerings
Managed security services can be thought of asdafedefense, with the layers being:
* Prevention
« Detection
* Response
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Prevention services, such as managed firewallq kerisions out. Detection services identify wiaenintrusion is occurring or has occurred.
Response services take action to defend againstipatintrusion when it is detected. One advantzgeorking with a managed security
provider is that security services can be scaleddet an organization’s security requirements. Tiigbility allows companies working with
managed service providers to dramatically reduogcgeoutages and operational expenses, therebgasiog return on investment (ROI). An
ROI tool presentation to help businesses deterifima-tasked security would be beneficial is aablie at:
http://www.cisco.com/en/US/netsol/ns465/networkismjutions_presentation0900aecd80127e9b.shtml

Service foundations are the fundamental servicpkged before layering other enhancements or amtditiservices. Managed firewall and IP
Security (IPSec) VPN are two foundation servicea managed security portfolio. The enhanced ses\daa be offered as standalone services
or bundled enhancements. For instance, a managedhfi service can have additional services suadmésirus, content filtering, and
authentication services provided together in a lufrdm the service provider. Managed security rirfifgs are evolving into layered services
that can be tailored to an enterprise’s securigy pl

Managed Firewall Service
All service providers offering managed firewall\siee use either a dedicated device or softwardemduter or switch.

Managed firewall services for enterprise custonygrally consist of a Cis¢oPI1X® 525 or 535 firewall at customer headquarters, @isdo

PIX 515 firewalls at branch offices. Alternativebgrvice providers can install Cisco 1800, 280@B800 Series integrated services routers, or
other Cisco routers with Cisco I0S Firewall Softejaait the branch offices. Service providers colgd manage an internal firewall, using
Cisco PIX 515 firewalls, for example, to protecst®ms within the clients’ LANS.

To add value or options, service providers canrdffeb portals for reporting, 24-hour-per-day moniitg, service-level agreements (SLAS),
high-availability options, and customer network @gement.

Relying on a managed security service providemallbusiness customers to be confident that théivark security is constantly up-to-date,
despite the rapid pace of technology change in battware and software. Small and midsize busisess® also be offered a managed
network-based firewall service inside a VPN—a seguag to handle traffic between sites and remotekeusrthat does not overwhelm their
technical resources.

Managed Intrusion Detection and Prevention Systems

Most managed security service providers offer gitrm detection and/or prevention services. Intnusietection systems (IDSs) watch the
network to see if suspicious activities are ocaigriand provide an alert if something is seenithatitside of normal network behavior.
Intrusion prevention systems (IPSs) provide antauidil level of security by automatically takingtiac based on detected events to protect
from an attack. For example, an IPS could, in thenethat it noticed a pattern of activity thaticated a possible DDoS attack, shut off
network access for the suspected attacker.

While companies can implement IDS and IPS directignaged IDS and IPS services offer valuable bsn®&y design, an IPS reacts to many
situations. “False positives” can be the resulh tdmporary surge in Web activity or other normaific patterns. Service providers offering
IPS service can monitor both normal and suspicmaigork activities and alert their customers onhew a real attack is in progress, saving
the customer time.

To provide managed IDS/IPS services, service pagsitiypically install Cisco IDS 4230 sensors orc@i€atalyst 6000 Series IDS/IPS
modules on critical network segments, and woulthihBost sensors on hosts and critical systemstlghe external firewall. Intrusion
prevention is now available as a software optioif€@to 2800 and 3000 Series routers. In additiervice providers can add additional value
by including 24-hour-per-day monitoring, failovésad balancing, SLAs, and automatic response sesvic
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Managed VPNs

More service providers are offering managed virpralate network (VPN) services. Service providean offer Layer 2 or Layer 3 VPN
services, based on Cisco technology, on native Ruitiprotocol Label Switching (MPLS)-enabled netsks, with optional security provided
by IPSec and Secure Sockets Layer (SSL). Theseasmllow businesses to securely extend theirorésvo remote and teleworking team
members, without overburdening their internal reses.

Managed Antivirus Protection

Managed antivirus protection systems provide ogiuns with the means to establish an overall agtwadmission control system that
allows them to stay current as new threats emardgeevents local users from infecting the netwdkst attacks come from trusted users
that inadvertently breach security protocols.

Managed antivirus protection is part of Network Adsion Control (NAC), a Cisco Systems sponsoredsiny initiative that uses the network
infrastructure to enforce security policy compliaran all devices seeking to access network compuésources, thereby limiting damage
from viruses and worms.

Using NAC, organizations can provide network acéesndpoint devices such as computers, persogigidassistants (PDAs), and servers
that are verified to be fully compliant with estisbled security policy. NAC can also identify nongaiant devices and deny them access,
place them in a quarantined area, or give themictessd access to computing resources.

NAC is the result of a multivendor collaboratiortleeen leading security vendors, including antivipusviders such as TrendMicro,
Symantec, Network Associates, Computer AssociMaspsoft, and IBM. NAC extends the use of existz@mmunications protocols and
security technologies, such as Extensible Authetitio Protocol (EAP), 802.1x, and RADIUS servicBse NAC framework combines
existing investments in network infrastructure aedurity technology to provide a secure admissanirol service, which can be offered as a
managed customer premises equipment service.

Managed Endpoint Threat Protection
Managed endpoint threat protection stops servetdesktop computers (also known as endpoints) froeeuging code that they should not
execute, protecting against worms and other patigntnalicious attacks, such as a Web server oot servers.

Service providers offer this service through CiSeaurity Agent, which provides threat protectionderver and desktop computing systems
by identifying and preventing malicious behavitereby eliminating known and unknown security rigksl helping to reduce operational
costs. Cisco Security Agent aggregates and extandtiple endpoint security functions by providinggh intrusion prevention, distributed
firewall capabilities, malicious mobile code prdten, operating system integrity assurance, and &agl consolidation, all within a single
product. Cisco Security Agent analyzes behavidrenathan relying on signature matching to provialeust protection with reduced
operational costs.

Service providers can install, manage, maintaid, gdate this service for your business.

Managed Authentication and Identification Services
Managed authentication and identification servioelp businesses verify the identities of usersesting access to the network, which in
today’s business environment includes remote wearketeworkers, and external partners.

Service providers add value by providing 24-ho65-8ays-a-year authentication services. A rangeutifentication options—static
passwords, one-time use passwords, and encrypagedion user identity can be used.
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Service providers use Cisco Secure Access Congoke® (ACS) to provide centralized authenticatiamhorization, and accounting (AAA)
services to network devices that function as AAigrutis, such as a network access servers, Ciscdirei¥alls, routers, and switches. With
Cisco Secure ACS, a managed security service peoeah quickly administer accounts and globallyngfealevels of service offerings for
entire groups of users.

Managed Content Filtering
Content filtering allows businesses to regulatetvlloavs in and out of their company networks. Ihg@overn the Internet content that is made
available to users, and can provide protection fnaalicious content sent to a computer user eitireugh the Internet or by e-mail.

Service providers that offer managed content fiigeadd value by being able to offer a varietyiliéfs that can monitor network traffic down
to the packet level to identify and prevent harntfiulnauthorized access to a company’s secure rietwbe service provider enforces
whatever rules a company wishes to use to deterwiiigh types of traffic, which users, and whichdgrof data are allowed in.

Network traffic can be filtered by time of day, u$evel access controls, or service limits (a sfiedollar amount), giving service providers
great latitude in designing the services that tteay provide. Content filtering services based @t€iservice control engines can implement
wire-speed content filtering either in the senjicevider’'s network, or as a device on your comparmyemises.

DDoS Protection

Many company Websites have suffered from illegabBSttacks, and many more than once. DDoS attaeks threat to businesses
worldwide. Designed to elude detection by today&shpopular tools, these attacks can quickly inciédgi@ a targeted business, causing huge
losses in revenue and productivity.

Because DDoS attacks are among the most diffioudefend against, responding to them appropriatetiyeffectively poses a tremendous
challenge for all Internet-dependent organizati@etause service providers play such a large nalled wide-area connectivity to the Internet,
they are the perfect partners to help businesstigate these attacks.

Service providers offering DDoS protection relya@isco solution set that includes two componentietector and a guard. The service is
based on one or more detectors, which act as §nveaming system that can provide in-depth analggithe most complex DDoS attacks.
The detector passively monitors network traffigkimg for any deviation from “normal” or baselinetavior that indicates a DDoS attack.

When an attack is identified, the detector aldrésguard, providing detailed reports as well agi§ipalerts to quickly react to the threat.

When the guard is notified that a target is underch, traffic destined for the target is divertedhe guard associated with the targeted device,
whether in the network or based on the customeniges. The traffic is then subjected to a rigorues-stage analysis and filtering process
designed to remove all malicious traffic while &llag “good” packets to continue flowing uninterragt

Managed DDoS protection services can concurremt{ept multiple potential targets, including rostéWeb servers, domain name server
(DNS) servers, and LAN and WAN bandwidth.

Ongoing Vulnerability Assessment

Maintaining an adequate level of security requinegoing vigilance. Every business needs to moitaecurity posture on an ongoing basis
and correct any weaknesses that are identified alykeah security service providers can offer more agetmgnsive and technically sophisticated
vulnerability assessments than many organizatiangcovide on their own.
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Other Services

Service providers can provide other value-addedes that businesses can rely upon to developuersgcurity defensive postures,

including:

« Consulting—Service provider consulting and impleragioh services can extend an IT staff's capabdlidaring overlapping projects and
busy times.

« Emergency response—Service provider emergency resgeams can provide forensic analysis when at@oie and when
vulnerabilities are assessed.

« Education and training—To keep a company'’s techrsitzdf up-to-date with the latest technologieserise provider can provide ongoing
training and education courses.

DECISION TREE
When evaluating the role of managed security sesvig an organization, organizations should begiadsessing current and projected
security requirements. Basics include:

« Organizational structure—Consider the security requirements for headquarteasiches, and remote offices (locally, nationadiyd
worldwide); LAN, MAN, or WAN networks; mobile andfsite workforce; number of workers supported; aondn.

* Network access and availability—Bandwidth, application, and usage requirement®éth internal and remote workers.

« Information assets—Hardware, applications, and critical data.

* Industry requirements—Particular security needs may depend on the inglustr example, financial institutions and banksycagreater
risk.

« Government regulation—Organizations must be in compliance with networdusity requirements due to government regulatiéios.
example, financial institutions are now subjecttte security requirements of the Basel |l accom$he security of financial data.

The material presented here can provide a staptane for discussion regarding a business’s unigaegls with a managed security
service provider.

Profiling the Security Needs of a Business
Table 1 presents the security needs of busindsassd on their size. Figure 1 depicts the secdétysion-making process.

Table 1. Business Security Needs

Small Business Midsize Business Enterprise Business
* Low complexity * Medium complexity * High complexity
¢ Low traffic volume ¢ May host dozens of servers, multivendor ¢ High bandwidth requirements

hardware and software platforms, and

) - * Many types of information assets
multiple applications

* Fewer types of information assets to

protect (servers, databases, applications) . s | diff. finf ) ¢ Maximum risk associated with company
* Varying amount of risk associated with ag:trsa ifferent types of information assets
each asset « Varving levels of risk iated with h ¢ Large number of remote locations and
a:?éltng evels of risk associated with eac teleworkers

¢ Varying levels of security risk dependent
on business division or workgroup
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Figure 1
Security Decision Flowchart
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Assessing a Managed Security Service Provider

Finding the right managed security service provideneet a business’s security requirements caim lvéth assessing and prioritizing

business objectives (Table 2).

Table 2. Assessing Manager Security Service Offerings

Requirement

1. Access to security expertise and the
latest technological advances

2. Excellent customer service

3. Compatibility with existing equipment
4. Protection of WAN connections

5. Full suite of managed security offerings
6. Consulting services

Advantages Offered by a Managed Service Provider \
* Service provider expertise

¢ Service provider best practices

* 24 hour monitoring

* Real-time incident reporting

* Administrative control

* Onsite support

* Reliable service backed by SLA

* Responsive support staff

* Interoperability with existing security controls and legacy LAN and WAN
environments

* Protection of Internet-based VPNs
* Protection of MPLS VPNs

* Secure Internet access service, bundled broadband connectivity, and Web
hosting

* May include implementation, management, and training services

* Specialized knowledge on security functions
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Requirement

7. Processes and procedures to manage
threats and incidents effectively and
quickly

8. Flexible “a la carte” offerings and

security service bundles

9. Maintain Web sales presence to produce
revenue

Strategies for Out-Tasking Security Services

Advantages Offered by a Managed Service Provider
* Specified response times for handling incidents

* Real-time reports detailing incidents and threats

* Organizations can expand out-tasked services as trust in managed security
service provider grows

* QOrganizations can retain control over select security functions to maximize
workflow, if needed

* Create cost-effective, end-to-end security solutions
* Protect Internet links from DoS attacks to maintain Web sales presence

* Protect organization from the threat of Web blackout and from extortion
threats

Table 3 lists managed security services that addhesstrategic network security needs of orgaioizatof all sizes.

Table 3. Managed Services Supporting Business Strategies

Business Strategy

Managed Security Services

Enterprise Ensure current security operations can effectively * Managed firewalls

business mitigate potential security risks and attacks

* Managed intrusion detection and intrusion prevention
services

* Consulting on overall security policy and architecture

Protect information flowing in and out of organization ¢ Authentication

* Encryption
* Public Key Infrastructure (PKI)
* VPN

Proactively “bulletproof” network * Policies and technologies in place to secure network

against current and future threats
* Content security services (e-mail and Web scanning)
* DoS protection
* Intrusion detection

* Vulnerability analysis

Small to midsize Extend Internet usage as a way of replacing or * Managed firewalls

business expanding existing WAN connectivity

SUPPORTED SERVICE OFFERINGS

¢ Virus scanning

* Managed intrusion detection and intrusion prevention
services

Cisco can help companies find security parthepraeide the services discussed in this white pdparassistance, visit:

http://www.cisco.com/cpn
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WHY CISCO

Cisco Systems is the leader in networking. Semprceiders have recognized that Cisco security snistand technologies offer them a
competitive advantage when providing managed sgcsgivices. An increasing number of service presddcare offering managed security
services to business customers based on Ciscacs@ubat include Cisco firewalls, VPN concentratontrusion prevention devices, DDoS
detectors and guards, and desktop software, aswetiany network hardware and software componermgsovide a wide range of network-
based services.

Cisco Powered Network Designation

Since 1997, Cisco has awarded the Cisco Poweregidrletiesignation to service providers that delihair services over a network built
from end-to-end with Cisco products and technolegiad that meet Cisco standards for network sapfompanies that select a service
provider with a Cisco Powered Network designatianw that their services are delivered over the daigie-quality Cisco equipment that
powers their own networks. For companies seekipgpaider of managed security services, the CisagedPed Network designation provides
even more assurance.

To identify services with a Cisco Powered Netwoelsignation, look for the following logo on the sSeevprovider's advertisements and other
promotional materials.

Cisco Powered Logo M c-
Nearly 400 of the most successful service providerddwide are members of the Cisco Powered Network Isco

Program. They offer a wide range of network-bassdises—over networks built with Cisco products and Powered
solutions—for small and large businesses alike.

FOR MORE INFORMATION

To learn more about managed security servicesusinlbss security, visitww.cisco.comandwww.cisco.com/go/managedsecurity

Visit www.cisco.com/go/managedservides Cisco overviews on other managed servicedudicg:

¢ VPN services
* Business voice services

* Metro Ethernet services

OTHER RESOURCES
Packet,Q1 2004 (Vol. 16 No. 1) (Security Issue) Cisco 8y,
http://www.cisco.com/en/US/about/ac123/acl14/acd@B33/about_cisco_packet_issue_home.html
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