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Automated Wireless Security Vulnerability Assessment

Using the Cisco Wireless Security System to Analyze Network Security

Background

As wireless networks are globally deployed across enterprise locations, wireless network
administrators must work to ensure that proper configurations and security controls are applied to
protect both the wired and wireless network from malicious attacks and threats. ldentifying,
monitoring, and understanding security alerts, and taking the time to manually audit security and
configuration settings, can be time consuming and difficult in large, distributed deployments.
Network administrators are looking for tools to prioritize alarms, automate security auditing, and
consolidate the information required to meet reporting and regulatory requirements.

Solution Overview

Cisco® Wireless Control System (WCS) is the industry's leading platform for wireless LAN
planning, configuration, management, and mobility services. It provides a powerful foundation that
allows IT managers to design, control, secure, and monitor enterprise wireless networks from a
centralized location, simplifying operations and reducing total cost of ownership. Cisco WCS is a
component of the Cisco Unified Wireless Network.

Cisco WCS provides a full suite of tools for managing and enforcing wireless security
configurations and policies within the Cisco wireless network infrastructure. These include:

o Network security policy creation and enforcement, such as user authentication, encryption,
and access control

e Wireless infrastructure security configuration

¢ Rogue detection, location, and containment

e Wireless intrusion prevention system (wIPS)

e Wireless IPS signature tuning and management

¢ Management Frame Protection (MFP)

e Collaboration with Cisco wired Network IPS for monitoring and mitigating unauthorized or
malicious wireless user activity

o Comprehensive security event management and reporting

In Cisco Unified Wireless Network Version 5.1, a new automated security vulnerability assessment
is now available to facilitate analysis of an enterprise’s overall wireless security posture, as well as
to provide WLAN operators with real-time benchmarking of their security services configurations
against industry best practices. The automated security vulnerability assessment provides:

e Proactive vulnerability monitoring of the entire wireless network

o Comprehensive information on security vulnerabilities that could lead to loss of data,
network intrusion, or malicious attack
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¢ Reduction in the time and expertise required to analyze and remedy weaknesses in

wireless security posture

Features

The new automated wireless vulnerability assessment audits the security posture of the entire
wireless network for vulnerabilities. These vulnerabilities can result in:

e Unauthorized management access or using management protocols to compromise or
adversely impact the network

e Unauthorized network access, data leakage, man-in-the-middle, or replay attacks

« Compromise or adverse impacts to the network through manipulation of network protocols
and services, for example through denial-of-service (DoS) attacks

The Cisco WCS automatically scans the entire network and compares settings against Cisco
recommended and industry best practices for wireless security configurations. The automated
wireless security assessment function within WCS scans wireless LAN controllers, access points,
and network management interfaces for vulnerabilities in configuration settings, encryption, user
authentication, infrastructure authentication network management, and access control.

Status of the wireless network security is graphically displayed to provide wireless network
administrators with an easy-to-read dashboard of security events. The WCS displays the
vulnerability assessment results through a Security Index on the WCS security dashboard. As
Figure 1 shows, the Security Index summarizes the network security posture with a composite
security score and prioritized summary of vulnerabilities.

Figure 1.  Cisco WCS Security Summary
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Administrators can drill down to the Security Index Detailed Report (Figure 2) if an event in the
Security Summary warrants further investigation. The Security Index Detailed Report provides in-
depth analysis of the vulnerabilities across the network. It also identifies optimal security settings
and recommends changes that will remedy the vulnerabilities. Any changes the administrator
makes are reflected in an updated Security Index score.

Figure 2.  Cisco WCS Security Index Detailed Report
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Benefits

The single dashboard view of security events within the Cisco WCS provides wireless network
administrators with a prioritized report of issues and alarms. This simplified view allows for easier
assessment of event severity and enhances the administrator’s ability to quickly prioritize
administrative tasks.

Drill-down capabilities allow administrators to investigate and mitigate many issues from a central
console, thereby reducing the need for onsite troubleshooting and support. Cisco’s recommended
security configurations provide insight and increase administrator confidence when deploying
wireless networks.

By providing a consolidated view of security events and alarms with intelligent issue reporting, the
new Cisco WCS automated security vulnerability assessment enables administrators to spend less
time diagnosing network problems so that they can proactively manage security configurations.

Summary

The Cisco Wireless Control System provides the most comprehensive centralized management
system for the Cisco Unified Wired and Wireless Network with a single platform for delivering new
features that benefit both IT administrators and network end users. Integrated wired and wireless
network security provides the highest levels of protection against attacks and wireless threats with
the lowest total cost of ownership.
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