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SOLUTION BRIEF

INTER-VSAN ROUTING WITH THE CISCO MDS 9000 FAMILY
OF SWITCHES AND CISCO SAN-OS 2.1

This paper describes the enhancements to Inter-VSAN Routing (IVR) in the Cisco ® SAN-OS 2.1.

SUMMARY

In today’s complex SANs, scaling while maintainim@igh level of availability is the most difficyftoblem for any SAN architect. The
combination of the award-winning hardware and inguleading software features offered by Cisco 8yaf has enabled the company to bring a
level of scalability and availability that is unpleled in the industry.

Cisco Virtual SAN (VSAN) technology has changed way SANs are being deployed. It has given custerdesign flexibility previously
available only in more developed network technasguch as Ethernet. The VSAN concept has madeasuichpact on the industry that it has
been adopted by ANSI T11 as the standard by whiahirual fabric implementations should be based.

IVR was a natural evolution of that same VSAN taalbgy. By routing between VSANSs, devices can matiae level of separation in terms of
fabric services and fabric wide events requiredtierhighest level of availability yet take advaygaf data sharing across thousands of devices.
With the enhancements to IVR available in the CiSAIN-OS 2.1, Cisco has extended its technologyesiip in SAN routing, scalability, and
availability. Two important enhancements to IVRlie Cisco SAN-OS 2.1—Fibre Channel ID (FCID) Netwéddress Translation (NAT) and
enhanced scalability—make IVR the most flexible Eithannel routing solution available today.

IVR NAT

In Fibre Channel, device addressing is handled@ways. The first, and more commonly visible te &nd user, is the worldwide name (WWN)
of a device. This 64-bit address uniquely idengiféach device globally to ensure no duplicate W\MNke Fibre Channel network. This is
commonly used to make basic user-level managenhamiges such as zoning for device access. The sechethe, mush less visible to the end
user, is FCID. The 24-bit FCID is designed to lsyaamic address assigned by the fabric when a eléaffs in to reduce complexity of addressing
for internal use by the fabric. It comprises thceenponents:

« Domain—The domain is a unique number assigned to eacklswita logical fabric. A domain ID assigned tonatsh can range from 1 to 239.
This number comprises the first 8 bits of the FCID.

* Area—The 8-bit area field is assigned by the switch a.Ww can range from 0 to 256. In some third-pawitches this number is assigned by
using the physical port number (that is, port 3aut6 ports), limiting availability on some opéragf systems. The Cisco MDS assigns these
sequentially regardless of the physical port number

« Port—The port field is also 8 bits ranging from 0 to 256is field is unique in that it also is used ssign the arbitrated loop physical address
(ALPA) for devices that use loop. In the contexaafevice that is not using arbitrated loop, #tasnmon to see the field set to 0, although this is
not required.

Using these three fields, each device is assignddZdD when it logs into the fabric. Comprising 4 bits of the domain, area, and port, the FCID
is used as a simplified addressing scheme, reglabWWN internally to the fabric for everythingfn name server queries to routing. Although
WWNs are unique globally, FCIDs are required taub&ue only within the logical fabric in which thaye assigned.

When SANs were first deployed, the domain fieldnsee sufficiently wide. With support for up to 238i&hes in a single fabric, the domain field
seemed enormous at a time when customers wereyilggpkabrics of 1 or 2 switches. Today, the scdl8AN design has changed dramatically.
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For SANs potentially containing tens of thousanfigants, the 239 domain limitation does not seertasge. As more SAN consolidation occurs,
reducing the number of physical networks while @aging the number of switches in these networksptbblem of domain ID assignment arises.

In many environments domain IDs already overlagiiferent physical infrastructures. This may be tlu¢he large size of the SAN, miscalculation
of how fast SANs would expand in the environment@ plan to consolidate in the future. In manyesaSAN islands were deployed (a common
practice in the early SAN days). This meant thahdin ID considerations were local to only to eadarid, not requiring planning for consolidation
of domains. In any case, the problem is the sanf&@nABAN consolidation starts and switches arednterected, it is possible for two or more
devices that must communicate to have the sameiddbdrefer to Figure 1).

Figure 1. Independent SAN Islands can Have Overlapping Domain IDs.
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In smaller networks, with fewer than 239 switchiessome cases the domain IDs may need to be chavigen switches (with same domain ID)

are connected to merge the network. When a dorbaghénges, new FCIDs must be assigned to eachedghécause the domain ID comprises the
first 8 bits of the FCID). This is a disruptive psss, interrupting communication between the hogdttae disk for a short period of time. For some
operating systems, such as AlX and HP-UX, a chafigee FCID can cause an even larger impact (they lese binding to their disk, requiring
reestablishment at the OS level). In larger netedwith more than 239 switches), however, overlagmiomain IDs across different logical fabrics
(VSANS) is common because address is unique padoigbric and may be exhausted in any given €bri

With IVR NAT, however, overlapping domain IDs acsadifferent VSANS is not a concern. As shown inufg2, when VSAN technology and
IVR NAT are used, two logical fabrics with the sadwmain ID can share devices.
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Figure 2. Inter VSAN Routing Handles the Translation Between Different VSANs with Overlapping Domains
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This technology allows more scalability within aalaenter, and it also can be extended acrossdistences using either metropolitan-area
network (MAN) technology or WAN technology with FdoChannel over IP (FCIP). This allows the SANdals far beyond the local reach
without having to maintain a globally unique addieg scheme (refer to Figure 3).
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Figure 3. With IVR, NAT functionality can be used within the data center or extended across distances with FCIP or other
SAN extension technology
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IVR with NAT allows the SAN consolidation requiréar today’s business without requiring reconfigioatof the existing infrastructure. The
requirement to change domain IDs—and therefore pligrast-to-disk communication—is no longer necessHng flexibility IVR NAT is

Recovery Site

available at no performance cost to the networkTNidnctionality is handled in hardware by dedica#&lCs with no performance impact to
mission critical application. As it did in IP netvking, IVR NAT allows the flexibility to scale beyal the limitations of the available address space
of Fibre Channel technology today.
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IVR SCALABILITY

With the limit of switches in a physical infrasttuce overcome by the use of NAT, the number ofessupported in the infrastructure needs
to scale with it. In the infancy of routing techagy, this meant adding dozens or even hundredstefrel appliances to the network, adding
complexity of operation and management and redusiegall availability in the environment. With toda advanced switching technology,
hardware-based routing functions can be embeddedtlyiinto switches and directors, allowing fobust routing scalability without the need

for external appliances (refer to Figure 4).

Figure 4. Legacy Networks use External Appliances for Routing Introducing Additional Latency, Management Requirements, and
Reducing HA

C Fabric Interconnects

IVR with the Cisco SAN-OS 2.1 enhances the scatgtof routing within a single Cisco Fibre Chanselitch or director to levels achievable only
by a dozen or more external appliances. This iategrapproach to routing scalability allows ungatad support for today’s largest and most

complex SANSs (refer to Figure 5).
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Figure 5.  With IVR in Cisco SAN-OS 2.1 SANs with Thousands of Devices can Have a High Level of Isolation with VSANs While Still
Allowing Communication with Any Other VSAN

Fabric Interconnects

Fabric routing within the Cisco SAN-OS 2.1 can sedal thousands of routes per switch without thelfeeexternal routers. With support for
10000 devices across 128 VSANSs IVR allows the rdestanding connectivity requirements to be met wittsacrificing availability or ease of
management. This level of scalability helps engbéater consolidation of server, storage, and niétwasources, improving usage and decreasing
costs throughout the data center.

CONCLUSION

The Cisco Fibre Channel fabric routing capabilégds the industry in functions and scalability.iBygrating routing within the switch rather than
with an external appliance, the Cisco solution fies greater value and availability while reductiogt and complexity. With the ability to route
between both Cisco switches and third-party swchéR also is the most interoperable solutionhia industry. Building on this leadership
position, the Cisco SAN-OS 2.1 helps enable eveatgr scalability and functions—with support for iéiddal routes and NAT—allowing
customers to achieve additional efficiencies arst savings within their storage environments.
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