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*Multiprotocol BGP (MBGP)

*Multicast Source Discovery Protocol (MSDP)
*Source Specific Multicast (SSM)

*Multicast VPN (MVPN)

*Multicast IPv6

*Multi Topology Routing (MTR)

*Triple Play and Multicast
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Multiprotocol BGP (MBGP)

RST-3261 Ci .
12684_05_2006_X2 © 2006 Cisco Systems, Inc. All rights reserved. isco Public 3



MBGP Overview

*MBGP: Multiprotocol BGP
—Defined in RFC 2283 (extensions to BGP)

—Can carry different types of routes
*IPv4/v6 Unicast/Multicast

—May be carried in same BGP session

—Does not propagate multicast state info
*Still need PIM to build Distribution Trees

—Same path selection and validation rules
 AS-Path, LocalPref, MED, ...
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MBGP Overview

* Separate BGP tables maintained
— Unicast BGP Table (U-Table)
— Multicast BGP Table (M-Table)
— Allows different unicast/multicast topologies or policies

* Unicast BGP Table (U-Table)

— Contains unicast prefixes for unicast forwarding
— Populated with BGP unicast NLRI

- Multicast BGP Table (M-Table)

— Contains unicast prefixes for RPF checking
— Populated with BGP multicast NLRI
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MBGP Update Message

*Address Family Information (AFI)
—Ildentifies Address Type (see RFC1700)
*AFIl =1 (IPv4)
*AFI = 2 (IPv6)
*Sub-Address Family Information (Sub-AFI)

—Sub category for AFI Field

—Address Family Information (AFI) = 1 (IPv4)
*Sub-AFl =1 (NLRI is used for unicast)
*Sub-AFI = 2 (NLRI is used for multicast RPF check)
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MBGP — Capability Negotiation

AS 321

192.168.100.0/24 .2

=<

router bgp 123

neighbor 192.168.100.2 remote-as 321 nlri unicast multicast

Sender

RST-3261 . .
12684_05_2006_X2 © 2006 Cisco Systems, Inc. All rights reserved. Cisco Public 7



MBGP — Capability Negotiation

AS 321
AS 123

1 192.168.100.0/24

=<

router bgp 321

neighbor 192.168.100.1 remote-as 123 nlri unicast multicast

Sender
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MBGP — Capability Negotiation

\ MBGP Session for Unicast and

-

AS 123
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AS 321

Multicast NLRI
192.168.100.0/24 2

s

==

open active, local address 192.168.100.1
went from Active to OpenSent

sending OPEN, version 4 /192.192.25.0/24
OPEN rcvd, version 4

rcv OPEN w/option parameter type: 2, len: 6

OPEN has CAPABILITY code: 1, length 4

OPEN has MP_EXT CAP for afi/safi: 1/1

rcv OPEN w/option parameter type: 2, len: 6
OPEN has CAPABILITY code: 1, length 4

OPEN has MP_EXT CAP for afi/safi: 1/2

went from OpenSent to OpenConfirm

went from OpenConfirm to Established
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MBGP—NLRI Information

Unicast BGP Table

Network Next-Hop Path
*>i1160.10.1.0/24 192.20.2.2 i
*>31160.10.3.0/24 192.20.2.2 i

p—)-| *>3i192.192.2.0/24 192.168.200.2 300 200 i
BGP Update from Peer

MP_REACH NLRI: 192.192.2/24
|AFI: 1, Sub-AFI: 1 (unicast)

AS_PATH: 300 200 —_— Multicast BGP Table
MED:
Next-Hop: 192.168.200.2 Network Next-Hop Path

*>i1160.10.1.0/24 192.20.2.2 i
*>i160.10.3.0/24 192.20.2.2 i

« Storage of arriving NLRI information depends on
AFI/SAFI fields in the Update message

* Unicast BGP Table only (AFI=1/SAFI=1 or old style NLRI)
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MBGP—NLRI Information

Unicast BGP Table
Network Next-Hop Path
*>i160.10.1.0/24 192.20.2.2 i
*>i160.10.3.0/24 192.20.2.2 i
BGP Update from Peer

MP REACH NLRI: 192.192.2/24

|AFI: 1, Sub-AFI: 2 (multicast) — ]

AS_PATH: 300 200 Multicast BGP Table

MED:

. Network Next-Hop Path

Next-Hop: 192.168.200.2 *>i160.10.1.0/24 192.20.2.2 i

*>i160.10.3.0/24 192.20.2.2 i
—p- | %>j102.192.2.0/24 192.168.200.2 300 200 i

« Storage of arriving NLRI information depends on
AFI/SAFI fields in the Update message

* Unicast BGP Table only (AFI=1/SAFI=1 or old style NLRI)
* Multicast BGP Table only (AFI=1/SAFI=2)
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MBGP—NLRI Information

Incongruent Topologies

Unicast Traffic 192.168.100.0/24

Multicast Traffic

192.168.200.0/24
192.192.25.0/24

router bgp 321 Sender

network 192.192.25.0 nlri unicast multicast
neighbor 192.168.100.1 remote-as 123 nlri unicast
neighbor 192.168.200.1 remote-as 123 nlri multicast
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MBGP Syntax Change

NLRI Syntax

router bgp 5
network 171.69.214.0 mask 255.255.255.0 nlri unicast multicast
neighbor 171.69.214.38 remote-as 2 nlri unicast
neighbor 171.69.214.50 remote-as 2 nlri multicast

Address-Family Syntax

router bgp 5
no bgp default ipv4-unicast
neighbor 171.69.214.38 remote-as 2
neighbor 171.69.214.50 remote-as 2

address-family ipv4 unicast

neighbor 171.69.214.38 activate
network 171.69.214.0 mask 255.255.255.0
exit-address-family

address-family ipv4 multicast

neighbor 171.69.214.50 activate
network 171.69.214.0 mask 255.255.255.0
exit-address-family
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MBGP—Summary

*Solves part of inter-domain problem
—Can exchange multicast routing information
—Uses standard BGP configuration knobs

—Permits separate unicast and multicast
topologies if desired

* Still must use PIM to:

—Build distribution trees
—Actually forward multicast traffic
—PIM-SM recommended

Cisco Public



Multicast Source Discovery

Protocol (MSDP)
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MSDP Overview
MSDP Example

Domain E
MSDP Peers
Source Active SA RP
M -_—
essages SA | -
Domain C
RP Join (*, 224.2.2.2)
) SA
Domain B sA (
RP <~
RP
SA Message Domain D
192.1.1.1, 224.2.2.2
SA Message  \ ..

192.1.1.1, 224.2.2.2

Register
192.1.1.1, 224.2.2.2
RST-3261

12684_05_2006_X2 © 2006 Cisco Systems, Inc. All rights reserved. Cisco Public 16



MSDP Overview
MSDP Example

MSDP Peers
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Domain C
RP
Domain B
RP
RP
S =
Domain A
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Domain E
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RP
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MSDP Overview
MSDP Example

Domain E
MSDP Peers
Multicast Traffic ——o—— RP%
T
Domain C |
RP
Domain B
RP
RP
Domain D
RP
S
Domain A
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MSDP Overview
MSDP Example

Domain E
MSDP Peers
Multicast Traffic ——o—— RP%
, =" T
- Joi
Domain C -224.2.2.2)
RP
Domain B
RP
RP
Domain D
RP
S
Domain A
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MSDP Overview
MSDP Example

Domain E
MSDP Peers
Multicast Traffic —— RP:-......
|
Domain C
RP
Domain B
RP
RP
Domain D
RP
S
Domain A
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MSDP SA Messages

*MSDP Source Active (SA) Messages
‘Used to advertise active Sources in a domain
*SA Message Contents:
»|P Address of Originator (RP address)
»Number of (S, G)’s pairs being advertised
»List of active (S, G)’s in the domain
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Receiving SA Messages

*RPF Check Rules depend on peering
—Rule 1: Sending MSDP peer = i(m)BGP peer
—Rule 2: Sending MSDP peer = ¢(m)BGP peer

*Exceptions:

—RPF check is skipped when:
-Sending MSDP peer = Originating RP
*Sending MSDP peer = Mesh-Group peer
*Sending MSDP peer = only MSDP peer

» (i.e. the ‘default-peer’ or the only ‘msdp-peer’ configured.)

Cisco Public



RPF Check Rule 1

*When MSDP peer = i(m)BGP peer
—Find “Best Path” to RP in BGP Tables
-Search MRIB first then URIB
*If no path to Originating RP found, RPF Fails
—Note “BGP peer” that advertised path
*(i.e. IP Address of BGP peer that sent us this path)
*This is not the same as the Next-hop of the path!!
—Rule 1 Test Condition:

*MSDP Peer address = BGP peer address?
» If Yes, RPF Succeeds
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Rule1: MSDP peer = i(m)BGP peer

RP 7/ 7 Ass AS7 " \RP

== Ni%
7’172.16.6.1 172.16.5.1 \

ource

i(m)BGP peer address =172.16.3.1
(advertising best-path to RP)

MSDP Peer address =172.16.3.1

MSDP Peer address = i(m)BGP Peer address

SA RPF Check Succeeds

show ip mbgp 172.16.6.1
BGP routing table entry for 172.16.6.0/24, version 8745118

BGP Peer ——

MSDP Peer == == = Sa;hs:( (1 éva;lable,dl)aest #1)
’ recelive & use
SA Message m===>> 172.16.5.1 (metric 68096) from[172.16.3.1](172.16.3.1)
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Rule1: MSDP peer = i(m)BGP peer

RP 7/ 7 Ass AS7 " \RP

== hi%
7’172.16.6.1 172.16.5.1 \

ource

i(m)BGP Peer address = 172.16.3.1
(advertising best-path to RP)

MSDP Peer address =172.16.4.1

MSDP Peer address != i(m)BGP Peer address

SA RPF Check Fails

show ip mbgp 172.16.6.1
BGP routing table entry for 172.16.6.0/24, version 8745118

BGP Peer ——

MSDP Peer == == = Sa;hs:( (1 éva;lable,dl)aest #1)
’ recelive & use
SA Message m===>> 172.16.5.1 (metric 68096) from[172.16.3.1](172.16.3.1)
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Rule1: MSDP peer = i(m)BGP peer

e, AS5 AST™ (RP Common Mistake #1:
@ Failure to use same addresses for

== -
7’172.16.6.1 172.16.5.1 \ MSDP peers as i(m)BGP peers!

Source \

i(m)BGP Peer address = 172.16.3.1
(advertising best-path to RP)

MSDP Peer address =172.16.20.1

MSDP Peer address != i(m)BGP Peer address

SA RPF Check Fails

show ip mbgp 172.16.6.1
BGP Peer —— BGP routing table entry for 172.16.6.0/24, version 8745118
MSDP Peer == == == Saghs:( (1 éva;lable,dl)aest #1)
, (received & use
SA Message mmmm==)> 172.16.5.1 (metric 68096) from[172.16.3.1](172.16.3.1)
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Rule1: MSDP peer = i(m)BGP peer

AS7 > (RP Common Mistake #2:

7
RP s AS5
@ @é Failure to follow i(m)BGP topology!
172.16.6.1 172.16.5.1 \

Can happen when RR’s are used.

Source \
\
l
i(m)BGP Peer address = 172.16.1.1
/ (advertising best-path to RP)
172.16.3.1 @ 7p MSDP Peer address = 172.16.3.1
I
/

MSDP Peer address != i(m)BGP Peer address

SA RPF Check Fails

show ip mbgp 172.16.6.1

BGP Peer —— BGP routing table entry for 172.16.6.0/24, version 8745118
MSDP Peer == == = Sa;hs:( (1 éva;lzble,dl)aest #1)

, (receive use
SA Message m===>> 172.16.5.1 (metric 68096) from[172.16.1.1](172.16.1.1)
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RPF Check Rule 2

‘When MSDP peer = e(m)BGP peer
—Find (m)BGP “Best Path” to RP
‘Search MRIB first then URIB

»If no path to Originating RP found,
RPF Fails

—Rule 2 Test Condition:

*First AS in path to the RP = MSDP
peer?

»If Yes, RPF Succeeds



Rule2: MSDP peer = e(m)BGP peer

RP s AS5

=<
7’172.16.6.1

Source

AS1

”~
7

@1 72.16.4.1

BGP Peer
MSDP Peer == == ==
SA Message mmmmm)>

RST-3261
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First-AS in best-path to RP =3
AS of MSDP Peer =3

First-AS in best-path to RP = AS of e(m)BGP Peer
SA RPF Check Succeeds

Router A's BGP Table

Network Next Hop Path

*> 172.16.3.0/24 172.16.3.1 Ei
172.16.3.0/24 172.16.4.1 1 31

*> 172.16.4.0/24 172.16.4.1 1 i
172.16.4.0/24 172.16.3.1 31 1

*> 172.16.5.0/24 172.16.4.1 37 1
172.16.5.0/24 172.16.3.1 1 371

*> 172.16.6.0/24  172.16.3.1 [3]7 5 1
172.16.6.0/24 172.16.4.1 13751
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Rule2: MSDP peer = e(m)BGP peer

RP s AS5

==
PI72.16.6.1

Source

First-AS in best-path to RP =3
AS of MSDP Peer =1

AS1

”~
7

@1 72.16.4.1

First-AS in best-path to RP != AS of ¢(m)BGP Peer
SA RPF Check Fails!

Router A's BGP Table
/ ' bl
~ Network Next Hop Path
SN - *> 172.16.3.0/24 172.16.3.1 31
172.16.3.0/24 172.16.4.1 1 3 i
RP *> 172.16.4.0/24 172.16.4.1 1]
172.16.4.0/24 172.16.3.1 3114
172.16.5.0/24 172.16.4.1 13 7 i
MSDP Peer *> 172.16.6.0/24  172.16.3.1 [3]7 5 i
SA Message mmmmm)> 172.16.6.0/24 172.16.4.1 13751
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