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Cisco I0S High Availability Strategy

Based on Customer Needs

* Overarching requirement is to provide continuous
access to applications, data, and content from
anywhere and anytime

* Nonstop application delivery

End-to-end
Systems approach

Target every potential cause of downtime with
functionality, design, or best practice to mitigate the impact



Cisco Approach
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Where is the Exposure?

Most Common Causes of Network Outages

Operational
* Network and software applications process

Hardware failures | 40%
Software failures \ Software

Link failures application

Power/environment failures

Resource utilization issues Sources of network downtime *

« Operational processes

Hardware
; : failure Other
Network design issues Power 208 }%/
Lack of standards (hardware, software, fj"'“:/’e AN
configurations) R o~ ) sy,
No fault management or capacity plannin Telco/ISP
g P yp 9 Human error b 35%
Inadequate change of management, 31%

documentation, and staff training

Lack of ongoing event correlation

Lack of timely access to experts/knowledge Common causes of Enterprise network downtime **

Pie graph source: * Gartner Group ** Yankee Group The Road to a Five-Nines Network
2/2004




Systematic, End to End Approach

Targeting Downtime
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Reliable, robust
hardware designed for
high availability

Cisco I0S Software
functionality that
mitigates the impact
of faults

Automation
and local
action

SOFTWARE
RESILIENCY

Cisco I0S Software
features for
faster network
convergence, protection,
and restoration

INVESTMENT PROTECTION IS A KEY COMPONENT







