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Multiprotocol Label Switching 
N ons top F orward ing with Statef ul 
Switchov er T echnical P res entation
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A gend a

• Introducti on to C i s co IO S  H i gh  A v ai l ab i l i ty
• Mul ti p rotocol  L ab el  S w i tch i ng ( MPL S )  N on-S top  F orw ardi ng 
( N S F ) / S tatef ul  S w i tch ov er ( S S O )  O v erv i ew

• MPL S  N S F / S S O  C omp onents
MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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C is co I O S H igh A v ailability  Strategy
B as ed  on C us tom er N eed s

• Overarching requirement is to provide continuous 
access to appl ications,  data,  and content f rom 
any w here and any time

• N onstop appl ication del ivery
E nd-to-end
S y s tems  ap p roach
Target ev ery  p otenti al  caus e of  dow nti me w i th   
f uncti onal i ty ,  des i gn,  or b es t p racti ce to mi ti gate th e i mp act
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C is co A pproach
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s t a nd
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Research and 
dev el o p m ent
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S t andards 
dev el o p m ent  /  
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F i el d i nt eract i o n
C u st o m er 
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Unders t a nd
I dent i f y  serv i ce 

A f f ect i ng  co ndi t i o ns
Hardware
S o f t ware
T raf f i c  an d p ro t o c o l
P erf o rm an c e
M an ag em en t
S ec u ri t y

L ev erag e b ro ad 
ex p eri ence,  
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em b edded i nt el l i g ence 

D es i g n &  E ng i neer
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p ro cess
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• Network and software applications
Hardware failures
So ft ware failures
Lin k  failures
Po wer/ en v iro n m en t  failures
Reso urc e ut iliz at io n  issues

• O perational processes
N et wo rk  desig n  issues
Lac k  o f st an dards ( h ardware,  so ft ware,  
c o n fig urat io n s)
N o  fault  m an ag em en t  o r c ap ac it y  p lan n in g
I n adeq uat e c h an g e o f m an ag em en t ,  
do c um en t at io n ,  an d st aff t rain in g
Lac k  o f o n g o in g  ev en t  c o rrelat io n
Lac k  o f t im ely  ac c ess t o  ex p ert s/ k n o wledg e

Telco/ISP
3 5 %H u m a n  er r or

3 1 %

Pow er  
f a i lu r e
1 4 %

H a r d w a r e 
f a i lu r e
1 2 %

O t h er
8 %

Pie graph source: * Gartner Group ** Yankee Group The Road to a Five-Nines Network 
2/2004

S oftware
application

4 0 %

O perational 
process 
4 0 % Network

2 0 %

Sources of network downtime *

C ommon ca uses of E nterp rise network downtime **

W here is  the E x pos ure?
Mos t C om m on C aus es  of  N etwork  O utages
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A u tom ation 
and local 
action

SOFTWARE
RESI L I EN C Y

EM B ED D ED
M AN AG EM EN T

N ETWORK  L EV EL
RESI L I EN C Y

SOFTWARE
RESI L I EN C Y

C isco I O S  S oftware 
featu res for

faster network 
conv erg ence,  protection,  

and restoration

I N V E S T M E N T  P R OT E C T I ON  I S  A  K E Y  C OM P ON E N T

H ARD WARE
RESI L I EN C Y

SOFTWARE
RESI L I EN C Y

C isco I O S  S oftware 
fu nctionality  th at 

m itig ates th e im pact 
of fau lts

R eliab le,  rob u st 
h ardware desig ned for 

h ig h  av ailab ility

SY STEM  L EV EL
RESI L I EN C Y

Sy s tem atic,  E nd  to E nd  A pproach
T argeting D owntim e




