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These release notes describe open and resolved caveats for software release 4.0.179.11 for Cisco 2000
and 4400 Series Wireless LAN Controllers; Cisco Wireless Services Modules (WiSM); Cisco Wireless
LAN Controller Network Modules; Catalyst 3750G Integrated Wireless LAN Controller Switches; and
Cisco Aironet 1000, 1100, 1130, 1200, 1240, 1300, and 1500 Series Lightweight Access Points, which
comprise part of the Cisco Unified Wireless Network (UWN) Solution.

Note Unless otherwise noted, all of the Cisco wireless LAN controllers are hereafter referred to as controllers,
and all of the Cisco lightweight access points are hereafter referred to as access points.

Contents

These release notes contain the following sections.
e Cisco Unified Wireless Network Solution Components, page 2
e Controller Requirements, page 2
e Software Release Information, page 3
e New Features, page 4
e Installation Notes, page 4
e Important Notes, page 6
e Caveats, page 17
e Troubleshooting, page 24

Clsco SYSTEMS Corporate Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

® © 2006 Cisco Systems, Inc. All rights reserved.



M Cisco Unified Wireless Network Solution Components

Related Documentation, page 25

Obtaining Documentation, page 25

Documentation Feedback, page 26

Cisco Product Security Overview, page 26

Obtaining Technical Assistance, page 27

Obtaining Additional Publications and Information, page 29

Cisco Unified Wireless Network Solution Components

The following components are part of the Cisco UWN Solution and are compatible in this release:

Software release 4.0.179.11 for all Cisco controllers and lightweight access points
Cisco autonomous to lightweight mode upgrade tool release 2.01

Cisco Wireless Control System (WCS) software release 4.0.81.0

Location appliance software release 2.1.39.0

Cisco 2700 Series Location Appliances

Cisco 2000 Series Wireless LAN Controllers

Cisco 4400 Series Wireless LAN Controllers

Cisco Wireless Services Module (WiSM) for Cisco Catalyst 6500 Series Switches
Cisco Wireless LAN Controller Network Module for Cisco Integrated Services Routers
Catalyst 3750G Wireless LAN Controller Switches

Cisco Aironet 1000, 1100, 1130, 1200, 1240, 1300, and 1500 Series Lightweight Access Points

Controller Requirements

The controller graphical user interface (GUI) requires the following operating system and web browser:

Windows XP SP1 or higher or Windows 2000 SP4 or higher
Internet Explorer 6.0 SP1 or higher

~

Note Internet Explorer 6.0 SP1 or higher is the only browser supported for accessing the
controller GUI and for using WebAuth.
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Software Release Information W

Software Release Information

Operating system software is factory installed on your controller and automatically downloaded to the
access points after a release upgrade and whenever an access point associates to a controller. As new
releases become available for the controllers and their associated access points, consider upgrading.

The Cisco WiSM requires software release SWISMK9-32 or later. The Supervisor 720 12.2(18)SXF2
supports the Cisco WiSM software release 3.2.78.4 or above, and the Supervisor 720 12.2(18)SXF5
(Cisco IOS Software Modularity) supports the Cisco WiSM software release 4.0.155.5 (with Cisco IOS
Software Modularity).

The Cisco WiSM is supported on Cisco 7609 and 7613 Series Routers running only Cisco IOS Release
12.2(18)SXFS5 or higher.

To use the controller in the Catalyst 3750G Wireless LAN Controller Switch, the switch must be running
Cisco IOS Release 12.2.25.FZ or 12.2(25)SEE.

Finding the Software Release

To find the software release running on your controller, look on the Monitor > Summary page of the
controller GUI or enter show sysinfo on the controller command line interface (CLI).

Upgrading to a New Software Release

A

When a controller is upgraded, the code on its associated access points is also automatically upgraded.
When an access point is loading code, each of its lights blinks in succession.

Caution

~

Note

Do not power down the controller or any access point during this process; otherwise, you might corrupt
the software image! Upgrading a controller with a large number of access points can take as long as 30
minutes. The access points must remain powered, and the controller must not be reset during this time.

You can upgrade to controller software release 4.0.179.11 from any previous controller software release.

Cisco recommends the following sequence when performing an upgrade:
1. Upload your controller configuration files to a server to back them up.
2. Turn off the controller 802.11a and 802.11b networks.

3. Upgrade your controller to software release 4.0.179.11, following the instructions in the Cisco
Wireless LAN Controller Configuration Guide, Release 4.0. Click this link to browse to that
document:

http://www.cisco.com/en/US/products/ps6366/products_installation_and_configuration_guides_lis
t.html
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B New Features

~

Note

4. Re-enable your 802.11a and 802.11b networks.

Controllers can be upgraded from one release to another. However, should you require a downgrade from
one release to another, you may be unable to use the higher release configuration. The workaround is to
reload the previous controller configuration files saved on the backup server or to reconfigure the
controller.

New Features

This release does not introduce new features.

Installation Notes

Warnings

>

Warning

>

Warning

>

Warning

>

Warning

Warning

>

Warning

This section contains important information to keep in mind when installing controllers and access
points.

This warning means danger. You are in a situation that could cause bodily injury. Before you work on
any equipment, be aware of the hazards involved with electrical circuitry and be familiar with
standard practices for preventing accidents.

Only trained and qualified personnel should be allowed to install, replace, or service this equipment.

Do not locate any antenna near overhead power lines or other electric light or power circuits, or
where it can come into contact with such circuits. When installing antennas, take extreme care not
to come in contact with such circuits, as they may cause serious injury or death. For proper
installation and grounding of the antenna, refer to national and local codes (e.g. U.S.: NFPA70,
National Electrical Code, Article 810, in Canada: Canadian Electrical Code, Section 54).

This productrelies on the building's installation for short-circuit (overcurrent) protection. Ensure that
the protective device is rated not greater than: 120 VAC, 15A U.S. (240vac, 10A International)

This equipment must be grounded. Never defeat the ground conductor or operate the equipment in the
absence of a suitably installed ground connector. Contact the appropriate electrical inspection
authority or an electrician if you are uncertain that suitable grounding is available.

Read the installation instructions before you connect the system to its power source.
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Warning

>

Warning

>

Warning

>

Installation Notes W

Do not work on the system or connect or disconnect cables during periods of lightning activity.

Do not operate your wireless network near unshielded blasting caps or in an explosive environment
unless the device has been modified to be especially qualified for such use.

In order to comply with radio frequency (RF) exposure limits, the antennas for this product should be
positioned no less than 6.56 ft. (2 m) from your body or nearby persons.

Warning

This unit is intended for installation in restricted areas. A restricted access area can be accessed
only through the use of a special tool, lock and key, or other means of security.

Safety Information

Follow the guidelines in this section to ensure proper operation and safe use of the controllers and access
points.

FCC Safety Compliance Statement

FCC Compliance with its action in ET Docket 96-8, has adopted a safety standard for human exposure
to RF electromagnetic energy emitted by FCC-certified equipment. When used with approved Cisco
Aironet antennas, Cisco Aironet products meet the uncontrolled environmental limits found in OET-65
and ANSI C95.1, 1991. Proper operation of this radio device according to the instructions in this
publication results in user exposure substantially below the FCC recommended limits.

Safety Precautions

Each year hundreds of people are killed or injured when attempting to install an antenna. In many of
these cases, the victim was aware of the danger of electrocution but did not take adequate steps to avoid
the hazard.

For your safety, and to help you achieve a good installation, read and follow these safety precautions.
They may save your life!

1. If you are installing an antenna for the first time, for your own safety as well as others, seek
professional assistance. Your Cisco sales representative can explain which mounting method to use
for the size and type of antenna you are about to install.

2. Select your installation site with safety as well as performance in mind. Electric power lines and
phone lines look alike. For your safety, assume that any overhead line can kill you.

3. Call your electric power company. Tell them your plans and ask them to come look at your proposed
installation. This is a small inconvenience considering your life is at stake.

4. Plan your installation carefully and completely before you begin. Successfully raising a mast or
tower is largely a matter of coordination. Each person should be assigned to a specific task and
should know what to do and when to do it. One person should be in charge of the operation to issue
instructions and watch for signs of trouble.
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5. When installing an antenna, remember:
a. Do not use a metal ladder.
b. Do not work on a wet or windy day.

c. Do dress properly—shoes with rubber soles and heels, rubber gloves, long-sleeved shirt or
jacket.

6. If the assembly starts to drop, get away from it and let it fall. Remember that the antenna, mast,
cable, and metal guy wires are all excellent conductors of electrical current. Even the slightest touch
of any of these parts to a power line completes an electrical path through the antenna and the
installer: you!

7. If any part of an antenna system should come in contact with a power line, do not touch it or try
to remove it yourself. Call your local power company. They will remove it safely.

8. If an accident should occur with the power lines, call for qualified emergency help immediately.

Installation Instructions

~

Note

Refer to the appropriate quick start guide or hardware installation guide for instructions on installing
controllers and access points.

To meet regulatory restrictions, all external antenna configurations must be professionally installed.

Personnel installing the controllers and access points must understand wireless techniques and
grounding methods. Access points with internal antennas can be installed by an experienced IT
professional.

The controller must be installed by a network administrator or qualified IT professional, and the proper
country code must be selected. Following installation, access to the controller should be password
protected by the installer to maintain compliance with regulatory requirements and ensure proper unit
functionality.

Important Notes

This section describes important information about the controllers and access points.

Pings Intermittently Drop to the Controller

The controller rate-limits pings to the controller’s CPU by default. This behavior shows up as dropped
ping packets to the controller when the pings are sent too fast. Enter this CLI command on the controller

if you wish to disable this behavior and allow all ping packets to reach the controller CPU for a response:

config advanced rate disable

r Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11
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Service Modules Supported in the Catalyst 6500 Series Switch

The Catalyst 6500 Series Switch chassis can support up to five Cisco WiSMs without any other service
module installed. If one or more service modules are installed, the chassis can support up to a maximum
of four service modules (WiSMs included).

Connecting 1100 and 1300 Series Access Points

You must install software release 4.0.179.11 on the controller before connecting 1100 and 1300 series
access points to the controller.

Association Delay for 1500 Series Access Points

The 1500 series access points may take up to 10 minutes to fully associate to the controller on initial
startup.

Controllers Must Run Release 3.2.116.21 or Later to Support -P Regulatory
Domain

To support access points configured for use in Japan, you must upgrade the controller software to release
3.2.116.21 or later. Earlier releases do not support access points configured for use in Japan (regulatory
domain -P).

Preventing Clients from Accessing the Management Network on a Controller

To prevent or block a wired or wireless client from accessing the management network on a controller
(from the wireless client dynamic interface or VLAN), the network administrator should ensure that
there is no route through which to reach the controller from the dynamic interface or use a firewall
between the client dynamic interface and the management network.

Voice Wireless LAN Configuration

Cisco recommends that load balancing always be turned off in any wireless network that is supporting
voice, regardless of vendor. When load balancing is turned on, voice clients can hear an audible artifact
when roaming, and the handset is refused at its first reassociation attempt.

Inter-Subnet Roaming

Currently, multicast traffic cannot be passed during inter-subnet roaming.

Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11
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Operating Mesh Networks through Switches and Routers

In mesh networks that operate through switches and routers, network round-trip delays between access
points and the controller must be less than 100 milliseconds (ms); otherwise, timing problems may occur
during wireless client authentication. Also, network path outages of 7 seconds or longer between access
points and the controller may cause the access points to lose connectivity.

Cisco 7920 Wireless IP Phone Support

When using Cisco 7920 Wireless IP Phones with controllers, make sure that the phones and controllers
are configured as follows:

Aggressive load balancing must be disabled for each controller. Otherwise, the initial roam attempt
by the phone may fail, causing a disruption in the audio path.

The QoS Basis Service Set (QBSS) information element (IE) must be enabled. The QBSS IE enables
the access points to communicate their channel usage to wireless devices. Because access points
with high channel usage might not be able to handle real-time traffic effectively, the 7920 phone uses
the QBSS value to determine if they should associate with another access point. Use the following
commands to enable the QBSS IE:

- sh wlan summary

S

Note  Use this command to determine the WLAN ID number of the WLAN to which you want
to add QBSS support.

— config wlan disable wlan_id_number
— config wlan 7920-support ap-cac-limit enable wlan_id_number
— config wlan enable wlan_id_number

— sh wlan wlan_id_number

S

Note  Use this command to verify that the WLAN is enabled and the Dotl1-Phone Mode
(7920) field is configured for compat mode.

save config

The Dynamic Transmit Power Control (DTPC) information element (IE) must be enabled using the
config 802.11b dtpc enable command. The DTPC IE is a beacon and probe information element
that allows the access point to broadcast information on its transmit power. The Cisco 7920 Wireless
IP Phone uses this information to automatically adjust its transmit power to the same level as the

access point to which it is associated. In this manner, both devices are transmitting at the same level.

Both the 7920 phones and the controllers support Cisco Centralized Key Management (CCKM) fast
roaming.

When configuring WEP, there is a difference in nomenclature for the controller and the 7920 phone.
Configure the controller for 104 bits when using 128-bit WEP for the 7920.
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Changing the 10S LWAPP Access Point Password

Cisco IOS Lightweight Access Point Protocol (LWAPP) access points have a default password of Cisco,
and the pre-stage configuration for LWAPP access points is disabled by default. To enable it, you must
configure the access point with a new username and password when it joins the controller. Enter this
command using the controller CLI to push a new username and password to the access point:

config ap username user_id password password {AP_name | all}
e The AP_name parameter configures the username and password on the specified access point.

e The all parameter configures the username and password on all the access points registered to the
controller.

The password pushed from the controller is configured as “enable password” on the access point.

There are some cases where the pre-stage configuration for LWAPP access points is disabled and the access
point displays the following error message when the CLI commands are applied:

“ERROR!!! Command is disabled.”

For more information, refer to Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode.

Exclusion List (Blacklist) Client Feature

If a client is not able to connect to an access point, and the security policy for the WLAN and client are
correct, the client has probably been disabled. In the controller GUI, you can view the client’s status on
the Monitor > Summary page under Client Summary. If the client is disabled, click Remove to clear the
disabled state for that client. The client automatically comes back and, if necessary, reattempts
authentication.

Automatic disabling happens as a result of too many failed authentications. Clients disabled due to failed
authorization do not appear on the permanent disable display. This display is only for those MACs that
are set as permanently disabled by the administrator.

RADIUS Servers and the Management VLAN

The RADIUS server can be on any subnet as long as it can be reached by the management VLAN subnet.
The controllers can be managed via the management VLAN subnet from any other subnet that can reach
the management VLAN subnet.

IPSec Not Supported

Software release 4.0.179.11 does not support IPSec. If you upgrade to this release from a previous release that
supported IPSec, any WLANS that are configured for this feature become disabled. If you want to use IPSec,
you must use a version of controller software prior to 3.2 or wait for a future release.

Cisco Aironet 1030 Remote Edge Lightweight Access Points and WPA2-PSK

Cisco Aironet 1030 Remote Edge Lightweight Access Points do not support WPA2-PSK in REAP
standalone mode.

Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11
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Lightweight Access Point Connection Limitations

Cisco Aironet lightweight access points do not connect to the 4400 series controller if the time is not set
first. Set the time on the controller before allowing the access points to connect to it.

RADIUS Servers

This product has been tested with the following RADIUS servers:
e CiscoSecure ACS v3.2
e Funk Odyssey Client v1.1 and 2.0
¢ Funk Steel-Belted RADIUS release 4.71.739 and 5.03 Enterprise Edition
e Microsoft Internet Authentication Service (IAS) release 5.2.3790.1830 on Windows 2003 server

Management Usernames and Local Netuser Names

Management usernames and local netuser names must be unique because they are stored in the same
database. That is, you cannot assign the same name to a management user and a local netuser.

802.1x and Microsoft Wireless Configuration Manager

Clients using the Microsoft Wireless Configuration Manager and 802.1x must use WLANSs configured
for 40- or 104-bit key length. Configuring for 128-bit key length results in clients that can associate but
not authenticate.

Cisco Aironet 1030 Remote Edge Lightweight Access Point Default Operation

When a controller reboots, dropped Cisco Aironet 1030 Remote Edge Lightweight Access Points
attempt to associate to any available controller. If the access points cannot contact a controller, they
continue to offer 802.11a/b/g service on WLAN 1 only.

Using the Backup Image

The controller bootloader (ppcboot) stores a copy of the active primary image and the backup image. If
the primary image becomes corrupted, you can use the bootloader to boot with the backup image.

With the backup image stored before rebooting, be sure to choose Option 4: Change Active Boot Image
from the boot menu to set the backup image as the active boot image. Otherwise, when the controller
resets, it again boots off the corrupted primary image.

After the controller boots, the active boot image can be changed to the backup image using the config
boot backup command.

Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11
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Important Notes

Home Page Retains Web Authentication Login with IE 5.x

Because of a caching problem in the Internet Explorer 5.x browser, the home page retains the web
authentication login. To correct this problem, clear the history or upgrade your workstation to Internet
Explorer 6.x.

Rogue Location Discovery Protocol (RLDP)

Enabling RLDP may cause access points connected to the controller to lose connectivity with their
clients for up to 30 seconds.

Ad-Hoc Rogue Containment

Client card implementations may mitigate the effectiveness of ad-hoc containment.

Changing the Default Values of SNMP Community Strings

The controller has commonly known default values of “public” and “private” for the read-only and
read-write SNMP community strings. Using these standard values presents a security risk. Therefore,
Cisco strongly advises that you change these values.

Using the GUI to Change the SNMP Community String Default Values

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Follow these steps to change the SNMP community string default values through the controller GUI.

Click Management and then Communities under SNMP. The SNMP v1 / v2c Community page appears.

If “public” or “private” appears in the Community Name column, click Remove to delete this
community.

Click New to create a new community.

When the SNMP v1 / v2c Community > New page appears, enter a unique name containing up to 16
alphanumeric characters in the Community Name field. Do not enter “public” or “private.”

In the remaining fields, enter the IP address from which this device accepts SNMP packets with the
associated community and the IP mask, choose Read Only or Read/Write to specify the access level
for this community, and choose Enable or Disable to specify the status of this community.

Click Apply to apply your changes.
Click Save Configuration to save your settings.

Repeat this procedure if a “public” or “private” community still appears on the SNMP v1 / v2c
Community page.
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Using the CLI to Change the SNMP Community String Default Values

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Follow these steps to change the SNMP community string default values through the controller CLI.

To see the current list of SNMP communities for this controller, enter this command:
show snmp community

If “public” or “private” appears in the SNMP Community Name column, enter this command to delete
this community:

config snmp community delete name

The name parameter is the community name (in this case, “public” or “private”).

To create a new community, enter this command:

config snmp community create name

Enter up to 16 alphanumeric characters for the name parameter. Do not enter “public” or “private.”

To enter the IP address from which this device accepts SNMP packets with the associated community,
enter this command:

config snmp community ipaddr ip_address ip_mask name

To specify the access level for this community, enter this command, where ro is read-only mode and rw
is read/write mode:

config snmp community accessmode {ro | rw} name

To enable or disable this SNMP community, enter this command:
config snmp community mode {enable | disable} name

To save your changes, enter save config.

Repeat this procedure if you still need to change the default values for a “public” or “private” community
string.

Changing the Default Values for SNMP v3 Users

Note

The controller uses a default value of “default” for the username, authentication password, and privacy
password for SNMP v3 users. Using these standard values presents a security risk. Therefore, Cisco
strongly advises that you change these values.

SNMP v3 is time sensitive. Make sure that you have configured the correct time and time zone on your
controller.

Using the GUI to Change the SNMP v3 User Default Values

Step 1
Step 2

Follow these steps to change the SNMP v3 user default values through the controller GUI.

Click Management and then SNMP V3 Users under SNMP.

If “default” appears in the User Name column, click Remove to delete this SNMP v3 user.
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Step 3
Step 4

Step 5

Step 6
Step 7

Important Notes

Click New to add a new SNMP v3 user.

When the SNMP V3 Users > New page appears, enter a unique name in the User Profile Name field. Do
not enter “default.”

In the remaining fields, choose Read Only or Read Write to specify the access level for this user, choose
the authentication and privacy protocols to be used, and enter a password for each.

Click Apply to commit your changes.

Click Save Configuration to save your settings.

Using the CLI to Change the SNMP v3 User Default Values

Step 1

Step 2

Step 3

Step 4

Follow these steps to change the SNMP v3 user default values through the controller CLI.

To see the current list of SNMP v3 users for this controller, enter this command:

show snmpv3user

If “default” appears in the SNMP v3 User Name column, enter this command to delete this user:

config snmp v3user delete username

The username parameter is the SNMP v3 username (in this case, “default”).

To create a new SNMP v3 user, enter this command:

config snmp v3user create username {ro | rw} {none | hmacmd5 | hmacsha} {none | des}
auth_password privacy_password

where

username is the SNMP v3 username,

ro is read-only mode and rw is read/write mode,

none, hmacmdS, and hmacsha are the authentication protocol options,
none and des are the privacy protocol options,

auth_password is the authentication password, and

privacy_password is the privacy password.

Do not enter “default” for the username and password parameters.

To save your changes, enter save config.

Web Authentication Limits on Hybrid-REAP Access Points

Access points in hybrid-REAP mode support web authentication with open authentication only if local
switching is enabled on the WLAN.
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Features Not Supported on 2000 Series Controllers

These hardware features are not supported on 2000 series controllers:

Power over Ethernet (PoE)

Service port (separate out-of-band management 10/100-Mbps Ethernet interface)

These software features are not supported on 2000 series controllers:

VPN termination (such as IPSec and L2TP)

Termination of guest controller tunnels (origination of guest controller tunnels is supported)
External web authentication web server list

Layer 2 LWAPP

Spanning tree

Port mirroring

Cranite

Fortress

AppleTalk

QoS per-user bandwidth contracts

IPv6 pass-through

Some Clients See Only 64 Access Point MAC Addresses (BSSIDs) at a Time

In a crowded RF environment, clients may not be able to detect the desired SSID because of internal
table limitations. Sometimes disabling and then enabling the client interface forces a rescan. Your RF
environment needs to be controlled. Cisco UWN rogue access point detection and containment can help
you to enforce RF policies in your buildings and campuses.

Pinging from a Network Device to a Controller Dynamic Interface

Pinging from a network device to a controller dynamic interface may not work in some configurations.
When pinging does operate successfully, the controller places Internet Control Message Protocol
(ICMP) traffic in a low-priority queue, and the reply to ping is on best effort. Pinging does not pose a
security threat to the network. The controller rate limits any traffic to the CPU, and flooding the
controller is prevented. Clients on the WLAN associated with the interface pass traffic normally.

2006 Image Not Supported for 3504 Controllers

The 2006 controller image is supported for use with only 2000 series controllers. Do not install the 2006
image on a 3504 controller. Otherwise, errors may occur. Install only the 3504 image on a 3504
controller.
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Running a 3504 Image on a 2000 Series Controller

It is possible to run a 3504 controller image on a 2000 series controller, but Cisco Aironet 1130, 1200,
and 1240 series access points will not be able to connect to the controller.

Upgrading External Web Authentication

When upgrading a controller from operating system release 2.0 or 2.2.127.4 to release 3.2.116.21 or
later, update the external web authentication configuration as follows:

1. Instead of using a preauthentication ACL, the network manager must configure the external web
server IP address using this command:

config custom-web ext-webserver add index IP-address

~

Note /P-address is the address of any web server that performs external web authentication.

2. The network manager must use the new login_template shown here:

<html>

<head>

<meta http-equiv="Pragma" content="no-cache"> <meta HTTP-EQUIV="Content-Type”
CONTENT="text/html; charset=is0-8859-1"> <title>Web Authentication</title> <script>

function submitAction() {
var link = document.location.href;
var searchString = "redirect=";
var equallIndex = link.indexOf (searchString) ;
var redirectUrl = "";
var urlStr = "";
if (equalIndex > 0) {
equalIndex += searchString.length;
urlStr = link.substring(equalIndex) ;
if (urlStr.length > 0){
redirectUrl += urlStr;
if (redirectUrl.length > 255)
redirectUrl = redirectUrl.substring(0,255);
document.forms[0] .redirect_url.value = redirectUrl;

document. forms[0] .buttonClicked.value = 4;
document . forms[0] .submit () ;

function loadAction() {

var url = window.location.href;

var args = new Object () ;

var query = location.search.substring(l);

var pairs = query.split("&");

for(var i=0;i<pairs.length;i++) {
var pos = pairs[i].indexOf('=");
if (pos == -1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape (value) ;

}

//alert( "AP MAC Address is " + args.ap_mac);

//alert( "The Switch URL is " + args.switch_url);
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[ oL-11734-01 .-ﬂ



Important Notes

document. forms[0] .action = args.switch_url;

// This is the status code returned from webauth login action
// Any value of status code from 1 to 5 is error condition and user
// should be shown error as below or modify the message as it suits
// the customer
if (args.statusCode == 1) {
alert("You are already logged in. No further action is required on your
part.");
}
else if (args.statusCode == 2){
alert ("You are not configured to authenticate against web portal. No further
action is required on your part.");
}
else if (args.statusCode == 3){
alert ("The username specified cannot be used at this time. Perhaps the user is
already logged into the system?");

}
else if (args.statusCode == 4){
alert ("Wrong username and password. Please try again.");
}
else if (args.statusCode == 5){

alert ("The User Name and Password combination you have entered is invalid.
Please try again.");
}

</script>

</head>

<body topmargin="50" marginheight="50" onload="loadAction() ;"> <form method="post">
<input TYPE="hidden" NAME="buttonClicked" SIZE="16" MAXLENGTH="15" value="0"> <input
TYPE="hidden" NAME="redirect_url" SIZE="255" MAXLENGTH="255" VALUE=""> <input
TYPE="hidden" NAME="err_flag" SIZE="16" MAXLENGTH="15" value="0">

<div align="center">
<table border="0" cellspacing="0" cellpadding="0"> <tr> <td>&nbsp;</td></tr>

<tr align="center"> <td colspan="2"><font size="10" color="#336699">Web
Authentication</font></td></tr>

<tr align="center">

<td colspan="2"> User Name &nbsp;&nbsp;&nbsp;<input type="TEXT" name="username"
SIZE="25" MAXLENGTH="63" VALUE=""> </td> </tr> <tr align="center" > <td colspan="2">
Password &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; <input type="Password" name="password"
SIZE="25" MAXLENGTH="24"> </td> </tr>

<tr align="center">
<td colspan="2"><input type="button" name="Submit" value="Submit" class="button"
onclick="submitAction();"> </td> </tr> </table> </div>

</form>
</body>
</html>
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Caveats

Open Caveats

Caveats W

This section lists Open Caveats, Resolved Caveats in Release 4.0.179.11, and Resolved Caveats in
Release 4.0.179.8 for Cisco controllers and lightweight access points.

These caveats are open in operating system release 4.0.179.8 and 4.0.179.11:

CSCar14535—When configuring a mobility group anchor that is not part of the mobility member
list, the controller displays an “Invalid Parameter Provided” error message.

Workaround: Make sure that the anchor controller is a mobility group member.

CSCsb01980—When the operator enters incorrect data for the management interface in the
controller web configuration wizard, error messages are shown only at the end of the wizard, and
the user must return to the Management Interface page for correction. The data entered on the
Management Interface page, such as the port number, are not validated immediately but at the end
of the wizard. As a result, any error messages are shown only at the end.

Workaround: Use the CLI configuration wizard.

CSCsb01983—The controller web configuration wizard is not reachable after making repeated
invalid entries for the management interface port. If an operator connects to the wizard on address
192.168.1.1 and enters an invalid port number on the Management Interface page, the operator is
redirected at the end of the wizard to the Management Interface page to correct the port. If the
operator enters an incorrect port and submits, the wizard becomes inaccessible.

Workaround: Reboot the controller through the CLI to access the wizard again.

CSCsb20269—O0n the Cisco WiSM, when the service VLAN is configured as one of the VLANSs on
a data port, it does not operate correctly.

Workaround: Do not configure the service VLAN as one of the VLANS on a data port.

CSCsb77595—When logging out from Telnet/SSH sessions, the session always prompts the user to
save changes, even when no changes have been made.

Workaround: Ignore the prompt and exit as usual.

CSCsb85113—When users download the code image to the Cisco WiSM using the CLI, associated
access points are sometimes disconnected.

Workaround: Download new code images to the WiSM at times when there are no clients to be
affected.

CSCsb87264—If WLAN ID 1 is not configured on the controller, a REAP access point broadcasts
the “Airespace” SSID after entering standalone mode. Clients can access this unsecured SSID and
use the REAP access point to access the network.

Workaround: Be sure to properly configure WLAN ID 1.

CSCsb88588—Incorrect power levels are reported for access points when the controller is set to
country code SG.

Workaround: None for this release.

CSCsc02860—When users download the code image to a Cisco WiSM for the first time, the WiSM
fails to download the new image to flash memory.

Workaround: Download new code images to the WiSM a second time.
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CSCsc04907—Resetting the access point to factory defaults does not clear the static IP address.
Workaround: Clear the access point’s static IP address by hand.
CSCsc05495—Controllers intermittently send a state attribute 24 in an access-request packet.

Workaround: Apply the Microsoft KB 883659 patch to IAS. The Microsoft patch may or may not
work. There is no workaround on the controller.

CSCsc11660—The current country screen is not 100% accurate for all deployment scenarios, which
may cause confusion in some instances.

Workaround: None at this time.

CSCsc68154—The controller’s error log repeatedly displays the “Got an idle-timeout message from
an unknown client” error message for some unknown reason.

Workaround: None at this time.

CSCsd25491—The management IP address of a controller incorrectly sends an ARP request for a
client IP address on a WLAN subnet over the wired interface. The ARP request is not answered
because the management IP address and the client WLAN are on different subnets.

Workaround: None at this time.
CSCsd27529—Static WEP does not operate properly for a REAP access point in standalone mode.
Workaround: None at this time.

CSCsd52483—When you make changes in the boot loader of a 2006 controller or a Controller
Network Module, the bootup process may halt, and the controller may stop responding.

Workaround: None at this time. The controller must be returned for repair through the RMA process.

CSCsd54171—After the controller configuration is modified, the changes may not take effect or
function properly.

Workaround: Save the controller configuration to a TFTP server or WCS, then reset the controller.
After completing the setup wizard, reload the saved configuration from the TFTP server or WCS.

CSCsd54750—The Cisco WiSM may display numerous timeout messages.
Workaround: None at this time.

CSCsd69158—After a RADIUS session timeout expires, the access point does not send a unicast
key to the client.

Workaround: None at this time.

CSCsd82363—Channel utilization is incorrectly reported in radio utilization reports on the
controller and in WCS. Channel utilization may appear as zero when there is active client traffic or
as an aggregate of client transmit and receive traffic.

Workaround: None at this time.

CSCsd85126—The access point may reboot unexpectedly after upgrading to software release
3.2.116.21.

Workaround: None at this time.

CSCsd87382—Bridging functionality for REAP devices is not available on OEM builds of
controller software.

Workaround: None at this time.

CSCsd95992—When IGMPv3 is enabled on the controller, a significant amount of packet loss
occurs. The packet loss is even greater when there is an active multicast stream.

Workaround: None at this time.
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CSCse08725—A Vocera badge running MS-PEAP fails when trying to associate to an AP1010. This
problem occurs because the controller is dropping the packets.

Workaround: None at this time.

CSCsel0109—For WMM clients without TSPEC support, ACM must be disabled for proper QoS
mapping.

Workaround: Disable ACM for WMM clients without TSPEC support.

CSCsel14889—The controller does not generate traps for ad-hoc rogues.

Workaround: None at this time.

CSCsel15932—The 4404 controller may reboot if the TimerTickTask software fails.

Workaround: None at this time.

CSCsel7260—WPA clients may receive an error message indicating that the WEP key may be
configured incorrectly on the client.

Workaround: None at this time.

CSCsel8855—RADIUS accounting cannot be disabled on an individual WLAN. Once a RADIUS
accounting server is defined globally, WLANS fall back to the global RADIUS accounting server if
no RADIUS accounting server is selected in the WLANSs.

Workaround: Create a fictitious RADIUS accounting server and assign it to the WLAN for which
RADIUS accounting is not required.

CSCse28941—Cisco 1510 series mesh access points (MAPs) can become isolated when deployed
in the ETSI (European Telecommunications Standards Institute) domain if the Dynamic Frequency
Spectrum (DFS) feature detects what appear to be radar signals, even if no actual radar is present.
Because the access point automatically stops using channels on which it detects radar, a MAP can
quickly run out of usuable channels and be unable to communicate with its rooftop access point
(RAP). A MAP with no usable channels becomes isolated and even the lonely recovery mechanism
cannot bring it back. You cannot reach or signal a MAP in this state from the controller (WLC) or
from a RAP. MAPs in the US domain are not affected by this defect because radar detection is not
used for the 5.8-GHz band.

Workaround: None at this time.

CSCse29193—The controller marks a RADIUS server as dead if a single request is not responded
to after five retries and switches to a backup server.

Workaround: None at this time.

CSCse31271—The 4.9-GHz band cannot be changed on the -P regulatory domain if public-safety
is disabled.

Workaround: To change the 4.9-GHz band on the -P regulatory domain, enter this command using
the controller CLI: config ap public-safety enable Cisco_AP.

CSCse34673—If you globally disable and then globally enable management frame protection
(MFP) on a controller that is part of a mobility group and connected to LWAPP-enabled access
points, the access points that are connected to the other controllers within the mobility group may
report sequence number MFP anomalies.

Workaround: None at this time.

CSCse36426—Controllers with AP-group VLANSs configured sometimes cause WCS to hang when
the controllers are added to WCS.

Workaround: Remove access point group VLANs before you add the controller.
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e (CSCse56114—Bridge protocol data unit (BPDU) packets are forwarded through the outbound
gigabit interface regardless of how the interface is configured.

Workaround: None at this time.

e (CSCse60696—An ACL that blocks traffic when applied as a CPU filter will not block the same
traffic when applied to the management or AP-manager interfaces.

e Workaround: If you need the filter on the management or AP-manager interfaces, design and apply
the filter as a CPU filter.

¢ (SCse63449—The state of the WMM admission control mandatory (ACM) bit is not updated in the
access point beacons and probe responses immediately after you configure the Admission Control
(ACM) parameter on the controller. Your change does not take effect until the next time the WLAN
is enabled.

Workaround: After you change the ACM configuration, disable and then re-enable all of the WLANSs
with WMM enabled.

e (CSCse66714—When you use the controller GUI to set a static IP address on a different subnet than
the one the access point is on, the access point reboots but the GUI page does not refresh. When the
access point reboots it sometimes uses a fallback address and the display shows the static IP address
configuration as well as the fallback address that the access point is using.

e (CSCse68633—Controllers in hybrid-REAP standalone mode support new WPA-PSK clients using
only TKIP (not AES) and new WPA2-PSK clients using only AES (not TKIP).

Workaround: Be sure to use WPA-PSK TKIP clients and WPA2-PSK AES clients.

e (CSCse70819—When configured for CCKM, the controller still sends authentication requests to the
radius server when a client device roams.

Workaround: None at this time.

e (CSCse75035—When IP packets are fragmented, access points cannot download the configuration
from the controller. When IP fragmentation is removed, access points join the controller and
download configurations normally.

Workaround: None at this time.

e (CSCse76547—Mesh access points (MAPs) fail to join the controller when Ethernet bridging is
enabled.

Workaround: Before making any global changes to the access point settings on the controller,
disable Ethernet bridging on all access points, make any relevant changes, wait for the access points
to rejoin the controller, and then reenable Ethernet bridging on the access points.

e (CSCse76633—Hybrid-REAP access points may not receive a configuration response from the
controller and therefore experience continuous reboots.

Workaround: None at this time.

e (CSCse80234—After you upgrade the controller to a new software release but before the controller
is rebooted, access points that join the controller for the first time may become stuck in an image
download loop.

Workaround: Reboot the controller to synchronize the primary access point image on the controller
and the controller’s running code.

e (CSCse82841—Multiple WLANSs are not supported by the same SSID.

Workaround: None at this time.
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CSCse82846—After a client authenticates using 802.1x, the controller cannot redirect that specific
client to a specific web page.

Workaround: None at this time.

CSCse87074—The controller doesn't show the entire output of the show run-config command on
the CLI.

Workaround: None at this time.
CSCse89928—Controllers sometimes send an inaccurate count of client devices to the WCS.
Workaround: None at this time.

CSCse90894—Microsoft IE 6 sometimes redirects the controller home page back to the webauth
login page.

Workaround: Upgrade the controller to release 4.0 or later and download customized HTML for the
webauth login window. The Bug Toolkit lists an example of customized HTML.

CSCse91264—A WLAN on which H-Reap local switching is enabled and webauth is enabled for a
Layer 3 WLAN does not forward users to the webauth login page.

Workaround: Configure the port that the access point is on as a trunk port (with native VLAN and
allowed VLAN:S for the clients). Configure a dummy interface on the controller with the same
VLAN ID (this vlan does not need to be tagged on the upstream router). Assign the webauth WLAN
to the dummy interface. If the H-REAP location cannot support VLAN tagging, the webauth WLAN
must be tied to the management interface.

CSCse93986—Controllers do not pad ARP requests to make them recognizable by devices that
recognize only abbreviated ARP packets.

Workaround: None at this time.

CSCse96745—When you add a MAC address to the MAC filter on the controller, the operation fails
and an empty alert window appears.

Workaround: Remove the MAC address from the authorization list before adding it to the MAC
filter.

CSCsf00431—When you convert an autonomous access point to LWAPP mode, CDP is disabled on
the access point when it joins the controller even though CDP is enabled in the default configuration
that the controller sends to the access point.

Workaround: None.

CSCsf00511—When you set an access point to administratively disabled, the controller Monitor
page does not report that an access point is down.

Workaround: None.

CSCsf01648—Clients that associate using web-auth with WPA-PSK cannot re-associate after the
radio disconnects and then reconnects.

Workaround: Adjust the user idle timeout on the controller to a low value.

CSCsf01759—The controller discards RADIUS class attributes after the controller sends a stop
record.

Workaround: None at this time.

CSCsf06007—Cisco WiSM controllers running software release 4.0.155.5 may experience counter
errors for bytes sent and received.

Workaround: None at this time.
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CSCsf06321—WPA2 with AES becomes disabled on hybrid-REAP access points after broadcast
key rotation.

Workaround: Use only TKIP with WPA or WPA2.

CSCsf11493—The WiSM controller sometimes stops functioning and resets when the Gig ports are
disabled.

Workaround: Do not enter the show qos command on the WiSM controller CLI.

CSCsf12843—Access points in HREAP mode sometimes reboot but do not allow clients to
associate. This condition occurs when multiple WLAN s are defined on the controller (for example,
WLANS 1, 2, 3, 4, and 5) but only a few are enabled on the access point (for example, WLANS 1,
3, and 5).

Workaround: Make sure the WLAN number configuration on the access point is continuous starting
with WLAN 1 (for example, WLANSs 1, 2, and 3).

CSCsf15084—Containing rogue devices in ad-hoc mode sometimes generates more entries for
rogue ad-hoc devices.

Workaround: Do not contain rogue ad-hoc devices.

CSCsf23000—When you use the controller GUI to change the antenna type from internal to external
on the 802.11a radio in a 1000 series access point or in a 1500 series access point, the operation
sometimes fails, and the GUI displays an error message.

Workaround: Enter the config 802.11 antenna command on the controller CLI to set the antenna
type to external. This workaround does not work if the access point is configured as a MAP. If the
access point is in MAP mode, configure it for RAP mode (enter configure ap role rootAP on the
CLI), disable the 802.11a radio (configure 802.11a disable), change the antenna setting to external
(configure 802.11a antenna selection external), and set the access point back to MAP mode.

CSCsf23095—The controller GUI does not indicate that the AES Key Wrap setting is designed for
FIPS customers and requires a key-wrap compliant RADIUS server.

CSCsg00178—When peer-to-peer blocking is enabled, traffic from a client to another client is
forwarded on the controller DS port. However, the controller still performs proxy ARP for the client,
and packets from the first client to the second client are addressed to the second client’s MAC
address, which prevents client-to-client communication from working at all.

Workaround: None at this time.
CSCsg01470—Access point impersonation traps don't include the source MAC address.
Workaround: Use the trap log message on the controller to find out the source address.

CSCsgl10391—When you use the remote-debug enable command on the controller CLI to enable
remote debugging on an access point, debugging stops when your CLI session times out.

Workaround: Open a new CLI session, disable remote debugging (enter remote-debug disable), and
re-enable remote debugging.

CSCsgl1758—Canadian 1510 mesh access points with domain setting -N do not enable the
802.11b/g radio with the country code set to CA in release 4.0.179.8.

Workaround: Downgrade controller software to release 4.0.155.5.

CSCsg36361—Controllers sometimes lock up when a Spectralink phone associates to an access
point.

Workaround: None at this time.
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CSCsg21545—Airewave Director information is cut off in the output from the show run-config
command on the CLI on WiSM controllers.

Workaround: None at this time.

Resolved Caveats in Release 4.0.179.11

These caveats are resolved in operating system release 4.0.179.11:

CSCse87066—Access Points associated to controllers in the same mobility group no longer appear
as rogue access points.

CSCsf26567—Memory leaks are no longer caused by EAPOL packets.
CSCsf27479—WiSM controllers no longer lock up and fail to generate crash files after reboot.

CSCsg22555—LWAPP access points no longer disconnect after 120 hours because of decryption
failures.

CSCse66940—All configured WLANS are no longer deactivated when the primary port on a
controller fails and the controller switches traffic to a backup port.

CSCse48181—The stateless DHCP proxy on the controller now supports DHCP on centrally
switched WLANSs for access points in H-REAP mode.

Resolved Caveats in Release 4.0.179.8

These caveats are resolved in operating system release 4.0.179.8:

CSCsd18145—Unicast ARP handling is now optimized.
CSCsd39873—Controller no longer reports WEP key decryption error with Intel 2200BG clients.

CSCsd55009—If an AP1200 is rebooted through a software command while a transaction is taking
place to control the LEDs, the access point no longer uddenly loses its connection to the controller.

CSCsd94967—Access points no longer fail to join a controller when the network path MTU setting
is configured for less than 1500 bytes.

CSCsel5233—Access point models other than the 1000 series no longer take longer than expected
to fail over to a backup controller when the primary controller fails.

CSCse30891—Controllers no longer keep a limit of 8 access point tracking entries for a given client
or RFID tag.

CSCse52733—Controllers no longer reboot when debugs are enabled on the controller and an
access point downloads an image from the controller.

CSCse73315—Access point group VLAN configuration is no longer lost when the controller is
upgraded from software release 3.2.150.10 to 4.0.155.5.

CSCse76478—Controllers no longer fail to join WCS if the length of the shared secret of the AAA
server is longer than 32 hexadecimal digits.

CSCse78916—Guest users can no longer be created on controllers with no timeout.
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Closed Caveats

This caveat has been closed in operating system release 4.0.179.8.

e (CSCsf03352—When you change the 802.11a channel on the root access point (RAP), the channel
changes on the RAP but may not be propagated to the mesh access points (MAPs). As a result, the
MAPs lose connectivity with the controller and never reconnect. This issue may occur if you
upgrade your controller from software release 3.2.x.x to 4.0.155.5 or 4.0.179.8.

Workaround: If you encounter this issue, perform one of the following:

— Erase the controller’s configuration, reconfigure the controller, and allow the MAPs to rejoin
the controller.

- Power-cycle the RAP and MAPs.

If You Need More Information

If you need information about a specific caveat that does not appear in these release notes, you can use
the Cisco Bug Toolkit to find caveats of any severity. Click this URL to browse to the Bug Toolkit:

http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl

(If you request a defect that cannot be displayed, the defect number might not exist, the defect might not
yet have a customer-visible description, or the defect might be marked Cisco Confidential.)

Troubleshooting

For the most up-to-date, detailed troubleshooting information, refer to the Cisco TAC website at
http://www.cisco.com/en/US/support/index.html

Click Product Support > Wireless. Then choose your product and Troubleshooting to find information
on the problem you are experiencing.

Documentation Updates

Omissions

This section lists updates to user documentation that has not yet been added to either printed or online
documents.

The Package Contents section in the Quick Start Guide: Cisco 4400 Series Wireless LAN Controllers
should be updated to include this item, which is included with the 4400 series controller:

e DB-9 to DB-9 null modem cable
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Related Documentation 1l

Related Documentation

For additional information on the Cisco controllers and lightweight access points, refer to these
documents:

e The Quick Start Guide for your particular controller or access point
e Cisco Wireless LAN Controller Configuration Guide
e Cisco Wireless LAN Controller Command Reference
e Cisco Wireless LAN Controller Online Help
e Cisco Wireless Control System Configuration Guide
e Cisco Wireless Control System Online Help
You can access these documents from this link:

http://www.cisco.com/en/US/products/hw/wireless/tsd_products_support_category_home.html

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DVD enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DVD, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/
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Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11
mi 0L-11734-01


http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Obtaining Technical Assistance 1l

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For Emergencies only —security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

¢ For Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport
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Obtaining Technical Assistance

Note

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

r Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 4.0.179.11

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

OL-11734-01
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Obtaining Additional Publications and Information

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, go to this URL:

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj
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Il Obtaining Additional Publications and Information

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

e Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

¢ World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.
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