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C H A P T E R 16

Enabling Resource Manager to Use Secure 
Sockets Layer Connections on a JBoss 
Application Server

• Component Identity via SSL, page 16-1

• How to Generate Certificates, page 16-1

Component Identity via SSL
Secure Sockets Layer (SSL) connections rely on the existence of digital certificates. A digital certificate 
reveals information about its owner, including the owner’s identity. 

During the initialization of an SSL connection, the server must present its certificate to the client for the 
client to determine the server identity. The client can also present the server with its own certificate for 
the server to determine the client identity. SSL is therefore, a means of propagating identity between 
components.

How to Generate Certificates
• Methods for Creating a New Certificate, page 16-2

• Prerequisites, page 16-2

• Using Keytool to Generate a Certificate, page 16-2

• Configuring JBoss to Use SSL, page 16-4

• Accessing Resource Manager via HTTPS, page 16-5
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Methods for Creating a New Certificate
A client can trust the contents of a certificate if that certificate is digitally signed by a trusted third party. 
A Certificate Authority (CA) acts as a trusted third party and signs certificates on the basis of its 
knowledge of the certificate requestor.

There are two methods for creating a new certificate.

• Request that a CA generates the certificate on your behalf. 

The CA creates a new certificate, digitally signs it, and delivers it to the requester. Popular web 
browsers are preconfigured to trust certificates that are signed by certain CAs. No further client 
configuration is necessary for a client to connect to the server through an SSL connection. 
Therefore, CA signed certificates are useful where configuration for each and every client that 
accesses the server is impractical.

• Generate a self-signed certificate. 

This option is quicker and requires fewer details to create the certificate, but the certificate is not 
signed by a CA. Any client that connects to this server over an SSL connection needs configuration 
to trust the signer of this certificate. Therefore, self-signed certificates are only useful when you can 
configure each of the clients to trust the certificate. It is possible in some cases to present a 
self-signed certificate to an untrusting client. In some web browsers, when the certificate is received 
and does not match any of those listed in the client trust file, a prompt appears asking if the 
certificate should be trusted for the connection and added to the trust file.

Prerequisites
Cisco Unified Videoconferencing Manager uses the JBoss application server platform. The JBoss 
application server installs with Cisco Unified Videoconferencing Manager automatically.

To use SSL with JBoss, the following conditions must be met:

• You have a certificate.

• You configure JBoss to use this certificate.

• You store the certificate in a JKS keystore.

Using Keytool to Generate a Certificate
Keytool is the command line Java utility. This section describes how to use keytool to create a private 
and public self-signed certificate key pair.

Procedure

Step 1 Open a DOS window and set the path to point to the JDK or JRE bin directory. For example

D:\>set path= D:\jdk1.5.0\bin

Step 2 Create a self-signed certificate key pair. For example

D:\>keytool -genkey -keyalg RSA

-dname "cn=scheduler,ou=users,ou=yourcountry,

DC=yourcompany,DC=com"
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-alias scheduler -keypass yourcompany -keystore

scheduler.keystore 

-storepass yourcompany 

Step 3 Specify RSA as the private key to ensure that the MD5 with RSA signature algorithm is used. 

Not all web browsers support the DSA cryptograph algorithm, which is the default when RSA is not 
specified.

Step 4 Set a password of at least six characters to protect the private key.

Step 5 Specify the keystore file and keystore password (the option is storepass).

Type each string on a single line.

Step 6 If you do not wish to send a certificate signing request, skip to “Configuring JBoss to Use SSL” section 
on page 16-4.

Step 7 Generate the certificate signing request. For example

• D:\>keytool -certreq -v -alias scheduler -file scheduler.csr -keypass yourcompany 

• -keystore scheduler.keystore -storepass yourcompany

This request generates the following output:

Certification request stored in file <scheduler.csr>

Submit this to your CA

Step 8 Send the scheduler.csr file to your selected CA for signing. 

Step 9 Save the content of the signed certificate to a file. For example, scheduler.cer.

Step 10 Import the CA trusted root certificate into the keystore. For example

D:\>keytool -import -alias "Provider Test CA Root" -file "Provider Test Root.cer" 

-keystore sceduler.keystore -storepass yourcompany

where 

• Provider Test CA Root is the directory containing the test CA root binary and text files. 

• Provider Test Root.cer is the test CA root binary file.

When the command is successfully executed, the following output displays:

Certificate was added to keystore

Step 11 Import the certificate responses from the CA into the keystore file using the same alias name that was 
first given to the self-signed certificates. 

In this example, the alias name is scheduler. Using an alternative alias name generates a new signed 
certificate and not a personal certificate chain.

D:\>keytool -import -trustcacerts -alias scheduler -file scheduler.cer

• -keystore scheduler.keystore -storepass yourcompany

When the command is successfully executed, the following output displays:

Certificate reply was installed in keystore

You have now created a keystore file that stores a valid certificate for use.
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Configuring JBoss to Use SSL
Configure the JBoss application server for use with SSL.

Procedure

Step 1 Copy the scheduler.keystore file to 

<Resource Manager installation directory>\jboss\server\default\conf

Step 2 Open the server.xml file located in jboss\server\default\deploy\jbossweb-tomcat50.sar

Step 3 Locate the section beginning with the line 

 <!-- SSL/TLS Connector configuration using the admin devl guide keystore

Step 4 Remove the comment indicators and make the following changes:

a. Uncomment out the SSL/TLS connector.

b. Change the keystore file from chap8.keystore to scheduler.keystore.

c. Change the keystrePass from rmi+ssi to yourcompany. 

d. We recommend that you change the port from 8443 to 443 so that the user does not need to type the 
port when accessing Resource Manager. Like port 80, port 443 is a known HTTPS port.

The amended text appears as follows:

<!-- A HTTP/1.1 Connector on port 8080 or 80 -->

<Connector port="8080" address="${jboss.bind.address}"

maxThreads="150" minSpareThreads="25" maxSpareThreads="75"

enableLookups="false" redirectPort="443" acceptCount="100"

connectionTimeout="20000" disableUploadTimeout="true"/>

<!-- A AJP 1.3 Connector on port 8009 -->

<Connector port="8009" address="${jboss.bind.address}"

enableLookups="false" redirectPort="443" debug="0"

protocol="AJP/1.3"/>

<!-- SSL/TLS Connector configuration using the admin devl guide keystore -->

<Connector port="443" address="${jboss.bind.address}"

maxThreads="100" minSpareThreads="5" maxSpareThreads="15"

scheme="https" secure="true" clientAuth="false"

keystoreFile="${jboss.server.home.dir}/conf/

scheduler.keystore"

keystorePass="yourcompany" sslProtocol = "TLS" />

<!-- -->

Step 5 Restart JBoss.
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Accessing Resource Manager via HTTPS

Procedure

Step 1 Type a URL of the format https://localhost, or https://localhost:8443 (if port 8443 is used instead of 443).

If the certificate in use is a test root certificate or a self-signed certificate that is not trusted by Internet 
Explorer, a security alert appears.

Step 2 Click Yes to access Resource Manager.

Step 3 To avoid this message in future logins, click View Certificate:

Step 4 Click Install Certificate. 

Step 5 After the certificate is installed, the user will not see the security alert on subsequent logins.
16-5
Configuration Guide for Cisco Unified Videoconferencing Manager Release 5.6

OL-16910-01



Chapter 16      Enabling Resource Manager to Use Secure Sockets Layer Connections on a JBoss Application Server
  How to Generate Certificates
16-6
Configuration Guide for Cisco Unified Videoconferencing Manager Release 5.6

OL-16910-01


	Enabling Resource Manager to Use Secure Sockets Layer Connections on a JBoss Application Server
	Component Identity via SSL
	How to Generate Certificates
	Methods for Creating a New Certificate
	Prerequisites
	Using Keytool to Generate a Certificate
	Configuring JBoss to Use SSL
	Accessing Resource Manager via HTTPS




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


