Sample Configurations

ASA 7.x Manually Install 3rd Party Vendor Certificates for
use with WebVPN Configuration Example
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Introduction
This configuration example describes how to manually install a 3rd party vendor digital certificate on the ASA for use with

WebVPN. A Verisign Trial Certificate is used in this example. Each step contains the ASDM application procedure and a
CLI example.

Prerequisites

Requirements

This document requires that you have access to a certificate authority (CA) for certificate enrollment. Supported 3rd party
CA vendors are Baltimore, Cisco, Entrust, iPlanet/Netscape, Microsoft, RSA, and VeriSign.

Components Used

This document uses an ASA 5510 that runs software version 7.2(1) and ASDM version 5.2(1). However, the proceduresin



this document work on any ASA appliance that runs 7.x with any compatible ASDM version.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure
In order to install a3rd party vendor digital certificate on the PIX/ASA, complete these steps:

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate.
Step 2. Generate the RSA Key Pair.

Step 3. Create the Trustpoint.

Step 4. Generate the Certificate Enrollment.

Step 5. Authenticate the Trustpoint.

Step 6. Install the Certificate.

Step 7. Configure WebV PN to Use the Newly Installed Certificate.

Note: Use the Command Lookup Tool ( registered customers only) in order to obtain more information on the commands
used in this section.

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate
ASDM Procedure

1. Click Configuration, and then click Properties.
2. Expand Device Administration, and choose Clock.
3. Verify that theinformation listed is accurate.
The valuesfor Date, Time, and Time Zone must be accurate in order for proper certificate validation to occur.

[+] Show Image [ASDM]


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/cgi-bin/Support/Cmdlookup/home.pl
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Command Line Example

ciscoasa

ci scoasa#tshow cl ock

11: 02: 20. 244 UTC Thu Jul 19 2007
ci scoasa#

Step 2. Generate the RSA Key Pair

The generated RSA public key is combined with the ASA's identity information to form a PK CS#10 certificate request.
Y ou should distinctly identify the key name with the Trustpoint for which you create the key pair.

ASDM Procedure

1. Click Configuration, and then click Properties.

2. Expand Certificate, and choose Key Pair.



3. Click Add.
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4. Enter the key name, choose the modulus size, and select the usage type.
Note: The recommended key pair sizeis 1024.
5. Click Generate.

The key pair you created should be listed in the Key Pair Name column.

Command Line Example

ciscoasa

ci scoasa#conf t

ci scoasa(config)#crypto key generate rsa | abel ny.verisign.key nodul us 1024
I Generates 1024 bit RSA key pair. "label" defines the nane of the key pair.
I NFO The nanme for the keys will be: ny.verisign. key

Keypai r generation process begin. Please wait...
ci scoasa(config)#

Step 3. Create the Trustpoint
Trustpoints are required to declare the Certificate Authority (CA) that your ASA will use.
ASDM Procedure

1. Click Configuration, and then click Properties.



2. Expand Certificate, and then expand Trustpoint.
3. Choose Configuration, and click Add.
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4. C-onfigt-Jré- th&eeval Ues:
o Trustpoint Name: The trustpoint name should be relevant to the intended usage. (This example uses my.
verisign.trustpoint.)
o Key pair: Select the key pair generated in Step 2. (my.verisign.key)
5. Ensure Manual Enrollment is selected.
6. Click Certificate Parameters.

The Certificate Parameters dialog box appears.

7. Click Edit, and configure the attributes listed in this table:

Attribute Description

Fully qualified domain name (FQDN) that will be used for
connections to your firewall (for example, webvpn.cisco.com)

ou Department name

Company name (avoid special characters)

State (must be spelled out; for example, North Carolina)

O
C Country code (2 letter code without punctuation)
St
L

City

In order to configure these values, choose a value from the Attribute drop-down list, enter the value, and click Add.
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8. Once the appropriate values are added, click OK.
9. Inthe Certificate Parameters dialog box, enter the FQDN in the Specify FQDN field.

This value should be same FQDN you used for the Common Name (CN).
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10. Click OK.



11. Verify the correct key pair is selected, and click the Use manual enrollment radio button.

12. Click OK, and then click Apply.
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Command Line Example

ciscoasa




ci scoasa(config)#crypto ca trustpoint ny.verisign.trustpoint

I Creates the trustpoint.
ci scoasa(config-ca-trustpoint)#enroll nent term nal

I Specifies cut and paste enrollnent with this trustpoint.

ci scoasa(config-ca-trustpoint)#subj ect-nane CN=wepvpn. ci sco. com OU=TSVEB,
O=Ci sco Systens, C=US, St =North Carolina, L=Ral ei gh

I Defines x.500 distinguished nane.

ci scoasa(confi g-ca-trustpoi nt)#keypair ny.verisign. key

I Specifies key pair generated in Step 3.

ci scoasa(config-ca-trustpoint)#f gdn webvpn. ci sco. com

I Specifies subject alternative nanme (DNS:).

ci scoasa(config-ca-trustpoint)#exit

Step 4. Generate the Certificate Enroliment
ASDM Procedure

1. Click Configuration, and then click Properties.
2. Expand Certificate, and choose Enrollment.
3. Verify the Trustpoint created in Step 3 is selected, and click Enroll.

A dialog box appears that lists the certificate enrollment request (also referred to as a certificate signing request).
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E= Enrollment Request |

To complete the enrolliment process, please paste the follovwing PHCE10 enrollment reguest into the
manEagement interface of the CA,.

You will need to install the cedificate after receiving it.

o to Configuration = Propetties = Cerificate = Import Certificate to do =a.

Cetificate Reguest:

gEJVAEVhE7H1
gontkGTI11wE

———End - Thi=s line not part of the

ik

4. Copy the PKCS#10 enrollment request to atext file, and then submit the CSR to the appropriate 3rd party vendor.

After the 3rd party vendor receives the CSR, they should issue an identity certificate for installation.

Command Line Example

ciscoasa

ci scoasa(config)#crypto ca enroll ny.verisign.trustpoint

I Initiates CSR. This is the request to be
I submtted via web or email to the 3rd party vendor.

% Start certificate enroll nent
% The subject name in the certificate will be: CN=webvpn. ci sco. com OU=TSVEB,
O=Ci sco Systens, C=US, St =North Carolina, L=Ral ei gh

% The fully-qualified domain nane in the certificate will be: webvpn.cisco.com

% | ncl ude the device serial nunber in the subject nanme? [yes/no]: no

I Do not include the device's serial nunber in the subject.




Display Certificate Request to termnal? [yes/no]: yes

I Displays the PKCS#10 enrol Il nent request to the term nal.
' You will need to copy this fromthe termnal to a text
I file or web text field to submt to the 3rd party CA

Certificate Request foll ows:

M | CH CCAYc CAQAWgaAx EDAOBgNVBAC TB1JhbGvpZ2gxFz AVBgNVBAgTDk5venRo
I ENhc s aWbh M wCQYDVQQGEEW] VUz EWWBQGALUEChIMNQ2I z2Y28gU3I zdGVt czEO
MAWGAL UECX MFVENXRUI x Gz AZBgNVBAMIEmNpc 2Nv YXNhLNpc 2Nv Lim\vb TEhVB8BG
CSqGSI b3DQEJANYSY2I zY29hc2EuY2| zY28uY29t M G MAOGCSqGSI b3DQEBAQUA
A4GNADCBI QKBgQCmM 2Vt eHnhi hS1uQ 0+hWa5KnmOPpl 6Y/ MMWgBaBOMAy Tx5b
FnB86s8F73Wf QPynBDf BSsej DOnBpFYzKsG 7TUMB2m2RFaqf y Nx Yt 30 MXSNPO
nMLdZ0xJVnRI p9cyQp/ 983pnbPf DD6/ hoOnTkt x0i +1cEXOlI uBVh70oKar gwi DAQAB
oDOWOWYJKoZI hvc NAQk OvB4wL DAL Bg NVH@B EBAMCBa AWHQYDVRORBBYWFI | SY2I z
Y29hc2EuY2l zY28uY29t MAOGCSqGSI b3DQEBBAUAAA CBABr xpY0q7SeOHzZf 3yEJq
po6wGtoZpsvpYl / HenKU aRc783w4BMO6I! ul | EnHgRgAXr TboQnOB7JPI bkc2ykkm
bYVRt / wi Kc8Fj pvPpf Okj MKOT3t +HeQ 5Q Kx2Y/ vr gs+Hg5SLHpbhj / Uo13yWCe
0Bzg59cYXq/ vkoqzV/ t BUACr

---End - This line not part of the certificate request---

Redi spl ay enrol |l nent request? [yes/no]: no
ci scoasa(config)#

Step 5. Authenticate the Trustpoint
Once you receive the identity certificate from the 3rd party vendor, you can proceed with this step.
ASDM Procedure

1. Savetheidentity certificate to your local computer.

2. If you were provided a base64-encoded certificate that did not come as afile, you must copy the base64 message,
and paste it into atext file.

3. Renamethefilewith a.cer extension.

Note: Once thefileisrenamed with the .cer extension, the file icon should display as a certificate.
4. Double-click the certificatefile.

The Certificate dialog box appears.
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General | petails | Certification Path |

'.enaﬁ-. i

Certificate Information

Thi%ertiﬁcate is intended for the following purpose{s):

*Ensures the identity of a remote compuker
*Proves your identity ko a remaoke compuker
+2.16.840,1,113733.1.7.21

Note: If the "Windows does not have enough information to verify this certificate" message appears in the General
tab, you must obtain the 3rd party vendor root CA or intermediate CA certificate before you continue with this
procedure. Contact your 3rd party vendor or CA administrator in order to obtain the issuing root CA or intermediate

CA certificate.
5. Click the Certificate Path tab.
6. Click the CA certificate located above your issued identity certificate, and click View Certificate.
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Detailed information about the intermediate CA certificate appears.



& Warning: Do not install the identity (device) certificate in this step. Only the root, subordinate root, or CA
certificate are added in this step. The identity (device) certificates are installed in Step 6.

7. Click Details.
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8. Click Copy to File.
9. Within the Certificate Export Wizard, click Next.

10. Inthe Export File Format dialog box, click the Base-64 encoded X.509 (.CER) radio button, and click Next.
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Certificakes can be exported in a wariety of file formats,

Select the Format wou wank ba use:
" DER encoded binary ¥.509 { CER)
% Base-64 encoded X.509 (,CER)
" Cryptographic Message Svntax Standard - PECS #7 Certificates { P7E)

[T Include all certificates in the certification path it possible

£ Personal Information Exchange - PECS £12 (PR

I | Include &l certificates in the cerbification path it passible
I | Eniable strong protection (requires IE 5.0, MT 4.0 5F4 or aboyve)

™| Delete the private ke if the export is successful

< Back, Mext = Cancel

11. Enter the file name and location to which you want to save the CA certificate.

12. Click Next, and then click Finish.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

Click OK inthe Export Successful dialog box.

Browse to the location where you saved the CA certificate.

Open the file with atext editor, such as Notepad. (Right-click the file, and choose Send To > Notepad.)

The base64-encoded message should appear similar to the certificate in thisimage:
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p—————BEGIN CERTIFICATE-————

MIIFS]CCEBDKGAWIBAGIQUECQA7aTd]6BTr 160,/ Vi 6zANBgkghk 1GOW0BAQUFADCE
yzELMAEEAlUEBhMCVVMxFEAVEgNUEADTD121Cm1TawduLCEJmeuMTAngYDVQQL
EdebEI?VszdCBdeJwb3N1cyBPbmxSLiAngEgvxmszJhme1cyﬂxQ]BABng
BASTOWR | cmlzIGEMIHVZZSBhdCBodHRwCZovL 3d5dy 522> Ipc2 Tnbi5jh20vy 3Bz
LIRTCIRT¥SAoyykwNTETMCSGALUEAXME VMV aVHNPZ 24 gvHI oy wwgU2v dx I TIFN ]
Cn21CiBUEKNOIENBMBdKDTAEMDCyNZAwMDﬂwMFDKDTAEMD?xMDIENTkIOVDWgzdx
CZAIBQNVEAYTATVTMR CwFOQY VOO EwS0b3 10aCBDY < IvbG Tuy TEWMBOGEALUEChGN
Q21ETEEHU31szUtCEEOMﬂmGﬂlUECxQFVFNXRUIijA4EgNVBASUMVR1leEIGQm
IHvZZSBhdCE3d3 cudmyvyaxhpZ 24 Uy 2 9T L2 MwCy S 0ZxN0Y 2EQRGMOMDUXE ] AQB QY
BAMUCWHS awvudHZwh ) CEnzaNBgk ghk 1 GOwiBAGEFAADEJCawdyY kY EALVGARhZSm
SZ21Uwos ov+yLl  SMzZULWE T ogvigwed T av 14 UwgpUgeT galEnSwrRwr2madoT /ucIwhkla
TiajzxxSocuvAaKuI7CnoxSj+R THIBNU] Z8Ey3r 2anLasfBCOK Sy SZeTA7Z 1 mMap
RWMaEEUDFaiiT+EDG?KAﬁWEPYdETTHEINFECAWEAA&DCAdCW%QHTMAkGAlUdEWQC
MAswTwy DR OPBAQDAGWOMEMGAL UdHw BMD owd K AZ oD SGEMMhOdHABL ST ITZWNL
cmutv3dsLnZ laml zawdulmiwbs5Tv 1 IucmThbDIwMDUUY 3 1sMEDGALUDT ARDMEEw
Py Y TZTAY b4 ROEHF T AXMC8GCCsGAQUFBWI BF T NodHRwCZovL 3d3dy522x1pc2Tn
bi5jb2DUY382L3R1CERjTTAngNUHSUEFjAUEggPBgEFEQCDAQYIKWTBBQUHAWIW
Hw'y DVR O] BEEgwF 0AUZ T kO gesxwdOgfatexTyCEnAnhlowesy I KwyBEQUHAQEERDEG
|MCQGCCSGAQUFBEAEhth HRwCd 8vb2nzcC522x1pc2 Tnbi 5 b2 0wy I Kwy BBCQUH

MAKGHMAOOHASLY STV ITZWHlcmut v ThinZ 1 cm] zawdulmivbsoTv 1 Jucm ThhDTw
MOUTvWThLmN]C]BUBgYr BgEFBQCBDAR TMGCHXHE CMF OwwDEWF o 1 phwFnZS9nawy
ITATMACGESSCAwWI ABEBRLA KO 1 gyMUSESOISprEsH T wEFGDAMF TROHRWD T SyvhGon
bESEZKJpC21Hbi5jb2ﬂUdﬂNSbszMSSHEWYWDQTJHDEIhUCNAQEFBQADggEBﬂE4k
abswgooGantmd 1rJhwET3Gs jdPposplSeBFxULEZ ] 1 THGprCTOsALrghlFEL4 hSg
1/Ea]jdteeyTglorIClawwwx+RHCCTOIr 1 zfOvTUDODNZE94 SsmM2 acaMzr Rs Byh3
Lbl/3+7z8=skIAk1ZP79pmgMEECZ+CcUmlOrk 631 c4 6ywBCs IMZVhGESZ T NS BORRWE
hakDsfufvsirHCBCOn1doECOS05  zUTrESS4 v xz2] 1015 FhamCox /UB7 2w 3 Z2C
th412+T1g_Fy23 Z7wCENUTwhMa7hc2T3mmdgBSk CeHEZ 2 kAL BUBNORx S 17 TLE Y] a
TAdTLFmBEWT 02 gazshas4 0=

————— END CERTIFICATE————-

Within ASDM, click Configuration, and then click Properties.

Expand Certificate, and choose Authentication.

Click the Enter the certificate text in hexadecimal or base64 format radio button.
Paste the base64-formatted CA Certificate from your text editor into the text area.

Click Authenticate.
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22. Click OK.

Command Line Example

ciscoasa

ci scoasa(config)#crypto ca authenticate mny.veri sign.trustpoint

I Initiates the pronpt to paste in the base64 CA root
I or internediate certificate.

Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | EWDCCBCrmgAW BAgl QY743 zcW el AdoGNs +XVGez ANBgk ghki GOwWOBAQUFADCB
j DELMAk GA1UEBhMCVWWMK Fz AVBgNVBAOTDI ZI cml TaWjuL CBJbmVvuMI Awig YDVQQL
EydGb3l gVGVzdCBQAXIWh3N cyBPbnx5LiI AgTnBgYXNzdXJhbmNl cy4xM AwBgNV
BAMTKVZI cml TaWdul FRyaWFs| FNI Y3VyZSBTZXJ2ZXI gVGVzdCBSh2901 ENBVB4 X
DTALNMDI wOT AWMVDAWMVIFOXDTEL VDI wODI zNTk 1OVowgcsx Cz AJBgNVBAYTAI VTMRcw
FQYDVQKEWSWZXJI pU2I nbi wgSWhj Lj EWMCAGALUECX MnRnBy | FRI ¢3QgUHVYc @z
ZXMgT25seS4gl E5vIl GFzc3Vy YWbj ZXMUMUI wQAYDVQQLEZzI UZXJt cyBvZi Blc2Ug
YXQyaHROcHMELY93d3cudmvyaXNpZ24uY29t L2Nwey 90ZXNOY2EgKGVp VDUX L TAr




BgNVBAMIJFZI cml TaWdul FRyaWFs| FNI Y3VyZSBTZXJ2ZXl gVGVz dCBDQT CCASI w
DQYJKoZl hvc NAQEBBQADgg EPADCCAQOCggEBALS XG 1 MAHyj XwA+/ NAUwWEl v6l J/

DV8zgpvxuwdaMs6f NQBHSF4eKk FDcJLJIVnP53Zi GcLAAWTCSi vGrGgE61BBD6Zgk
d85I PI / 6 XxKOEdnT N7qVNM1wBMGRs (g j elop5f OnKPgVoNK2gNUB6Nn451P4qoyqS
EObdr ul6quZ+l | 2cGFAGLoSYyRy4w Y/ dpVHUZQOZgYcl kKO8y Got R2x A1DY OCCnzO
5RnNgLLKSVWYHhJ25Esk FhgR2qCx X2EQIdnDXuTwO+4t | gj 97ydk5i Doxj Kf V6sh
t np3TI Y6SO07bTh9gxJCk4pCGhcf 8DOPVOF GRulwpf UUZCBv+WKC20+s K6 QVECAWEA
AaOCAVW\g gFYMBI GA1UdEWEB/ wQ MAYBAF 8 CAQAWSWYDVROgBEQMY BABgpghkgB
hvhFAQc VIVDI WVAYI KwYBBQUHAgEW Gh0dHBz G 8vd3d3LnZl cm zaWduLniNvbS9j

¢ HW dGvz d G\hLz AOBgNVH@BBAf 8EBAMCAQYWEQYJ YI ZI AYb4(QEBBAQDAGEGVBOG
A1UdDgQM\BBRmM 06B4DFZ3Sp/ qObFNgl Gc CeHW CBsgYDVROj Bl GgM GnoYGSpl GP
M GVMQs WCQYDVQQGEW] VUz EXVBUGAL UEChMOVNVy aVNpZ24s1 El uYy4x MDAuBgNV
BAsTJO0Zvci BUZXNOI FB1cnBvc2Vzl EQubHkul CBOGbyBhc3NlcnfFuY2VzLj Ey MDAG
ALUEAXMpVnVy aVNpZ24gVHIpYWWgU2Vj dXJI | FNI cnZl ci BUZXNOI FIvb3QuQOGC
ECCol 67bggLewTagTi a9h3MMDQYJKoZl hvc NAQEFBQADYYEASz5v8s3/ Sj zRvY2I

Kgf 234YRG L51ZS1110UZ2MANp2HADbiI w4i t f sGosnDDl wSRm H3BW SUGEEz D9oi

Al 9TXVRI cD5q0nB+nyK9f B2aBzQ ai HSi | W AJeQ ugA+Q@3j Newt+peuj 4AhdvGN
n/ KK/ +1Yv61w3+7g6uk FMARVBNg=

----- END CERTI FI CATE- - - - -

I Manually pasted certificate into CLI.

INFO Certificate has the follow ng attri butes:
Fi ngerprint: 8de989db 7fcc5e3b fdde2c42 0813ef 43
Do you accept this certificate? [yes/no]: yes

Trustpoint 'mny.verisign.trustpoint' is a subordinate CA
and holds a non self-signed certificate.
Trust point CA certificate accepted.

% Certificate successfully inported
ci scoasa(config)#

Step 6. Install the Certificate
ASDM Procedure
Use the identity certificate provided by the 3rd party vendor to perform these steps.

1. Click Configuration, and then click Properties.
2. Expand Certificate, and then choose Import Certificate.

3. Click the Enter the certificate text in hexadecimal or base64 format radio button, and paste the base64 identity
certificate into the text field.

[+] Show Image [ASDM]
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4. Click Import, and then click OK.

Command Line Example

ciscoasa

ci scoasa(config)#crypto ca inport ny.verisign.trustpoint certificate

I Initiates pronpt to paste the base64 identity certificate
I provided by the 3rd party vendor.

% The fully-qualified domain nane in the certificate will be: webvpn.cisco.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | FZj CCBE6gAW BAgl QVs/ oXuu9K14eMsSf Onvj f TANBgkghki GOwWOBAQUFADCB
yz ELMAK GALTUEBhMCVWIK Fz AVBgNVBAOTDI ZI cml TaWduL CBJ bmivuMTAwL g YDVQQL
EydGb3l gVGVzdCBQAXIWh3N cyBPbnx5LiI AgTnBgYXNzdXJhbmNl cy4x (@ BABgNV
BASTOVRI cmlzl &m HVzZSBhdCBodHRwczovL3d3dy52Z2XIpc2l nbi 5) b20vY3Bz
L3RI c3R) YSAoYYKWNTEt MCs GALTUEAX Mk Vmy aVNpZ24gVHI pYWwgU2V) dXJ1 | FNI




cnZl ci BUZXNOI ENBMB4XDTA3MDcy Nj AMVDAWVFO XDTA3MDgWOT | z NTk 1 OVowgbox
Cz AJBgNVBAYTAI VTMRewWFQYDVQQ Enws0h3J0aCBDYXJvbA uYTEQVA4GALUEBX (H
UnFs ZW na DEWWBQGALTUEChQNQ2I zY28gU3I zdGVt ¢z EOVAWGAL UECX QFVFNXRUI X
O A4BgNVBASUWRI cmlzl GOml HVzZSBhdCB3d3cudnVyaXNpZ24uY29t L2Nwey90
ZXNOY2 EgKGVp MDUx HDAaBg NVBAMUE2Npc 2Nv YXNhMS5) aXN by 5) b20wgZ8wDQYJ
KoZl hvc NAQEBBQADgYOAM GJAoGBAL56Evor HH sl B/ VRKaRl JeJKCr Q 9KER2JQ
QUCK UP3nVPZJt YN63ZXxDWACey Nb+l i | dKUegJWHI OMz 3GHqcgEKKWLECT O+6aY1R
| aUE8/ Li AZbA70+k/ 92/ UR+v532B1nDRwWbx1R9ZVhAJzALhJTxSI Egr yosBMvazg
51 cLhgSpAgMBAAG ggHXM | BOz AJBgNVHRMEA] AAVAs GA1Ud DWQEAW FoDBDBgNV
HR8EPDAG6NMDI gNgAOhj JodHRWG 8vU1ZSU2V) dXJI LWNybC52ZXJIpc2l nbi 5j b20v
UL1ZSVHI p YWy MDA L m\y b DBKBg NVHSAEQz BBIVD8 GCmMCGSAGGHEUBBX UWMT Av Bggr

BgEFBQc CARY] aHROCHVBLY 93d3cudniyaXNpZ24uY29t L2Nwey 90ZXN0Y2EwHQYD
VROl BBYWFAYI KwYBBQUHAWEGCCs GAQUFBWMMVCIVB8 GA1 Ud I wQYMBaAFGYi j oHgMvnd
Kn+r Rs U2 AgZwJ 4daMHg GCCs GAQUFBWEBBGMva] AkBggr BgEFBQCWAYYYaHROc Dov
L29j c3AudnmvyaXNpZ24uY29t MEI GCCs GAQUFBz AChj ZodHRwWO 8vU1ZSU2Vj dXJI

LWFpYS522XJpc2l nbi 5) b20vU1ZSVHI pYWw MDALLWFpYS5j ZXI wbg Yl KwYBBQUH
AQNEY] BgoVegXDBaMFgwwhYJaWlhz2UWvZ2] mVCEwWHz AHBgUr DgMCGgQUS2u5KJI YG
DLvQUj i bKaxLB4shBRgwlhYkaHROcDovL2xvZ28udmvyaXNpZ24uY29t L3Zzb(An
bzEuz2|l mVAOGCSgGSI b3DQEBBQUAA4I BAQANY mAGVThPI yL/ 9yl DBA8N7/ yWBOv3
blirH Hyf PJ1znZQXy XdCbpZkuA6Jyu03V2CYNnDomm4x RXQTUDD8(q86Zi KyM |

XM2VCnt HSaj mIVRy|j pydxf k6Cl dDM MGot CavRHDITI 2t vwgr Bock/ v/ 540021 kB
SmLzW7cr | YIEuhgqu3Pz7gNRA8NOUN6c9sbwQlBuMB9QxzIl zdAo89FSewy 8VAI Y
rt ab5F+oi Tc5xGy8w7NARAF NgFXi hgqnLgWI't A35/ oWiy86bj ell Wheyqj 8ePMBTd
OLdAW6KUULPN nPt t MDhcF7cuevnt ROks OgQPBPx5FJSgM UZGr vj u50

----- END CERTI FI CATE- - - - -

INFO Certificate successfully inported
ci scoasa(config)#

Step 7. Configure WebVPN to Use the Newly Installed Certificate
ASDM Procedure

1. Click Configuration, click Properties, and then choose SSL .

2. Inthe Trustpoints area, select the interface that will be used to terminate WebV PN sessions. (This example uses the
outside interface.)

3. Click Edit.

The Edit SSL Trustpoint dialog box appears.

[+] Show Image [ASDM]
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4. From the Enrolled Trustpoint drop-down list, choose the trustpoint you created in Step 3.
5. Click OK, and then click Apply.

Y our new certificate should now be utilized for all WebV PN sessions that terminate on the interface specified. See the
Verify section in this document for information on how to verify a successful installation.

Command Line Example

ciscoasa

ci scoasa(config)#ssl trust-point ny.verisign.trustpoint outside

I Specifies the trustpoint that will supply the SSL
I certificate for the defined interface.

ci scoasa(config)#wite nenory

Bui | di ng configuration...
Crypt ochecksum 694687al f75042af ccc6addf 34d2chb08

8808 bytes copied in 3.630 secs (2936 bytes/sec)
[ K]

ci scoasa(config)#

I Save configuration.



Verify

This section describes how to confirm that the installation of your 3rd party vendor certificate was successful.

Replace Self-Signed Certificate from ASA
This section describes how to replace the installed self-signed certificate from the ASA.

1. Issue acertificate signing request to Verisign.

After you receive the requested certificate from Verisign, you can install it directly under the same trustpoint.
2. Type thiscommand: crypto caenroll Verisign

Y ou are prompted to answer questions.
3. For Display Certificate Request to terminal, enter yes, and send the output to Verisign.

4. Oncethey give you the new certificate, type this command: crypto caimport Verisign certificate

View Installed Certificates
ASDM Procedure

1. Click Configuration, and click Properties.
2. Expand Certificate, and choose M anage Cer tificates.

The CA certificate used for Trustpoint authentication and the identity certificate that was issued by the 3rd party
vendor should appear in the Manage Certificates area.

[+] Show Image [ASDM]
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ciscoasa

ci scoasa(config)#show crypto ca certificates

I Displays all certificates installed on the ASA

Certificate
Status: Avail abl e
Certificate Serial Nunmber: 32cfe85eebbd2b5e1e30649f d266237d
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
| ssuer Nane:
cn=Veri Sign Trial Secure Server Test CA
ou=Ternms of use at https://ww. verisign.comcps/testca (c)05
ou=For Test Purposes Only. No assurances.
o=Veri Sign\, Inc.
c=US
Subj ect Nane:
cn=webvpn. ci sco. com
ou=Terns of use at www. verisign.com cps/testca (c)05
OU=TSVEB
0=Ci sco Systens
| =Ral ei gh
st=North Carolina
c=US
OCSP Al A:
URL: http://ocsp.verisign.com
CRL Distribution Points:
[1] http://SVRSecure-crl.verisign.com SVRTrial 2005. cr
Validity Date:
start date: 00:00: 00 UTC Jul 19 2007
end date: 23:59:59 UTC Aug 2 2007
Associ ated Trustpoints: ny.verisign.trustpoint

I ldentity certificate received from3rd party vendor displayed above.

CA Certificate
Status: Avail abl e
Certificate Serial Number: 63bla5cdc59f 78801da0636¢f 975467b
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
| ssuer Nane:
cn=Veri Sign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances.
o=Veri Sign\, Inc.
c=US
Subj ect Nane:
cn=Veri Sign Trial Secure Server Test CA
ou=Ternms of use at https://ww. verisign.com cps/testca (c)05




ou=For Test Purposes Only. No assurances.
o=Veri Sign\, Inc.
c=US
Validity Date:
start date: 00:00: 00 UTC Feb 9 2005
end date: 23:59:59 UTC Feb 8 2015
Associ ated Trustpoi nts: ny.verisign.trustpoint

I CAinternediate certificate displayed above.

Verify Installed Certificate for WebVPN with a Web Browser
In order to verify that WebVPN uses the new certificate, complete these steps:

1. Connect to your WebV PN interface through aweb browser. Use https:// along with the FQDN you used to request
the certificate (for example, https://webvpn.cisco.com).

If you receive one of these security alerts, perform the procedure that corresponds to that alert:
s TheName of the Security CertificateIsInvalid or Does Not Match the Name of the Site

Verify that you used the correct FQDN/CN in order to connect to the WebV PN interface of the ASA. You
must use the FQDN/CN that you defined when you requested the identity certificate. Y ou can use the show
crypto ca certificates trustpointname command in order to verify the certificates FQDN/CN.

o Thesecurity certificate wasissued by a company you have not chosen to trust...
Complete these steps in order to install the 3rd party vendor root certificate to your web browser:
1. Inthe Security Alert dialog box, click View Certificate.
2. Inthe Certificate dialog box, click the Certificate Path tab.
3. Select the CA certificate located above your issued identity certificate, and click View Certificate.
4. Click Install Certificate.
5. Inthe Certificate Install Wizard dialogue box, click Next.

6. Select the Automatically select the certificate store based on thetype of certificate radio button,
click Next, and then click Finish.

7. Click Yeswhen you receive the Install the certificate confirmation prompt.
8. At the Import operation was successful prompt, click OK, and then click Yes.

NOTE: Since this example usesthe Verisign Trial Certificate the Verisign Trial CA Root Certificate must be
installed in order to avoid verification errors when users connect.

2. Double-click the lock icon that appears in the lower-right corner of the WebV PN login page.



The installed certificate information should appear.

3. Review the contents to verify that it matches your 3rd party vendors certificate.

[+] Show Image [ASDM]
2 x|

General | Details | Certification Path |

==
p = Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remaote campuker

* Refer ba the certification authariby's stakement For details,

Issued to:  webvpn.cisco.com

Issued hy: VeriSign Trial Secure Server Test CA

valid from 5/14/2007 to &/29/2007

Install Certificate, .. Issuer Skatement

0] 4

Steps To Renew the SSL Certificate
Compl ete these steps in order to renew the SSL certificate:

1. Select the trust-point you need to renew.
2. Chooseenrall.

This message appears.

If it is successfully enrolled again, the current cert will be replaced with the new ones. Do you want to continue?
3. Chooseyes.

Thiswill generate anew CSR.

4. Send the CSR to your CA and then import the new ID cert when you get it back.



5. Remove and reapply the trust-point to the outside interface.
Commands
Onthe ASA, you can use severa show commands at the command line to verify the status of a certificate.
. show crypto catrustpoint — Displays configured trustpoints.
. show crypto ca certificate— Displays al the certificates installed on the system.
. show crypto ca crls— Displays cached certificate revocation lists (CRL).
. show crypto key mypubkey rsa— Displays all generated crypto key pairs.

The Output Interpreter Tool ( registered customers only) (OIT) supports certain show commands. Use the OIT to view an
analysis of show command output.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.
Here are some possible errors that you might encounter:

. % Warning: CA certisnot found. Theimported certs might not be usable.INFO: Certificate successfully
imported

CA certificate was not authenticated correctly. Use the show crypto ca certificate trustpointhame command in
order to verify that the CA certificate was installed. Look for the line that begins with CA Certificate. If the CA
certificate isinstalled, verify that it references the correct trustpoint.

ciscoasa

ci scoasa#show crypto ca certificate my.verisign.trustpoint | b CA Certificate
CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 63bla5cdc59f 78801da0636c¢cf 975467b
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
| ssuer Nane:
cn=Veri Sign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances.
o=Veri Sign\, Inc.
c=US
Subj ect Nane:
cn=Veri Sign Trial Secure Server Test CA
ou=Terns of use at https://ww. verisign.com cps/testca (c)05
ou=For Test Purposes Only. No assurances.
o=Veri Sign\, Inc.
c=US



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Validity Date:
start date: 19:00:00 EST Feb 8 2005
end date: 18:59:59 EST Feb 8 2015
Associ ated Trustpoints: mny.verisign.trustpoint
ci scoasa#

. ERROR: Failed to parseor verify imported certificate

Thiserror can occur when you install the identity certificate and do not have the correct intermediate or root CA
certificate authenticated with the associated trustpoint. Y ou must remove and reauthenticate with the correct
intermediate or root CA certificate. Contact your 3rd party vendor in order to verify that you received the correct CA
certificate.

. Certificate does not contain general purpose public key

This error can occur when you attempt to install your identity certificate to the wrong Trustpoint. Y ou attempt to
install aninvalid identity certificate, or the key pair associated with the Trustpoint does not match the public key
contained in the identity certificate. Use the show crypto ca certificates trustpointname command in order to verify
you installed your identity certificate to the correct trustpoint. Look for the line stating Associated Trustpoints: If
the wrong trustpoint is listed, use the procedures described in this document in order to remove and reinstall to the
appropriate trustpoint, also Verify the keypair has not change since the CSR was generated.

. Error Message: % PI X|ASA-3-717023 SSL failed to set device certificate for trustpoint [trustpoint name]

This message displays when afailure occurs when you set a device certificate for the given trustpoint in order to
authenticate the SSL connection. When the SSL connection comes up, an attempt is made to set the device
certificate that will be used. If afailure occurs, an error message islogged that includes the configured trustpoint that
should be used to load the device certificate and the reason for the failure.

trustpoint name—Name of the trustpoint for which SSL failed to set a device certificate.
Recommended Action: Resolve the issue indicated by the reason reported for the failure.

1. Ensurethat the specified trustpoint is enrolled and has a device certificate.
2. Make sure the device certificate is valid.
3. Reenroll the trustpoint, if required.

Related Information

. How to obtain a Digital Certificate from a Microsoft Windows CA using ASDM on an ASA
. Cisco PIX Firewall Software

. Cisco Secure PI X Firewall Command References

. Security Product Field Notices (including PI X)

. Requestsfor Comments (RFCSs)

. Technical Support & Documentation - Cisco Systems
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