IPS 5.X and later/IDSM2 : Inline VLAN Pair Mode
using CLI and IDM Configuration Example

Document ID: 97214

Introduction
Prerequisites
Requirements
Components Used
Related Products
Conventions
VACL Capture Configuration
Inline VLAN Pair Mode Configuration
CLI Configuration
IDM Configuration
Troubleshoot
NetPro Discussion Forums — Featured Conversations
Related Information

Introduction

The association of VLANSs in pairs on a physical interface is known as inline VLAN pair mode. Packets
received on one of the paired VLANSs are analyzed and forwarded to the other VLAN in the pair. Inline
VLAN pairs are supported on all sensors that are compatible with Intrusion Prevention System (IPS) 5.1,
except NM-CIDS, AIP-SSM-10, and AIP-SSM-20.

Inline VLAN pair mode is an active sensing mode where a sensing interface acts as an 802.1q trunk port, ar
the sensor performs VLAN bridging between pairs of VLANs on the trunk. This means that the switch
connected to the sensing interface must be in trunk mode.

The sensor inspects the traffic it receives on each VLAN in each pair, and can either forward the packets on
the other VLAN in the pair or drop the packet if an intrusion attempt is detected. You can configure an IPS
sensor to simultaneously bridge up to 255 VLAN pairs on each sensing interface. The sensor replaces the
VLAN ID field in the 802.1q header of each received packet with the ID of the egress VLAN on which the
sensor forwards the packet. The sensor drops all packets received on any VLANS that are not assigned to
inline VLAN pairs.

Note: For IPS-4260, fail-open hardware bypass is not supported on inline VLAN pairs. Refer to Hardware
Bypass Configuration Restrictions for more information.

Prerequisites
Requirements
There are no specific requirements for this document.

Components Used

The information in this document is based on Cisco Intrusion Prevention System Sensor that uses the 5.1 al
later.



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Related Products

The information in this document is also applicable to the Intrusion Detection System (IDSM-2) Services
Module.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

VACL Capture Configuration

Refer to the Configuring VACL Capture section of Configuring IDSM-2 in order to send traffic to the IDSM
on the switch.

Inline VLAN Pair Mode Configuration

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers o)lyo obtain more information on the commands
used in this section.

Use the physical-interfaces interface_name command in the service interface submode in order to configur
inline VLAN pairs using the CLI. The interface name is FastEthernet or GigabitEthernet.

These options apply:

« admin-state {enabled | disabled} The administrative link state of the interface, whether the
interface is enabled or disabled.

Note: On all backplane sensing interfaces on all modules (IDSM-2 NM-CIDS, and AIP-SSM),
admin-state is set to enabled and is protected (you cannot change the setting). The admin-state ha:
effect (and is protected) on the command and control interface. It only affects sensing interfaces. Th
command and control interface does not need to be enabled because it cannot be monitored.

« default Sets the value back to the system default setting.

« description Your description of the inline interface pair.

 duplex The duplex setting of the interface.

¢ auto Sets the interface to auto negotiate duplex.
¢ full Sets the interface to full duplex.
¢ half Sets the interface to half duplex.
Note: The duplex option is protected on all modules.
* N0 Removes an entry or selection setting.
» speed The speed setting of the interface.

¢ auto Sets the interface to auto negotiate speed.

¢ 10 Sets the interface to 10 MB (for TX interfaces only).

¢ 100 Sets the interface to 100 MB (for TX interfaces only).
¢ 1000 Sets the interface to 1 GB (for Gigabit interfaces)



Note: The speed option is protected on all modules.
« subinterface-type Specifies that the interface is a subinterface and what type of subinterface is

defined.

¢ inline—vlan—pair Lets you define the subinterface as an inline VLAN pair.
¢ none No subinterfaces defined.
« subinterface Defines the subinterface as an inline VLAN pair.

¢ vlanl The first VLAN in the inline VLAN pair.
¢ vlan2 The second VLAN in the inline VLAN pair.

CLI Configuration
Complete these steps in order to configure the inline VLAN pair settings on the sensor using CLI:

1.Log in to the CLI using an account with administrator privileges.
2. Enter the interface submode:

sensor#configure terminal
sensor(config)#service interface
sensor(config-int)#
3. Verify if any inline interfaces exist (the subinterface type should read "none" if no inline interfaces

have been configured):

sensor(config—-int)#show settings
physical-interfaces (min: 0, max: 999999999, current: 2)

<protected entry>
name: GigabitEthernet0/0 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none

subinterface-type

none

<protected entry>
name: GigabitEthernet0/1 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none




subinterface-type

none

<protected entry>
name: GigabitEthernet0/2 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none

subinterface-type

none

<protected entry>
name: GigabitEthernet0/3 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <defaulted>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none

subinterface-type

none

<protected entry>
name: Management0/0 <defaulted>

media-type: tx <protected>
description: <defaulted>
admin-state: disabled <protected>
duplex: auto <defaulted>

speed: auto <defaulted>
alt-tcp-reset-interface

none

subinterface-type




none

command-control: Management0/0 <protected>
inline—interfaces (min: 0, max: 999999999, current: 0)

bypass—-mode: auto <defaulted>
interface—notifications

missed-percentage—threshold: 0 percent <defaulted>
notification—interval: 30 seconds <defaulted>
idle—interface—delay: 30 seconds <defaulted>

sensor(config—-int)#
4. Remove any inline interfaces that use this physical interface:

sensor(config—int)#no inline—interfaces interface_name
5. Display the list of available interfaces:

sensor(config—-int)#physical-interfaces ?
GigabitEthernet0/0  GigabitEthernet0/0 physical interface.
GigabitEthernet0/1  GigabitEthernet0/1 physical interface.
GigabitEthernet0/2  GigabitEthernet0/2 physical interface.
GigabitEthernet0/3  GigabitEthernet0/3 physical interface.
Management0/0 Management0/0 physical interface.
sensor(config—-int)#physical-interfaces

6. Specify an interface:

sensor(config—int)#physical-interfaces GigabitEthernet0/2
7. Enable the admin-state of the interface:

sensor(config—int—phy)#admin-state enabled

The interface must be assigned to the virtual sensor and enabled in order to monitor traffic.
8. Add a description of this interface:

sensor(config—int—phy)#description INT1
9. Configure the duplex settings:

sensor(config—int—phy)#duplex full

This option is not available on modules.
10. Configure the speed:

sensor(config—int—phy)#speed 1000

This option is not available on modules.
11.Set up the inline VLAN pair:

sensor(config—int—phy)#subinterface—type inline-vlan—pair
sensor(config—int—phy-inl)#subinterface 1
sensor(config—int—phy—inl-sub)#vlanl 52
sensor(config—int—phy—inl-sub)#vlan2 53

12.Add a description for the inline VLAN pair:

sensor(config—int—phy-inl-sub)#description pairs vlans 52 and 53
13. Verify the inline VLAN pair settings:



sensor(config—int—phy—inl-sub)#show settings
subinterface-number: 1

description: VLANpairl default:
vlanl: 52
vlan2: 53

sensor(config—int—phy-inl-sub)#
14.Exit the interface submode:

sensor(config—int—phy—inl-sub)#exit

sensor(config—int—phy—-inl)#exit

sensor(config—int—phy)#exit

sensor(config—int)#exit

Apply Changes:?[yes]:
15.Press Enter in order to apply the changes, or enter no to discard them.
16. Enter the virtual sensor configuration mode:

sensor(config)#service analysis—engine
sensor(config—ana)#virtual-sensor vs0

17.Add the interface to the virtual—-sensor:

sensor(config—ana-vir)#physical-interface GigabitEthernet0/2
subinterface-number 1

18. Exit the virtual-sensor submode:

sensor(config—ana-vir)#exit
sensor(config—ana)#exit
Apply Changes:?[yes]:
19.Press Enter in order to apply the changes, or enter no to discard them.

IDM Configuration

Complete these steps to configure the inline VLAN pair settings on the sensor using IDS Device Manager
(IDM):

1. Open your browser and enter https://<Management_IP_Address_of IPS> to access the IDM on the
IPS.

2. Click Download IDM Launcher and Start IDM to download the installer for the application.

3. Go to the Home page in order to view the device information such as Host Name, IP Address,
version, and the model., etc.
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4. Go to Configuration > Sensor Setup and click Network. Here you can specify the Hostname, IP
Address and Default Route.
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5. Go to Configuration > Interface Configuration and click Summary.

This page shows the configuration summary of the sensing interface.
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.Go to Configuration > Interface Configuration > Interfaces and select the interface name.Then,
click Enable in order to enable the sensing interface. Also, configure the Duplex, Speed and VLAN

information.
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7. Go to Configuration > Interface Configuration > VLAN Pairs and click Add in order to create the
Inline VLAN Pairs.

£33 1
LAN B for the sensing interface
(GigabitEthernet0/0).

Edit Inline

pairs vlans 52 and 53

You can view the summary of the Inline VLAN Pair Configuration.
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9.Go to Configuration > Analysis Engine > Virtual Sensor and click Edit in order to create the new
virtual sensor.
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10. Assign the Inline VLAN Pair 52 and 53 to the Virtual Sensor vs0.




% Edit Virtual Sensor
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View the summary of the assigned virtual sensor information.

§8 Cisco IDM 6.0 - 10.77.241.142 -" ||
Flie  Help
@ | & 100 alialy,
e Configuration  Morilceing Forwward  Refresn Hap cisco
=-Q Cerincates "
) Trusted Hosts Th= sensor mordors fratfic thet traverses inkarfaces  interface pairs, or VLAN pars assigned o a virtuad s=reor. You can
L) sorver Canticate creste a new virual senser by dicking Add. You can edi or delste an exisling vilusl sensce by sslacting the row(s) ard
o clickip G of Dete.
Ugers
'é""'f’"m Conguration taorne Assigred bertoces (o Pars) ik ErOAcKn b St Al
t Summery ey oy
il retiacas Gigebdfthem=t0d 1 (Wine YLAN Pair 52<.25 s

- Ackd
t reeriece Pars
3 VLAN Growps
! Bypass
) Trarfic Flow Notifcath __l“”

I§ Anmalysiz Engne
E CHobsl Yarmks
‘ Policies
=L@ snsture Detritiors
b )
=81l Evert Action Rues
! ngesl
Ancmaly Defections
8 ado
h l:lcdmg

Blocking Froperlies

Devica Logh Froflies -

Blockng Devices

Router Elocking Devic
%

Cet 5K Elocking Devic
Mastar Blocking Sens

7
i

Geareral Conn;u&—|_| Appty ] Raset J



Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Security
Security: Intrusion Detection [Systems]

Security: AAA

Security: General

Security: Firewalling

Related Information

« Cisco ASA 5500 Series Adaptive Security Appliances
« Cisco Intrusion Prevention System

* Cisco IPS 4200 Series Sensors
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