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Introduction

Cisco is proactive in its approach to comply with the new daylight saving time (DST) changes and wants to ensure
that Cisco products in our customer's networks continue to operate without impact through the DST date transition.
As such, Cisco has undertaken a company-wide initiative to supply documentation that describes how to update
each product.

The purpose of this document is to describe the methods that can be used to address the change in daylight saving
time, initiated on August 8, 2005, when President George W. Bush signed the Energy Policy Act of 2005. This
document helps guide you through the Cisco product lines that require intervention in order to prepare them for the
US-DST date changes.

Additional product information will be provided as soon asit is available. Check back frequently for updates.

This Energy Policy Act changes the dates for daylight saving time in the United States. In 2007, DST begins on the
second Sunday in March and ends the first Sunday in November. The Secretary of Energy will report the impact of
this change to Congress. Congress retains the right to resume the 2005 daylight saving time schedule once the
Department of Energy study is complete. Thislaw takes effect March 1, 2007.

Summary of Changesto Daylight Saving Time

Prior to 2007 Year 2007 and After
Start | 1st Sunday in April 2nd Sunday in March
End Last Sunday in October 1st Sunday in November




The operating systems of most Cisco products that support daylight saving time have built in mechanismsto
automatically change the times, based on CURRENT United States rules (“recurring” keywords in time zone
commands). Once the new Act isimplemented, the time on the devices will continue to change according to the
OLD rules, unless changes are made.

The configuration changes provided in this document are required to change the “programmed in” dates of
daylight saving time for various time zones. Some devices that run newer software may not require this change if
the enhancement request isincluded in the version of software that runs on the device. In software that includes
this enhancement, the OLD summertime values have been changed to the NEW summertime values, and the
configuration changes in this document are not required. For detailed information about individual products, see
Affected Cisco Platforms.

Configuration or OS changes will need to occur on the devices that implement the old rules, so that the device
time can be correct, in logs and other time stamped communications from the device/platform.

[Return to Top]

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.
Conventions

Refer to Cisco Technica Tips Conventions for more information on document conventions.

Scope and Impact

The DST change affects all devices that support an automatic time change when they are configured to support
daylight saving time. This change impacts Cisco and non-Cisco devices. Customers should contact any vendor that
uses time-sensitive messaging or other time-stamped communications in order to determine the impact of the
Energy Policy Act.

Affected devices that are not changed could display the time exactly 1 hour off from the actual time during DST
periodsin spring and fall. In 2007, DST starts three weeks earlier and ends one week later than in past years. This
change takes effect for the first time in March of 2007. This change can have a major impact on event correlation
activities that are performed as part of normal operations troubleshooting and monitoring.


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

For security-related devices, where logs are captured, correlated, and stored for future reference, this time change
could render them incorrect for situations where they need to be recalled to rebuild a sequence of events. The
incorrect timestamps might not be an issue for events that get immediate action. However, in the future, these
events would reference incorrect times.

Any device with time-based controls and activities, such asa AAA servers, Content Devices (CEs), cron jobs, and
video streaming servers can be impacted and should be checked with the appropriate vendor.

Other examples include calls being logged at the wrong times that could effect call detail reporting and billing
information or inaccurate campaign dialing times that result in dialing customers outside FTC allotted time
periods, which isaviolation of FTC regulations.

Consequently, any device with time-based controls and activities, such as authentication servers, synchronization
activities, and scheduled events (that is, batch jobs, timed backups, or automated dialing capabilities or scripts,
etc.) that has been configured to use U.S. DST rules would be impacted during the time period when the new U.S.
DST rules go into effect, but the old U.S. DST rules are still applied.
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Affected Cisco Platforms

The tablesin this section list the Cisco enhancement 1Ds that were created in order to track the changesin the
operating system defaults for various platforms. Versions of software that include these enhancements will
correctly change the time when configured to observe daylight saving time. Software versions that do not include
these enhancements, but support daylight saving time, will use the 2006 dates, which are invalid for 2007.

Refer to these categories for more information about your product:

. Application Networking Services

. Interfaces and Modules

. Cisco 10S Software

. Network Management

. Optica Networking

. Routers and Switches

. Security and VPN

. Storage Networking




. Tools and Resources

. Video, Cable, and Content Delivery

. Voice and Unified Communications

. Wireless

In order to view each enhancement and the version in which it isintegrated, click the appropriate Cisco Tracking
ID or use the Bug Tool ( registered customersonly) . You must register with Cisco.com in order to view this

information. For afull list of product Field Notices, refer to the Product Field Notice Summary page.

Note: This page will be updated as more products are addressed.

[Return to Top]

Application Networking Services

Cisco Product cleee 'II'IrDackmg Notes
Fixed in versions 5.5(5) and
3.0(10).

Application

and Content Refer to FN - 62677 - U.S.

Networking CSCse61326 Daylight Savings Time Policy

System Changes Effective March

(ACNS) 2007 - for Content
Networking Products for more
information about this product.
Fixedin 5.0.3 only. AVS 6.0
users must downgrade to
obtain patch.

Application Refer to FN - 62740 - U.S,

\5;;:32 AVS) CSCsn58527 Daylight Savings Time Policy
Changes Effective March
2007 - For AV'S Products for
more information about this
product.



http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse61326
http://www.cisco.com/en/US/ts/fn/620/fn62677.html
http://www.cisco.com/en/US/ts/fn/620/fn62677.html
http://www.cisco.com/en/US/ts/fn/620/fn62677.html
http://www.cisco.com/en/US/ts/fn/620/fn62677.html
http://www.cisco.com/en/US/ts/fn/620/fn62677.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh58527
http://www.cisco.com/en/US/ts/fn/620/fn62740.html
http://www.cisco.com/en/US/ts/fn/620/fn62740.html
http://www.cisco.com/en/US/ts/fn/620/fn62740.html
http://www.cisco.com/en/US/ts/fn/620/fn62740.html

Fixed in CDS-TV versions
1.4.4.1.3and 1.5.1.0.0
releases. Cisco TAC is
performing patch updates and
should be contacted if this has

Content not be completed or is not
Delivery currently scheduled.
System TV
Streaming N/A Refer to FN - 62742 - U.S.
Application Daylight Savings Time Policy
(CDSTV) Changes Effective March
software 2007 - for Content Delivery
System TV Streaming
Application - Patch Update
Required for more
information about this product.
Refer to this documentation
for more information about
this product:
. FN-62727- U.S.
Content Daylight Savings Time
Services Policy Changes
Switches Effective March 2007 -
(CSSand | ograp6308 For CSS and GSS
Global Site Products
Selector —
(GSS)
Appliances . Content Services
Switch (CSS) in the
Configurations and
Wor karounds section
of this document
Content
Switching N/A Clock obtained from switch.
Module

(CSM)



http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://www.cisco.com/en/US/ts/fn/620/fn62742.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCek66308
http://www.cisco.com/en/US/ts/fn/620/fn62727.html
http://www.cisco.com/en/US/ts/fn/620/fn62727.html
http://www.cisco.com/en/US/ts/fn/620/fn62727.html
http://www.cisco.com/en/US/ts/fn/620/fn62727.html
http://www.cisco.com/en/US/ts/fn/620/fn62727.html
http://www.cisco.com/en/US/ts/fn/620/fn62727.html

IP/TV Content
Manager

N/A

Fixed in versions 5.5(5) and
3.0(10).

Refer to FN - 62677 - U.S.
Daylight Savings Time Policy

Changes Effective March

2007 - for Content

Networking Products for more

information about this
product.

IPITV
Broadcast
Server (BS)
and IP/TV
Client

N/A

You must install a Windows
patch from Microsoft.

Refer to FN - 62677 - U.S.
Daylight Savings Time Policy

Changes Effective March

2007 - for Content

Networking Products for more

information about this
product.

Wide Area
Application
Services
(WAAS)

CSCse61335

Fixed in version 4.0(1) and
later.

Refer to FN - 62677 - U.S.
Daylight Savings Time Policy

Changes Effective March

2007 - for Content

Networking Products for more
information about this product.

Wide Area
File Services
(WAFS)

N/A

Fixed in version 3.0(9) and
later.

Refer to FN - 62677 - U.S.
Daylight Savings Time Policy
Changes Effective March
2007 - for Content
Networking Products for more

information about this
product.

[Return to Top]
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Interfaces and Modules

Cisco . )
Product Cisco Tracking ID Notes
Fixed in 1.003 for the
underlying operating system.
Fixed in 2.3.4 for the module
Software.
Cisco Unity
Express Refer to this documentation
Network for more information about
Module (NM- this product:
CUE)
. FN-62682-U.S.
Network Daylight Saving Time
Analysis CSCsh30313 (DST) Policy |
Module (NM- Changes Effective
NAM) March 2007 - for All
Cisco Unity Express
Egg;ﬁgt (CUE) Releases Prior
Network t0 2.3.4
Module (NM-
CE) . Important Notes
section of the Release
Notes for Cisco Unity
Express 2.3
[Return to Top]
Cisco IOS Software
Cisco Cisco Tracking
Product ID Notes
7500
Platform CSCsi06651
Routers



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh30313
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/ts/fn/620/fn62682.html
http://www.cisco.com/en/US/docs/voice_ip_comm/unity_exp/rel2_3/relnote/rncue23.html
http://www.cisco.com/en/US/docs/voice_ip_comm/unity_exp/rel2_3/relnote/rncue23.html
http://www.cisco.com/en/US/docs/voice_ip_comm/unity_exp/rel2_3/relnote/rncue23.html
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Refer to this documentation for
more information about this
product:
. FN-62613-U.S.
Daylight Savings Time
Ci 108 Policy Changes
isco -
Effective March 2007 -
Software | CSCeq70355 for Cisco 10S Software
Platforms
. Cisco |OS Software
Platformsin the
Configurations and
Wor karounds section of
this document
Fixed in version 3.4 and later.
Cisco IOS See Cisco |OS XR in the
XR CSCser9073 Configurations and
Software Wor karounds section of this
document for more information
about this product.
[Return to Top]
Network Management
Cisco Cisco Notes
Product Tracking ID
o Refer to FN - 62728 - U.S.
S“' I:g]llgg g Daylight Savings Time Policy
roadban .
Service CSCsh34781 Chanqgs .Effect|ve March 2007 -
Manager — |for Building Broadband Solution
(BBSM) Manager (BBSM) for more
information about this product.
CiscoWorks CSCse85012
Common Customers need to download the
Services patch for CS 3.0 and 2.2.
(CWCS) CSCs081641
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http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse79073
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh34781
http://www.cisco.com/en/US/ts/fn/620/fn62728.html
http://www.cisco.com/en/US/ts/fn/620/fn62728.html
http://www.cisco.com/en/US/ts/fn/620/fn62728.html
http://www.cisco.com/en/US/ts/fn/620/fn62728.html
http://www.cisco.com/en/US/ts/fn/620/fn62728.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse85012
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg81641

CiscoWorks
LAN

Refer to FN - 62731 - U.S.
Daylight Savings Time Policy

'\S"O?E;’:%ime”t CSCs081641 | Changes Effective March 2007 -
(LMS) for LMS for more information
Version 2.2 about this product.
Download these patches from
http://www.cisco.com/cgi-bin/
tablebuild.pl/cd-one-3des
(registered customersonly) :
. cwdst3 0 0 sol k9.zip
. cwdst3 0 O sol.readme.
pdf
. cwdst3 0 0 win.readme.
_ pdf
CiscoWorks
LAN . .
Management | CSCse85012 . cwdst3_ 0 0 win_k9.zip
Solution
Download these patches from
S‘ ;\r/l s%ns o5 CSCsg97823 http://www.cisco.com/cgi-bin/
ad26 tablebuild.pl/ipm-crypto
(registered customers only)
. ipmdst_2 6 sol.readme.
pdf
. ipmdst_2 6 sol kO.tar
. ipmdst_2 6 win.readme.
pdf
. ipmdst_ 2 6 win _k9.zip
CiscoWorks Refer to FN - 62750 - U.S.
Network Daylight Savings Time Fix/
Compliance | CSCsh34022 | Patch for CiscoWorks Network
Manager Compliance Manager for more
(NCM) information about this product.
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http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse85012
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg97823
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/cgi-bin/tablebuild.pl/ipm-crypto
http://www.cisco.com/cgi-bin/tablebuild.pl/ipm-crypto
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh34022
http://www.cisco.com/en/US/ts/fn/620/fn62750.html
http://www.cisco.com/en/US/ts/fn/620/fn62750.html
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CiscoWorks

Small Update is required for the
Network current version of SNMS 1.5.1
4 : o .
Management CSConA5560 sinceit isbased of LMS 2.2 with
Solution CS2.2and RME 3.5.
(SNMYS)
No CWVM related patches are
: required for this. It is
\(il;icéWorks recommended that the
N/A underlying OS day-light savings
Manager . .
time patches are applied. JRE
(CWVM) :
updates will be necessary as
well.
Internetwork
Performance |CSCsg97823

Monitor (IPM)

See Intrusion Detection and

Intrusion Prevention in the Configurations
Detectionand |N/A and Workarounds section of this
Prevention document for more information
about this product.
Refer to FN - 62735 - U.S.
Daylight Savings Time Policy
IP Solution Changes Effective March 2007 -
N/A . i
Center (1SC) for Cisco |P Solution Center for
more information about this
product.
. Cisco License Manager 1.0is
License
not affected aslong as
Manager N/A
(CLM) recommended OS updates are
installed.

_ Refer to EN - 62738 - U.S.
Mobile Daylight Savings Time Policy
Wireless Changes Effective March 2007 -
Transport N/A : :

Manager for Mobile Wireless Transport

(MWTM) Manager for more information
about this product.

NetFlow Thiswill be resolved by a patch

Collection CSCsh19473 | of NFC 5.0.3 targeted by end of

Engine (NFC)

Feb, 2007.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh45560
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg97823
http://www.cisco.com/en/US/ts/fn/620/fn62735.html
http://www.cisco.com/en/US/ts/fn/620/fn62735.html
http://www.cisco.com/en/US/ts/fn/620/fn62735.html
http://www.cisco.com/en/US/ts/fn/620/fn62735.html
http://www.cisco.com/en/US/ts/fn/620/fn62738.html
http://www.cisco.com/en/US/ts/fn/620/fn62738.html
http://www.cisco.com/en/US/ts/fn/620/fn62738.html
http://www.cisco.com/en/US/ts/fn/620/fn62738.html
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http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh19473

Network
Analysis

Fixed in NAM 3.5.1b; targeted

CSCsg97421 | for release at the end of February
Module 2007
(NAM) '
Refer to FN - 62749 - U.S.
Daylight Savings Time Policy
(N:stnvxgrr:lt; vity |N/A Changes Effective March 2007 -
Monitor for Q| SCo Network_ Connec_tlwtv
Monitor for more information
about this product.
No impact on CNR. Timeis
gd\;\ggr N/A provided by the OS, which may
°9 need a patch from the OS
(CNR) vendor.
Refer to FN - 62744 - U.S.
Performance Daylight Savings Time Policy
Visibility CSCsh69913 Changes Effective March 2007 -
Manager —  |for Cisco Performance Vishility
(PVM) Manager (PVM) for more
information about this product.
The existing QPM 3.2 customers
must install a CMF 2.2 patch.
The ETA for this patch is not
. available as of now. For the
I\Q/Icz); Poelrl <y CSCsh37767 QPM 4.0 that is going to be
(QPI\?Ig) — |released, aCommon Services
patch needs to beinstalled for
daylight saving. This patch will
be available on the installation
CD.
For the ACS appliance: http://
WWW.Cisco.com/cqgi-bin/
tablebuild.pl/acs-soleng-3des
Secure
égrc]‘tﬁ CSCsg24465 | Refer to EN - 62663 - U.S.
Server (ACS) Daylight Savings Time Policy

Changes Effective March 2007 -
for ACS Windows for more
information about this product.
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This product requires a patch
Sheer 3.3 and N/A from Solaris and an update to the
3.4 JRE. Refer to for more
information about this product.
After updating the underlying
Signaling operating system, SGM 4.1
Gateway N/A customers should download the
M anager DST update from the Cisco.
(SGM) website. The update should be
available before March 1, 2007.
Subscriber
Edge Services | coqhga194
Manager
(SESM)
Fixedin JRE 1.4.2 11 for CTM
7.2.
Fixedin JRE 1.5.0 06 for CTM
8.0 Windows Patch for Client:
http://support.microsoft.com/
Transport CSCsf19864 Kb/92a38s) B8
Manager -
(CTM) CSCsf05571
Refer to FN - 62671 - U.S.
Daylight Savings Time Policy
Changes Effective March 2007 -
for Cisco Transport Manager for
more information about this
product.
The server side changes will be
WAN taken care by Solaris patch and
Manager CSCek66783 | the client side will be taken care
(CWM) by Windows and JRE patch for
the Windows platform.
[Return to Top]
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http://www.cisco.com/go/sgm
http://www.cisco.com/go/sgm
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh84194
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsf19864
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsf05571
http://support.microsoft.com/kb/928388/
http://support.microsoft.com/kb/928388/
http://www.cisco.com/en/US/ts/fn/620/fn62671.html
http://www.cisco.com/en/US/ts/fn/620/fn62671.html
http://www.cisco.com/en/US/ts/fn/620/fn62671.html
http://www.cisco.com/en/US/ts/fn/620/fn62671.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCek66783

Refer to EN - 62690 - U.S.

Products CSCsy /70355

ONG Daylight Savings Time Policy
Optica N/A Changes Effective March 2007 -
Products ONG Optical Products for more
information about this product.
Refer to this documentation for
more information about this
product:
. FN -62690- U.S.
Daylight Savings Time
ONS Policy Changes Effective
15000 CSCs06997 March 2007 - ONG
Series Optical Products

ONS 15000 Series
Productsin the

Configurations and
Wor kar ounds section of
this document

[Return to Top]

Routers and Switches

Cisco Product

Cisco Tracking ID

Notes

Fixed in versions 6.4(23),
7.6(20), and 8.6.

See CatOS Platformsin

CatOS Platforms | CSCser9110 the Configurations and
Wor kar ounds section of
this document for more
information about this
product.

[Return to Top]

Security and VPN



http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsd06997
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg70355
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://www.cisco.com/en/US/ts/fn/620/fn62690.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse79110

Cisco

Cisco Product Tracking ID Notes
Fixed in versions 7.0(7), 7.1
(3), 7.2(2), 7.3(2).
Refer to this documentation
for more information about
this product:
. FN -62706- U.S.
Daylight Savings
Adaptive Time (DST) Changes -
Security for PIX Firewall and
Appliances CSCse61225 Adaptive Security
(ASA) Appliances (ASA)
Platforms "
Product Families
. Adaptive Security
Appliances (ASA) and
PIX Platformsin the
Configurations and
Workarounds section
of this document
CSCse85012
: JRE Patches 1.4.2_12 and
CiscoWorks 131 18
CSCs081641 =
_ Refer to FN - 62720 - U.S.
(S:gj?yt\;orks Daylight Savings Time
Information N/A ([_)ST) Changes - for
Management _C| scqurks SIMS f(?r more
Solution (SIMS) information about this

product.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse61225
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse85012
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg81641
http://www.cisco.com/en/US/ts/fn/620/fn62720.html
http://www.cisco.com/en/US/ts/fn/620/fn62720.html
http://www.cisco.com/en/US/ts/fn/620/fn62720.html
http://www.cisco.com/en/US/ts/fn/620/fn62720.html

Refer to FN - 62741 - U.S.
Daylight Savings Time
(DST) Changes - All DDOS

DDOS Guard Guard and Detector

and Detector N/A Appliance Versions -

Appliance Configuration Change or
Upgrade Required for more
information about this
product.

Firewall

Services . .

Module N/A Clock obtained from switch.

(FWSM)

Refer to FN - 62732 - U.S.
Daylight Savings Time
. (DST) Changes - All IPS

Intruso_n Versions - Configuration

Prevention CSCsf22526 = :

System (IPS) Validation or Possible
Upgrade Required for more
information about this
product.

Fixed in 3.005(011.001), 4.0
(3.3), 4.0(4), 4.1(0).

NAC Refer to FN - 62729 - U.S.

Appliance Daylight Savings Time

(ngco Clean C5Lagazts Policy Changes Effective

Access) March 2007 - For Cisco

Clean Access Products for

more information about this
product.

CSCse60554

Fixed in versions 6.3(5.123),
7.0(6.10), 7.1(2.30), 7.2
(1.27), and later.

Refer to this documentation
for more information about
this product:

. FN -62706- U.S.
Daylight Savings
Time (DST) Changes -



http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://www.cisco.com/en/US/ts/fn/620/fn62741.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsf22526
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://www.cisco.com/en/US/ts/fn/620/fn62732.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg44268
http://www.cisco.com/en/US/ts/fn/620/fn62729.html
http://www.cisco.com/en/US/ts/fn/620/fn62729.html
http://www.cisco.com/en/US/ts/fn/620/fn62729.html
http://www.cisco.com/en/US/ts/fn/620/fn62729.html
http://www.cisco.com/en/US/ts/fn/620/fn62729.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse60554
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html

PIX Platforms

for PIX Firewall and

CSCse61225 Adaptive Security
Appliances (ASA)
Product Families
. Adaptive Security
Appliances (ASA) and
PIX Platformsin the
Configurations and
Workarounds section
of this document
Refer to FN - 62660 - U.S.
Daylight Savings Time
Policy Changes Effective
iepCJEnAch N/A March 2007 - for ACS
Appliance for more
information about this
product.
Refer to FN - 62724 - U.S.
Daylight Savings Time
Security (DST) Changesfor All
Manager (CS- |N/A Versions of CS-Manager -
Manager) Patch Required for more
information about this
product.
Security Refer to FN - 62721 - U.S.
Xr?;l‘;;rs”;% y Daylight Savings Time
Response N/A (DST) Changes- CSMARS
System (CS- fo_r more information about
MARS) this product.

_ Refer to FN - 62651 - U.S.
\S/L'I?\fgl llance Dayl ight Savings Ti mg
Stream CSCs53859 Policy Changes Effective
Manager March 2007 for ICEV SSW
(ICEVSSW) for more information about

this product.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse61225
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62706.html
http://www.cisco.com/en/US/ts/fn/620/fn62660.html
http://www.cisco.com/en/US/ts/fn/620/fn62660.html
http://www.cisco.com/en/US/ts/fn/620/fn62660.html
http://www.cisco.com/en/US/ts/fn/620/fn62660.html
http://www.cisco.com/en/US/ts/fn/620/fn62660.html
http://www.cisco.com/en/US/ts/fn/620/fn62724.html
http://www.cisco.com/en/US/ts/fn/620/fn62724.html
http://www.cisco.com/en/US/ts/fn/620/fn62724.html
http://www.cisco.com/en/US/ts/fn/620/fn62724.html
http://www.cisco.com/en/US/ts/fn/620/fn62724.html
http://www.cisco.com/en/US/ts/fn/620/fn62721.html
http://www.cisco.com/en/US/ts/fn/620/fn62721.html
http://www.cisco.com/en/US/ts/fn/620/fn62721.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsg53859
http://www.cisco.com/en/US/ts/fn/620/fn62651.html
http://www.cisco.com/en/US/ts/fn/620/fn62651.html
http://www.cisco.com/en/US/ts/fn/620/fn62651.html
http://www.cisco.com/en/US/ts/fn/620/fn62651.html

VPN 3000
Concentrator

CSCse62640

Refer to EN - 62722 - U.S.
Daylight Savings Time

(DST) Changes - Cisco

VPN3000 Concentrators for

more information about this
product.

V PN/Security
M anagement
Solution
(VMYS)
Network
Manager

N/A

Refer to this documentation
for more information about
this product:

. FN-62743 - U.S.
Daylight Savings
Time (DST) Changes
for All Versions of
VMS Network
Manager - Patch

Required

. VPN 3000
Concentrators (Altiga
QS) inthe
Configurations and

Wor kar ounds section
of this document

[Return to Top]

Storage Networking

Cisco Product

Cisco Tracking
ID

Notes

Storage
Switches (SAN-
OS) - Storage
MDS 9500
Series

N/A

See Storage Switches
(SAN-OS) - Storage MDS
9500 Seriesin the
Configurations and

Wor karounds section of
this document for
information about this
product.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse62640
http://www.cisco.com/en/US/ts/fn/620/fn62722.html
http://www.cisco.com/en/US/ts/fn/620/fn62722.html
http://www.cisco.com/en/US/ts/fn/620/fn62722.html
http://www.cisco.com/en/US/ts/fn/620/fn62722.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html
http://www.cisco.com/en/US/ts/fn/620/fn62743.html

[Return to Top]

Tools and Resources

Cisco Product

Cisco Tracking
ID

Notes

Ciscoworks IP
Telephony
Monitor (ITM)
Version 2.0

CSCsh76600

The patch for this product is
available at thisURL.:

http://www.cisco.com/cqgi-

bin/tablebuild.pl/cd-one-

3des

OS patch prerequisites:
. Solaris:

http://sunsolve.sun.
com/search/
document.do?
assetkey=1-26-

102178-1 Ed

. Windows:

http://www.
microsoft.com/

windows/timezone/

dst2007.mspx

Unified

The patch for this product is
available at thisURL.:

http://www .cisco.com/cqi -
bin/tablebuild.pl/cd-one-
3des

OS patch prerequisites:

. Solaris;



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh76600
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des
http://www.cisco.com/cgi-bin/tablebuild.pl/cd-one-3des

Operations http://sunsolve.sun.
Manager CSCsh62658 com/search/
slceLszg)l\r/lz 11 document.do?
and 2.0 assetkev:&
102178-1
. Windows:
http://www.
microsoft.com/
windows/timezone/
dst2007.mspx el
A patch for CUSM 1.1 and
2.0isavailable at:
Unified Service http://www.cisco.com/cgi-
Monitor bin/tabl ebuild.pl/servmon
(CUSM) CSCsh81265 b
Versions1.1 _
and 2.0 The workaround for this
issueisto restart the system
after the new timeis
updated.
[Return to Top]

Video, Cable, and Content Delivery

Cisco Product

Cisco Tracking ID

Notes

Service Control
Engine (SCE)

CSCsh24223
CSCsh20257
CSCsh20253

CSCsh20239

Refer to FN - 62641 -
SCE - U.S. Daylight

Savings Time Policy

Changes Effective

March 2007 for SCE for

more information about

this product.

[Return to Top]



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh62658
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102178-1
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://www.microsoft.com/windows/timezone/dst2007.mspx
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh81265
http://www.cisco.com/cgi-bin/tablebuild.pl/servmon
http://www.cisco.com/cgi-bin/tablebuild.pl/servmon
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh24223
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh20257
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh20253
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsh20239
http://www.cisco.com/en/US/ts/fn/620/fn62641.html
http://www.cisco.com/en/US/ts/fn/620/fn62641.html
http://www.cisco.com/en/US/ts/fn/620/fn62641.html
http://www.cisco.com/en/US/ts/fn/620/fn62641.html
http://www.cisco.com/en/US/ts/fn/620/fn62641.html

Voice and Unified Communications

If you run a system of multiple Cisco Unified Communications products, please consult the appropriate System
Upgrade Manual for recommended order in which to update products. There is a separate System Upgrade Manual
for each version of Unified CallManager that a system is built around.

In order to locate information for system test releases based on Unified CallManager 4.x, System Upgrade
Manuals, complete these steps.

1. Go to http://www.cisco.com/en/lUS/docs/voice ip comm/uc system/GB resources/ipcmtrix.htm.

2. Click the column heading appropriate to the release set that you use. (Note that the system test release
version is not the same as the Unified CallManager version.)

3. Navigate to the link for the System Upgrade Manual.

Note: If you receive an error that states "Unable to open script,” disable any anti-intrusion software or Cisco
Security Agent that runs on the Cisco Callmanager before you run the DST patch.

In order to locate information for Unified Communications Systems based on Unified CallManager 5.x, System
Upgrade Manuals, complete these steps:

1. Go to http:///www.cisco.com/go/unified-techinfo.

2. Click thelink that corresponds to the system release that you use. (The system release version is usually,
but not necessarily, the same as the Unified CallManager version.)

3. Click the Prepare and Plan tab, and click the Planning Y our System Upgrade link located in the Table
of Contents on the left side of the page.

) Cisco
Cisco Product Tracking ID Notes

Fixed in 4.5, 4.5(1), 4.5(13),
5.0(0).

Refer to these field notices
for more information about
this product:

. BTS 10220 and Y ear
2007 Standard Time

Change



http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/GB_resources/ipcmtrix.htm
http://www.cisco.com/go/unified-techinfo
http://www.cisco.com/en/US/products/hw/vcallcon/ps531/products_tech_note09186a00807ca66a.shtml
http://www.cisco.com/en/US/products/hw/vcallcon/ps531/products_tech_note09186a00807ca66a.shtml
http://www.cisco.com/en/US/products/hw/vcallcon/ps531/products_tech_note09186a00807ca66a.shtml

Broadband
Telephony
Switch (BTS
10200)

CSCsd98165
CSCse41327

CSCse10055

. FN - 62709 -
Sun1280 114526-09
(5.20.3) Firmware
Patch for Daylight
Saving Time (DST)
Changefor the
BTS10200

. FN -62688 - U.S.
Daylight Saving
Time (DST) Policy
Changes Effective
March 2007 - for
Cisco Broadband
Telephony Switch
(BTS10200)

Releases Prior to 5.x

Collaboration
Server (CCS) -
3.0,4.0,and 5.0

N/A

Refer to FN — 62571 —
Cisco Unified Contact
Center Enterprise, Cisco
Unified Customer Voice
Portal (CVP) and Cisco
Customer Response
Solution (CRS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone
Issues for more information
about this product.

Collaboration
Server Dynamic
Content Adapter -
2.0(2)

N/A

Refer to FN — 62571 —
Cisco Unified Contact
Center Enterprise, Cisco
Unified Customer Voice
Portal (CVP) and Cisco
Customer Response
Solution (CRS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone

| ssues.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCsd98165
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse41327
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCse10055
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62709.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62688.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html
http://www.cisco.com/en/US/ts/fn/620/fn62571.html

Computer
Telephony
Integration
Option (Java
CIL) - 6.0, 7.0/7.1

N/A

Refer to FN — 62571 —
Cisco Unified Contact
Center Enterprise, Cisco
Unified Customer Voice
Portal (CVP) and Cisco
Customer Response
Solution (CRS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone
Issues for more information
about this product.

Conference
Connection
(CCO)

N/A

Refer to FN - 62691 - US
Daylight Savings Time
Policy Change Effective
March 2007 - for Cisco
Conference Connection
(CCC) for more information
about this product.

Customer
Response
Solution (CRS)

CSCsh95451
CSCsh38030
CSCsi07661

CSCsi09651

Refer to these field notices
for more information about
this product:

. FN -62767 - Cisco
Customer Response
Solution (CRS) -
Considerations for
2007 Daylight
Savings Time
Change

. FN —62571 — Cisco
Unified Contact
Center Enterprise,
Cisco Unified
Customer Voice
Portal (CVP) and
Cisco Customer
Response Solution
(CRS) -
Considerations for
2007 Daylight
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Savings Time
Change and PG
Time Zone I ssues

DPA-7610/7630

CSCsh04492

Refer to FN — 62698 - US
Daylight Savings Time
Policy Change Effective
March 2007 - for Cisco
DPA-7610/7630 for more

information about this
product.

E-Mail Manager
(CEM) - 3.0,4.0
and 5.0

N/A

Refer to FN — 62571 —
Cisco Unified Contact
Center Enterprise, Cisco
Unified Customer Voice
Portal (CVP) and Cisco
Customer Response
Solution (CRS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone
Issues for more information
about this product.

Emergency
Responder (CER)

N/A

Refer to FN — 62657 — U.S.
Daylight Savings Time
Policy Changes Effective
March 2007 for Cisco
Emergency Responder
(CER) for more information
about this product.

Fax Server

N/A

Refer to FN - 62752 - U.S.
Daylight Savings Time
Policy Changes Effective
March 2007 - for Cisco Fax

Server for more information
about this product.
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IGX, MGX, and
BPX Platforms

CSCsy 70355

Refer to FN - 62702 - U.S.
Daylight Savings Time
Policy Changes Effective
March 2007 - For MGX,
|GX, and BPX Platforms

for more information about
this product.

Intelligent
Contact
Management
(ICM) Enterprise
-4.x,5.0,and 6.0

N/A

Refer to FN — 62571 —
Cisco Unified Contact
Center Enterprise, Cisco
Unified Customer Voice
Portal (CVP) and Cisco
Customer Response
Solution (CRS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone
I'ssues for more information
about this product.

Internet Service
Node (ISN) -
2.1.0

N/A

Refer to these field notices
for more information about
this product:

. FN - 62768 - Cisco
Unified Customer
Voice Portal (CVP) -

Considerations for
2007 Daylight
Savings Time
Change

. FN —62571 — Cisco
Unified Contact
Center Enterprise,
Cisco Unified
Customer Voice
Portal (CVP) and
Cisco Customer
Response Solution
(CRS) -
Considerations for
2007 Daylight
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Savings Time
Change and PG
Time Zone I ssues

Interactive Suite
(CIS)

CSCsi22179
CSCsh85976
CSCsi10430

CSCsh86008

Refer to FEN - 62771 - Cisco
| nteractive Suite (CIS) -
Considerations for 2007
Daylight Savings Time
Change and PG Time Zone
| ssues for more information

CSCsh85878

about this product.

|P Communicator
(CIPC)

N/A

Application is dependent on
the operating system clock
of the client PC and the
Cisco Unified CalManager
clock. Both the operating
system for the client PC and
Unified CallManager should
be updated to the
appropriate software
versions.

Refer to FN - 62679 - US
Daylight Savings Time
Policy Change Effective
March 2007 - for Cisco IP
Communicator (CIPC),
Cisco Unified Video
Advantage (CUVA), Cisco
Unified Persona
Communicator (CUPC),
and Cisco Softphone for

more information about this
product.
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