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Introduction

This document is part four of a ten—document set. For information on each of these documents, consult the
index for this set: Installing and Configuring Cisco WebAttendant for CallManager 3.0.

Note: Cisco WebAttendant has been superseded by Cisco Attendant Console (which is compatible with Cisi
CallManager 3.1(2c). Refer to the Installation and Administration Guide and the User Guide for information
on installation, configuration, and the use of Cisco Attendant Console.

The Cisco WebAttendant client displays user and line information in the Directory section of its user
interface. The Cisco TCD Database Path field in the Cisco WebAttendant client Settings dialog box controls
where the Cisco WebAttendant client looks for its directory information.

By default, the WebAttendant client is configured to use cached user directory information directly from the
user database of the Cisco CallManager server. This is the preferred option. In this case, the path of the
WebAttendant client to the database is [\\<ip—address>\WAUSERS], where <ip—address> is the address of
CallManager server or \\<dns—name>\WAUSERS] where <dns—name> is the name of the CallManager
server.

There are other options to allow WebAttendant clients to access the user database. The WebAttendant clier
PC can be configured to point to a local copy of the database on its own hard drive or on the hard drive of a
remote server. If you decide to implement one of the alternative options, the database must be manually
refreshed on a regular basis (copied from the CallManager server) to the location that you use to provide
access for the WebAttendant clients in order for the WebAttendant clients to have the most up—-to—date
database.

All the options to make the user database available to the WebAttendant client require that the proper acces
permissions are granted for the folder in which the database resides. Networks that use a Domain—based
security model can also require that the PC that runs the WebAttendant client application is granted access
the network.

Prerequisites



WebAttendant Users, Devices, and Accounts

This section explains some of the issues related to the provision of access to the CallManager user databas
for the WebAttendant user. It also explains the relationship between the CallManager WebAttendant users ¢
the CallManager users that are stored in the DC Directory. If you already understand how to share folders a
assign access rights, how to allow devices (PCs, servers) to access an NT or We@@@vsnvironment,

and the relationships between the different CallManager users, you can skip this section and proceed to the
next section.

The creation of a functional WebAttendant environment involves several different user accounts, possibly
device accounts, and other security issues. The goal of this section is to expose the reader to these issues.

This figure shows the Workgroup model that allows WebAttendant clients to access the user database.

Step 1

Wehattendant client application attempts to login to WehAttendant
server application as WebAttendant User ID" A"

Authorization performed hy CallManager Web Attendant Server Application

l PC running YWehAttendant
client application

Usger D : jsmith

CallManager Password:

—
server _—=

Step 2

WehaAttendant client application attempts to access the user
database in the shared folder Wausers using User ID "“jsmith"
hecause this is the Workagroup User 1D for Joe Smith.

| Authorzation performed hy Windows 2000 security database

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Windows Workgroup Model

The network security is based on a Windows Workgroup model. The WebAttendant client application
accesses the user database on the CallManager server with the default method.

This table shows the steps involved.

Step

Explanation
Lind

In a Microsoft Workgroup based network
The user logs onto|in which users access resources on other
the PC as jsmith. |systems, the user must log into their PQ.
This enables the other devices to identity
the user (if required) when they initiate T




request to access a resource owned by
different system.

a

In this example, the User ID "jsmith" is
the one used by the Windows 2000
security system on the CallManager sef
to determine whether it allows or denies
access to the user database in the Usel
folder.

ver

The user starts the
WebAttendant
client application
with the User ID
"WA."

The WebAttendant client application log
on to the CallManager WebAttendant
TCD application on the CallManager
server with the WebAttendant User ID
"WA."

In this example, the WebAttendant clien
application logs on as "WA."

Note: It is important to understand that in

this case, the ID "WA" is authenticated
the CallManager WebAttendant server
application, not the Windows 2000 serv:
security database.

The WebAttendant
client application
takes over control
of the IP phone for
which it has been
configured.

The WebAttendant client application ha
field for the MAC address of the IP phof
that it controls. This is how it knows
which IP phone to use.

The WebAttendant client application
console displays the lines (DNs) that ha
been configured for the IP phone it
controls.

ve

Note: If the user that runs the
WebAttendant client application has a
primary extension (DN), the IP phone
controlled by the WebAttendant client
application must be the one that has thi
DN associated with it.

12}

The WebAttendant
client displays the
user database.

The WebAttendant client application
attempts to access the user database in
shared users folder (WAUSERS) on the
CallManager server. Access is granted
denied based on the User ID that the us
used to log in to their PC, not the User |
of the WebAttendant client application.

the

er
D

Note: Many customers use the same Us
ID for both purposes: to facilitate the
management of the accounts and to
troubleshoot problems.

ber

The WebAttendant client application us
the Line State Server (LSS) to track the
status of the lines (DNs) assigned to

phones.




In general, if the the WebAttendant client
application has been able to log on to the
CallManager server application, the
connection to the LSS is successful.

Note: The status bar for each of the lines
displayed in the user area at the bottom of
the WebAttendant client application
console can remain red (status unknownp)
until the line has been used. Once a usér
has made a call on a line, the status bar for
that line can transition from red to blue
(status available). In some cases, the LES
can never be able to determine the status
of a line. This does not prevent the user
from the use of the WebAttendant client
application console to make calls or to
transfer calls.

The network security is based on a Windows NT Domain. The WebAttendant client application accesses the
user database on the CallManager server with the default method.

The table shows the steps involved.

Step

Explanation
T

In a Microsoft NT/2000 domain based
network, PCs that run either Windows NT
or Windows 2000 must be granted access
to the domain. This is in addition to the
user level security that applies to both

The PC (Windows Workgroups and Domains.

NT or Windows
2000) boots up ang It is not possible for a user on a PC that]
attempts to join the|runs Windows NT or Windows 2000 thait
domain. has not been granted access to the domain
to access resources on other devices, gven
though he or she can have a valid user
account in the domain.

Note: This does not apply to PCs that ryn
Windows 95/98.

In a Microsoft domain based network in
which users access resources on other
systems, the user must log in to their PC
and into the domain. This enables the

other devices to identify the user when
they initiate a request to access a resource
owned by a different system.

In an NT domain based environment one
system (server) is used as the primary

domain controller. Other systems can b
secondary domain controllers. All devic
(PCs, servers, printers) to which accesg

U

D
(72}

is

The user logs on tg
the PC and domain
as "jsmith."




to be granted or denied based on
information in the domain security
database must be part of the domain.

Access to resources in the domain that gre
not actually on a domain controller (or
secondary domain controller) can be

granted by either a reference to the master
user database on a domain controller of by
the less specific method of local control

In this example, the User ID "jsmith" is
the one used by the domain controller
system on the CallManager server to
determine whether it allows or denies
access to the user database in the Usels
folder.

Note: In some cases, the password a user
uses to log on to their PC is different frgm
the password used to log on to the domain.
If this happens, the user is prompted for a

password twice. Most users do not know
that they log on to their PC as well as onh to
the network because they have the same
password for both actions.

The user starts the
WebAttendant
client application
with the User ID
"WA."

The WebAttendant client application logs

on to the CallManager WebAttendant
TCD application on the CallManager
server with the WebAttendant User ID.

In this example, the WebAttendant client

application logs on as "WA."

Note: It is important to understand that i

this case the ID "WA" is authenticated hy

the CallManager WebAttendant server
application, not the Windows 2000 serv

security database. It is possible to use a

different User ID for the user and the
WebAttendant client application. The
user's User ID can be "jsmith,"” and the
WebAttendant client application User 10

can be something like "jsmith—-wa." In this

case, access to the user database in th
User's folder is configured for "jsmith",
not "jsmith-wa."

N

11
p

A%

The WebAttendant
client application
takes over control
of the IP phone for
which it has been
configured.

The WebAttendant client application ha

field for the MAC address of the IP phone

that it controls. This is how it knows
which IP phone to use.

The WebAttendant client application
console displays the lines (DNs) that ha
been configured for the IP phone it
controls.

ve




Note: If the user who runs the
WebAttendant client application has a
primary extension (DN) that other peopl
use to reach them, the IP phone controlled
by the WebAttendant client application
must be the one that has this DN
associated with it.

(1)

The WebAttendant client application
attempts to access the user database in the
shared users folder (WAUSERS) on the
CallManager server. Access is granted pr
denied based on the User ID that the usger
used to log onto the domain, not the Usgr
ID of the WebAttendant client applicatioh.

The WebAttendant
client application

attempts to access
the user database.

Note: Many customers use the same User
ID for both purposes: to facilitate the
management of the accounts and to
troubleshoot problems.

The WebAttendant client application uses
the LSS to track the status of the lines
(DNSs) assigned to phones.

In general, if the the WebAttendant client
application has been able to log in to the
CallManager server application, the
connection to the LSS is successful.

The WebAttendant
client application
attempts to access
the Line State
Server (LSS).

Note: The status bar for each of the line
displayed in the user area at the bottom of
the WebAttendant client application
console can remain red (status unknowp)
until the line has been used. Once a usér
has made a call on a line, the status bar for
that line can transition form red to blue
(status available). In some cases, the LES
can never be able to determine the status
of a line. This does not prevent the user
from the use of the WebAttendant client
application console to make calls or to
transfer calls.

wn

Note: A thorough explanation of the issues related to security and other network-related issues in a Microsc
Windows environment is beyond the scope of this document. There are many third—party books available th
explain these issues in detail.

Refer to How to Enable Browsing Using NetBIOS Over IP for more information on this subject.

Task 1: Create a New User on the CallManager Server

If your network uses the Domain authentication model, you need to create the new accounts on the primary
domain controller or master database server. The process is very similar to steps 7 and 8.



The default configuration for Windows 2000 on the CallManager server does not have the User and Group
management application installed on the menus. In addition to the explanation of how to add a new user, thi
task also explains how to add the application to the menu system.

Note: Windows 2000 has very good context sensitive help that is accessible with F1. Press F1 within any st
in this task to see the help that is available.

1. Go to the Start menu on the CallManager server and choose Run. Type MMC and press OK. This
starts an instance of the Console application.

2. From the Console menu, choose Add/Remove Snap-in.

Tg Console1 _ D] x| ‘

[Corsce Wedw oo || DS & 0]

M= =
Save aks |@ @

3. Click Add from the window that appears.

Add/Remove Snap-in [ 2| X]
Standalone I Extensionsl

Use this page to add or remove a standalone Snap-in from the console.

[

Snap-ins added to:

ohsole Root

E Local Users and Groups (Local)

— Description

Add... Hemove Sbout... I

| 0K I Cancel

4. Scroll down the menu, locate the Local Users and Groups snap—in, and click Add.




Add Standalone Snap-in [ 7| x|

Availlable Standalone Shap-ins:

Shap-in I Vendor IZ'
(_JFolder

(_IFrontPage Server Extensions

@ Group Policy Microsoft Corporation

g Indexing Service Microsoft Corporation, |...

9) Internet Authentication Service (14S)  Microsoft Corporation

% Internet Information Services Microsoft Corporation

g, IP Security Policy Management
(@] Link to Web Address
i Local Users and Groups Microsoft Corporation

Microsoft SOL Enterprise Manager Microsoft Corporation Ll

— Description

Manages Local Users and Groups

| Add I Close |
~

5. You see a window similar to this. Choose the Local Computer option.

il Choose Target Machine E3

Select the computer you want this Snap-in to manage.
~ This snap-in will lways manage:
« {Local computer: (the computes on which this console i running]

C Another computer: | T l

[~ Allow the selected computer to be changed when launching from the command ine. This
only apphes ¥ you save the console.

Fircch Cancel |

Click Finish and then Close.
6. You see a window similar to this.



]
il Add/Remove Snap-in K E3

i Standalone | ExtensiOHSI

Use this page to add or remove a standalone Snap-in from the console.

Snhap-ins added to:

E Local Users and Groups [Local)

— Description

Add... Bemove Sbout... |

Click OK.
7. Right click on Users and choose New User.

18 Manoage Users and Groups - [Consele Reot' Local Users and Greugs (Local) Users )

B Cooole  ndow 1 D@FE O alex
Ao Yew Evotes |+ =  O@ DE @
Tree | Favortes | Ny | [ Descrption
Achmirits stor Dt accourt for adminetenng the compater fdoman
COMAGn COMAGn

st B accourt for Quast 800ess 89 the Compuber Sdomen
IR _SEIANG0
ISR _STIORG-OEDSV X0

Bt actourt for anorymous acoess 1o termet Inform.
Bt 5000ure for anonymous 00855 10 Jbermet Inform
Bt accourt for Intermet Ieformation Services to start
Bl sccourt for Internet Iformation Services 1o start
4 Sarver Aot Cmdions Xob Rep Accourt

TWAM_STIORGOEDSVIOU  Laund
HRAGIE T o
“asve
Tolrtaermti Jor

This user scoourt & used by Temmral Services.

< | 2)

Creates a few Local User accourt

J
8. In this example, wa is used as the User name and cisco as the password. Choose the password opt
as appropriate for your security guidelines.




New User ﬂ m l

User name: Iwa

Full name: Iwebattendant
Description: I

Password: I e

Ixxxxx

LConfirm password:

™| User must change password at nest logon
[V User cannot change password

[V Password never expires

[~ Account is disabled

| Create I Close

Note: This User name and password combination is not the same as the User ID and password use
by the CallManager WebAttendant user configuration task. Many customers use the same values, b
the values are held in separate databases and must be managed separately.

9. When you close the MMC Consolel window, you can see a message that asks if you want to save tl
configuration to make it available from the menu system of the CallManager server. It is
recommended that you choose Save from this window to ensure that the Users and Group
management application is easily accessible in the future.

Save As 2 x]
Save in: Iﬁ.ﬁ.dministrative Tools zl - 5% B9~

File hame: IManage sers and Groups
Save as type: IMicrosoft Management Console Files [*.msc) LI Cancel |
i

In this case, the new console is saved as Manage Users and Groups. It appears on the Start /
Programs / Administrative Tools menu list. This completes this task. Proceed to the next task to
share the folder for the new user.

Task 2: Share the Users Folder to Provide Access to the User Database

This task explains how to share a folder on a server and assign the correct permissions so that WebAttenda
client application users can access the user database on the CallManager server.



Note: The steps in this task are similar for both Workgroup and Domain based networks.

By default, the WebAttendant client is configured to use cached user directory information directly from the
user database of the Cisco CallManager server. This is the preferred option. In this case, path of the
WebAttendant client to the database is [\\<ip—address>\WAUSERS] where <ip—address> is the address of t
CallManager server or \\cdns—name>\WAUSERS] and where <dns—name> is the name of the CallManage!
server.

This window shows that the Cisco TCD Database Path is currently blank, so it uses the default method to
access the user database.

Settings =

Type the MAC address of the phone to be used with Attendant Console, The
MAC address is located on the underside of the phone, statting with 00-. You
must add "SEP", followed by the MAC address, not including dashes. For
example, SEPO0T0EB wixxns.

MAC Address [sEP003034C2D5CH

Cisco TCD Database Path

| i L

~ Telephony Cal Dispatcher Settings
IP Address or Host Name [17216.1.252

IP Port 4321

Webdttendant UserlD Iwa

‘Webattendant Password [

Connected To |Not Connected
- Line State Server Settings

IP Address or Host Name (172 16.1.252

IP Pot [3224

Connected To [17216.1.252

Version 3.0.(3.42) [ ok ]| goncel |

In order to ensure that this default setting works properly, the Cisco CallManager administrator must share t
C:\Program Files\Cisco\Users folder as WAUSERS and set permissions so that all Cisco WebAttendant clie
users have read and write access. This must be done on all Cisco CallManagers in the cluster.

This task explains how to configure this.

1. Double click the My Computer icon on the desktop of the CallManager server to begin navigation to
the Users folder, then the Cisco folder.

Note: If you see a message similar to this one, you need to choose the Show Files option in order to
complete the navigation process to the Users folder.



This folder contains files that keep
wour system working properly.
There is no need to modify its
contents.,

To view the contents of this folder,
click: Show Files

|
2.You see a window similar to this.

@y compiter __________________________________________ HEEH
|| Mo £ Vew Favokes Tods Wb -
| bk - 5 - @) Qsewch Dorokiers Grtery | 07 T X ey | D .
|| Agdress R my Computer 5] é |
= — = - v
Hgr T = = 8 = &
. % Flogpy| MCSI835(C) Compact Disc STIDATA(E:) Cortrel Panel
My Computer (O (©:)

Selact an Reo to view ks
descrigrion,

Dusplays the Fles and folders on
YOUr COnputne

See also:

5 cbyectis) | A My Computer p

Double click on the C: drive.
3. You see a window similar to this.

| B £ Yew Favertes Took teb E
| SBak 2 - ()| Disewch Dyroiders Fristoy |3 QB X o | ED- |
| | Address | moszess (c) =] P |
L J == Mame | Sce | Type | Modfed E
= (- ) GiscoPhuges Fle Foider 11772000 10:35 FM
- L) Cscowes Flo Foider 1/17/2000 11:21 PM
MCS7835 (C:) Dcomosa Fio Folder 11772000 11:29 P4
(= CPQSYSTEM Fle Folder 5/11/2000 8:29 AM
Program Files Sorqurn Fio Foider S/17/2000 903 5™
File Folder (D dedarve File Folder 371072000 3:23 AM
Modfnd: 31512000 10:22 AM CJDocuments and s... Fie Foider 3/5/2000 11:35 M
Chtemtpud Fie Folder 122911999 5:17 M
Attributes: Resd-only Camssay Fle Foder 1/17/2000 10:35 P
{85 1p: or e Fies | Fle Foider 3/15/2000 10:22 AM
i P Fle Foldar /1072000 2:00 AM
Cltene Fle Foider 3/20/2000 10:36 A T
ook Fio Folder 37812000 13:14 AM
= upload Fle Folder 2/2{2000 3:07 PM
Chuess Fie Foider 3(31/2000 12:32 PM
Iwisnr Filo Folder 2072000 S:47 #M
(W) 94 _tcd_user_Ou... 1¥8  Text Document 3/10/2000 3:30 AM
q:.w-a_\wm_... SKB  Text Document 371072000 3:30 AM
®| Ot n bn PR Tavt Dovimend WINN Y0 =
‘. QTLH
[t cbiactis) selacted [ 15 My Computer /

Double click on the Program Files folder.
4.You see a window similar to this.



& Progrom lies M= E3 I

| Be fdt vew Favorkes Tock beb | @ |
| Grsck ~ = - ()| Qsewch Fciders Pristery |3 08 X o2 | (-
:mml_l‘vcvamlm :] ‘)Go
- (-
S O @ 0O O O O
- Accessorins = CscoUser  Commonfiles  Compaq Commbhus
Program Files Preferences Rephaticns
e I
) [ Irkeeret Mcrosoft  NatMaetng  Outlock Persts
Modfied: 2/2/2000 3:09 PM Connection Explorer FrontPage Expross Software
Atrdxgos: (noemal)
Crested: 1/17/2000 10:35 #M _I _I _l
wiavvid Windows Windows NT
Accessad: 3/20/2000 12:39 PM Madia Player
Owner: Administy stors
< - - | i |
1 cbject(s) selected [ L5 My Computer

Double click on the Cisco folder.
5. This window shows the location of the Users folder.

| B €& Y Fawrtes ook teb =
SBak » 0 - (3] Qsewch PyFclders Prstory | 3 T8 X o3 A ‘
Address | 1) Gaco > P
- d =
- bn Cuco JTAP] Dl TFTFPath Trace n

Cisco Cheet

Users I ﬂ

e potsee Xekp Urerl. sy

Modfied: 3/20/2000 4:42 FM

AltrRetes: (noemal)

1 objactis) salacted | L5 My Computer

Right click on it and choose Permissions.
6. You see a window similar to this.

The Sharing tab has been chosen, and the name WAUSERS has been entered.
Note: When you use the default method to provide access to the database, as explained in this task,

you must use the name WAUSERS. The use of any other name does not allow the WebAttendant
client application to access the user database.



Users Properties ﬂ m
General | Web Shaing Sharing ISecurityl

(o You can share this folder among other users on your
L:;I network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder
—{% Share this folder

Share name: IWﬁUSEF‘5|

Comment: I

User limit: & Maximum allowed

oY —
Allow = Users

To set permissions for how users access this Permissions |
folder over the network, click Permissions. —

To configure settings for Offline access to Each
this shared folder, click Caching. ﬂl

oK I Cancel Apply

Choose Share this folder.

7. The new user (wa) must have Read and Write access permissions on C:\Program Files\Cisco\Users
folder. In order to assign these permissions, click the Security tab. The other permissions shown are
assigned in step 9 of this task.

Users Properties ﬂ !!i

General | Web Sharing | Sharing Security I

Name ﬂ dd...
m Power Users [CCM1\Power Users)
€7 SYSTEM 4|Eem°"e
€7 TERMINAL SERVER USER
€7 Users [CCM14Users)
«| | »

Permissions: Allow Deny
Full Control O
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O

Advanced... I

v Allow inheritable permissions from parent to propagate to this
object

oK Cancel Apply




Click Add.
8. You see a window similar to this.

Lookin [ = comn =l
Nare I In Foldes l;l
€ SQLAgerCmcE xec oo
€ saLSve CCM1
€ TsintemstlUser CCM1
o«
gAdﬂm:halon: oM .J
gBa-:kw Operators oM
45 Guests oo ;I

add | | CheckiNomes |

<< Type names sepatsted by semicolons o choose from kst >>

| _come |
/

Scroll down to the wa user name, then click Add and OK.
9. You see a window similar to this. Choose the Read and Write options.

Users Properties ﬂ m

Generall Web Shalingl Sharing Security I

Hare Al add.
€7 SYSTEM
€7 TERMINAL SERVER USER Remove |
ﬁi Users [CCM14\Users)
Q webattendant [CCM1\wa)

< |
Permissions: Allow Deny
Full Control O O
Modify O O
Read & Execute O O
List Folder Contents O O
Read O
Wite O

Advanced... I

v Allow inheritable permissions from parent to propagate to this

object
| oK I Cancel Apply

Click OK.

This completes this task.



Return to the index page.
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