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Introduction

Remote—-edge access point (REAP) capabilities introduced with Cisco Unified Wireless Network allow
remote deployment of the Cisco Lightweight Access Points (LAPs) from the wireless LAN (WLAN)
controller (WLC). This makes them ideal for branch—office and small retail locations. This document explain:
how to deploy a REAP-based WLAN network with use of the Cisco 1030 Series LAP and 4400 WLCs.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:
» Knowledge of WLCs and how to configure the WLC basic parameters
» Knowledge of the REAP mode of operation in a Cisco 1030 LAP
» Knowledge of the configuration of an external DHCP server and/or Domain Name System (DNS)

server
» Knowledge of Wi—Fi Protected Access (WPA) concepts

Components Used

The information in this document is based on these software and hardware versions:

» Cisco 4400 Series WLC that runs firmware release 4.2
» Cisco 1030 LAP



« Two Cisco 2800 Series Routers that run Cisco IOS® Software Release 12.2(13)T13
« Cisco Aironet 802.11a/b/g Client Adapter that runs firmware release 3.0
« Cisco Aironet Desktop Utility version 3.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

REAP mode enables a LAP to reside across a WAN link, and still be able to communicate with the WLC anc
provide the functionality of a regular LAP. REAP mode is supported only on the 1030 LAPs at this point.

In order to provide this functionality, the 1030 REAP separates the Lightweight Access Point Protocol
(LWAPP) control plane from the wireless data plane. Cisco WLCs are still used for centralized control and
management in the same way that regular LWAPP-based access points (APs) are used, while all user data
bridged locally at the AP. Access to local network resources is maintained throughout WAN outages.

REAP APs support two modes of operation:

* Normal REAP mode
* Standalone mode

The LAP is set in normal REAP mode when the WAN link between the REAP AP and the WLC is up. When
LAPs operate in normal REAP mode, they can support up to 16 WLANS.

When the WAN link between the WLC and the LAP goes down, the REAP—-enabled LAP switches to
standalone mode. While in standalone mode, the REAP LAPs can support only one WLAN independently
without the WLC, if the WLAN is configured with either Wired Equivalent Privacy (WEP) or any local
authentication method. In this case, the WLAN that the REAP AP supports is the first WLAN that is
configured on the AP, WLAN 1. This is because most of the other authentication methods need to pass
information to and from the controller and, when the WAN link is down, this operation is not possible. In
standalone mode, the LAPs support a minimal set of features. This table shows the set of features that a RE
LAP supports when it is in standalone mode in comparison with the features that a REAP LAP supports in
normal mode (when the WAN link is up and communication to the WLC is up):

Features That a REAP LAP Supports in Normal REAP Mode and in Standalone Mode



REEAP REAP
{nomal mode) (standalone mode )
1Pv4 Yes Yes
1Pvis Yes Yes
Protocols Yes Yes
All other protecols {only if clientis also | (only if client is also
1P enabled) IP enabled)
1P Proxy ARP No No
Number of SSIDs 16 . !
(the first one)
WLAN Dynamic channel assignment Yeos No
IDynamic power control Yes No
Dynamic load balancing Yes No
VLAN Multiple .intcrl'u(c.\' No No
802.1Q Support No No
Rogue AP detection Yes No
Yes
WLAN Security Exclusion list Yes ccxislil:‘%ﬂl‘:_)fxnhrs
Peer-to-Peer blecking No No
Intrusion Detection System Yes No
MAC authentication Yes No
802.1X Yes No
WEP (64/128/152bits) Yes Yes
Layer 2 Security | WPA-PSK Yes Yes
WPA2-PSK No No
WPA-EAP Yes No
WPA2-EAP Yes No
Web Authentication No No
1Psec No No
Layer 3 Security | 1L.2TP No No
VPN Pass-through No No
Access Control Lists No No
QoS Profiles Yes Yes
Downlink QoS (weighted round-robin queues) Yes Yes
802.1p support No No
Qo8 Per-user bandwidth contracts No No
WMM No No
S02.11e (future) No No
AAN QoS Profile override Yes No
Mobility Intra-subnet Yes Yes
- Inter-subnet No No
DHCP Intemal DHCP Server No No
Extemal DHCP Server Yes Yos
Topology Direct connect ( 2006) No No

The table shows that multiple VLANSs are not supported on REAP LAPs in both modes. Multiple VLANSs are

not supported because REAP LAPs can only reside on a single subnet because they cannot perform IEEE

802.1Q VLAN tagging. Therefore, traffic on each of the service set identifiers (SSIDs) terminates on the san
subnet as the wired network. As a result, data traffic is not separated on the wired side even though wireles:
traffic may be segmented over the air between SSIDs.

Refer to REAP Deployment Guide at the Branch Office for more information on REAP deployment, and how
to manage REAP and its limitations.

Configure

In this section, you are presented with the information to configure the features described in this document.
In order to configure the devices to implement the network setup, complete these steps:

1. Configure the WLC for basic operation and configure WLANS.
2. Prime the AP for installation at the remote site.

3. Configure the 2800 routers to establish the WAN link.

4. Deploy the REAP LAP at the remote site.



Network Diagram
This document uses this network setup:

Cisco 2800 Router Cisco 2800 Router

10.00.2/8

172.16.1.60/16 192.168.1.1/24

Layer 2 Switch Layer 2 Switch

192.168.1.5/24

=
Cisco 4400 WLC Cisco 1030 Lightweight AP

WLC Parameters 192.168.1.24/24 ¢ ,  192.168.1.25/24

Management Interface IP address: 172.16.1.50/16
AP Manager Interface IP address: 172.16.1.51/16

Default Gateway: 172.16.1.60/16 )
Wireless Client1
Wireless Chent2

The main office connects to the branch office with use of a leased line. The leased line terminates on 2800
series routers at each end. This example uses Open Shortest Path First (OSPF) Protocol to route data on tt
WAN link with PPP encapsulation. The 4400 WLC is in the main office and the 1030 LAP must be deployed
at the remote office. The 1030 LAP must support two WLANSs. Here are the parameters for the WLANS:

* WLAN 1

¢ SSID SSID1
¢ Authentication Open
¢ Encryption Temporal Key Integrity Protocol (TKIP) (WPA Pre-Shared Key
[WPA-PSK])
* WLAN 2

¢ SSID SSID2
¢ Authentication Extensible Authentication Protocol (EAP)
¢ Encryption TKIP

Note: For WLAN 2, the configuration in this document uses WPA (802.1x authentication and
TKIP for encryption).

You must configure the devices for this setup.
Configure the WLC for Basic Operation and Configure WLANs

You can use the startup configuration wizard on the command-line interface (CLI) in order to configure the
WLC for basic operation. Alternatively, you can also use the GUI in order to configure the WLC. This



document explains the configuration on the WLC with use of the startup configuration wizard on the CLI.

After the WLC boots for the first time, it directly enters into the startup configuration wizard. You use the
configuration wizard to configure basic settings. You can run the wizard on the CLI or the GUI. Here is an
example of the startup configuration wizard:

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC_MainOffice

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max); *****
Management Interface IP Address: 172.16.1.50
Management Interface Netmask: 255.255.0.0

Management Interface Default Router: 172.16.1.60
Management Interface VLAN Identifier (0 = untagged):
Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51
AP-Manager is on Management subnet, using same values
AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1

Allow Static IP Addresses [YES][no]: Yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enable 802.11b Network [YES][no]: Yes

Enable 802.11a Network [YES][no]: Yes

Enable 802.11g Network [YES][no]: Yes

Enable Auto—-RF [YES][no]: Yes

Configuration saved!
Resetting system with new configuration...

This example configures these parameters on the WLC:

e System name

« Management interface IP address

« AP—manager interface IP address

« Management interface port number

« Management interface VLAN identifier
« Mobility group name

* SSID

* Many other parameters

These parameters are used to set up the WLC for basic operation. As the WLC output in this section shows
the WLC uses 172.16.1.50 as the management interface IP address and 172.16.1.51 as the AP—manager
interface IP address. In order to configure the two WLANS for your network, complete these steps on the
WLC:

1. From the WLC GUI, click WLANSs in the menu at the top of the window.

The WLANSs window appears. This window lists the WLANS that are configured on the WLC.
Because you configured one WLAN with use of the startup configuration wizard, you must configure
the other parameters for this WLAN.

2. Click Edit for the WLAN SSID1.



Here is an example:

#e9-QIJFAAGI DI

Save Configuration  Ping  Logowt Refresh
MONITOR WLANS CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS HEWP

WLANS WLANS
WLANS .
WLAN WLAN  wian ss10 A.l«:.m

1] Status

$5101 trabled 202.1% Lds £3

The WLANSs > Edit window appears. In this window, you can configure the parameters that are
specific to the WLAN, which includes General Policies, Security Policies, RADIUS server, and
others.

3. Make these selections in the WLANs > Edit window:

a.In the General Policies area, check the Enabled check box beside Admin Status in order to
enable this WLAN.

b. Choose WPA from the Layer 2 Security drop—down menu in order to use WPA for WLAN 1.
c. Define the WPA parameters at the bottom of the window.

In order to use WPA-PSK on WLAN 1, check the Enabled check box beside Pre—Shared

Key in the WPA Parameters area and enter the passphrase for WPA-PSK. WPA-PSK will
use TKIP for encryption.

Note: The WPA-PSK passphrase must match the passphrase that is configured on the client
adapter in order for WPA-PSK to work.
d. Click Apply.
Here is an example:



#c2-QIFAUBI DI

WLANS

WLAN 1D

WLANS WLAN SSID

General Policies

Rado Pohcy

Al Stabos

WMM Policy

7920 Phone Support
Broadcast 551D
Allow ARA Overnde

Chent Exclusion

DMHCP Server
DMCP Addr. Asssgnment

interface Name

Radius Servers

SSI0L
Security Policies
Al - e -
—— r\uvn 2 Securty
P Enabled ) —

g — o T AT Ty
Sesvion TemRoUtowesy—fEeo
Qualty of Servics (Qe5) [Silver (bast offort) =]

Itnnbhd 'l

[T Chent CAC Umt [ AP CAC Lt

P Ensdled
™ Enabled
P toasled *+ [0
Teneout Value (secs)
™ Override
™ Required

|mo-\mmeﬁ L I

Layer 3 Securty

None -

™ web Policy *

Authentbcatben Servers Accourtng Servers
Server 1 I»era 'I none vI
Server 2 I»er“ 'I fone =
Server ) nore = none
WPA Parameters
802.11 Dats Encryphen TXIP-MIC
Pre-Shared Key P Ensbied

P Set passphrase |

You have configured WLAN 1 for WPA-PSK encryption.

4. |n order to define WLAN 2, click New in the WLANS window.

The WLAN > New window appears.
5.In the WLAN > New window, define the WLAN ID and the WLAN SSID, and click Apply.

Here is an example:



e -QIFIAABI DI

Save Configuration Ping  Logowt Refresh

ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANS WLANS > New < dack | apply |

WLANS WLAN 1D T |
afls WLAN SSID [sioz

The WLAN > Edit window for the second WLAN appears.
6. Make these selections in the WLANs > Edit window:

a.In the General Policies area, check the Enabled check box beside Admin Status in order to
enable this WLAN.
b. Choose WPA from the Layer 2 Security drop—down menu in order to configure WPA for this

WLAN.
c.In the Radius Servers area, choose the appropriate RADIUS server to use for authentication

of the clients.
d. Click Apply.
Here is an example:



Save Configuraticn  Ping  Logowt Refresh |

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELWP

-
WLANS WLANS > Edit < Back J Apply J

General Policies Security Policies

" Layer 2 Securiy WA ~ .

™ macrinsg

Layer J Securty None -

T webd Poliey *
7920 Phone Swpport [T Chemt CAC Lt [T AP CAC Lt
Broadcast SSID W Enabled
Allow AAA e ™ Enabled
) (3 M Enabled * fes
T
DHCP ro d

Note: This document does not explain how to configure the RADIUS servers and EAP authentication. For
information on how to configure EAP authentication with WLCs, refer to EAP Authentication with WLAN
Controllers (WLC) Configuration Example.

Prime the AP for Installation at the Remote Site

Priming is a process by which LAPs get a list of controllers to which they can connect. LAPs are informed of
all controllers in the mobility group as soon as they connect to a single controller. In this way, the LAPs learr
all the information they need in order to join any controller in the group.

In order to prime a REAP-capable AP, connect the AP to the wired network at the main office. This
connection allows the AP to discover a single controller. After the LAP joins the controller at the main office,
the AP downloads the AP operating system (OS) version that corresponds with the WLAN infrastructure anc
the configuration. The IP addresses of all the controllers in the mobility group are transferred to the AP. Whe
the AP has all the information that it needs, the AP can be connected at the remote location. The AP can the
discover and join the least-utilized controller from the list, if IP connectivity is available.

Note: Make sure that you set the APs to "REAP" mode before you turn them off in order to ship them to the
remote sites. You can set the mode at the AP level through the controller CLI or GUI, or with the use of
Wireless Control System (WCS) templates. APs are set to perform regular, "local” functionality by default.

The LAPs can use any one of these methods in order to discover the controller:

 Layer 2 discovery
 Layer 3 discovery

+ With the use of a local subnet broadcast
¢ With the use of DHCP option 43
+ With the use of a DNS server



¢ With the use of Over-the—Air Provisioning (OTAP)
+ With the use of an internal DHCP server

Note: In order to use an internal DHCP server, the LAP must connect directly to the WLC.

This document assumes that the LAP registers to the WLC with use of the DHCP option 43 discovery
mechanism. For more information on the use of DHCP option 43 to register the LAP to the controller, as wel
as the other discovery mechanisms, refer to Lightweight AP (LAP) Registration to a Wireless LAN Controllel

(WLC).

After the LAP discovers the controller, you can see that the AP is registered to the controller in the Wireless

window of the WLC. Here is an example:

#em - QA QAATI DI

m Save Configuration  Ping  Logout Refresh
MONITOR WULANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless Al APs

Access Polnts Search by Etherne t MAC Search

vame dmen Status ——
Bridging - Status —

Rogues api51:58:e0 s 00-0b:05:51:50:00 Enable LG 1

Cliemts

Glebal RF

Coumtry

Timers

Complete these steps in order to configure the LAP for normal REAP mode:

1. From the WLC GUI, click Wireless.

The All APs window appears. This window lists the APs that are registered to the WLC.

2. Select the AP that you must configure for REAP mode and click Detail.

The All APs > Detail window for the specific AP appears. In this window, you can configure the

various parameters of the AP, which include:

AP name

IP address (which you can change to static)
Admin status

Security parameters

AP mode

List of WLCs to which the AP can connect
Other parameters

* & & 6 O 0o o



3. Choose REAP from the AP Mode drop—down menu.

This mode is only available on REAP-capable APs.
4. Define the controller names that the APs will use to register and click Apply.

You can define up to three controller names (primary, secondary, and tertiary). The APs search for tl
controller in the same order that you provide in this window. Because this example uses only one
controller, the example defines the controller as the primary controller.

Here is an example:

-4 -QIF3ABI DI

m Save Configuration  Ping  Logowt Refresh
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HEWP
-
Wireless All AP > Detalls < Back | apply |
Access Paints General Versions
AP Name [op:51 50:00 S/W Version 3.2.70.0
Cthernet MAC Address 00:00:0%5:51:50:00 Boot Verson 21700
Bridging
R Dase Radho MAC 00:0b:05:51:59:60
Sguss Inventory Information
Regulatory Doman S0211bg: -A PO211a: -A
AP 1P Address 172.16.1.80 P e e
AP Stabe 0 [~ AP Senal Number WCONOS2201RT
Clients AP Stabe IP[y .15 AP Certéicate Type Marndacture Installed
Global R¥ Netmask REAP Mode supported  Yes
y Gatewsy > 8.1
AP 1D 3
Country
Admn Statys [Eastia 3
Timers
AP Mode REAP
Operstionsl Status  REG
Port Number i
AP Growp Name .I
Locaton [remate Conce
Pronsy SeRroier l* ND anOfcel
sller [
Tertiary Controller [
Name
Statistics Temer |[Z

Radio Interfaces

Number of Rado Interfaces

Radio Interface Type Admin Status Oper Status Regulatory Domain

ils Enable w Supported

You have set up the AP for REAP mode, and you can deploy it at the remote site.

Note: In this example window, you can see that the IP address of the AP is changed to static and a static IP
address 192.168.1.5 is assigned. This assignment occurs because this is the subnet to be used at the remo
office. So you use the IP address from the DHCP server, 172.16.1.80, only during the priming stage. After tt
AP is registered to the controller, you change the address to a static IP address.

Configure the 2800 Routers to Establish the WAN Link

In order to establish the WAN link, this example uses two 2800 series routers with OSPF to route informatio
between the networks. Here is the configuration of both the routers for the example scenario in this docume

MainOffice

MainOffice#show run
Building configuration...

Current configuration : 728 bytes
|

version 12.2




service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname MainOffice

!
!
ip subnet-zero
!
!
!
!

interface EthernetO

ip address 172.16.1.60 255.255.0.0

I-—— This is the interface which acts as the default gateway to the WLC.

!
interface Virtual-Templatel

no ip address
|

interface SerialO

no ip address
|

interface Seriall
I-—— This is the interface for the WAN link.

ip address 10.0.0.1 255.0.0.0
encapsulation ppp

I-—— This example uses PPP. Use the appropriate
I-—— encapsulation for the WAN connection.

!
router ospf 50

1-—— Use OSPF to route data between the different networks.

log—adjacency—-changes

network 10.0.0.0 0.255.255.255 area 0
network 172.16.0.0 0.0.255.255 area 0
|
1
ip classless
ip http server
|

|
!
line con 0

line aux O
linevty 04
|

end

BranchOffice

BranchOffice#show run
Building configuration...

Current configuration : 596 bytes

!

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec




no service password-encryption
|

hostname BranchOffice
!
!
ip subnet-zero
!
!
!
!

interface Ethernet0

ip address 192.168.1.1 255.255.255.0

I-—— This is the interface which acts as the default gateway to the LAP.

interface Serial0
no ip address
|

interface Seriall
I-—— This is the interface for the WAN link.

ip address 10.0.0.2 255.0.0.0
encapsulation ppp

clockrate 56000

|

router ospf 50

1-—— Use OSPF to route data between the different networks.

log—adjacency—-changes

network 10.0.0.0 0.255.255.255 area 0
network 192.168.1.0 0.0.0.255 area 0

!

ip classless

ip http server

|

|
|

!

line con O

line aux 0

linevty 04

login

autocommand access enable—timeout 2
|

end

Deploy the REAP AP at the Remote Site

Now that you have configured WLANs on the WLCs, primed the LAP, and established the WAN link
between the main office and the remote office, you are ready to deploy the AP at the remote site.

After you power up the AP at the remote site, the AP looks for the controller in the order that you configured
in the priming stage. After the AP finds the controller, the AP registers with the controller. Here is an
example. From the WLC, you can see that the AP has joined the controller on port 1:



#-=-QNJAABI DI

Wireless Al APs
Access Polnts Search by Ethernet MAC | Search |
2 Rad
AP Name AP 1D Ethernet MAC Admin Status  OPeratiomal .,
Bridging p—
——————— e ——
Rogues <_ap;51:50ie0 s 00-0b:05:51:50:00 Enable REG 1 =
Rogue A e ———— P —— )
Cliests
Glebal RF
Country
Timers

Clients that have the SSID SSID1, and for which WPA-PSK is enabled, associate to the AP on WLAN 1.
Clients that have the SSID SSID2, and that have 802.1x authentication enabled, associate to the AP on
WLAN 2. Here is an example that shows two clients. One client is connected to WLAN 1, and the other clier
is connected to WLAN 2:

#c=5-QAJAITI DI

Monitor Clents Items 1 2 of 2
Summary Search by MAC address Search |
Statistics

otrelier

Client MAC Addr AP Name AP MAC Addr WLAN Type Status Auth Port
Ports

Wireless 00-40:96:2¢:4d-05  #p:51:5a:¢0 00:0b:85:51:50:00 SSIOY S02.11a  Assecated Yes
Roo

00:40:94:0c:06:57  2p:51:50:00 00:0b:8%:51:50:00 SSIO2 902118 Assocated Yes




Verify

Use this section to confirm that your REAP configuration works properly.
Note: Refer to Important Information on Debug Commands before you use debug commands.

Bring down the WAN link. When the WAN link is down, the AP loses connectivity with the WLC. The WLC
then deregisters the AP from its list. Here is an example:

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:04:22 2006: Did not receive heartbeat reply from AP 00:0B:85:51:5A:EQ

Wed May 17 15:04:22 2006: Max retransmissions reached on AP 00:0B:85:51:5A:EQ
(CONFIGURE_COMMAND, 1)

Wed May 17 15:04:22 2006: apfSpamProcessStateChangelnSpamContext: Down LWAPP event for
AP 00:0h:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: apfSpamProcessStateChangelnSpamContext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: apfSpamProcessStateChangelnSpamContext: Down LWAPP event for
AP 00:0h:85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: apfSpamProcessStateChangelnSpamContext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: spamDeleteLCB: stats timer not initialized for AP

00:0b:85:51:5a:e0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 0!

Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1!

Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

From the debug lwapp events enable command output, you can see that the WLC deregisters the AP becat
the WLC did not receive a heartbeat reply from the AP. A heartbeat reply is similar to keepalive messages.
The controller tries five consecutive heartbeats, 1 second apart. If the WLC does not receive a reply, the WL
deregisters the AP.

When the AP is in standalone mode, the AP power LED flashes. The clients which associate to the first
WLAN (WLAN 1) are still associated to the AP because the clients in the first WLAN are configured for
WPA-PSK encryption only. The LAP handles the encryption itself in standalone mode. Here is an example
that shows the status (when the WAN link is down) of a client that is connected to WLAN 1 with SSID1 and
WPA-PSK:

Note: TKIP is the encryption that is used with WPA-PSK.



[#|Cisco Aironet Desktop Utility - Current Profile: SSID1 21x|

Action Options Help

Current Status I Profile Management | Diagnostics |

Profile Name: SSID1

Link Status: Authenticated

Wireless Mode: 5 GHz 54 Mbps IP Address: 192.168.1.24
Network Type: Infrastructure Current Channel: 64
Server Based Authentication: None Data Encryption: TKIP

Signal Strength:  [NNNNNENNENNNNNNNNNNNENE  Excellent

The clients that are connected to WLAN 2 are disconnected because WLAN 2 uses EAP authentication. Thi
disconnection occurs because clients that use EAP authentication need to communicate to the WLC. Here i
an example window which shows that the EAP authentication fails when the WAN link is down:

| 2] (0] x|
RN LE AP Authentication x
Profile N '
Card Name:  Cisco Aironet 802.11a/bjg Wireless Adapter
Steps
> 1. Startine Profile Name: SSID2
2. Checking Message: Unable to LEAP authenticate the wireless
1R . user in the specified amount of time,
Aot Network infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5. Finding D value for this profile.
Cancel

After the WAN link is up, the AP switches back to normal REAP mode and registers with the controller. The
client that uses EAP authentication also comes up. Here is an example:



Action Options Help

[# Cisco Aironet 21 x| I

LEAP Authentication Status 2| =121 x1
Card Name: Cisco Aironet 802.11a/b/g Wireless Adapter
Profile Name: SSID2
Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Renewing P address Success
4. Detecting IPX Frame Type Success
5. Finding Domain Controller Success
[~ Show minimized next time
| Auto Select Frofles UTaer Eromes. ] ‘I

This sample output of the debug Iwapp events enable command on the controller shows these results:

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery—Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0to
00:0b:85:33:84:a0 on port '1'

Wed May 17 15:06:52 2006: LWAPP Join—-Request MTU path from AP 00:0b:85:51:5a:e0is 1500,
remote debug mode is 0

Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00:0b:85:51:5a:e0(index 51)
Switch IP: 172.16.1.51, Switch Port: 12223, intlfNum 1, vlanld OAP IP: 192.168.1.5, AP

Port: 5550, next hop MAC: 00:d0:58:ad:ae:cb

Wed May 17 15:06:52 2006: Successfully transmission of LWAPP Join—-Reply to AP
00:0b:85:51:5a:e0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:06:52 2006: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

Wed May 17 15:06:54 2006: Received LWAPP CONFIGURE REQUEST from AP 00:0b:85:51:5a:e0 to
00:0b:85:33:84:a0

Wed May 17 15:06:54 2006: Updating IP info for AP 00:0b:85:51:5a:e0 —— static 1,
192.168.1.5/255.255.255.0, gtw 192.168.1.1

Troubleshoot

Use this section to troubleshoot your configuration.

Troubleshooting Commands
You can use these debug commands to troubleshoot the configuration.
Note: Refer to Important Information on Debug Commands before you use debug commands.

« debug Iwapp events enable Displays the sequence of events that occur between the LAP and the
WLC.

« debug Iwapp errors enable Displays the errors that occur in the LWAPP communication.

« debug Iwapp packet enable Displays the debug of an LWAPP packet trace.

» debug mac addr Enables MAC debugging for the client that you specify.



NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Wireless
Wireless — Mobility: WLAN Radio Standards

Wireless — Mobility: Security and Network Management

Wireless — Mobility: Getting Started with Wireless

Wireless — Mobility: General

Related Information

* REAP Deployment Guide at the Branch Office

« EAP Authentication with WLAN Controllers (WLC) Configuration Example

« Understanding the Lightweight Access Point Protocol (LWAPP)

» Wireless LAN Controller and Lightweight Access Point Basic Configuration Example
*« WLAN Controller Failover for Lightweight Access Points Configuration Example

» Wireless Support Page
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