IPsec Tunnel Between PIX 7.x and VPN 3000
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Introduction

This document provides a sample configuration for how to establish a LAN-to—LAN IPsec VPN tunnel
between a PIX Firewall 7.x and a Cisco VPN 3000 Concentrator.

Refer to PIX/ASA 7.x Enhanced Spoke-to—Client VPN with TACACS+ Authentication Configuration
Example in order to learn more about the scenario where the LAN-to—LAN tunnel between the PIXes also
allows for a VPN Client to access the spoke PIX through the hub PIX.

Refer to PIX/ASA 7.x Security Appliance to an I0S Router LAN-to—LAN IPsec Tunnel Configuration

Example in order to learn more about the scenario where the LAN-to—LAN tunnel between the PIX/ASA an
an 10S Router.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

» This document requires a basic understanding of IPsec protocol. Refer to An Introduction to IPsec
Encryption to learn more about IPsec.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco PIX 500 Series Security Appliance with software version 7.1(1)



 Cisco VPN 3060 Concentrator with software version 4.7.2(B)
Note: PIX 506/506E does not support 7.x.
The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul

that you understand the potential impact of any command.

In order to configure PIX 6.x, refer to LAN-to—LAN IPSec Tunnel Between the Cisco VPN 3000
Concentrator and PIX Firewall Configuration Example.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

« Configure the PIX
« Configure the VPN 3000 Concentrator

Note: Use the Command Lookup Toaokgistered customers odlyo obtain more information on the commands
used in this section.

Network Diagram

This document uses this network setup:
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Configure the PIX

PIX

PIX7#show running—config
: Saved

PIX Version 7.1(1)
1

hostname PIX7
enable password 8Ry2Yjlyt7RRXU24 encrypted

names
|

I-—- Configures the outside interface of the PIX.

I-—— By default, the security level for the outside interface is O.

interface Ethernet0
nameif outside
security—level 0

ip address 10.1.1.1 255.255.255.0
!

I-—— Configures the inside interface of the PIX.

I-—— By default, the security level for the inside interface is 100.

interface Ethernetl
nameif inside
security—level 100

ip address 192.168.1.1 255.255.255.0
!

I-—— Defines the IP addresses that should not be NATed.

access—list nonat extended permit ip 192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0
access-list outside extended permit icmp any any

I-—— Defines the IP addresses that can communicate via the IPsec tunnel.

access—list 101 extended permit ip 192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0
access-list OUT extended permit ip any any
pager lines 24

mtu outside 1500

mtu inside 1500

no failover

asdm image flash:/asdm-504.bin

no asdm history enable

arp timeout 14400

nat (inside) 0 access-list nonat
access—group OUT in interface outside
route outside 0.0.0.0 0.0.0.010.1.1.21

I-—— Output is suppressed.

I-—- These are the IPsec parameters that are negotiated with the client.

crypto ipsec transform-set my-set esp—aes—-256 esp—sha—-hmac
crypto map mymap 20 match address 101

crypto map mymap 20 set peer 172.30.1.1

crypto map mymap 20 set transform-set my-set




crypto map mymap interface outside
I-—— These are the Phase | parameters negotiated by the two peers.

isakmp enable outside

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256
isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

I-—— A tunnel group consists of a set of records

1-—— that contain tunnel connection policies. The two attributes

I-—— are General and IPsec. Use the remote peer IP address as the

I-—— name of the Tunnel group. In this example 172.30.1.1 is the peer IP address.
I-—— Refer to Tunnel Group for more information.

tunnel-group 172.30.1.1 type ipsec—I2I
tunnel-group 172.30.1.1 ipsec—attributes
pre—shared-key *

1-—— Output is suppressed.
|

rend
PIX7#

Configure the VPN 3000 Concentrator

VPN Concentrators are not pre—programmed with IP addresses in their factory settings. You have to use the
console port in order to configure the initial configurations which are a menu—based command-line interface
(CLD. Refer to Configuring VPN Concentrators through the Console for information on how to configure
through the console.

After you configure the IP address on the Ethernet 1 (private) interface, you can configure the rest with eithe
the CLI or via the browser interface. The browser interface supports both HTTP and HTTP over Secure
Socket Layer (SSL).

These parameters are configured through the console:

» Time/Date The correct time and date are very important. They help ensure that logging and
accounting entries are accurate, and that the system can create a valid security certificate.

 Ethernet 1 (private) interface The IP address and mask (from the network topology
172.16.5.100/16).

The VPN Concentrator is now accessible through an HTML browser from the inside network. Refer to Using
the Command-Line Interface for Quick Configuration for information on how to configure the VPN
Concentrator in CLI mode.

Type the IP address of the private interface from the web browser in order to enable the GUI interface.

Click the save needed icon to save changes to memory. The factory default username and password are
admin, which is case sensitive.

1. Launch the GUI and select Configuration > Interfaces to configure the IP address for the public
interface and the default gateway.
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This secnon lets you configure the VPIN 2000 Concentrator's network mterfaces and power supphes

In the table belowe, or m the picture, select and chick the mterface you want to configure

| Interface | Status  IP Address [Subnet Mask| MAC Address [Default Gateway
Ethemnet | (Private) |  UP 172.16.5.100[255.255.0.0 [00.03.40.89.BF.DO
[Ethemet 2 Pubbc) |  UP 172.30.1.1 [255.255.0.0 [00.03.40.89.BF.D1(172.30.1.2

|Ethemet 3 (Eternal) [Not Configured 0.0.0.0 0.0.0.0
IDNS Server(si  [DNS Server Not Configured
IDNS Domain Name

e Power Supplies

2. Select Configuration > Policy Management > Traffic Management > Network Lists > Add or
Modify to create the network lists that define the traffic to be encrypted.

Add both the local and remote networks here. The IP addresses should mirror those in the access lis
configured on the remote PIX.

In this example, the two network lists are remote_network and VPN Client Local LAN.



Configuration | Policy Management | Traffic Management | Network Lists | Modi

Modify & configured Network List Chick on Generate Loeal List to generate a network hst baged on routmg entries on the
Privats interface.

Name of the Netwerlc List you are addmg. The nare must be
unicue.
o Enter the Networks and Wildeard masks usmng the following
192.168.1.0/0.0.0.255 = formal: o (e 10.10.0.0/0.0.255 255).
« Note: Enter a wildcard mask, which is the reverse of a
subnet mask. A waldcard mask has 15 m bt posihens to
ignore, Us in bt positions to match. For example,

List Name |ramote_nstwork

Network List 10.10.1.0/0.0.0.255=all 10.10.1 a1 addresses
+ Each Network ané Wildcard mask par must be entered on
a smgle kne
= » The Wildeard mask may be omutted o the natural Wildeard
< _’|—' mask is to be used
Apply I Cancel I Generate Local List |

Configuration | Policy Management | Traffic Management | Network Lists | Modify

Ioddy a configured Network List Click on Generate Local List to generatz a networle list based on routing entnes on the
Pnvate interface.

Name of the Metwrork List you ars adding The name must be
urngue
o Entsr the Networlcs and Wildcard masks using the follovemg
172.16.0.0/0.0.255.255 = format: npnnnnnn (e.g 10 10.0.0/0.0 235.255).
+ Naote: Enter a wildecard mask, which is the reverse of a
subnet mask. A wildcard mask has 1s in bt posihions to
ynore, Os in bit posmons to match. For example,

List Name |VPN Client Local LAN [Defaut)

Network List 10.10.71.0/0.0 0.255 = all 10.10.1 nnn addresses.
e Each Networik and Wildcard mask pair must be entzred on
a single lne
= o The Wildcard mask may be omutted if the natural Wildcard
K] L'J mask is to be used.
Apphly I Cancal | Generat= Local List |

3. Select Configuration > System > Tunneling Protocols > IPSec LAN-to—LAN > Add to configure
the IPsec LAN-to—-LAN tunnel. Click Apply when you are finished.

Enter the peer IP address, the network lists created in step 2, the IPsec and ISAKMP parameters, ar
the pre—shared key.

In this example the peer IP address is 10.1.1.1, the network lists are remote_network and VPN
Client Local LAN, and cisco is the pre—shared key.



Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Modify

Meodify an IPSec LAN-to-LAN connection.

Enahle v

Name |Test

Interface | Ethemnet 2 (Public) (172.30.1.1) x|

Connection Type | Bi-directional 'l

10.1.1.1 =l
Peers
E
¢ mﬁ?::: | None (Use Prashored Kays) |

Certificate ' Entwe certficate cham
Transmission & Idenary cernficate enly

Preshared Key |dscn

Authentication | ESP/SHAMMAC-150 ¥|

Encryption |AES-255 vI

IKE Proposal |IKE-425255-5HA =

Filter | -MNona-
IPSec NAT-T [

Bandwidth Policy |—Nune— "

Routing [None |

Check to enable this LAN-to-LAN connecton
Enter the name for tus LAN-to-LAN connection.

Select the interface for this LAN-to-LAN connection

Choose tae type of LAN-10-LAN connection An Originate-
Only connecnon may have midtple peers specified below.

Enter the remote peer IP addresses for this LAN-to-LAY
cormection Criginate-Ondy cormection may specify up %o t2n
peer IP addresses Eater one [P address per me.

Select the digral certdicate to use.

Choose how te send the digital certificatz to the IKE peer.

Enter the preshared key for tus LAN-te-LAN connection.

Specify the packet authenticanon mechanism 3o use.

Specify the encrypron mechanism o use.

Select the IKE Proposal to use for this LAN-to-LAN connecaion.
Choose tae filter to apply to the traffic thar is tuaneled through shus
LaN-to-LAN connecnen

Check to let NAT-T companble PSec peers establish this LAT-
to-LAN connection through a NAT device. You muss also enable
IPSec over WAT-T under NAT Transparency.

Choose the bandswidth policy to apply to this LAY -to-LAIT
connection

Choose the routing mechanism to vse Parameters below are
ignored if Network Autodiscovery is chosen,

Local Network: Ifa LaAN-1o-LAN NAT nie 1z used, ths = the Translated Nenwork address

Network List [\VPh Client Locol LAN (Defaut)
IP Address |
Wildeard Mask |

H

Specdy the local network address list or the IP ad<lress and

wildzard mask for thes LAN-20-LAN connection

Note: Enter a wildcard mask, which is the reverse of a
subnet mask. & wnldcard mask has 1s i bit posmons to jgaore,
0g 1 bt posmions to match. For example, 10.10.1.0/0.0.0.255 =
all 10.10.1.00n addresses.

Remote Network: If a LAN-10-LAN AT nde 1z used, thes iz the Bemote Menwork address.

Network List |remote_network

I Address |
Wildcard Maskl

Appy | Cancel |

4. Select Configuration > User Management > Groups > Modify 10.1.1.1 to view the automatically

generated Group information.

=l

Specdy the remote network address bist or the IP address and
wildcard mask: for thes LAYN-20-LAI connection

Note: Enter a wildcard mask, which is the reverse of a
subnet mask. & wildcard mask has 1s i bit poshons to jgnore,
Os i bit posmons o match. For example, 10.10.1.0/0.0.0.255 =
all 10.10.1.nan addresses.

Note: Do not modify these group settings.



Check the Inherit? box to set a field that you want to default to the base group valus. Unchecle the Inherit? box and enter a new

vahe to overnde bage group values

Iderticy Identity Parameters
Attribute Value Description

(IEI':::Z 10111 Enter a uruque name for the group.

Pas sword|[aaesaanan Enter the password for the group
Verify [[rcmammannco Venfy the group's password

Hxternal groups are configured on an external authentication server (e.g. RADIUS).

T Int=mal vl = g
ype|neme iniernal groups are cenfigured on the VPN 3000 Concentrator's Intemal Database
Apply | Cancsl |

Verify

Use this section to confirm that your configuration works properly.

« Verify the PIX
« Verify the VPN 3000 Concentrator
Verify the PIX

The Output Interpreter Took¢€gistered customers oflfOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

« show isakmp sa Displays all current IKE security associations (SAs) at a peer. The state
MM_ACTIVE denotes that Main Mode is used to set up the IPsec VPN tunnel.

In this example the PIX Firewall initiates the IPsec connection. The peer IP address is 172.30.1.1 an
uses Main Mode to establish the connection.

PIX7#show isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 IKE Peer: 172.30.1.1

Type :L2L Role :initiator

Rekey :no State : MM_ACTIVE

» show ipsec sa Displays the settings used by current SAs. Check for the peer IP addresses, the
networks accessible at both the local and remote ends, and the transform set that is used. There are

two ESP SAs, one in each direction.

PIX7#show ipsec sa

interface: outside
Crypto map tag: mymap, seq num: 20, local addr: 10.1.1.1

access-list 101 permit ip 192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0

local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.0.0/255.255.0.0/0/0)
current_peer: 172.30.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4



#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 172.30.1.1

path mtu 1500, ipsec overhead 76, media mtu 1500
current outbound spi: 136580F6

inbound esp sas:
spi: OXF24F4675 (4065281653)
transform: esp—aes—256 esp—sha—hmac
in use settings ={L2L, Tunnel,}
slot: 0, conn_id: 1, crypto—map: mymap
sa timing: remaining key lifetime (kB/sec): (3824999/28747)
IV size: 16 bytes
replay detection support: Y
outbound esp sas:
spi: 0x136580F6 (325419254)
transform: esp—aes—256 esp—sha—hmac
in use settings ={L2L, Tunnel,}
slot: 0, conn_id: 1, crypto—map: mymap
sa timing: remaining key lifetime (kB/sec): (3824999/28745)
IV size: 16 bytes
replay detection support: Y

Use the clear ipsec sa and clear isakmp sa commands to reset the tunnel.
Verify the VPN 3000 Concentrator

Select Monitoring > Statistics > IPsec to verify if the tunnel has come up in the VPN 3000 Concentrator.
This contains the statistics for both IKE and IPsec parameters.



I
Monitoring | Statistics | IPSec Sunday, 19 February 2006 17:25:57

Reset g# Restore @Refresh@
IKE (Phase 1) Statistics IPSec (Phase 2) Statistics

Active Tunnels ’ 1 Active Tunnels 1

Total Tunnels ﬁ Total Tunnels \_l

Received Bytes % Received Bytes \478

Sent Bytes 5576 Sent Bytes 448

Received Packets m Received Packets \7

Sent Packets W Sent Packets \_4

Received Packets Dropped ’—0 Received Packets Dropped \_0

Sent Packets Dropped ‘70 Received Packets Dropped (Anti-Replay) ‘70

Received Notifies ‘3 Sent Packets Dropped ‘70

Sent Notifies ‘ 104 Inbound Authentications ‘ 4

Received Phase-2 Exchanges ‘ 1 Failed Inbound Authentications ‘ 0

Sent Phase-2 Exchanges ‘ 0 Outbound Authentications ‘ 4

Invalid Phase-2 Exchanges Received ‘ 0 Failed Outbound Authentications ‘ 0

Invalid Fhase-2 Exchanges Sent ‘ 0 Decryptions ‘ 4

Rejected Received Phase-2 Exchanges| 0 Failed Decryptions [ o

Rejected Sent Phase-2 Exchanges | 0 Encryptions | 4

Phase-2 SA Delete Requests Received’ 0 Failed Encryptions [ 0

FPhase-2 SA Delete Requests Sent ’ 0 System Capability Failures [ 0

Initiated Tunnels ] No-SA Failures [0

Failed Initiated Tunnels ] Protocol Use Failures [0
Failed Remote Tunnels |0
Authentication Failures [0
Decryption Failures ’ 0
Hash Validation Failures [0
System Capability Failures ﬁ
No-SA Failures [0

You can actively monitor the session at Monitoring > Sessions. You can reset the IPsec tunnel here.



I
Monitoring | Sessions Sunday, 19 Fehruary 2006 17:23:03)
ResetonesmreQReﬁesh@

This screen shows statisnes for sessions. To refresh the stanstics, click Refresh Select a Group to filter the sessions. For more
mformation on a session, click on that session's name.

Group |—N|— 'I

Session Summary

Active Active Total : Percent
LAN-to- Remote Active Active —— Wem!nted Session Total.
; Concurrent Active Concurrent | Cumulative
LAN Access | Management | Sessions ; 3 Load 2 ;
— Sessi Sessi R g Sessions  Load since 3 Sessions Sessions
Sessions = Sessions | Sessions since | since since Stats Stats since Limit since Stats
since Stats since Stats | Stats Reset Stats Reset Reset Stats Reset
Reset Reset Reset o Reset
1 0 | 0 1 [ o 1 1.00% wo | 2
NAC Session Summary
Accepted since | Rejected since | Exempted since Non-responsive Hold-off since IN/A since Stats
Stats Reset Stats Reset Stats Reset since Stats Reset Stats Reset Reset
| Acave | Total | Actwve | Total | Active | Total | Actwe Total | Actwe  Total = Active | Total
| [ o J o [ o | o [ o [ o | o o [ o 0 o [ o
LAN-to-LAN Sessions [ Remote Access Sessions | Management Sessions ]
Connection Name |IP Address [ Protocol Eneryption | Login Time  Duration IByms Tx ’Byrrs Rx
Test 10111 |IPSec/LAN-to-LAN | AES-256 |Feb 19 17.0201  0:06:02 |  443| 448
Remote Access Sessions [ LAN-10-LAXN Sessions | Management Sessions |
U . Assigned TP Address G Protocol | Login Time | Client Type | Bytes Tx | NAC Result
Seelilaiy Public IP Address -ztoup Encryption | Duration Yersion Bytes Rx | Posture Token

| No Remote Access Sessions

Management Sessions [ LAN-ta-LAN Sessions | Remote Access Sessions ]

I Administrator IP Address Protacol Eneryption | Login Time | Duration

ladimin 172.16.1.1 ETTP 3DES-168 SSLuv3 [Tan 01 05:45:00 [0:1130
Troubleshoot

This section provides information you can use to troubleshoot your configuration.
 Troubleshoot the PIX

* Troubleshoot the VPN 3000 Concentrator
* PFS

Troubleshoot the PIX

The Output Interpreter Took€gistered customers ojlfOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

Note: Refer to Important Information on Debug Commands before you use debug commands.
The debug commands on PIX for VPN tunnels are:

 debug crypto isakmp Debugs ISAKMP SA negotiations.
» debug crypto ipsec Debugs IPsec SA negotiations.



Troubleshoot the VPN 3000 Concentrator

Similar to debug commands on the Cisco routers, you can configure Event Classes to view all alarms. Selec
Configuration > System > Events > Classes > Add to turn on the logging of Event Classes.

Select Monitoring > Filterable Event Log to monitor the enabled Events.

Select Filter Options
Event Class Severities
AUTH s

AUTHDBG
AUTHDECODE

Client TP Address [00.00 Events/Page | 100 vI
Group —Al- -] Direction | Oldestto Nawes! » I

K(l «| »I DH| Getlog | SaveLogl GearLogI

1 02/19/2006 17:17:00,.080 SEV=5 IKEDBG/64 RPT=33 10.1.1.1
IXE Peer included IKE fragmentation capability flags:
¥ain XYode: True

Aggre=sive Node: Tru=

3 021972006 17:17:00.750 SEV=4 IKE/119 RPT=23 10.1.1.1
Group [10.1.1.1)
PHASE 1 COMPLETED

4 02/19/2006 17:17:00.730 SEV-4 AUTH/22 RPT-23 10.1.1.1
User [10.1.1.1) Group [10.1.1.1]) connected, Ses=ion Type: IPSec/LAN-to-LAN

5 021972006 17:17:00.750 SEV<4 AUTH/84 RPT-23
LiN-vo-LAN tunnel teo headend device 10.1.1.1 connected

6 02/19/2006 17:17:01,020 SEV-5 IKE/33 RPT-23 10.1.1.1
Group [10.1.1.1)
Received remote IP Proxy Jubnet dava in ID Payload:
Address 192,168,1.0, Mask 255.255.255.0, Protocol 0, Port O

9 02/19/2006 17:17:01,020 SEV-5 IKE/34 RPT-23 10.1.1.1
Group [10.1.1.1)]

Received local IP Proxy Subnet data in ID Pavyload:
Address 172.16.0.0, Nask 255.255.0.0, Protocol O, Port O

12 02/19/2006 17:17:01.020 SEV=3 IKE/66 RPT=13 10.1.1.1
Group [10.1.1.1)]
IKE Remote Peer conrfigured for SA: LZ2L: Test

13 02/19/2006 17:17:01.350 SEV-4 IKE/49 RPT-3 10.1.1.1

Group [10.1.1.1)

Securivy negotiation complete for LAN-vo-LiN Group (10.1.1.1
Reaponder, Inbound SPI = Ox136580f6, Outbhound SPI = OXLZ24L4675

16 02/19/2006 17:17:01.330 SEV~-4 IKE/120 RPT-3 10.1.1.1
Group [10.1.1.1)
PHASE 2 CONPLEITED (m3gid=6bZ735cd)

| | p> | whi|

PFS

In IPsec negotiations, Perfect Forward Secrecy (PFS) ensures that each new cryptographic key is unrelatec
any previous key. Either enable or disable PFS on both the tunnel peers, otherwise the LAN-to—LAN (L2L)
IPsec tunnel is not established in the PIX/ASA.

PFS is disabled by default. In order to enable PFS use the pfs command with the enable keyword in
group—policy configuration mode. In order to disable PFS, enter the disable keyword.



hostname(config—group—policy)#pfs {enable | disable}

In order to remove the PFS attribute from the running configuration, enter the no form of this command. A
group policy can inherit a value for PFS from another group policy. Enter the no form of this command in
order to prevent inheriting a value.

hostname(config—group—policy)#no pfs

Related Information

« Cisco PIX 500 Series Security Appliances — Support Page

« Cisco VPN 3000 Series Concentrator — Support Page

* Cisco PIX 500 Series Security Appliance Command Reference
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