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Introduction

This document demonstrates how to remediate certain interoperability issues with applications that run alon
with Cisco Security Agent 4.5. The Cisco Security Agent functions as an effective host intrusion prevention
mechanism by monitoring local file systems and system components. Therefore, any malicious system
processes are immediately detected and disabled.

Occasionally, an application might appear to not function properly with the Cisco Security Agent installed.
The symptoms are that the application does not launch, or the application launches and then suddenly exits
Also, there are no events in the event log and the problem is not resolved when the agent is placed into
testmode.

This document explains how to create this exception in order to allow specifically trusted applications to

continue to function without compromising the level of security provided by unhooking COM and buffer
overflow protection only for these applications.

Prerequisites

Requirements
Ensure that you meet this requirement before you attempt this configuration:
« Ensure that you have full administrative access rights to the Cisco Secure Agent MC. This allows yo

to view all application classes. See the Obtain Full Administrative Rights section of this document for
more instruction.

Components Used
The information in this document is based on Cisco Security Agent 4.5.0.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Obtain Full Administrative Rights

Complete these steps to obtain full administrative rights.

1. Select Maintenance > Admin Preferences.

ysis Maintenance Reportg

Admin Preferefpces
=0 Backup Confi ON L
Export / Import »
License Information
stion Database Maintenance
2. Click Advanced.
I Advancq% Preferences Fc
T Basic Basic Preferen
T Basic UNIX Basic Preferen
™ Basic Windows Basic Preferen

3. Highlight admin for Apply these preferences to the following selected administrators.

Configuration
Show IA" 'I configuration items

" Remember last page visited
WV Always use Show All mode

vV always show expanded configuration views

Apply these preferences to the following selected administrators: F

4. Click Save.

Configure

Complete these steps to configure an exception for a specific application to run alongside Cisco Security
Agent.

1. Create a new application class.
2. Create a new rule module.



3. Create a new policy.

4. Create a new group.

5. Link the hosts to the new group.
6. Generate rules.

7. Poll for new rules.

Step 1: Create a New Application Class
Complete these steps:

1. Select Configuration > Applications > Application Classes [Windows] on your Cisco Secure
Agent MC and click New.

ms Configuration Analysis Maintenance Re

tiondPolicies
Rule Modules »

Applications » Application Classes [UNIX)
— | Variables »

Application Classes [Windows)
Global Event Correlatit Application Class ent

2. Specify a name and description for this application class.

This name and description should reflect the application for which you create the exception.

Name

XYZ Application

—Description

|Application class for Application XYZ
[ Detailed

3. Select the Operating System type that the application is to run on and check Display only in Show
All mode.

—Operating System
Syntax: Windows

Target: | <All Windows> v/

4. Leave the default when created from one of the following executables radio button selected in order
to specify this as a static application class.
5. Specify all the executables that pertain to the application you are running.



Add process to application class

@ when created from one of the following executables:
T\ xyz.exe I ks

o
A 4 Insert File Setd

|double-click variable to view|

" when dynamically defined by policy rules

| Remove process from application class

I_ Afterl seconds

[This application class includes

@ Only this process
T This process and all its descendents
T Only descendents of this process

6. Click Save.
Step 2: Create a New Rule Module
Complete these steps:

1. Select Configuration > Rule Modules > Rule Modules [Windows] and click New.

tems Configuration Analysis Maintenance R

Rule Modules » Rule Modules [UNIX] L
Applications » Rule ]
— | Variables » System Stat s E
Global Event Correlatii User State Sets
2. Specify a name and description for this rule module.

Name

XYZ Rule Module

—Description

IRU|8 module for creating exception for XYZ executable
(2] Detailed

3. Leave the rest at the default settings and click Save.
4. Click Modify rules.



Quick links =]

» Modify policy associations
o Modify qules

o View chohqe history

e Consistency check: OK

5. Click Add rule and select Application Control.

wiadd rules

Agent service control

Agent Ul control

Application contr

Clipboard accesg‘}ntrol

COM component access control
Connection rate limit

Data access control

File access control

File version control

Kernel protection

Network access control
Network shield

NT Event log

Registry access control

Service restart

Sniffer and protocol detection
System API control

6. Specify a name and description for this rule module and check Enabled.

Description

|Rule to add process to kernal only protection for XYZ Applicati
(2] Detailed

¥ Enabled
7. Add the processes generated to the <Processes requiring Kernel Only Protection> application class.
T T R R R R R A S R
Dynamic Application Class [NewlView) ‘
[éﬂﬂd New Process to Application Class _'_] | <*Processes requiring Kemel Only Protection> =
and
[ Log

The applications attempt to run:



_when

An enforcement action of the following type [F Terminate Deny ¥ Allow | occurs

and

Current applications in any of the following T -
selected classes: <"Authorized rootkit>

<"Installation Applications>

<"Processes Communlcazlng with Untrusted Hosts>

wewn | <"PrOCESSES COpYing Untrusted Content> R4
|double-chek applicatson class to view)

But not in any of the folowing selected RS A -
classes: <"Authorized rootkit>

<*Instaliation Applications>
<*Processes Communicating with Untrusted Hosts>
neww | <Processes Copying Untrusted Content>

le

|double-click application class to view)

attempt to run

New applications in any of the following

selected classes: User Invoked appications
User Invoked appiications [V4.5 r565)
Virus scanner - all applications (McAfee) [V4 5 r565)
Neww IVITUS Scanner - all applications (Norton) [V4 .5 r565)
[double-cick application class to view)

leL

But not in any of the following selected
classes: <"Authorized roothkit>
<*Installation Applications>
<*Processes Communicating with Untrusted Hosts>
neww | <Processes Copying Untrusted Content> >
|double-chck application dass to view)

8. Click Save.
Step 3: Create a New Policy
Complete these steps:

1. Select Configuration > Policies and click New.
2. Specify a name and description for this policy.

Name

XYZ Policy

—Description

|Policy for XYZ exception
Detailed

3. Select Windows as the Target Architecture.

—Target Architectures —
I Linux [0 modules]
™ Solaris [0 modules]
Vv Windows [0 modules]

4. Click Save.
5. Click Modify rule module associations.




Quick links

* Modify qroup associations

¢ Modify rule module associations
» Yiew change history ib

6. 0n the window on the left hand side, locate the new rule module you just created and click Add to
populate the right hand window.

Unattached Wirdows rule modules:

Apache Web Server [All Wincows, Va5 r565] ﬁl
Appication Behavior Monitoring Module [All Windows, V4 5 rs65) Add>>
Cisco P Softphone Module [All Windows, V4 5 r565)

Cisco Secure Desktop Module [All Windows, V4 5 rS65) e l
Clsco Secure Tunnedng Client Module [Al Windows, Va4 5 r565)

Cisco Trust Agent Module [All Windows, Vd § r565)

Cisco VPN Client Module [ANl Windows, VA 5 r565) >l

Attached Windows rule modules:

Step 4. Create a New Group

Complete these steps:

1. Select Systems > Groups and click New.
2. Select Windows as your Target Architecture.

3 Select Target Architecture J— : zj
| Which is your target :l
architecture?

https:j{17 |@ Trusted sites

3. Specify a name and description for this group.

Name

XYZ Group

—Description

Group for XYZ Policies
[*] Detailed

4. Leave the rest of the configuration at the default values.
5. Click Save.

6. Click Modify policy associations.



Quick links

¢ Modify host membership
¢ Modify policy associati%

e YView related events

7.0n the window on the left hand side, locate the new policy you created and click Add to populate the
right hand window.

Unattached policies: Attached policies:

Application Behavior [V4.5 r565) -

Application Classification [V4.5 r565)

Cisco P Softphone Client - Windows [V4 S rS65) Add>> X
Clisco Trust Agent - Windows [V4.5 rS65)

Cisco VPN Chent - Windows [V4 5 r565] <<Remove
DHCP Server - Windows [V4 5 r565)

DNS Server - Windows [V4.5 r565) 4|

Step 5: Link the Hosts to a New Group

Complete these steps:

1. Select Systems > Groups and locate the group you created under the set of Windows groups.
2. Click Modify host membership.

Quick links =

¢ Modify host membership
+ Modify policy ass‘g‘ !ations
* View related events

* Explain rules

3.0n the window on the left hand side, locate any hosts that are running the application for which you
are creating the kernel exception and click Add to populate the right hand window. Optionally, you
can do a Bulk transfer to facilitate the addition of your host membership to this group.

Attached 1 host to group XYZ Group
Unattached hosts:

Attached hosts:

adiwakar-w2x
Add>> [:
<<Remove
& Select all

 Selact o
Step 6: Generate Rules
Complete these steps:

1. Click Generate Rules.
2. Click Generate.



Step 7: Poll for New Rules

Complete these steps:

1. Access the physical machine from which you are running the application for upon completion of the
rule generation.

In this example, go to the machine which has trouble running XYZ.exe.

2. Double click on the Cisco Security Agent flag located in your system tray, or select Start >
Programs > Cisco Security Agent > Cisco Security Agent.

3. Highlight Status in the navigation tree in the left hand panel and click Poll.

4. Verify that the last poll time is properly updated.

- Status
Messages Host name vpnaaa-2000
User Query Responses
Contact Information Management center admakar-wzk
= System Security ) 14
Unkrusted Appications (1) Registration date 1/19/2006 1:14:40 PM
Last poll time 1/20§2006 7:33:14 AM
Last download time 1/19§2006 1:14:43 PM
Software update No update pending
Network Admission Control posture resuks Unknown
Poll for new configuration I_} Pol I
oK Cancel | Hep |
Security: Medium
Verify

Invoke the application. It should now run concurrently with the Cisco Security Agent.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestiot
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Security
Security: Intrusion Detection [Systems]

Security: AAA

Security: General




Security: Firewalling

Related Information

* Cisco Security Agent Product Support
» Technical Support & Documentation — Cisco Systems
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