VPN Concentrator for WebVPN using the SSL VPN
Client Configuration Example
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Introduction

This document provides a sample configuration on how to configure a WebVPN tunnel between a Cisco SS
VPN Client tunnel (SVC) and the Cisco VPN 3000 Concentrator that uses an internal database for
authentication. The Cisco SSL VPN Client supports applications and functions unavailable to a standard
WebVPN connection.

WebVPN provides Secure Socket Layer (SSL) VPN remote—access connectivity from almost any
Internet-enabled location that uses only a Web browser and its native SSL encryption. This enables
companies to extend their secure enterprise networks to any authorized user by providing remote access
connectivity to corporate resources from any Internet—enabled location.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

« In order to use SSL VPN Client release 1.0.2, you must upgrade the VPN Concentrator to release
4.7.2 or later. SSL VPN Client release 1.0.2 does not operate with the VPN Concentrator that runs
releases earlier than 4.7.2.

« SSL VPN Client works only with Microsoft Windows XP or Windows 2000.

» Refer to Using the Command-Line Interface for Quick Configuration for a basic idea on how to use
the VPN Concentrator Command Line Interface (CLI).

Components Used

The information in this document is based on these software and hardware versions:

* VPN 3015 release 4.7.2.B, and SVC release 1.0.2.127



* Windows 2000 PC using Internet Explorer 6.0 SP1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.
Configure

In this section, you are presented with the information to configure the features described in this document.

Network Diagram

This document uses this network setup:
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Configuration

VPN Concentrators are not pre—programmed with IP addresses in their factory settings. You have to use the
console port to configure the initial configurations which are a menu-based CLI. Refer to Configuring VPN
Concentrators through the Console for information on how to configure through the console.

After you configure the IP address on the Ethernet 1 (private) interface, the rest can be configured either usi
the CLI or via the browser interface. The browser interface supports both HTTP and HTTP over Secure
Socket Layer (SSL).

Complete these steps:

1. Type the IP address of the private interface from the web browser in order to enable the GUI
interface.

The factory default username and password are admin which is case sensitive.
2.0nce you are logged in as an Administrator, begin to install the SSL VPN Client software to the VPN
Concentrator.

This step is required only when you upgrade a VPN Concentrator from an older release to 4.7. Choo
Configuration > Tunneling and Security > WebVPN > Cisco SSL VPN Client in order to install
the SSL VPN Client.



Note: New VPN Concentrators that run release 4.7 or later come pre—loaded with the SSL VPN
Client. By default, the SSL VPN Client is disabled and you need to enable it. This is explained in stej
4.

Note: The SSL VPN Client and VPN Concentrator software can be obtained from the Cisco software
download (registered customers ojlpage.

The Cisco SEL VPN Client is not installed. These settings overnde all group Cisco SSL VPN Client settings. Choose one of the
follownng actions and click the Apply button:

@ Install a new Cisco SSL VPN Client fizces\ VPNsslclientwin-1.0.2127. Pkg Browse...

Aoply | Cance| |

3. Click on the link provided in the confirmation window to continue to enable the SSL VPN Client on
the VPN Concentrator.

Save NemletlH

Cisco SSL VPN Client Install Success
The Cisco SSL VPN Client was sucessfully installed
Cisco SSL VPN Clhient version (CISCO STC wmZk+ 1.0.0 1,0,2,127 Fr 07/22/2005 12:14:45.43 ) 15 enabled

Chick here to return to Web VPN configuranon

4. Select Enable the Cisco SSL VPN Client and click Apply.

This enables the SSL VPN Client on the VPN Concentrator. If your VPN Concentrator was
pre—loaded with the SSL VPN Client, go directly to Configuration > Tunneling and Security >
WebVPN > Cisco SSL VPN Client and enable the SSL VPN Client.

Cisco SSL VPN Client version (CISCO STC wn2k+ 1.0.0 1,0,2,127 Fn 07/22/2005 12:14:45.43 ) 15 enabled These setangs
overnde all group Cisco SSL VPN Client setings. Choose one of the following actions and click the Apply button:

C Disable the Cisco SSL VPN Client

@ Enable the Cisco SST. VPN Client |

© Uninstall the Cisco SSL VPN Client

 Install a new Cisco SSL VPN Client | Erowse... I

Apply ” Cancel I

5. Choose Configuration > User Management > Groups > Add in order to configure a group for the
SSL VPN Client.

If you use an external authentication such as the Cisco ACS server, select External in the Type field.
Enter a group name and an associated password in this window.

This example uses the name 'sslgroup’ for the group. The internal database (on the VPN Concentrat
is also used to authenticate the SSL VPN Client users.



This secnon lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value. Uncheck
the Inherit? box and enter a new value to overnde base group values

Identity 16 A
Identity Parameters
Attribute Value Description
I(EI:::E [s31graup Enter a unique name for the group
Password|| - Enter the password for the group
Verify ||« WVenfy the group's password
External groups are configured on an external authentication server (e.g RADIUS)
Internal <) - ' - ' o
g hosus Internaf groups are configured on the VPN 3000 Concentrator's Intemnal Database

[ Add | cancal |

Note: In order to configure the Cisco VPN 3000 Concentrator for RADIUS authentication, refer to
Configuring the Cisco VPN 3000 Concentrator with MS RADIUS.
. Select the WebVPN Tab in the same window in order to enable the SSL VPN Client for group name
sslgroup. Select the necessary options.

The Cisco SSL VPN Client Keepalive Frequency option is needed only to ensure that an SSL VPN
Client connection through a proxy, firewall, or NAT device remains open, even if the device limits
the time that the connection can be idle.

The Keep Cisco SSL VPN Client option ensures that the SSL VPN Client is always installed in the
client PC. If this option is not selected, the SSL VPN Client needs to be installed every time you wan
a WebVPN tunnel from the client PC.



Configuration | User Management | Groups | Modify sslgroug

Check the Inherit? box to set a field that you want to default to the base group value. Uncheck the Inherit? box and enter a new
value to overnde base group valuss.

Identity | General | IPSec | Client Config | Client FW * HW Client | PPTPA2TP  WebVPN ' NAC

WebVPN Parameters
Attribute Value Inherit? Description
[Enable URL Enty| @ | Check to place the URL entry bex onto the home page.
Check to enable Windows fAle access through HTTPS, When
Enable File Access| ™ enablmg File Access, a NetBIOS Name Server needs to be

configured under System | Servers
Check te place the fle server entry boxz onto the home page

Enable File Server Entry| [~

File Access must be enabled
Check to enable browsing the Wmdows network for
Enable File Server Browsing| ™ domainsiworkgroups, servers and shares File Access must be

enabled

| Enable Port F orwarding v Check to enable port forwarding,

Enable Outlook/Exchange r Check to enable the Outlock/Exchange proxy.

Proxy .
Apply ACL| :ul:c;t; .apply the WebVPN ACL defined for the users of
Enable Auto Applet;
Download| r Check to enable auto applet download on login

Enable Citrix MetaFrame| Check to allows access using Catnsxe MetaFrame termanal

SeIvices.
ﬁ
Enable Cisco SSLcum 7 Check to enable use of the Cisco SSL VPN Client.
Require Cisco SSLCM 4 Check to require use of the Cisco SSL VPN Chent.

Check to keep the Cisco SSL VP Chent installed on the
chent workstation

Cisco SSL VPN Client! ,307 v (seconds) Enter the Cisco SSL VPN Chent Keepalve
Keepalive Frequency Frequency Enter 0 to disable
Enter the display name the users see when using TCP Port

Keep Cisco SSL VPN Client| ¥

Port Forswarding Name||Application Acoass| W

forwarding
Homepage|| v Enter the. URL of the web page to be displayed to the user
upon login.
Content Filter Parameters
Filter Java/ActiveX] Check o remove <applet>, <embed> and <object> tags fom
HTML
Filter Scripts| [ r Check to remove <scnpt> tags fom HIML.
Filter Images| ™ Check to remove <mg> tags from HTIL.
. Check to remove cookies that are delivered with images
e & dvertisers use cookies to wack wisitors.

WebVPN ACLs

The WebWVPN Access Control List to apply to user sessions.

o If you do not define any flters, all connechons are permutzd.
5 | o Ifyou configure a permit filter, the default acton is to deny
connections other than what the filter defines.

o A 'WebWVPN ACL can have a total of 255 characters.

E o Source and destnation [Ds are IP addresses and wildcard
- masks or hostnames.
4] _o|J o Web VPN ACLs are not apphed to SSL VPN Clent
connecnons. Only TP ACLs are applied to the SSL VPN
Chent.

Symrax for protoce] filters:

[ permit | deny | [ ip | smtp | imapd | pop3 | cifs | http | https | Sre-ID Dst-ID
Exarnple. permit ip any host 10.86.9.22

Ezample: permit ip any 192.168.1.0 0.0.0.255

Syntax fer URL flters.
[ permit | deny | URL URL-definition
Example: deny url houp://oww.example.com

[ Apply | Cancal |




7.Choose Configuration > User Management > Users > Add in order to configure an SSL VPN
Client user credentials.

You can also assign a static IP address to the users through this window.

In this example, the user name is test. This user is added to the group sslgroup. IP addresses are al.
assigned with the configuration of a pool of IP addresses.

Configuration | User Management | Users | Add

This section lets you add a user. Uncheck the Inherit? box and enter a new value o ovemde group values

Identity “ General ' IPSec ' PPTP/L2TP

Identity Parameters

Attribute | Value Description
Username F [Enter a unicue username.
Pasmrdvl““"“i [Enter the user's password, The password must satisfiy the group password requirements
Verify [““"‘— Verfy the user's password
Group ¥ ||[Enter the group to which this user belongs.
IP Address l— [Enter the IP address assigned o ths user.
Subnet Mask|| [Enter the subnet mask assigned to this user.
ITI Cancel I

8. Choose Configuration > System > Address Management > Assignment and check the necessary
option as shown and click Apply in order to configure the IP address assignment method.

This section presents Address Assignment options. Each of the following methods are tned, i order, wntl an address 15 found.

Check to use the [P address suppled by the client This can be overndden by
userigroup configuration

™ Check to use an [P address retneved from an authenticahon server for the chent.

Use Client Address [~

Use Address from Authentication
Server

Use DHCP ™ Check to use DECP to obtain an IP adéress for the chent

Check to use mternal address pool configuration to obtam an IP address for the
chent.

Use Address Pools ¥

IP Reuse IU_ Enter the length of tine i ronutes (0-480) that a released mternal address
Delay pool IP address wall be held before being reassigned

Apply | Concel |

9. Choose Configuration > System > Address Management > Pools > Add in order to configure an
associated IP address pool.

In this example, you configure an IP address range that is a part of the same subnet of the corporate
network.



Add an address pool.

Range Start |1 0101.2 Enter the start of the IP pool address range.
Range End |1 010.1.10 Enter the end of the IP pool address range.
Enter the subnet mask of the IP pool address range.
Subnet Mask |255'255'D'D Enter 0.0.0.0 to use default behawior.

Add Cancel |

10.Choose Configuration > System > IP Routing > Default Gateway in order to ensure that you have

all necessary routes and default gateways configured properly.

Configure the default gateways for your system.

T Tl W Enter the IP address of the default gateway or router. Enter 0.0.0.0 for no default

Touter
Metric I‘I Enter the metne, fom 1to 16
Tunnel Default 00,00 Enter the IP address of the default gateway or router for turmels. Enter 0.0.0 0 for
Gateway ' no default router
Override Default o Check to allow leamed default gateways to overnde the confisured default
Gateway \gatevray.
l Apphy I Cancel I

The interface that terminates the SSL VPN Client needs to have an SSL certificate associated with it

11.Choose Administration > Certificate Management in order to confirm that SSL certificates are

generated for the interfaces.

If the certificates are not generated you can generate them when you choose Generate. This is an

option available under Actions in the SSL Certificates box for the respective interface.



This section lets you view and manage certificates on the VPIN 3000 Concentrator Installation of a CA certficate is required
before idennty and SSL certificates can be installed

o Click here to install a CA certificate
e Click here to enroll with a Certificate Authonty
e Click here to install a certificats

Certificate Authorities [ View Al CRL Caches|Cloas ALCRL Caches ] (current: 0, mazirmum 20)
| Subject Issuer Expiration [ SCEP Issuer Actions
[No Certificate Authorities

Identity Certificates (current. 0, maaruen: 20)

I Suhject [ Issuer | Expiration [ Actions
[No Identity Certificates
SSL Certificates
IInterface | Subject I Issuer |Expiration | Actions
10.10.1.1 at Cisco 10.10.1.1 at Cisco riasr| Rane » - -
’anaie ey Ry ‘10.!150008 View | Renew | Delete | Export | Generate | Encoll| Impoz:
Public e L 104152008 [Vizw | Renew | Delete | Export | Gengzate | Ensoll| Impost
Systems, Inc. Systems, Inc.
SSH Host Key
| Key Size I Key Type | Date Generated I Actions
512 bats [RSA 0241212005 (Genszate

Enrollment Status [ Remove All: Exscred | Timed Oul | Rejecled | Cancelled | [nProgzees ] (current: 0 avadable: 20)
I Subject Issuer Date Use | Reason Method Status | Actions
|.No Enrollment Requests

12.Choose Configuration > Interfaces and select the respective interface to specifically allow the
HTTPS session on the interface that terminates the SSL VPN Client.
13.Go to the WebVPN tab and check Allow WebVPN HTTPS sessions.

In this example, you are terminating the SSL VPN Client on the public Interface of the VPN
Concentrator.

Configuration | Interfaces | Ethernet 2

A You are modifying the meerface you are using to connect to this dewce. If you make any changes, you will break the
connection and you will have to restart from the login screen

Configuring Ethernet Interface 2 (Public).

General RIP ' OSPF ' Bandwidth WebVPN

Web VPN Parameters
Attribute Value Description
Allow Management - Check to enable management HTTP and ETTPS sessions on this mterface. Disabling wall
HTTPS sessions prevent managing the device through a web browser on this mterface
Allow WebVEN HTTPS| 5 1oy % to enable WebVEN HTTPS sessions on this inbecface.
sessions
Redirect HTTP to Chegk Lo forcg any connechons Commg m s HTTP ko be rgdarecled to HTTPS. Ths .
HTTPS v |prowides adémional secusity. Unencrypted HTTF sessions will no longer be allowed on this

interface

Allow POF3S sessions| [~ |Check to enable POP3S e-mal sessions on this interface using an «-mal program.

Allow IMAPSS sessions| [~ |Check to enable INLAP4S e-mail sessions on this mterface using an e-mail program
Allow SMTPS sessions| ™ |Check to enable SMTFPS e-mad sessions on this mrerface using an e-mail prograrm.

oy | _concel |




Configure to Disable Certificate Warning

When you generate the SSL certificate on the VPN Concentrator, always use an IP address or DNS nhame C
the interface. But, if you type something else which does not match your inputs when you open the browser
order to connect the SSL, you receive security warnings messages such as hostname mismatch

errors. You should type what you previously used when the certificate was generated.

You can choose Administration > Certificate Management, and delete and generate the SSL certificate in
order to fix this issue.

When you choose Generate, you get the Administration > Certificate Management > Generate SSL
Certificate. At this window, you can generate the SSL certificate for the interface to where you connect. At
the Common Name (CN) field, you need to fill this space with either an IP address or the DNS name of the
interface, which must be similar to what you typed in the browser in order to make the SSL client connectior
avoid the mismatch error message.

But, even though you do this, a window appears to let you know these messages:

» The security certificate date is valid.
« The security certificate has a valid name that matches the name of the page you attempt to view.

These messages have the green mark, but the yellow mark indicates that the certificate is not yet stored uni
the trusted certificates of the IE certificate store.

Click the third button of the View Certificate box in order to save the certificate and no longer receive this
error message. Choose Install Certificate at the wizard and click Next. Then, choose Place all the
certificates in the following store and click Browse.

Finally, choose the Trusted Root Certification Authorities folder and click Next. Choose Finish and Yes at
the final warning window. You should receive another message that says that the import was
successful.

Note: This is a process that you need to make in every computer that uses the SSL client connection, becat
every computer needs to store the certificate under its own certificate storage.

Verify

Complete these steps in order to confirm that your configuration works properly.

1. Open the Web browser on the Client PC that is going to connect to the VPN Concentrator and enter
https://concentrator_ip_address.
2. At the login prompt, enter the user credentials that you created earlier and select Login.

In this example, type https://172.16.5.100, enter the username test, and its associated password tha
you created earlier.



7} WebVPN Services - Microsoft Intemnet Explorer
fle Edt Vew

Favorites  Tooks  Help

ok o o - [F) | Qeearch GjFavortes Freda 3 D S
Address |&) hetps://172.16.5.100/webypn.html

Unis ] Customize Liks @ Fres Hotmall ) Windows  sfbSoftstud ] Windows Media

WebVPN Services
Please enter your username and password.

Username |west
Password |~

| Login I Clear |

This starts the download of the SSL VPN Client on to the client PC.
3. When you receive the certificate warning, you can either select Yes or View Certificate.

Refer to View Certificate on how to proceed with this option.

In this example, Yes is selected on the certificate warnings.

Security Alert

Information you exchange with this site cannot be viewed or
g

changed by others. However, there is a problem with the site's
security certificate.

x|

The security certificate was issued by a company you have

nat chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

° The security certificate date is valid.

The security certificate has a valid name matching the name
of the page you are tiying to view.

Do you want to proceed?

Yes

View Certificate |

4. Click Yes when you are prompted with an alert which states that the certificate issuer is unknown or
untrusted.

5. Click Yes in order to display the certificate information.
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6. Click OK on the certification authentication window to install the certificate as a trusted certificate.

Click Yes when you are prompted with a certificate warning in the next window.

SSL VPN Server Certificate Authentication 75
— - Cots Bvsrams

Geraradl |Dutads | Certfstion Poh _. SSLVPN QJN b'MBVPN
y  The installer has besen lsunched,
j&-s /N ;
Certificate Information 4 Tf the Cisco SSL VPN Chant does not start propery,
o Chochers

to =nd the sesson cleanly,
This CA Roat certificate is not brusted. To enable trust,
mstoll this certificate in the Trusted Root Certification
Authorties store.

There may be a sacuky dsk b accant the cersFicate dus to the saor cetacted.

Uo you accept thes carbficate?
Prass Vas o acospd, o Ao Lo Leemingle e connstion,

valid from 16/03/2005 to 15)03/2003 Vas Na I

Issuedto: 209.165.200.227

Issued by: 209.165.200.227

Once you click Yes, the SSL VPN Client is installed on the client PC. The WebVPN connection is
automated as well. Once the tunnel is established, you can see the Key icon on the Windows taskba

By O |
7. Right—click the Key icon and select Status in order to view the WebVPN connection properties in the
SSL VPN Client.

In this example the SSL VPN Client is assigned an IP address of 10.10.1.2 which is part of the IP
address pool you defined.
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Complete these steps in order to troubleshoot your configuration. On the VPN Concentrator you can enable
Event Classes to log events. This helps you to troubleshoot if your SSL VPN tunnel does not come up.

1. Choose Configuration > System > Events > Classes > Add in order to enable all relevant Event
Classes.

In this example you need to enable the classes Auth, SSL, STC, and WebVPN.

Note: When you enable Event Classes and set Severity levels, this impacts the performance of the
VPN Concentrator. Make it a point to disable once you have finished troubleshooting your problem.

[ r~ L -
[Configuration | S

ystem | Even Cl

This screen lets you add and configure an event class for special handling.

Class Name ’ AUTH v ‘ Select the event class to configure.
Enable Check to enable special handling of this class.

If one of the following values has been set to Use Event Lisf, the Event List canbe seen by viewing
Configuration | System | Events | General.

Changing a value set to Use Fvent Lisf will override the sections of the Event List referring to this event
class.

Evenis to Log \ Severites 1-5 v | Select the events to enter in the log.

Events to { Severities 1-3 ¥ | Select the events to display on the console.
Console
Evenits to Syslog \ None v | Select the events to send to a Syslog Sexver.
Events io E.-mail { None v‘ ;ilsfptlg:; events to send to an E-mail
Select the events to send to an SNIVIP Tra
Events to Trap \ MNone v | Destination. P

[ Add ][ Cancel ]

2. Similarly enable all the other Event Classes.



Configuration | System | Events | Classes

Save Needed[)
This section lets you configure special handling of specific event classes.
Click the Add button to add an event class, or select an event class and click Modify or Delete.

Click here to confizure general event pararaeters.

Configured
Event Classes Actions
AUTH
MIB2TRAP
SSL
STC asd

WEBWVPN

3. Choose Monitoring > Filterable Event Log in order to monitor the enabled alarms and click Get
Log to view the event logs.

Monitoring | Filterable Event Log

Select Filter Options
Event Class All Classes
AUTH
AUTHDBG
AUTHDECODE
Client IP Address [0.0.0.0 | Evenis/Page
Growp | —All- v Direction | Oldestto Newest |

M| “l »l PHH Get Log ][SaveLog][CIearLog]

| | > | pri|

The log is displayed in a text file format. You can save the log with the Save Log option.

Log of SSL VPN Client when connecting

110/18/2005 13:27:32.270 SEV=4 AUTH/22 RPT=3 172.16.1.1
User [test] Group [sslgroup] connected, Session Type: WebVPN

210/18/2005 13:27:32.270 SEV=5 WEBVPN/1 RPT=13 172.16.1.1
Group [sslgroup] User [test]
WebVPN session started.

Log of a SSL VPN Client issuing a disconnect



310/18/2005 13:28:26.240 SEV=4 AUTH/28 RPT=3 172.16.1.1
User [test] Group [sslgroup] disconnected:

Session Type: SSL VPN Client

Duration: 0:00:53

Bytes xmt: 244

Bytes rcv: 7083

Reason: User Requested

4 10/18/2005 13:28:26.240 SEV=5 WEBVPN/2 RPT=13 172.16.1.1
Group [sslgroup] User [test]
WebVPN session terminated; User Requested.

If you encounter the Reason: bad handshake type error, it could be due to a problem with

the expired SSL certificate on one or more interfaces of the VPN Concentrator. The workaround is tc
delete the expired certificate and regenerate a new one for the particular interface. Choose
Administration > Certificate Management and click Generate in order to renew the certificate.

Refer to Obtaining SSL Certificates for more information on how to generate a new certificate.

Managing the Concentrator from the Public Network

With the introduction of SSL VPN functionality, HTTP/HTTPS access to the Public interface became a

necessity. The default configuration however, is to allow SSL VPN access while disallowing management
access to the same Public interface.

Use this procedure in order to configure the VPN Concentrator so that you can manage it from the public
network for releases 4.1 and later.

1. Select Configuration > Interfaces > Ethernet 2 (Public), then choose the WebVPN tab.
2. Check the Allow Management HTTPS sessions check box.

3 Gisco Systems, Inc. VPN 3000 Concentrator [10.10.10.1] - Microsolt Internet Explorer provided by Cisco Syste . =101 x|
Fle Sl View Fevoekes Tock  Help [ 4@ |
hek v & - Y A A | Qoeach Sfferories @Fhede (P | D S A -
Address [£] bitos:|f172.18.124. 134 accass. Hemi |
A Sl VPN 3000 Main | Help | Support | Logout
~ Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
o‘l.ac.::. General | RIP T OSPF | Bandwidth | WebVIH | 2l
slem Web VPN Parameters
a1 Menagecnt Attribute Value! Description
ooy Managemant — P —

Turneing and Sacurty Allow Mansgemsent Check to enable management HT'TP and HETTPS sezsons on
“THAdministration HTTPS sessions 57[\ tus interface. Disablng wnll preveat managmg the dewice through
-dMondtoring o 5 |2 web browser on tus iterace.

Allow Web\:'PN F  |Check to enable Web VPN HTTPS sessions on this mterface
HITPS sessions
Check to force any connections coming in as HTTP to be
Redirect IITTT to v redirected to HTTPS. This provides addmonal securnity.
HITPS Unencrypted HTIE sessions will no lenger be allowed on this
intsrface
Allow POP3S r Check to enable POP3S e-mail sessions on this mt=rface using
sessions an e-maill program
Allow IMAP4S I Check to enable INMAPAS e-mad sesaons on this mterface usng
sessions an e-mal program
Cisco Systens Allow SMTPS - Check to eaable SMTPS e-mad sessions on ths interface using oo
sessions 2 e-mail program.
v : r L]
8] Adminstration Sptiors 8 ' et

3. Check the Redirect HTTP to HTTPS checkbox for enhanced security.
4. Click the Apply button and save the configuration.



Note: This checkbox setting overrides the rules that the Public filter defines (or whatever filter is
applied to the Public interface). You do not need to add rules to filters in WebVPN supported code.

In order to access the management screen from the Public interface, the URL now becomes
http[s].//<concentrator public IP address>/admin.html.

WebVPN Authentication Fails

« Problem: The WebVPN users are not able to authenticate against the RADIUS server, but can
authenticate successfully with the local database of the VPN Concentrator. Errors such as Login
failed and the message in this example screen shot are seen.

Cesee Systims

SECURE DESKTOP for WEBVPN

This computer does not match any location.

Cause: These kinds of problems happen very often when you use any database other than the interr
database of the VPN Concentrator. WebVPN users hit the Base Group when they first connect to the
VPN Concentrator and therefore must use the default authentication method. Often this method is s¢
to the internal database of the VPN Concentrator and not a configured RADIUS or other server.

Solution: When a WebVPN user authenticates, the VPN Concentrator checks the list of servers
defined at Configuration >System > Servers > Authentication and uses the top one. Make sure to
move the server that you want WebVPN users to authenticate with to the top of this list. For example
if RADIUS should be the authentication method, you need to move the RADIUS server to the top of
the list to push the authentication to it.

Note: Just because WebVPN users initially hit the Base Group does not mean that they are confined
to the Base Group. Additional WebVPN groups can be configured on the VPN Concentrator and use
can be assigned to them by the RADIUS server by populating attribute 25 with OU=groupname .
Refer to Locking Users into a VPN 3000 Concentrator Group Using a RADIUS Server for a more
detailed explanation.

Related Information

» Release Notes for Cisco SSL VPN Client, Release 1.0.2
« Cisco SSL VPN Client Support Page

» Cisco VPN 3000 Concentrator FAQ

« Cisco VPN 3000 Series Concentrator Support Page

* Cisco VPN 3002 Hardware Clients

« IPsec Negotiation/IKE Protocols
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