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Introduction

This document describes how you can establish a Telnet connection to the End—point Network Element
(ENE) or the Multi-Layer (ML) Series cards on the ENE through a Gateway Network Element (GNE) from
external networks. In order to do so, you can use PuTTY, which is an application that supports SOCKS
version 5.

The GNE serves as an intermediary for connection with the ENEs. The GNE functions as a proxy firewall ar
an IP-address multiplexer, which allows connections to ENEs from areas outside internal networks.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
» Cisco ONS 15454

* Cisco ONS 15454 ML-Series Ethernet Cards
« SOCKS

Components Used
The information in this document is based on these software and hardware versions:

* Cisco ONS 15454 version 4.6.x
* Cisco ONS 15454 version 5.x

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
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that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

SOCKS is an IETF (Internet Engineering Task Force) approved standard (RFC 1928) generic, proxy protoce
for TCP/IP-based networking applications. The SOCKS protocol provides a flexible framework to develop
secure communications through easy integration with other security technologies. The SOCKS protocol
enables clients to connect to application servers to which the clients do not have direct access.

The default SOCKS port is 1080. SOCKS performs these four basic operations:

« Connection request

« Proxy circuit setup

« Application data relay
* Authentication

Only SOCKS version 5 supports authentication.
SOCKS includes two components:

1. The SOCKS server
2. The SOCKS client

You can implement the SOCKS server at the application layer, and the SOCKS client between the applicati
and transport layers. The basic purpose of the protocol is to enable hosts on one side of a SOCKS server tc
gain access to hosts on the other side of a SOCKS Server, without direct IP-reachability.

When an application client needs to connect to an application server, the client connects to a SOCKS proxy

server. The proxy server connects to the application server on behalf of the client, and relays data between
client and the application server. For the application server, the proxy server is the client.

Topology

Consider the network diagram in Figure 1. The network has four NEs. One NE has LAN connectivity, and
serves as the GNE. The other three NEs have only Data Communication Channel (DCC) connectivity. The
NEs with only DCC connectivity need to use the NE with LAN connectivity to reach the data
communications network (DCN), where the management stations reside.

In Figure 1, 10.89.238.81 is the GNE, and 10.89.238.82, 10.89.238.83 and 10.89.238.84 are the ENEs.

Figure 1 Topology
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Procedure

In order to access an ENE, or a specific slot (for example, ML 10S), you need a Telnet application that is
SOCKS—-aware. The term "Socks—aware" implies that you must be able to configure an application like Teln
to access a SOCKS gateway.

GNE Configuration

In the sample topology, 10.89.238.81 serves as the GNE. Here is the required configuration (see Figure 2):
1. Click the Provisioning > Network tabs.
2. Check the Enable proxy server on port check box.
3. Select the Gateway Network Element (GNE) option.
This procedure turns on the firewall and the SOCKS proxy.
The firewall feature makes an NE behave as an IP packet filter between the LAN interface and DCC
interfaces. The network drops packets from the LAN interface if the packets are not directed at the IP addre:
of the NE. Exceptions to this rule include broadcasts, multicasts, and UDP packets addressed to port 391 fo
SNMP relay. The GNE does not forward traffic from DCC interfaces out to the LAN interface. As a result,
ENEs are not IP-reachable from the DCN if you have enabled the firewall option on the GNE.
Enable GNE Proxy on the GNEs in order to allow CTC visibility to ENEs.

Figure 2 GNE Proxy Firewall Configuration
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alarms | Conditions | History | Circuits [Provisioning] | invertory | Maintenance

__ Geneal  General | static Rauting| 0geF | RIP|
Ether Bridge
IP Address: 10.89.238.81 [~ Suppress C™C IP Display LCD IP Setting: [Allow Configuratian
Pr fion
;tLESCRO Default Router:  [10.89.238.1 [~ Forward DHCP Requests to: |
Security MAC Address ["fi*—ii’i{:—é‘:;— 5-40-9C Net'Subnet Mask Length: |24 j’hﬂasl-:: 255.255.255.0
____SNM> | -TCC CORBA(IOP) Listener Port Gateway Settings
DCCIGCCIOSC " Default- ~CC Fixed Current Seftincs: Proxy, Firewall
oo Dmirg - - [v Enable proxy server on port:
Alarm Prafiles ~ A
e f+ Standard Constant (683) " External Network Element (ENE)
Defaults
- + Gateway Network Element (GINE)
SRR " Other Constant:
WDM-ANS " Proxy-only

If the proxy firewall is on, a Telnet connection to the IP address of an ENE fails (see Figure 3).

Figure 3 Telnet Failure

ci| Telnet 10.89.238.82

Microsoft Windows XP [Uersion 5.1.26001]
(C> Copyright 1985-2001 Microsoft Corp.

0:\>c:

C:\>telnet 10.89.238.82
Connecting To 18.89.238.82..._

PUuTTY

This procedure uses a SOCKS—aware Telnet freeware application called PuTTY. You can download PuTTY
from the PuTTY Download Page .

Establish a Telnet Session with the ENE
Complete these steps in order to establish a Telnet session with the ENE:

1. Execute Putty.exe to start the application (see Figure 4). Here is an example, when you download th
application as a zipped file.

Figure 4 Putty.exe
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"2 'WinZip - putty.zip

Fle Actions Options Help

O ® o & ¢

Add Extract Encrypt View CheckOut  Wizard
Type Size | R... Packed P...
Application 4!5!2005 8:42 PM 126,976 48% 65,517
Application 4/5/2005 8:42 PM 262,149 45% 143,152
Application 4/5/2005 8:43 PM 274,432 45% 152,143
Application 4/5/2005 8:43 PM 282,624 46% 152,147
Application 4/5/2005 8:43 PM 421,888 449% 234,608
Application 4/5/2005 8:43 PM 163,840 43% 93,490
Help File 4/5/2005 8:45 PM 587,549 68% 189,238
CNT File 4/5/2005 8:45 PM 28,956 69% 8,89

2. Type the IP address of the ENE in the Host Name (or IP address) field (see arrow A in Figure 5).

Figure 5 ENE IP Address

X PuTTY Configuration

Category:
=) Session ~ [ Basic options for your PuTTY session ]
L.ogglng Specify your connection by host name or IP address ¢
= Terminal ¢
Host Name [or IP address] Port
Keyboard ek
Bel A>(10.89.238.82 |23 |
Features Protocol: «B
= Window O Baw ORlogin () 55H
A
ppea'rance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection l ‘
Colours :
Default Settings
(=) Connection ? [&]
Data O
pae [ Save ]
Rlogin
= S5H
Kex Close window on exit:
::‘;:h O dlways O Never (3 Only on clean exit
Tunnels v
[ About ] [ Help ] [ Open ] { Cancel ]

3. Select the Telnet option (see arrow B in Figure 5).

The default port for Telnet is 23. The value appears in the Port field (see arrow C in Figure 5).
4. Click Open.
5. Type the hostname in the Proxy hostname field (see arrow A in Figure 6).

Figure 6 Proxy Hostname
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2X PuTTY Configuration

Category:
= Session ~ Options controlling proxy usage B
L.ogging Proxy type:

Te'?gj,lm,d O Nore OsSocks4 @
Bell OHTTP O Telnet & C
Features Proxy hosthame l P

5 Window [10.89.238.51 ||1080
Appearance Exclude Hosts/IPs
Behaviour
Translation
Selection [] Consider prozying local host connections
Colours Do DNS name lookup at prosy end:
-} Connection (O No () Auto (O Yes
Data Username
Proxy
Telnet Password
Rlogin Telnet command
-1 SSH connect Zhost Zport\n
Kex
Auth
K11 D
Tunnels v l
[ About ][ Help ] [ Open ][ Cancel ]

6. Select the SOCKS 5 option (see arrow B in Figure 6).

The default port number is 1080, which appears in the Port field (see arrow C in Figure 6).
7. Click Open (see arrow D in Figure 6).
8. The Telnet session to the ENE starts (see Figure 7).

Figure 7 Telnet Session to ENE

£ 10.89.238.82 - PuTTY

ATTENTION!'!!

Affecting 1 n your ne

¥
Documentation for appropriate troub

Xxit without logging in, enter Control-D at the login prompt.
xit after 1 C type "lo A prompt.

Login:

Establish a Telnet Session to an ML Series Card on the ENE
Complete these steps to establish a Telnet session to an ML Series card on the ENE:

1. Execute Putty.exe to start the application (see Figure 4).
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2. Type the IP address of the ENE in the Host Name (or IP address) field (see arrow A in Figure 8).

Figure 8 ML Card IP Address

R k43
Category:
= Session ~ Bazic options for your PUuTTY session
L.oggmg Specify your connection by host name or IP address c
= Terminal
Host Name [or IP address] Port ¢
Keyboard
Bel A+ 10.89.238.8 | 2005
Features Erotocol:
= Window (O Raw (O SSH
B
ppea-rance Load, save cr delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours Default Settn
as
= Connection
Data Save
pae
Rlogin
—-SSH
s Close window on exit: )
i;‘;h O always O Never (&) Only on clean exit
Tunnels v
[ About ][ Help ] [ Open ][ Cancel ]

3. Click the Telnet radio button (see arrow B in Figure 8).

The ML card is in slot 5. Therefore, the port number is 2005 (2000 plus slot number) (see arrow C in
Figure 8).

4. Click Open.

5. Type the hostname in the Proxy Hostname field (see arrow A in Figure 6).

6. Click the SOCKS 5 radio button (see arrow B in Figure 6).

7. Click Open (see arrow D in Figure 6).

The Telnet session to the ML card starts (see Figure 9).

Figure 9 Telnet Session to ML Card

s Verification

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
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and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Optical
Service Providers: Optical Networking

Service Providers: Metro

Related Information

« PUTTY Download Page
« Technical Support & Documentation — Cisco Systems
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