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t h e  W A N  l i n k  o r  C i s c o  C a l l M a n a g e r  g o e s  d o w n . W h e n  t h e  W A N  l i n k  o r  C i s c o  C a l l M a n a g e r  i s  r e s t o r e d ,  
C i s c o  C a l l M a n a g e r  r e s u m e s  s e c u r e  c a l l -h a n d l i n g  c a p a b i l i t i e s . 
S e c u r e  S R S T  p r o v i d e s  n e w  S R S T  s e c u r i t y  f e a t u r e s  s u c h  a s  a u t h e n t i c a t i o n ,  i n t e g r i t y ,  a n d  m e d i a  
e n c r y p t i o n . A u t h e n t i c a t i o n  p r o v i d e s  a s s u r a n c e  t o  o n e  p a r t y  t h a t  a n o t h e r  p a r t y  i s  w h o m  i t  c l a i m s  t o  b e . 
I n t e g r i t y  p r o v i d e s  a s s u r a n c e  t h a t  t h e  g i v e n  d a t a  i s  n o t  a l t e r e d  b e t w e e n  t h e  e n t i t i e s . E n c r y p t i o n  i m p l i e s  
c o n f i d e n t i a l i t y ,  w h i c h  m e a n s  t h a t  n o  o n e  c a n  r e a d  t h e  d a t a  e x c e p t  t h e  i n t e n d e d  r e c i p i e n t . T h e s e  s e c u r i t y  
f e a t u r e s  a l l o w  p r i v a c y  f o r  S R S T  v o i c e  c a l l s  a n d  p r o t e c t  a g a i n s t  v o i c e  s e c u r i t y  v i o l a t i o n s  a n d  i d e n t i t y  
t h e f t . 
S R S T  s e c u r i t y  i s  a c h i e v e d  w h e n :   

� E n d  d e v i c e s  a r e  a u t h e n t i c a t e d  w i t h  c e r t i f i c a t e s .  
� S i g n a l i n g  i s  a u t h e n t i c a t e d  a n d  e n c r y p t e d  w i t h  T r a n s p o r t  L a y e r  S e c u r i t y  ( T L S )  f o r  T C P .  
� A  s e c u r e  m e d i a  p a t h  i s  e n c r y p t e d  w i t h  S e c u r e  R e a l -T i m e  T r a n s p o r t  P r o t o c o l  ( S R T P ) .  
� C e r t i f i c a t e s  a r e  g e n e r a t e d  a n d  d i s t r i b u t e d  b y  a  c e r t i f i c a t e  a u t h o r i t y  ( C A ) .  

P r er eq u i si tes  
Requirements  
E n s u r e  t h a t  y o u  m e e t  t h e s e  r e q u i r e m e n t s  b e f o r e  y o u  a t t e m p t  t h i s  c o n f i g u r a t i o n :  
P ub l ic K e y  Inf ra s tructure  R e q uire m e nts   

� S e t  t h e  c l o c k ,  e i t h e r  m a n u a l l y  o r  w i t h  N e t w o r k  T i m e  P r o t o c o l  ( N T P ) . T h i s  e n s u r e s  s y n c h r o n i c i t y  
w i t h  C i s c o  C a l l M a n a g e r .  

� E n a b l e  t h e  I P  H T T P  s e r v e r  ( C i s c o  I O S ®  p r o c e s s o r )  w i t h  t h e  ip  h ttp  s e rv e r c o m m a n d ,  i f  n o t  
a l r e a d y  e n a b l e d . R e f e r  t o  C i s c o  I O S  C e r t i f i c a t e  S e r v e r  f o r  m o r e  i n f o r m a t i o n  o n  p u b l i c  k e y  
i n f r a s t r u c t u r e  ( P K I )  d e p l o y m e n t .  

� I f  t h e  c e r t i f i c a t e  s e r v e r  i s  p a r t  o f  y o u r  s t a r t u p  c o n f i g u r a t i o n ,  y o u  c a n  p o t e n t i a l l y  s e e  t h e s e  
m e s s a g e s  d u r i n g  t h e  b o o t  p r o c e d u r e :   

% Failed to find Certificate Server's trustpoint at startup  
 
% Failed to find Certificate Server's cert. 

T h e s e  m e s s a g e s  a r e  i n f o r m a t i o n a l  m e s s a g e s  a n d  i n d i c a t e  a  t e m p o r a r y  i n a b i l i t y  t o  c o n f i g u r e  t h e  
c e r t i f i c a t e  s e r v e r ,  b e c a u s e  t h e  s t a r t u p  c o n f i g u r a t i o n  i s  n o t  f u l l y  p a r s e d  y e t . T h e  m e s s a g e s  a r e  
u s e f u l  i n  o r d e r  t o  d e b u g ,  i n  c a s e  t h e  s t a r t u p  c o n f i g u r a t i o n  i s  c o r r u p t e d . Y o u  c a n  v e r i f y  t h e  s t a t u s  o f  
t h e  c e r t i f i c a t e  s e r v e r  a f t e r  t h e  b o o t  p r o c e d u r e  w i t h  t h e  s h ow  cry p to p k i s e rv e r c o m m a n d .  

S R S T  R e q uire m e nts   
� S e c u r e  S R S T  s e r v i c e s  c a n n o t  b e  e n r o l l e d  w h i l e  S R S T  i s  a c t i v e . T h e r e f o r e  d i s a b l e  S R S T  w i t h  t h e  
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no ca l l -m a na g e r-f a l l b a ck  c o m m a n d . 
� R e f e r  t o  M e d i a  a n d  S i g n a l i n g  A u t h e n t i c a t i o n  a n d  E n c r y p t i o n  F e a t u r e  f o r  C i s c o  I O S  M G C P  
G a t e w a y s  f o r  a  l i s t  o f  s u p p o r t e d  C i s c o  I P  p h o n e s ,  r o u t e r s ,  n e t w o r k  m o d u l e s ,  a n d  c o d e c s  f o r  s e c u r e  
S R S T .  

� R e f e r  t o  C i s c o  U n i f i e d  S R S T  4.0  S u p p o r t e d  F i r m w a r e ,  P l a t f o r m s ,  M e m o r y ,  a n d  V o i c e  P r o d u c t s  
f o r  t h e  m o s t  u p -t o -d a t e  i n f o r m a t i o n  a b o u t  t h e  m a x i m u m  n u m b e r  o f  C i s c o  I P  p h o n e s ,  t h e  
m a x i m u m  n u m b e r  o f  d i r e c t o r y  n u m b e r s  ( D N s )  o r  v i r t u a l  v o i c e  p o r t s ,  a n d  t h e  m e m o r y  
r e q u i r e m e n t s  f o r  C i s c o  S R S T .  

C o mp o nents U sed   
T h e  i n f o r m a t i o n  i n  t h i s  d o c u m e n t  i s  b a s e d  o n  t h e s e  s o f t w a r e  a n d  h a r d w a r e  v e r s i o n s :   

� S e c u r e  C i s c o  I P  p h o n e s  s u p p o r t e d  i n  s e c u r e  S R S T  m u s t  h a v e  c e r t i f i c a t e s  i n s t a l l e d  a n d  e n c r y p t i o n  
e n a b l e d .  

� T h e  S R S T  r o u t e r  m u s t  h a v e  a  c e r t i f i c a t e . A c e r t i f i c a t e  c a n  b e  g e n e r a t e d  b y  a  t h i r d  p a r t y  o r  b y  t h e  
C i s c o  I O S  c e r t i f i c a t e  a u t h o r i t y  ( C A ) . T h e  C i s c o  I O S  C A  c a n  r u n  o n  t h e  s a m e  g a t e w a y  a s  S R S T .  

� C e r t i f i c a t e  t r u s t  l i s t s  ( C T L s )  o n  C i s c o  C a l l M a n a g e r  m u s t  b e  e n a b l e d . F o r  c o m p l e t e  i n s t r u c t i o n s ,  
r e f e r  t o  t h e  Configuring S e c ure  I P  T e l e p h ony  Ca l l s  s e c t i o n  o f  M e d i a  a n d  S i g n a l i n g  A u t h e n t i c a t i o n  
a n d  E n c r y p t i o n  F e a t u r e  f o r  C i s c o  I O S  M G C P  G a t e w a y s . 

� C i s c o  C a l l M a n a g e r  4.1( 2)  o r  l a t e r  m u s t  b e  i n s t a l l e d  a n d  m u s t  s u p p o r t  s e c u r i t y  m o d e  ( a u t h e n t i c a t e  
a n d  e n c r y p t i o n  m o d e ) .  

� G a t e w a y  r o u t e r s  t h a t  r u n  s e c u r e  S R S T  m u s t  s u p p o r t  v o i c e - a n d  s e c u r i t y -e n a b l e d  C i s c o  I O S  
i m a g e s  ( a  “k 9” c r y p t o g r a p h i c  s o f t w a r e  i m a g e ) . T w o  i m a g e s  a r e  s u p p o r t e d :  A d v a n c e d  I P  S e r v i c e s ,  
w h i c h  i n c l u d e s  a  n u m b e r  o f  a d v a n c e d  s e c u r i t y  f e a t u r e s ,  a n d  A d v a n c e d  E n t e r p r i s e  S e r v i c e s ,  w h i c h  
i n c l u d e s  f u l l  C i s c o  I O S  s o f t w a r e .  

T h e  i n f o r m a t i o n  i n  t h i s  d o c u m e n t  w a s  c r e a t e d  f r o m  t h e  d e v i c e s  i n  a  s p e c i f i c  l a b  e n v i r o n m e n t . A l l  o f  t h e  
d e v i c e s  u s e d  i n  t h i s  d o c u m e n t  s t a r t e d  w i t h  a  c l e a r e d  ( d e f a u l t )  c o n f i g u r a t i o n . I f  y o u r  n e t w o r k  i s  l i v e ,  
m a k e  s u r e  t h a t  y o u  u n d e r s t a n d  t h e  p o t e n t i a l  i m p a c t  o f  a n y  c o m m a n d . 

C o nv entio ns  
R e f e r  t o  C i s c o  T e c h n i c a l  T i p s  C o n v e n t i o n s  f o r  m o r e  i n f o r m a t i o n  o n  d o c u m e n t  c o n v e n t i o n s . 

Restric tio ns  
G e ne ra l  R e s trictions   

� C r y p t o g r a p h i c  s o f t w a r e  f e a t u r e s  ( “k 9”)  a r e  u n d e r  e x p o r t  c o n t r o l s . T h i s  p r o d u c t  c o n t a i n s  
c r y p t o g r a p h i c  f e a t u r e s  a n d  i s  s u b j e c t  t o  U n i t e d  S t a t e s  a n d  l o c a l  c o u n t r y  l a w s  g o v e r n i n g  i m p o r t ,  
e x p o r t ,  t r a n s f e r ,  a n d  u s e . D e l i v e r y  o f  C i s c o  c r y p t o g r a p h i c  p r o d u c t s  d o e s  n o t  i m p l y  t h i r d -p a r t y  
a u t h o r i t y  t o  i m p o r t ,  e x p o r t ,  d i s t r i b u t e ,  o r  u s e  e n c r y p t i o n . I m p o r t e r s ,  e x p o r t e r s ,  d i s t r i b u t o r s ,  a n d  
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u s e r s  a r e  r e s p o n s i b l e  f o r  c o m p l i a n c e  w i t h  U .S . a n d  l o c a l  c o u n t r y  l a w s . B y  u s i n g  t h i s  p r o d u c t  y o u  
a g r e e  t o  c o m p l y  w i t h  a p p l i c a b l e  l a w s  a n d  r e g u l a t i o n s . I f  y o u  a r e  u n a b l e  t o  c o m p l y  w i t h  U .S . a n d  
l o c a l  l a w s ,  r e t u r n  t h i s  p r o d u c t  i m m e d i a t e l y . 
A  s u m m a r y  o f  U .S . l a w s  g o v e r n i n g  C i s c o  c r y p t o g r a p h i c  p r o d u c t s  c a n  b e  f o u n d  a t :  
h t t p : / / w w w .c i s c o .c o m / w w l / e x p o r t / c r y p t o / t o o l /   
I f  y o u  r e q u i r e  f u r t h e r  a s s i s t a n c e ,  p l e a s e  c o n t a c t  u s  b y  s e n d i n g  e -m a i l  t o  e x p o r t @ c i s c o .c o m . 

� W h e n  a  S e c u r e  R e a l -T i m e  T r a n s p o r t  P r o t o c o l  ( S R T P )  e n c r y p t e d  c a l l  i s  m a d e  b e t w e e n  C i s c o  I P  
p h o n e  e n d p o i n t s  o r  f r o m  a  C i s c o  I P  p h o n e  t o  a  g a t e w a y  e n d p o i n t ,  a  l o c k  i c o n  i s  d i s p l a y e d  o n  t h e  
I P  p h o n e s . T h e  l o c k  i n d i c a t e s  s e c u r i t y  o n l y  f o r  t h e  I P  l e g  o f  t h e  c a l l . S e c u r i t y  o f  t h e  P S T N  l e g  i s  
n o t  i m p l i e d . 

� S e c u r e  S R S T  i s  s u p p o r t e d  o n l y  w i t h i n  t h e  s c o p e  o f  a  s i n g l e  r o u t e r . 
U ns up p orte d F e a ture s  a nd S of tw a re  in S e cure  S R S T  M ode   

� C i s c o  C a l l M a n a g e r  v e r s i o n s  p r i o r  t o  4.1( 2)   
� S e c u r e  m u s i c  o n  h o l d  ( M o H )   
� S e c u r e  t r a n s c o d i n g  o r  c o n f e r e n c i n g   
� S e c u r e  H .323 o r  S I P   
� H o t  S t a n d b y  R o u t e r  P r o t o c o l  ( H S R P )   

S up p orte d C a l l s  in S e cure  S R S T  M ode   
O n l y  v o i c e  c a l l s  a r e  s u p p o r t e d  i n  s e c u r e  S R S T  m o d e . S p e c i f i c a l l y ,  t h e s e  v o i c e  c a l l s  a r e  s u p p o r t e d :   

� B a s i c  c a l l   
� C a l l  f o r w a r d  ( b u s y ,  n o -a n s w e r ,  a l l )   
� S h a r e d  l i n e  ( I P  p h o n e s )   
� C a l l  t r a n s f e r  ( c o n s u l t  a n d  b l i n d )   
� H o l d  a n d  r e s u m e  

B a c k g r ou nd  I nf or m a ti on  
C isc o  I P  P h o nes C l ea r-T ex t F a l l b a c k  D uring  S RS T   
C i s c o  S R S T  v e r s i o n s  e a r l i e r  t h a n  C i s c o  I O S  S o f t w a r e  R e l e a s e  12.3( 14) T  a r e  n o t  a b l e  t o  s u p p o r t  s e c u r e  
c o n n e c t i o n s  o r  h a v e  s e c u r i t y  e n a b l e d . I f  a n  S R S T  r o u t e r  i s  n o t  c a p a b l e  o f  s e c u r e  S R S T  a s  a  f a l l b a c k  
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m o d e —t h a t  i s ,  i t  i s  n o t  a b l e  t o  c o m p l e t e  a  T L S  h a n d s h a k e  w i t h  C i s c o  C a l l M a n a g e r —i t s  c e r t i f i c a t e  i s  n o t  
a d d e d  t o  t h e  c o n f i g u r a t i o n  f i l e  o f  t h e  C i s c o  I P  p h o n e . T h e  a b s e n c e  o f  a n  S R S T  r o u t e r  c e r t i f i c a t e  c a u s e s  
t h e  C i s c o  I P  p h o n e  t o  u s e  n o n s e c u r e  ( c l e a r -t e x t )  c o m m u n i c a t i o n  w h e n  i n  S R S T  f a l l b a c k  m o d e . T h e  
c a p a b i l i t y  t o  d e t e c t  a n d  f a l l b a c k  i n  c l e a r -t e x t  m o d e  i s  b u i l t  i n t o  C i s c o  I P  p h o n e  f i r m w a r e . R e f e r  t o  M e d i a  
a n d  S i g n a l i n g  A u t h e n t i c a t i o n  a n d  E n c r y p t i o n  F e a t u r e  f o r  C i s c o  I O S  M G C P  G a t e w a y s  f o r  m o r e  
i n f o r m a t i o n  o n  c l e a r -t e x t  m o d e . 

S RS T  Ro uters a nd  th e T L S  P ro to c o l   
T r a n s p o r t  L a y e r  S e c u r i t y  ( T L S )  V e r s i o n  1.0  p r o v i d e s  s e c u r e  T C P  c h a n n e l s  b e t w e e n  C i s c o  I P  p h o n e s ,  
s e c u r e  S R S T  r o u t e r s ,  a n d  C i s c o  C a l l M a n a g e r . T h e  T L S  p r o c e s s  b e g i n s  w h e n  t h e  C i s c o  I P  p h o n e  
e s t a b l i s h e s  a  T L S  c o n n e c t i o n  w h e n  i t  r e g i s t e r s  w i t h  C i s c o  C a l l M a n a g e r . I f  C i s c o  C a l l M a n a g e r  i s  
c o n f i g u r e d  t o  f a l l b a c k  t o  S R S T ,  t h e  T L S  c o n n e c t i o n  b e t w e e n  t h e  C i s c o  I P  p h o n e s  a n d  t h e  s e c u r e  S R S T  
r o u t e r  i s  a l s o  e s t a b l i s h e d . I f  t h e  W A N  l i n k  o r  C i s c o  C a l l M a n a g e r  f a i l s ,  c a l l  c o n t r o l  r e v e r t s  t o  t h e  S R S T  
r o u t e r .  

S RS T  Ro uters a nd  P K I   
T h e  t r a n s f e r  o f  c e r t i f i c a t e s  b e t w e e n  a n  S R S T  r o u t e r  a n d  C i s c o  C a l l M a n a g e r  i s  m a n d a t o r y  f o r  s e c u r e  
S R S T  f u n c t i o n a l i t y . P u b l i c  k e y  i n f r a s t r u c t u r e  ( P K I )  c o m m a n d s  a r e  u s e d  t o  g e n e r a t e ,  i m p o r t ,  a n d  e x p o r t  
t h e  c e r t i f i c a t e s  f o r  s e c u r e  S R S T . T h e  c e r t i f i c a t e s  f o r  e a c h  s u p p o r t e d  C i s c o  I P  p h o n e  a r e  s h o w n  i n  t h i s  
t a b l e . 
T a b l e  1  - S up p orte d C is co IP  P h one s  a nd C e rtif ica te s   

C is co IP  P h one  
7 9 4 0   

C is co IP  P h one  
7 9 6 0   C is co IP  P h one  7 9 7 0   

T h e  p h o n e  
r e c e i v e s  t h e  
l o c a l l y  
s i g n i f i c a n t  
c e r t i f i c a t e  ( L S C )  
f r o m  t h e  
C e r t i f i c a t e  
A u t h o r i t y  P r o x y  
F u n c t i o n  ( C A P F )  
i n  D i s t i n g u i s h e d  
E n c o d i n g  R u l e s  
( D E R )  f o r m a t .  
C e r t i f i c a t e  
f i l e n a m e :  
59f e 77c c d .0   
T h e  f i l e n a m e  c a n  
c h a n g e  b a s e d  o n  
t h e  C A P F  
c e r t i f i c a t e  s u b j e c t  
n a m e  a n d  t h e  

T h e  p h o n e  
r e c e i v e s  t h e  
l o c a l l y  
s i g n i f i c a n t  
c e r t i f i c a t e  ( L S C )  
f r o m  t h e  
C e r t i f i c a t e  
A u t h o r i t y  P r o x y  
F u n c t i o n  ( C A P F )  
i n  D i s t i n g u i s h e d  
E n c o d i n g  R u l e s  
( D E R )  f o r m a t .  
C e r t i f i c a t e  
f i l e n a m e :  
59f e 77c c d .0   
T h e  f i l e n a m e  c a n  
c h a n g e  b a s e d  o n  
t h e  C A P F  
c e r t i f i c a t e  s u b j e c t  
n a m e  a n d  t h e  

T h e  p h o n e  c o n t a i n s  a  
m a n u f a c t u r i n g  
i n s t a l l e d  c e r t i f i c a t e  
( M I C )  u s e d  f o r  d e v i c e  
a u t h e n t i c a t i o n . I f  t h e  
C i s c o  7970  
i m p l e m e n t s  M I C ,  t w o  
p u b l i c  c e r t i f i c a t e  f i l e s  
a r e  n e e d e d :   

� C i s c o C A .p e m  
( C i s c o  R o o t  
C A ,  u s e d  t o  
a u t h e n t i c a t e  t h e  
c e r t i f i c a t e )   

� a 69d 2e 0 4.0 ,  i n  
P r i v a c y  
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C isc o  I O S  C red entia l s S erv er o n S ec ure S RS T  Ro uters  
S e c u r e  S R S T  i n t r o d u c e s  a  c r e d e n t i a l s  s e r v e r  t h a t  r u n s  o n  a  s e c u r e  S R S T  r o u t e r . W h e n  t h e  c l i e n t ,  C i s c o  
C a l l M a n a g e r ,  r e q u e s t s  a  c e r t i f i c a t e  t h r o u g h  t h e  T L S  c h a n n e l ,  t h e  c r e d e n t i a l s  s e r v e r  p r o v i d e s  t h e  S R S T  
r o u t e r  c e r t i f i c a t e  t o  C i s c o  C a l l M a n a g e r . C i s c o  C a l l M a n a g e r  i n s e r t s  t h e  S R S T  r o u t e r  c e r t i f i c a t e  i n  t h e  
C i s c o  I P  p h o n e  c o n f i g u r a t i o n  f i l e  a n d  d o w n l o a d s  t h e  c o n f i g u r a t i o n  f i l e s  t o  t h e  p h o n e s . T h e  s e c u r e  C i s c o  
I P  p h o n e  u s e s  t h e  c e r t i f i c a t e  t o  a u t h e n t i c a t e  t h e  S R S T  r o u t e r  d u r i n g  f a l l b a c k  o p e r a t i o n s . T h e  c r e d e n t i a l s  
s e r v i c e  r u n s  o n  d e f a u l t  T C P  p o r t  2445.  
F i v e  n e w  C i s c o  I O S  c o m m a n d s  c o n f i g u r e  t h e  c r e d e n t i a l s  s e r v e r  i n  c a l l -m a n a g e r -f a l l b a c k  m o d e  a n d  
p r o v i d e  s e r v e r  d e b u g g i n g  a n d  v e r i f i c a t i o n  c a p a b i l i t i e s :   

� c r e d e n t i a l s  
� d e b u g  c r e d e n t i a l s  
� i p  s o u r c e -a d d r e s s  ( c r e d e n t i a l s )  
� s h o w  c r e d e n t i a l s  
� t r u s t p o i n t  ( c r e d e n t i a l s )  

E sta b l ish ment o f  S ec ure S RS T  to  th e C isc o  I P  P h o ne  
T h i s  d i a g r a m  s h o w s  t h e  i n t e r w o r k i n g  o f  t h e  c r e d e n t i a l s  s e r v e r  o n  t h e  S R S T  r o u t e r ,  C i s c o  C a l l M a n a g e r ,  
a n d  t h e  C i s c o  I P  p h o n e ,  w h i c h  e s t a b l i s h e s  s e c u r e  S R S T  t o  t h e  C i s c o  I P  p h o n e .  

C A P F  c e r t i f i c a t e  
i s s u e r . I f  C i s c o  
C a l l M a n a g e r  
u s e s  a  t h i r d -p a r t y  
c e r t i f i c a t e  
p r o v i d e r ,  t h e r e  
c a n  b e  
m u l t i p l e  .0  f i l e s  
( f r o m  t w o  t o  t e n ) . 
E a c h  .0  
c e r t i f i c a t e  f i l e  
m u s t  b e  i m p o r t e d  
i n d i v i d u a l l y  
d u r i n g  t h e  
c o n f i g u r a t i o n . 
M a n u a l  
e n r o l l m e n t  i s  
s u p p o r t e d  o n l y .  

C A P F  c e r t i f i c a t e  
i s s u e r . I f  C i s c o  
C a l l M a n a g e r  
u s e s  a  t h i r d -p a r t y  
c e r t i f i c a t e  
p r o v i d e r ,  t h e r e  
c a n  b e  
m u l t i p l e  .0  f i l e s  
( f r o m  t w o  t o  t e n ) . 
E a c h  .0  
c e r t i f i c a t e  f i l e  
m u s t  b e  i m p o r t e d  
i n d i v i d u a l l y  
d u r i n g  t h e  
c o n f i g u r a t i o n . 
M a n u a l  
e n r o l l m e n t  i s  
s u p p o r t e d  o n l y .  

E n h a n c e d  M a i l  
( P E M )  f o r m a t   

I f  C i s c o  C a l l M a n a g e r  
u s e s  a  t h i r d -p a r t y  
c e r t i f i c a t e  p r o v i d e r ,  
t h e r e  c a n  b e  
m u l t i p l e  .0  f i l e s  ( f r o m  
t w o  t o  t e n ) . E a c h  .0  
c e r t i f i c a t e  f i l e  m u s t  b e  
i m p o r t e d  i n d i v i d u a l l y  
d u r i n g  t h e  
c o n f i g u r a t i o n . M a n u a l  
e n r o l l m e n t  i s  
s u p p o r t e d  o n l y .  
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1. T h e  C i s c o  I P  p h o n e  c o n f i g u r e s  D H C P  a n d  g e t s  t h e  T F T P  s e r v e r  a d d r e s s .  
2. T h e  C i s c o  I P  p h o n e  r e t r i e v e s  a  C T L  f i l e  f r o m  t h e  T F T P  s e r v e r . T h e  C T L  f i l e  c o n t a i n s  t h e  

c e r t i f i c a t e s  t h a t  t h e  p h o n e  i s  m e a n t  t o  t r u s t .  
3. T h e  C i s c o  I P  p h o n e  o p e n s  a  T r a n s p o r t  L a y e r  S e c u r i t y  ( T L S )  p r o t o c o l  c h a n n e l  a n d  r e g i s t e r s  t o  

C i s c o  C a l l M a n a g e r .  
C i s c o  C a l l M a n a g e r  e x p o r t s  s e c u r e  S R S T  r o u t e r  i n f o r m a t i o n  a n d  t h e  S R S T  r o u t e r  c e r t i f i c a t e  t o  t h e  C i s c o  
I P  p h o n e . T h e  p h o n e  p l a c e s  t h e  c e r t i f i c a t e  i n t o  i t s  c o n f i g u r a t i o n . O n c e  t h e  p h o n e  h a s  t h e  S R S T  
c e r t i f i c a t e ,  t h e  S R S T  r o u t e r  i s  c o n s i d e r e d  s e c u r e .  
I f  t h e  C i s c o  I P  p h o n e  i s  c o n f i g u r e d  a s  “a u t h e n t i c a t e d ” o r  “e n c r y p t e d ” a n d  C i s c o  C a l l M a n a g e r  i s  
c o n f i g u r e d  i n  m i x e d  m o d e ,  t h e  p h o n e  l o o k s  f o r  a n  S R S T  c e r t i f i c a t e  i n  i t s  c o n f i g u r a t i o n  f i l e . I f  i t  f i n d s  a n  
S R S T  c e r t i f i c a t e ,  i t  o p e n s  a  s t a n d b y  T L S  c o n n e c t i o n  t o  t h e  d e f a u l t  p o r t . T h e  d e f a u l t  p o r t  i s  t h e  C i s c o  I P  
p h o n e  T C P  p o r t  p l u s  443,  w h i c h  i s  p o r t  2443 o n  a n  S R S T  r o u t e r . T h e  c o n n e c t i o n  t o  t h e  S R S T  r o u t e r  
h a p p e n s  a u t o m a t i c a l l y ,  a s  l o n g  a s  t h e r e  i s  n o t  a  s e c o n d a r y  C i s c o  C a l l M a n a g e r  a n d  t h e  S R S T  i s  
c o n f i g u r e d  a s  t h e  b a c k u p  d e v i c e .  
C i s c o  C a l l M a n a g e r  m u s t  b e  c o n f i g u r e d  i n  m i x e d  m o d e ,  w h i c h  i s  i t s  s e c u r e  m o d e .  
I n  c a s e  o f  W A N  f a i l u r e ,  t h e  C i s c o  I P  p h o n e  s t a r t s  S R S T  r e g i s t r a t i o n . T h e  C i s c o  I P  p h o n e  r e g i s t e r s  w i t h  
t h e  S R S T  r o u t e r  a t  t h e  d e f a u l t  p o r t  f o r  s e c u r e  c o m m u n i c a t i o n s .  

Conf i g u r e  
I n  t h i s  s e c t i o n ,  y o u  a r e  p r e s e n t e d  w i t h  t h e  i n f o r m a t i o n  t o  c o n f i g u r e  t h e  f e a t u r e s  d e s c r i b e d  i n  t h i s  
d o c u m e n t .  
N ote :  U s e  t h e  C o m m a n d  L o o k u p  T o o l  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  i n  o r d e r  t o  o b t a i n  m o r e  i n f o r m a t i o n  o n  
t h e  c o m m a n d s  u s e d  i n  t h i s  s e c t i o n . 
T h e  s e c u r e  S R S T  r o u t e r  a n d  t h e  C i s c o  I P  p h o n e s  m u s t  r e q u e s t  m u t u a l  a u t h e n t i c a t i o n  d u r i n g  t h e  T L S  
h a n d s h a k e . T h e  T L S  h a n d s h a k e  o c c u r s  w h e n  t h e  p h o n e  r e g i s t e r s  w i t h  t h e  S R S T  r o u t e r ,  e i t h e r  b e f o r e  o r  
a f t e r  t h e  W A N  l i n k  f a i l s . T h e  c o n f i g u r a t i o n  e x a m p l e  d o e s  n o t  i n c l u d e  t h e  u s e  o f  a  t h i r d -p a r t y  C A . I t  
a s s u m e s  t h e  u s e  o f  t h e  C i s c o  I O S  c e r t i f i c a t e  s e r v e r  t o  g e n e r a t e  y o u r  c e r t i f i c a t e s .  

N etw o rk  D ia g ra m  
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T h i s  d o c u m e n t  u s e s  t h e  n e t w o r k  s e t u p  s h o w n  i n  t h i s  d i a g r a m . T h e  d i a g r a m  i l l u s t r a t e s  t h e  p r o c e s s  o f  
s e c u r e  S R S T  a u t h e n t i c a t i o n  a n d  e n c r y p t i o n .  

  
1. T h e  C A  s e r v e r ,  w h e t h e r  i t  i s  a  C i s c o  I O S  r o u t e r  C A  o r  a  t h i r d -p a r t y  C A ,  i s s u e s  a  d e v i c e  c e r t i f i c a t e  

t o  t h e  S R S T  g a t e w a y ,  w h i c h  e n a b l e s  c r e d e n t i a l s  s e r v i c e . O p t i o n a l l y ,  t h e  c e r t i f i c a t e  c a n  b e  s e l f -
g e n e r a t e d  b y  t h e  S R S T  r o u t e r  w i t h  a  C i s c o  I O S  C A  s e r v e r .  
T h e  C A  r o u t e r  i s  t h e  u l t i m a t e  t r u s t p o i n t  f o r  t h e  C e r t i f i c a t e  A u t h o r i t y  P r o x y  F u n c t i o n  ( C A P F ) . 
R e f e r  t o  C i s c o  C a l l M a n a g e r  S e c u r i t y  G u i d e  f o r  m o r e  i n f o r m a t i o n  o n  C A P F . 

2. T h e  C A P F  i s  a  p r o c e s s  w h e r e  s u p p o r t e d  d e v i c e s  c a n  r e q u e s t  a  l o c a l l y  s i g n i f i c a n t  c e r t i f i c a t e  ( L S C ) . 
T h e  C A P F  u t i l i t y  g e n e r a t e s  a  k e y  p a i r  a n d  c e r t i f i c a t e  t h a t  i s  s p e c i f i c  f o r  C A P F ,  c o p i e s  t h i s  
c e r t i f i c a t e  t o  a l l  C i s c o  C a l l M a n a g e r  s e r v e r s  i n  t h e  c l u s t e r ,  a n d  p r o v i d e s  t h e  L S C  t o  t h e  C i s c o  I P  
p h o n e . A n  L S C  i s  r e q u i r e d  f o r  C i s c o  I P  p h o n e s  t h a t  d o  n o t  h a v e  a  m a n u f a c t u r i n g  i n s t a l l e d  
c e r t i f i c a t e  ( M I C ) . T h e  C i s c o  7970  i s  e q u i p p e d  w i t h  a  M I C  a n d  t h e r e f o r e  d o e s  n o t  n e e d  t o  g o  
t h r o u g h  t h e  C A P F  p r o c e s s .  

3. C i s c o  C a l l M a n a g e r  r e q u e s t s  t h e  S R S T  c e r t i f i c a t e  f r o m  t h e  c r e d e n t i a l s  s e r v e r ,  a n d  t h e  c r e d e n t i a l s  
s e r v e r  r e s p o n d s  w i t h  t h e  c e r t i f i c a t e .  

4. F o r  e a c h  d e v i c e ,  C i s c o  C a l l M a n a g e r  u s e s  t h e  T F T P  p r o c e s s  a n d  i n s e r t s  t h e  c e r t i f i c a t e  i n t o  t h e  
S E P M A C x x x x .c n f .x m l  c o n f i g u r a t i o n  f i l e  o f  t h e  C i s c o  I P  p h o n e .  

5. C i s c o  C a l l M a n a g e r  p r o v i d e s  t h e  P E M  f o r m a t  f i l e s  t h a t  c o n t a i n  p h o n e  c e r t i f i c a t e  i n f o r m a t i o n  t o  t h e  
S R S T  r o u t e r . T h e  P E M  f i l e s  a r e  p r o v i d e d  t o  t h e  S R S T  r o u t e r  m a n u a l l y . W h e n  t h e  S R S T  r o u t e r  
h a s  t h e  P E M  f i l e s ,  i t  c a n  a u t h e n t i c a t e  t h e  I P  p h o n e  a n d  v a l i d a t e  t h e  i s s u e r  o f  t h e  I P  p h o n e  
c e r t i f i c a t e  d u r i n g  t h e  T L S  h a n d s h a k e .  

6. T h e  T L S  h a n d s h a k e  o c c u r s ,  c e r t i f i c a t e s  a r e  e x c h a n g e d ,  a n d  m u t u a l  a u t h e n t i c a t i o n  a n d  r e g i s t r a t i o n  
o c c u r s  b e t w e e n  t h e  C i s c o  I P  p h o n e  a n d  t h e  S R S T  r o u t e r .  

a . T h e  S R S T  r o u t e r  s e n d s  i t s  c e r t i f i c a t e ,  a n d  t h e  p h o n e  v a l i d a t e s  t h e  c e r t i f i c a t e  t o  t h e  
c e r t i f i c a t e  t h a t  i t  r e c e i v e d  f r o m  C i s c o  C a l l M a n a g e r  i n  S t e p  4.  

b . T h e  C i s c o  I P  p h o n e  p r o v i d e s  t h e  S R S T  r o u t e r  w i t h  t h e  L S C  o r  M I C ,  a n d  t h e  r o u t e r  
v a l i d a t e s  t h e  L S C  o r  M I C  w i t h  t h e  P E M  f o r m a t  f i l e s  t h a t  i t  r e c e i v e d  i n  S t e p  5.  

N ote :  T h e  m e d i a  i s  e n c r y p t e d  a u t o m a t i c a l l y  o n c e  t h e  p h o n e  a n d  r o u t e r  c e r t i f i c a t e s  a r e  e x c h a n g e d  
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a n d  t h e  T L S  c o n n e c t i o n  i s  e s t a b l i s h e d  w i t h  t h e  S R S T  r o u t e r . 

B ef o re Y o u C o nf ig ure  
C is co C a l l M a na g e r  
C o m p l e t e  t h e s e  s t e p s :  
1. O n c e  t h e  c r e d e n t i a l s  s e r v i c e  r u n s  o n  t h e  S R S T  r o u t e r ,  a n  S R S T  r e f e r e n c e  t o  C i s c o  C a l l M a n a g e r  

n e e d s  t o  b e  a d d e d ,  b e c a u s e  C i s c o  C a l l M a n a g e r  c o n n e c t s  t o  t h e  S R S T  r o u t e r  f o r  i t s  d e v i c e  
c e r t i f i c a t e . R e f e r  t o  t h e  S urv iv a b l e  R e m ot e  S it e  T e l e p h ony  Configura t ion s e c t i o n  o f  C i s c o  
C a l l M a n a g e r  A d m i n i s t r a t i o n  G u i d e ,  R e l e a s e  4.1( 2)  f o r  c o m p l e t e  i n f o r m a t i o n  o n  h o w  t o  a d d  S R S T  
t o  C i s c o  C a l l M a n a g e r . 

2. S R S T  f a l l b a c k  m u s t  b e  c o n f i g u r e d  o n  C i s c o  C a l l M a n a g e r . I n  o r d e r  t o  d o  t h i s  a s s i g n  t h e  d e v i c e  
p o o l  t o  S R S T . R e f e r  t o  t h e  D e v ic e  P ool  Configura t ion s e c t i o n  o f  C i s c o  C a l l M a n a g e r  
A d m i n i s t r a t i o n  G u i d e ,  R e l e a s e  4.1( 2)  f o r  c o m p l e t e  i n f o r m a t i o n  o n  h o w  t o  a d d  a  d e v i c e  p o o l  t o  
C i s c o  C a l l M a n a g e r . 

3. C e r t i f i c a t e  A u t h o r i t y  P r o x y  F u n c t i o n  ( C A P F )  m u s t  b e  c o n f i g u r e d  o n  C i s c o  C a l l M a n a g e r . T h e  
C A P F  p r o c e s s  a l l o w s  s u p p o r t e d  d e v i c e s ,  s u c h  a s  C i s c o  C a l l M a n a g e r ,  t o  r e q u e s t  L S C  c e r t i f i c a t e s  
f r o m  C i s c o  I P  p h o n e s . T h e  C A P F  u t i l i t y  g e n e r a t e s  a  k e y  p a i r  a n d  c e r t i f i c a t e  t h a t  i s  s p e c i f i c  f o r  
C A P F ,  a n d  t h e  u t i l i t y  c o p i e s  t h i s  c e r t i f i c a t e  t o  a l l  C i s c o  C a l l M a n a g e r  s e r v e r s  i n  t h e  c l u s t e r . R e f e r  
t o  C i s c o  I P  P h o n e  A u t h e n t i c a t i o n  a n d  E n c r y p t i o n  f o r  C i s c o  C a l l M a n a g e r  4.0 ( 1)  f o r  c o m p l e t e  
i n s t r u c t i o n s  o n  h o w  t o  c o n f i g u r e  C A P F  i n  C i s c o  C a l l M a n a g e r . 

S e curity  C a utions   
� T h e  g ra nt a uto c o m m a n d  a l l o w s  c e r t i f i c a t e s  t o  b e  i s s u e d  a n d  m u s t  b e  a c t i v a t e d  w h e n  y o u  d e f i n e  
y o u r  r o o t  C A . H o w e v e r ,  f o r  s e c u r i t y  r e a s o n s ,  t h e  g ra nt a uto c o m m a n d  m u s t  n o t  r e m a i n  a c t i v e  
a n d  m u s t  b e  d i s a b l e d  a f t e r  c e r t i f i c a t e s  a r e  i s s u e d .  

� A  s e c u r i t y  b e s t  p r a c t i c e  i s  t o  p r o t e c t  t h e  c r e d e n t i a l s  s e r v i c e  p o r t  w i t h  c o n t r o l  p l a n e  p o l i c i n g . 
C o n t r o l  p l a n e  p o l i c i n g  p r o t e c t s  t h e  g a t e w a y  a n d  m a i n t a i n s  p a c k e t  f o r w a r d i n g  a n d  p r o t o c o l  s t a t e s  
d e s p i t e  a  h e a v y  t r a f f i c  l o a d . R e f e r  t o  C o n t r o l  P l a n e  P o l i c i n g  f o r  m o r e  i n f o r m a t i o n  o n  c o n t r o l  
p l a n e s . A  c o n f i g u r a t i o n  e x a m p l e  a l s o  a p p e a r s  i n  t h e  C o n f i g u r a t i o n  2 s e c t i o n  o f  t h i s  d o c u m e n t .  

C o nf ig ura tio ns  
T h i s  d o c u m e n t  u s e s  t h e s e  c o n f i g u r a t i o n s :  

� C o n f i g u r a t i o n  1—C o n f i g u r e  y o u r  r o u t e r  a c c o r d i n g  t o  t h i s  s h ow  running -conf ig  e x a m p l e . 
� C o n f i g u r a t i o n  2—A  s e c u r i t y  b e s t  p r a c t i c e  i s  t o  p r o t e c t  t h e  c r e d e n t i a l s  s e r v i c e  p o r t  w i t h  c o n t r o l  
p l a n e  p o l i c i n g . I f  y o u  u s e  c o n t r o l  p l a n e  p o l i c i n g ,  c o n f i g u r e  y o u r  r o u t e r  a c c o r d i n g  t o  t h i s  p a r t i a l  
s h ow  running -conf ig  e x a m p l e . 

C onf ig ura tion 1  
R outer# show running-c onf ig 
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. 

. 
 
!--- D e f i n e  C i s c o  C a l l M a n a g e r . 
 
ccm -m anag er fallb ack -m g cp 
ccm -m anag er m g cp 
ccm -m anag er m usic-on-h old 
ccm -m anag er config  server 10 .1.1.13  
ccm -m anag er config  
! 
 
!--- D e f i n e  r o o t  C A . 
!--- F o r  S R S T  r o u t e r s  t o  p r o v i d e  s e c u r e  c o m m u n i c a t i o n s ,  t h e r e  m u s t  b e  a  
!--- C A  s e r v e r  t h a t  i s s u e s  t h e  d e v i c e  c e r t i f i c a t e  i n  t h e  n e t w o r k . 
!--- T h e  C A  s e r v e r  c a n  b e  a  t h i r d -p a r t y  C A  o r  o n e  g e n e r a t e d  f r o m  a  
!--- C i s c o  I O S  c e r t i f i c a t e  s e r v e r . T h e  C i s c o  I O S  c e r t i f i c a t e  s e r v e r  
!--- p r o v i d e s  a  c e r t i f i c a t e  g e n e r a t i o n  o p t i o n  t o  u s e r s  w h o  d o  n o t   
!--- h a v e  a  t h i r d -p a r t y  C A  i n  t h e i r  n e t w o r k . T h e  C i s c o  I O S  c e r t i f i c a t e  
!--- c a n  r u n  o n  t h e  S R S T  r o u t e r  o r  o n  a  d i f f e r e n t  C i s c o  I O S  r o u t e r . 
 
cry pto pk i server srstcaserver 
 datab ase level com plete 
 datab ase url nvram   
 issuer-nam e CN = srstcaserver 
 
! 
!--- T h e  s e c u r e  S R S T  r o u t e r  n e e d s  t o  d e f i n e  a  t r u s t p o i n t . T h a t  i s ,  
!--- i t  m u s t  o b t a i n  a  d e v i c e  c e r t i f i c a t e  f r o m  t h e  C A  s e r v e r . T h e  p r o c e d u r e  
!--- i s  c a l l e d  c e r t i f i c a t e  e n r o l l m e n t . O n c e  e n r o l l e d ,  t h e  s e c u r e  S R S T  r o u t e r  
!--- c a n  b e  r e c o g n i z e d  b y  C i s c o  C a l l M a n a g e r  a s  a  s e c u r e  S R S T  r o u t e r . T h e r e  
!--- a r e  t h r e e  o p t i o n s  t o  e n r o l l  t h e  s e c u r e  S R S T  r o u t e r  t o  a  C A  s e r v e r :  
!--- a u t o e n r o l l m e n t ,  c u t  a n d  p a s t e ,  a n d  T F T P . W h e n  t h e  C A  s e r v e r  i s  a   
!--- C i s c o  I O S  c e r t i f i c a t e  s e r v e r ,  a u t o e n r o l l m e n t  c a n  b e  u s e d . O t h e r w i s e ,  m a n u a l  
!--- e n r o l l m e n t  i s  r e q u i r e d . M a n u a l  e n r o l l m e n t  r e f e r s  t o  c u t  a n d  p a s t e  o r  T F T P . 
!--- I s s u e  t h e  e n r o l l m e n t  U R L  c o m m a n d  f o r  a u t o e n r o l l m e n t  a n d  t h e  
!--- c r y p t o  p k i  a u t h e n t i c a t e  c o m m a n d  i n  o r d e r  t o  a u t h e n t i c a t e  t h e  S R S T  r o u t e r .  
!--- I s s u e  t h e  c r y p t o  c a  e n r o l l  c o m m a n d  i n  o r d e r  t o  o b t a i n  t h e  S R S T  r o u t e r   
!--- c e r t i f i c a t e  f r o m  t h e  C A . 
 
cry pto pk i trustpoint srstca 
 enrollm ent url h ttp: / / 10 .1.1.2 2 : 8 0  
 revocation-ch eck  none 
! 
cry pto pk i trustpoint srstcaserver 
 revocation-ch eck  none 
 rsak ey pair srstcaserver 
! 
 
!--- D e f i n e  t h e  C T L / 7 9 7 0 / 7 9 6 0  t r u s t p o i n t  t o  a u t h e n t i c a t e  s e c u r e  S R S T .  
!--- R e p e a t  t h e  e n r o l l m e n t  p r o c e d u r e  f o r  e a c h  p h o n e  o r  P E M  f i l e . 
 
cry pto pk i trustpoint 7 9 7 0  
 enrollm ent term inal 
 revocation-ch eck  none 
! 
cry pto pk i trustpoint P E M  
 enrollm ent term inal 
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 revocation-ch eck  none 
! 
cry pto pk i trustpoint 7 9 6 0  
 enrollm ent term inal 
 revocation-ch eck  none 
! 
 
!--- T h i s  i s  t h e  S R S T  r o u t e r  d e v i c e  c e r t i f i c a t e . 
 
cry pto pk i certificate ch ain srstca 
 certificate 0 2  
  3 0 8 2 0 1A D  3 0 8 2 0 116  A 0 0 3 0 2 0 1 0 2 0 2 0 10 2  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 4 0 50 0 3 0  
  17 3 1153 0  13 0 6 0 3 55 0 4 0 3 13 0 C 7 3 7 2 7 3 7 4  6 3 6 17 3 6 5 7 2 7 6 6 57 2  3 0 1E 17 0 D  3 0 3 4 3 0 3 4  
  3 13 2 3 13 9  3 53 2 3 2 3 3  5A 17 0 D 3 0  3 53 0 3 4 3 1 3 2 3 13 9 3 5 3 2 3 2 3 3 5A  3 0 3 4 3 13 2  3 0 0 F0 6 0 3  
  550 4 0 513  0 8 4 4 3 0 4 2  3 9 4 53 7 3 9  4 3 3 0 1F0 6  0 9 2 A 8 6 4 8  8 6 F7 0 D 0 1 0 9 0 2 16 12  6 A 6 17 3 6 F 
  3 2 3 6 3 9 3 1 2 E 6 3 6 9 7 3  6 3 6 F2 E 6 3  6 F6 D 3 0 5C 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 10 50 0 0 3  
  4 B 0 0 3 0 4 8  0 2 4 10 0 D 7  0 CC3 54 FB  5F7 C1A E 7  7 A 2 5C3 F2  0 56 E 0 4 8 5 2 2 8 9 6 D 3 6  6 CA 7 0 C19  
  C9 8 F9 B A E  A E 9 D 1F9 B  D 4 B B 7 A 6 7  F3 2 5117 4  19 3 B B 1A 3  12 9 4 6 12 3  E 5C1CCD 7  A 2 3 E 6 155 
  FA 2 E D 7 4 3  3 FB 8 B 9 0 2  0 3 0 10 0 0 1 A 3 3 0 3 0 2 E  3 0 0 B 0 6 0 3  551D 0 F0 4  0 4 0 3 0 2 0 5 A 0 3 0 1F0 6  
  0 3 551D 2 3  0 4 18 3 0 16  8 0 14 F8 2 9  CE 9 7 A D 6 0  18 D 0 54 6 7  FC2 9 3 9 6 3  C2 4 7 0 6 9 1 F9 B D 3 0 0 D  
  0 6 0 9 2 A 8 6  4 8 8 6 F7 0 D  0 10 10 4 0 5 0 0 0 3 8 18 1 0 0 7 E B 4 8 E  CA E 9 E 1B 3  D 1E 7 A 18 5 D 7 F0 D 56 5 
  CB 8 4 B 17 B  1151B D 7 8  B 3 E 3 9 7 6 3  59 E C6 50 E  4 9 3 7 1F6 D  9 9 CB D 2 6 7  E B 8 A D F9 D  9 E 4 3 A 5F2  
  FB 2 B 18 A 0  3 4 A F6 56 4  112 3 9 4 7 3  4 14 7 8 A FC A 8 6 E 6 D A 1 A C518 E 0 B  8 6 57 CE B B  E D 2 B D E 8 E  
  B 58 6 FE 6 7  0 0 C3 58 D 4  E FD D 8 D 4 4  3 F4 2 3 14 1 C2 D 3 3 1D 3  1E E 4 3 B 6 E  6 CB 2 9 E E 7  0 B 8 C2 7 52  
  C3 A F4 A 6 6  B D 0 0 7 3 4 8  D 0 13 0 0 0 A  E A 3 C2 0 6 D  CF 
  q uit 
 certificate ca 0 1 
  3 0 8 2 0 2 0 7  3 0 8 2 0 17 0  A 0 0 3 0 2 0 1 0 2 0 2 0 10 1 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 4 0 50 0 3 0  
  17 3 1153 0  13 0 6 0 3 55 0 4 0 3 13 0 C 7 3 7 2 7 3 7 4  6 3 6 17 3 6 5 7 2 7 6 6 57 2  3 0 1E 17 0 D  3 0 3 4 3 0 3 4  
  3 13 2 3 13 9  3 4 3 53 13 6  5A 17 0 D 3 0  3 7 3 0 3 4 3 1 3 2 3 13 9 3 4  3 53 13 6 5A  3 0 17 3 115 3 0 13 0 6 0 3  
  550 4 0 3 13  0 C7 3 7 2 7 3  7 4 6 3 6 17 3  6 57 2 7 6 6 5 7 2 3 0 8 19 F 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 
  0 10 50 0 0 3  8 18 D 0 0 3 0  8 18 9 0 2 8 1 8 10 0 C3 A F E E 1E 4 B B 1 9 9 2 2 A 8 D A  2 B B 9 D C8 E  5B 1B D 3 3 2  
  10 51C9 FE  3 2 A 9 7 1B 3  3 C3 3 6 6 3 5 7 4 6 9 19 54  9 8 E 7 6 5B 1 0 59 E 2 4 B 6  3 2 154 E 9 9  10 5CA 9 8 9  
  9 6 19 9 9 3 F CC7 2 C52 5 7 3 57 E B A C E 6 3 3 5A 3 2  2 A A F9 3 9 1 9 9 3 2 5B FD  9 B 8 3 55E B  C10 F8 9 6 3  
  9 D 8 FC2 2 2  E E 8 A C8 3 1 7 1A CD 3 A 7  4 E 9 18 A 8 F D 57 7 5159  7 6 FB F4 9 9  5A D 0 8 4 9 D  CA A 4 14 17  
  D D 8 6 6 9 0 2  2 1E 5D D 0 3  C3 7 D 4 B 2 8  0 FA B 0 2 0 3  0 10 0 0 1A 3  6 3 3 0 6 13 0  0 F0 6 0 3 55 1D 13 0 10 1 
  FF0 4 0 53 0  0 3 0 10 1FF 3 0 0 E 0 6 0 3  551D 0 F0 1 0 1FF0 4 0 4  0 3 0 2 0 18 6  3 0 1D 0 6 0 3  551D 0 E 0 4  
  16 0 4 14 F8  2 9 CE 9 7 A D  6 0 18 D 0 54  6 7 FC2 9 3 9  6 3 C2 4 7 0 6  9 1F9 B D 3 0  1F0 6 0 3 55 1D 2 3 0 4 18  
  3 0 16 8 0 14  F8 2 9 CE 9 7  A D 6 0 18 D 0  54 6 7 FC2 9  3 9 6 3 C2 4 7  0 6 9 1F9 B D  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  
  F7 0 D 0 10 1 0 4 0 50 0 0 3  8 18 10 0 7 A  F7 1B 2 5F9  7 3 D 7 4 552  2 5D FD 0 3 A  D 8 D 13 3 8 F 6 7 9 2 C8 0 5 
  4 7 A 8 10 19  7 9 5B 5A A E  0 3 54 0 0 B B  F8 59 D A B F 2 18 9 2 B 5B  E 7 1A 8 2 8 3  0 8 9 50 4 14  8 6 3 3 A 8 B 2  
  C9 8 56 5A 6  C0 9 CA 6 4 1 8 8 6 6 14 0 2  A CC4 2 4 FD  3 6 F2 3 3 6 0  A B FF4 C55 B B 2 3 C6 6 A  C8 0 A 3 A 57  
  5E E 8 5FF8  C1B 1A 54 0  E 8 18 CE 6 D  58 13 17 2 6  B B 0 6 0 9 7 4  4 E 1A 2 F4 B  E 6 19 552 2  12 2 4 57 F3  
  D E D B A A D 7  3 7 8 0 13 6 E  B 112 A 6  
  q uit 
cry pto pk i certificate ch ain srstcaserver 
 certificate ca 0 1 
  3 0 8 2 0 2 0 7  3 0 8 2 0 17 0  A 0 0 3 0 2 0 1 0 2 0 2 0 10 1 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 4 0 50 0 3 0  
  17 3 1153 0  13 0 6 0 3 55 0 4 0 3 13 0 C 7 3 7 2 7 3 7 4  6 3 6 17 3 6 5 7 2 7 6 6 57 2  3 0 1E 17 0 D  3 0 3 4 3 0 3 4  
  3 13 2 3 13 9  3 4 3 53 13 6  5A 17 0 D 3 0  3 7 3 0 3 4 3 1 3 2 3 13 9 3 4  3 53 13 6 5A  3 0 17 3 115 3 0 13 0 6 0 3  
  550 4 0 3 13  0 C7 3 7 2 7 3  7 4 6 3 6 17 3  6 57 2 7 6 6 5 7 2 3 0 8 19 F 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 
  0 10 50 0 0 3  8 18 D 0 0 3 0  8 18 9 0 2 8 1 8 10 0 C3 A F E E 1E 4 B B 1 9 9 2 2 A 8 D A  2 B B 9 D C8 E  5B 1B D 3 3 2  
  10 51C9 FE  3 2 A 9 7 1B 3  3 C3 3 6 6 3 5 7 4 6 9 19 54  9 8 E 7 6 5B 1 0 59 E 2 4 B 6  3 2 154 E 9 9  10 5CA 9 8 9  
  9 6 19 9 9 3 F CC7 2 C52 5 7 3 57 E B A C E 6 3 3 5A 3 2  2 A A F9 3 9 1 9 9 3 2 5B FD  9 B 8 3 55E B  C10 F8 9 6 3  
  9 D 8 FC2 2 2  E E 8 A C8 3 1 7 1A CD 3 A 7  4 E 9 18 A 8 F D 57 7 5159  7 6 FB F4 9 9  5A D 0 8 4 9 D  CA A 4 14 17  
  D D 8 6 6 9 0 2  2 1E 5D D 0 3  C3 7 D 4 B 2 8  0 FA B 0 2 0 3  0 10 0 0 1A 3  6 3 3 0 6 13 0  0 F0 6 0 3 55 1D 13 0 10 1 
  FF0 4 0 53 0  0 3 0 10 1FF 3 0 0 E 0 6 0 3  551D 0 F0 1 0 1FF0 4 0 4  0 3 0 2 0 18 6  3 0 1D 0 6 0 3  551D 0 E 0 4  
  16 0 4 14 F8  2 9 CE 9 7 A D  6 0 18 D 0 54  6 7 FC2 9 3 9  6 3 C2 4 7 0 6  9 1F9 B D 3 0  1F0 6 0 3 55 1D 2 3 0 4 18  
  3 0 16 8 0 14  F8 2 9 CE 9 7  A D 6 0 18 D 0  54 6 7 FC2 9  3 9 6 3 C2 4 7  0 6 9 1F9 B D  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  
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  F7 0 D 0 10 1 0 4 0 50 0 0 3  8 18 10 0 7 A  F7 1B 2 5F9  7 3 D 7 4 552  2 5D FD 0 3 A  D 8 D 13 3 8 F 6 7 9 2 C8 0 5 
  4 7 A 8 10 19  7 9 5B 5A A E  0 3 54 0 0 B B  F8 59 D A B F 2 18 9 2 B 5B  E 7 1A 8 2 8 3  0 8 9 50 4 14  8 6 3 3 A 8 B 2  
  C9 8 56 5A 6  C0 9 CA 6 4 1 8 8 6 6 14 0 2  A CC4 2 4 FD  3 6 F2 3 3 6 0  A B FF4 C55 B B 2 3 C6 6 A  C8 0 A 3 A 57  
  5E E 8 5FF8  C1B 1A 54 0  E 8 18 CE 6 D  58 13 17 2 6  B B 0 6 0 9 7 4  4 E 1A 2 F4 B  E 6 19 552 2  12 2 4 57 F3  
  D E D B A A D 7  3 7 8 0 13 6 E  B 112 A 6  
  q uit 
cry pto pk i certificate ch ain 7 9 7 0  
 certificate ca 3 53 FB 2 4 B D 7 0 F14 A 3 4 6 C1F3 A 9 A C7 2 56 7 5 
  3 0 8 2 0 3 A 8  3 0 8 2 0 2 9 0  A 0 0 3 0 2 0 1 0 2 0 2 10 3 5 3 FB 2 4 B D 7  0 F14 A 3 4 6  C1F3 A 9 A C 7 2 56 7 53 0  
  0 D 0 6 0 9 2 A  8 6 4 8 8 6 F7  0 D 0 10 10 5 0 50 0 3 0 2 E  3 116 3 0 14  0 6 0 3 550 4  0 A 13 0 D 4 3  6 9 7 3 6 3 6 F 
  2 0 53 7 9 7 3  7 4 6 56 D 7 3  3 114 3 0 12  0 6 0 3 550 4  0 3 13 0 B 4 3  4 150 2 D 52  54 50 2 D 3 0  3 0 3 2 3 0 1E  
  17 0 D 3 0 3 3  3 13 0 3 13 0  3 2 3 0 3 13 8  3 4 3 9 5A 17  0 D 3 2 3 3 3 1 3 0 3 13 0 3 2  3 0 3 2 3 7 3 3  3 7 5A 3 0 2 E  
  3 116 3 0 14  0 6 0 3 550 4  0 A 13 0 D 4 3  6 9 7 3 6 3 6 F 2 0 53 7 9 7 3  7 4 6 56 D 7 3  3 114 3 0 12  0 6 0 3 550 4  
  0 3 13 0 B 4 3  4 150 2 D 52  54 50 2 D 3 0  3 0 3 2 3 0 8 2  0 12 0 3 0 0 D  0 6 0 9 2 A 8 6  4 8 8 6 F7 0 D  0 10 10 10 5 
  0 0 0 3 8 2 0 1 0 D 0 0 3 0 8 2  0 10 8 0 2 8 2  0 10 10 0 C4  2 6 6 50 4 A D  7 D C3 FD 8 D  6 5556 FA 6  3 0 8 FA E 9 5 
  B 57 0 2 6 3 B  57 5A B D 9 6  1CC8 F3 9 4  59 6 5D 9 D 0  D 8 CE 0 2 B 9  F8 0 8 CCD 6  B 7 CD 8 C4 6  2 4 8 0 18 7 8  
  57 D C4 4 4 0  A 7 3 0 1D D F E 4 0 FB 1E F 13 6 2 12 E C C4 F3 B 50 F B CA FB B 4 B  CD 2 E 58 2 6  3 4 52 1B 6 5 
  0 1555FE 4  D 4 2 0 6 7 7 6  0 3 3 6 8 3 57  8 3 9 3 2 6 3 8  D 6 FC9 53 F 3 A 17 9 E 4 4  6 7 2 55A 7 3  4 5C6 9 D E E  
  FB 4 D 2 2 1B  2 1D 7 A 3 A D  3 8 18 4 17 1 8 FD 8 C2 7 1 4 2 18 3 E 6 5 0 9 4 6 14 3 4  7 3 6 C7 7 CC F3 8 0 E E B F 
  6 3 2 C7 B 3 F A 5F9 2 A A 6  A 8 E F3 4 9 0  8 7 2 4 A 8 4 F 4 D A F7 FD 7  0 9 2 8 F58 5 7 6 4 D 3 558  3 C0 FE 9 A F 
  1E D 8 7 6 3 F A 2 9 9 A 8 0 2  9 7 0 0 0 4 A D  19 12 D 2 6 5 7 D E 3 3 5B 4  B CB 6 F7 8 9  D C6 8 B 9 FA  C8 FD F8 5E  
  8 A 2 8 A D 8 F 0 F4 8 8 3 C0  7 7 112 A 4 7  14 1D B E E 0  9 4 8 FB E 53  FE 6 7 B 3 0 8  D 4 0 C8 0 2 9  8 7 B D 7 9 0 E  
  CD A B 9 FD 7  A 19 0 C1A 2  A 4 6 2 C5F2  4 A 6 E 0 B 0 2  0 10 3 A 3 8 1 C3 3 0 8 1C0  3 0 0 B 0 6 0 3  551D 0 F0 4  
  0 4 0 3 0 2 0 1 8 6 3 0 0 F0 6  0 3 551D 13  0 10 1FF0 4  0 53 0 0 3 0 1 0 1FF3 0 1D  0 6 0 3 551D  0 E 0 4 16 0 4  
  14 52 9 2 2 B  E 2 8 8 E E 2 E  0 9 8 A 4 E 7 E  7 0 2 C56 A 5 9 A B 4 D 4 9 B  9 6 3 0 6 F0 6  0 3 551D 1F 0 4 6 8 3 0 6 6  
  3 0 6 4 A 0 6 2  A 0 6 0 8 6 2 D  6 8 7 4 7 4 7 0  3 A 2 F2 F6 3  6 17 0 2 D 7 2  7 4 7 0 2 D 3 0  3 0 3 2 2 F4 3  6 57 2 7 4 4 5 
  6 E 7 2 6 F6 C 6 C2 F4 3 4 1 50 2 D 52 54  50 2 D 3 0 3 0  3 2 2 E 6 3 7 2  6 C8 6 2 F6 6  6 9 6 C6 53 A  2 F2 F5C5C 
  6 3 6 17 0 2 D  7 2 7 4 7 0 2 D  3 0 3 0 3 2 5C 4 3 6 57 2 7 4  4 56 E 7 2 6 F 6 C6 C5C4 3  4 150 2 D 52  54 50 2 D 3 0  
  3 0 3 2 2 E 6 3  7 2 6 C3 0 10  0 6 0 9 2 B 0 6  0 10 4 0 18 2  3 7 150 10 4  0 3 0 2 0 10 0  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  
  F7 0 D 0 10 1 0 50 50 0 0 3  8 2 0 10 10 0  56 8 3 8 CE F C4 D A 3 A D 1 E A 8 FB B 15 2 FFE 6 E E 5 50 A 19 7 2 B  
  D 4 D 7 A F1F D 2 9 8 8 9 2 C D 5A 2 A 7 6 B  C3 4 6 2 8 6 6  13 E 0 E 55D  D C0 C4 B 9 2  5A A 9 4 B 6 E  6 9 2 7 7 F9 B  
  FC7 3 C6 9 7  112 6 6 E 19  4 51C0 FA B  A 55E 6 A 2 8  9 0 1A 4 8 C5 B 9 9 11E E 6  3 4 8 A 8 9 2 0  0 A E D E 1E 0  
  B 6 E A 7 8 1C FFD 9 7 CA 4  B 0 3 C0 E 3 4  0 E 5B 0 6 4 9  8 B 0 A 3 4 C9  B 7 3 A 6 54 E  0 9 0 50 C1F 4 D A 53 E 4 4  
  B F7 8 4 4 3 D  B 0 8 C3 A 4 1 2 E E E B 8 7 3  7 8 CB 8 0 8 9  3 4 F9 D 16 E  9 1512 F0 D  3 A 8 6 7 4 A D  0 9 9 1E D 1A  
  9 2 8 4 1E 7 6  3 6 D 7 7 4 0 E  CB 7 8 7 F11 6 8 5B 9 E 9 D  0 C6 7 E 8 5D  A F6 D 0 5B A  3 4 8 8 E 8 6 D  7 E 2 F7 F6 5 
  6 9 18 D E 0 F B D 3 C7 F6 7  D 8 A 3 3 F7 0  9 C4 A 59 6 E  D 9 F6 2 B 3 B  1E D E E 8 54  D 58 8 2 A D 4  3 D 7 1F7 2 B  
  8 FA B 7 F3 C 0 B 5F0 7 59  D 9 8 2 8 F8 3  9 54 D 7 B B 1 57 A 6 3 8 E C 7 D 7 2 B FF1 8 9 3 3 C16 F 7 6 0 B CA 9 4  
  4 C5B 19 3 1 6 7 9 4 7 A 4 F 8 9 A 1B D B 5 
  q uit 
cry pto pk i certificate ch ain P E M  
 certificate ca 7 6 12 F9 6 0 153 D 6 F9 F4 E 4 2 2 0 2 0 3 2 B 7 2 3 56  
  3 0 8 2 0 3 A 8  3 0 8 2 0 2 9 0  A 0 0 3 0 2 0 1 0 2 0 2 10 7 6  12 F9 6 0 15 3 D 6 F9 F4 E  4 2 2 0 2 0 3 2  B 7 2 3 56 3 0  
  0 D 0 6 0 9 2 A  8 6 4 8 8 6 F7  0 D 0 10 10 5 0 50 0 3 0 2 E  3 116 3 0 14  0 6 0 3 550 4  0 A 13 0 D 4 3  6 9 7 3 6 3 6 F 
  2 0 53 7 9 7 3  7 4 6 56 D 7 3  3 114 3 0 12  0 6 0 3 550 4  0 3 13 0 B 4 3  4 150 2 D 52  54 50 2 D 3 0  3 0 3 13 0 1E  
  17 0 D 3 0 3 3  3 0 3 2 3 0 3 6  3 2 3 3 3 2 3 7  3 13 3 5A 17  0 D 3 2 3 3 3 0  3 2 3 0 3 6 3 2  3 3 3 3 3 6 3 3  3 4 5A 3 0 2 E  
  3 116 3 0 14  0 6 0 3 550 4  0 A 13 0 D 4 3  6 9 7 3 6 3 6 F 2 0 53 7 9 7 3  7 4 6 56 D 7 3  3 114 3 0 12  0 6 0 3 550 4  
  0 3 13 0 B 4 3  4 150 2 D 52  54 50 2 D 3 0  3 0 3 13 0 8 2  0 12 0 3 0 0 D  0 6 0 9 2 A 8 6  4 8 8 6 F7 0 D  0 10 10 10 5 
  0 0 0 3 8 2 0 1 0 D 0 0 3 0 8 2  0 10 8 0 2 8 2  0 10 10 0 A C 55B B E D 18  D E 9 B 8 7 0 9  FFB C8 F2 D  50 9 A B 8 3 A  
  2 1C19 6 7 F D E A 7 F4 B 0  9 6 9 6 9 4 B 7  8 0 CC19 6 A  4 6 3 D A 516  54 A 2 8 F4 7  5D 9 0 3 B 5F 10 4 A 3 D 54  
  A 9 8 13 8 9 B  2 FC7 A C4 9  9 56 2 6 2 B 8  1C14 3 0 3 8  53 4 5B B 2 E  2 7 3 FA 7 A 6  4 6 8 6 0 57 3  CE 5C9 9 8 D  
  55D E 7 8 A A  5A 5CFE 14  0 3 7 D 6 9 5B  A C8 16 4 0 9  C6 2 11F0 B  3 B B F0 9 CF B 0 B B B 2 D 4  A C3 6 2 F6 7  
  0 FD 14 5F1 6 2 0 8 52 B 3  1F0 7 E 2 F1 A A 7 4 F150  3 6 7 6 3 2 E D  A 2 8 9 E 3 7 4  A F0 C5B 7 8  CE 7 D FB 9 F 
  C8 E B B E 54  6 E CF4 C7 7  9 9 D 6 D C0 4  4 7 4 7 6 C0 F 3 6 E 58 A 3 B  6 B CB 2 4 D 7  6 B 6 C8 4 C2  7 F6 1D 3 2 6  
  B E 7 CB 4 A 6  6 0 CD 6 57 9  9 E 1E 3 A 8 4  8 153 B 7 50  552 7 E 8 6 5 4 2 3 B E 2 B 5 CB 57 54 53  5A A 9 6 0 9 3  
  58 B 6 A 2 E 4  A A 3 E F0 8 1 C7 0 6 8 E C1 D D 1E B D D A  53 E 6 F0 D 6  E 2 E 0 4 8 6 B  10 9 F13 16  7 8 C6 9 6 A 3  
  CFB A 8 4 CC 7 0 9 4 0 3 4 F C1E B 9 F8 1 9 3 1A CB 0 2  0 10 3 A 3 8 1 C3 3 0 8 1C0  3 0 0 B 0 6 0 3  551D 0 F0 4  
  0 4 0 3 0 2 0 1 8 6 3 0 0 F0 6  0 3 551D 13  0 10 1FF0 4  0 53 0 0 3 0 1 0 1FF3 0 1D  0 6 0 3 551D  0 E 0 4 16 0 4  
  14 E 9 17 B 1 8 2 C7 1FCF A CA 9 1B 6 E  F4 A 9 2 6 9 C 7 0 A E 0 5A 0  9 A 3 0 6 F0 6  0 3 551D 1F 0 4 6 8 3 0 6 6  
  3 0 6 4 A 0 6 2  A 0 6 0 8 6 2 D  6 8 7 4 7 4 7 0  3 A 2 F2 F6 3  6 17 0 2 D 7 2  7 4 7 0 2 D 3 0  3 0 3 12 F4 3  6 57 2 7 4 4 5 
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  6 E 7 2 6 F6 C 6 C2 F4 3 4 1 50 2 D 52 54  50 2 D 3 0 3 0  3 12 E 6 3 7 2  6 C8 6 2 F6 6  6 9 6 C6 53 A  2 F2 F5C5C 
  6 3 6 17 0 2 D  7 2 7 4 7 0 2 D  3 0 3 0 3 15C 4 3 6 57 2 7 4  4 56 E 7 2 6 F 6 C6 C5C4 3  4 150 2 D 52  54 50 2 D 3 0  
  3 0 3 12 E 6 3  7 2 6 C3 0 10  0 6 0 9 2 B 0 6  0 10 4 0 18 2  3 7 150 10 4  0 3 0 2 0 10 0  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  
  F7 0 D 0 10 1 0 50 50 0 0 3  8 2 0 10 10 0  A B 6 4 FD E B  F6 0 C3 2 D C 3 6 0 F0 E 10  5FE 17 5FA  0 D 57 4 A B 5 
  0 2 A CD CA 3  C7 B B E D 15 A 4 4 3 1F2 0  7 E 9 2 8 6 F0  7 7 0 9 2 9 A 2  17 E 4 CD F4  F2 6 2 9 2 4 4  2 F3 57 5A F 
  E 9 0 C4 6 8 C A E 6 7 B A 0 8  A A A 7 1C12  B A 0 C0 E 7 9  E 6 7 8 0 A 5C F8 14 4 6 6 C 3 2 6 A 4 B 56  7 3 9 3 8 3 8 0  
  7 3 A 11A E D  F9 B 9 D E 7 4  119 5C4 8 F 9 9 4 54 B 8 C 3 0 7 3 2 9 8 0  CD 6 E 7 12 3  8 B 3 A 6 D 6 8  8 0 B 9 7 E 0 0  
  7 F4 B D 4 B A  0 B 5A B 4 6 2  9 4 D 9 16 7 E  6 D 8 D 4 8 F2  59 7 CD E 6 1 2 5CFA D CC 5B D 14 1FB  2 10 2 7 5A 2  
  0 A 4 E 3 4 0 0  14 2 8 B A 0 F 6 9 9 53 B B 5 50 D 2 1F7 8  4 3 E 3 E 56 3  9 8 B CB 2 B 1 A 2 D 4 8 6 4 B  0 6 16 B A CD  
  A 6 1CD 9 A E  C5558 A 52  B 5E E A A 6 A  0 8 F9 6 52 8  B 18 0 4 B 8 7  D 2 6 E 4 A E E  A B 7 A FFE 9  2 FD 2 A 57 4  
  B A FE 0 0 2 8  9 6 3 0 4 A 8 B  13 FB 6 56 D  8 FC6 0 0 9 4  D 5A 53 D 7 1 4 4 4 B 3 CE F 7 9 3 4 3 3 8 5 3 7 7 8 C19 3  
  7 4 A 2 A 6 CE  D C56 2 7 5C A 2 0 A 3 0 3 D  
  q uit 
cry pto pk i certificate ch ain 7 9 6 0  
 certificate ca F3 0 1 
  3 0 8 2 0 1F7  3 0 8 2 0 16 0  A 0 0 3 0 2 0 1 0 2 0 2 0 2 F3  0 13 0 0 D 0 6  0 9 2 A 8 6 4 8  8 6 F7 0 D 0 1 0 10 50 50 0  
  3 0 4 13 10 B  3 0 0 9 0 6 0 3  550 4 0 6 13  0 2 5553 3 1 1A 3 0 18 0 6  0 3 550 4 0 A  13 114 3 6 9  7 3 6 3 6 F2 0  
  53 7 9 7 3 7 4  6 56 D 7 3 2 0  4 9 6 E 6 3 3 1 16 3 0 14 0 6  0 3 550 4 0 3  13 0 D 4 3 4 1 50 4 6 2 D 3 3  3 54 53 0 3 8  
  3 3 3 3 3 2 3 0  1E 17 0 D 3 0  3 4 3 0 3 4 3 0  3 9 3 2 3 0 3 5 3 53 0 3 2 5A  17 0 D 3 13 9  3 0 3 4 3 0 3 6  3 2 3 0 3 53 5 
  3 0 3 15A 3 0  4 13 10 B 3 0  0 9 0 6 0 3 55 0 4 0 6 13 0 2  5553 3 11A  3 0 18 0 6 0 3  550 4 0 A 13  114 3 6 9 7 3  
  6 3 6 F2 0 53  7 9 7 3 7 4 6 5 6 D 7 3 2 0 4 9  6 E 6 3 3 116  3 0 14 0 6 0 3  550 4 0 3 13  0 D 4 3 4 150  4 6 2 D 3 3 3 5 
  4 53 0 3 8 3 3  3 3 3 2 3 0 8 1 9 F3 0 0 D 0 6  0 9 2 A 8 6 4 8  8 6 F7 0 D 0 1 0 10 10 50 0  0 3 8 18 D 0 0  3 0 8 18 9 0 2  
  8 18 10 0 C8  B D 9 B 6 0 3 5 3 6 6 B 4 4 E 8  0 F6 9 3 A 4 7  2 50 FF8 6 5 D 7 6 C3 5F7  8 9 B 1C4 FD  1D 12 2 CE 0  
  F5E 5CD FF A 4 A 8 7 E FF 4 1A D 9 3 6 F E 5C9 3 16 3  3 E 55D 11A  A F8 2 A 5F6  D 56 3 E 2 1C E B 8 9 E B FA  
  F52 7 14 2 3  C3 E 8 7 5D C E 0 E 0 7 9 6 7  6 E 1A A B 4 F D 3 8 2 3 E 12  53 54 7 4 8 0  2 3 B A 1A 0 9  2 9 517 9 B 6  
  8 5A 0 E 8 3 A  7 7 D D 0 6 3 3  B 9 7 10 A 8 8  0 8 9 0 CD 4 D  D B 55A D D 0  9 6 4 3 6 9 B A  4 8 9 0 4 3 B B  B 6 6 7 E 6 0 F 
  9 3 9 54 B 0 2  0 3 0 10 0 0 1 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 50 50 0 0 3  8 18 10 0 56  6 0 FD 3 A B 3  
  6 F9 8 D 2 A D  4 0 C3 0 9 E 2  C0 5B 8 4 1C 518 9 2 7 1F 0 1D 8 6 4 E 8  9 8 B CE 6 6 5 2 A FB CC8 C 54 0 0 7 A 8 4  
  8 F7 7 2 C6 7  E 3 0 4 7 A 6 C C6 2 F6 50 8  B 3 6 A 6 17 4  B 6 8 C1D 7 8  C2 2 2 8 FE A  A 8 9 E CE FB  CC8 B A 9 FC 
  0 F3 0 E 151 4 3 16 7 0 F9  9 18 514 D 9  8 6 8 D 12 3 5 18 13 7 F1E  50 D FD 3 2 E  1D C2 9 CB 7  9 5E F4 0 9 6  
  4 2 1A F2 2 F 5C1D 58 0 4  B 8 3 F8 E 8 E  9 5B 0 4 F4 5 8 6 56 3 B FE  D F9 7 6 C5B  FB 4 9 0 A  
  q uit 
! 
! 
no cry pto isak m p enab le 
! 
 
!--- E n a b l e  I P s e c . 
 
cry pto isak m p policy  1 
 auth entication pre-sh are 
 lifetim e 2 8 8 0 0  
cry pto isak m p k ey  cisco12 3  address 10 .1.1.13  
 
!--- T h e  c r y p t o  k e y  m u s t  m a t c h  t h e  k e y  c o n f i g u r e d  o n  C i s c o  C a l l M a n a g e r .  
! 
!--- T h e  c r y p t o  I P S e c  c o n f i g u r a t i o n  m u s t  m a t c h  y o u r  C i s c o  C a l l M a n a g e r   
!--- c o n f i g u r a t i o n . 
 
cry pto ipsec transform -set rtpset esp-des esp-m d5-h m ac 
! 
! 
cry pto m ap rtp 1 ipsec-isak m p 
 set peer 10 .1.1.13  
 set transform -set rtpset 
 m atch  address 116  
! 
! 
interface FastE th ernet0 / 0  
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 ip address 10 .1.1.2 2  2 55.2 55.2 55.0  
 duplex  auto 
 speed auto 
 cry pto m ap rtp 
! 
interface FastE th ernet0 / 1 
 no ip address 
 sh utdow n 
 duplex  auto 
 speed auto 
! 
ip classless 
! 
ip h ttp server 
no ip h ttp secure-server 
! 
! 
 
!--- D e f i n e  t h e  t r a f f i c  t o  b e  e n c r y p t e d  b y  I P s e c . 
 
access-list 116  perm it ip h ost 10 .1.1.2 2  h ost 10 .1.1.13  
! 
! 
control-plane 
! 
! 
call application alternate D E FA U L T  
! 
! 
voice-port 1/ 0 / 0  
! 
voice-port 1/ 0 / 1 
! 
voice-port 1/ 0 / 2  
! 
voice-port 1/ 0 / 3  
! 
voice-port 1/ 1/ 0  
 tim ing  h ook flash -out 50  
! 
voice-port 1/ 1/ 1 
! 
voice-port 1/ 1/ 2  
! 
voice-port 1/ 1/ 3  
! 
 
!--- E n a b l e  t h e  M G C P  v o i c e  p r o t o c o l . 
 
m g cp 
m g cp call-ag ent 10 .1.1.13  2 4 2 7  service-ty pe m g cp version 0 .1 
m g cp dtm f-relay  voip codec all m ode out-of-b and 
m g cp rtp unreach ab le tim eout 10 0 0  action notify  
m g cp pack ag e-capab ility  rtp-pack ag e 
m g cp pack ag e-capab ility  sst-pack ag e 
no m g cp pack ag e-capab ility  fx r-pack ag e 
no m g cp tim er receive-rtcp 
m g cp sdp sim ple 
m g cp fax  t3 8  inh ib it 
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m g cp rtp pay load-ty pe g 7 2 6 r16  static 
! 
m g cp profile default 
! 
! 
dial-peer voice 8 12 3 5 pots 
 application m g cpapp 
 destination-pattern 8 12 3 5 
 port 1/ 1/ 0  
 forw ard-dig its all 
! 
dial-peer voice 8 12 3 4  pots 
 application m g cpapp 
 destination-pattern 8 12 3 4  
 port 1/ 0 / 0  
! 
dial-peer voice 9 9 9 10 0  pots 
 application m g cpapp 
 port 1/ 0 / 0  
! 
dial-peer voice 9 9 9 110  pots 
 application m g cpapp 
 port 1/ 1/ 0  
! 
! 
 
!--- E n a b l e  t h e  c r e d e n t i a l s  s e r v i c e  o n  t h e  g a t e w a y .  
!--- C i s c o  C a l l M a n a g e r  t a k e s  t h e  c e r t i f i c a t e  r e t r i e v e d  f r o m  t h e  s e c u r e  S R S T  
!--- d e v i c e  c e r t i f i c a t e  a n d  p l a c e s  i t  i n  t h e  c o n f i g u r a t i o n  f i l e  o f  t h e  
!--- C i s c o  I P  p h o n e . A c t i v a t e  c r e d e n t i a l s  s e r v i c e  o n  a l l  S R S T  r o u t e r s . 
!--- E n a b l e  t h e  S R S T  r o u t e r  t o  r e c e i v e  m e s s a g e s  f r o m  C i s c o  C a l l M a n a g e r . T h e  
!--- I P  a d d r e s s  i s  t h e  p r e e x i s t i n g  r o u t e r  I P  a d d r e s s ,  t y p i c a l l y  o n e  o f  t h e  
!--- a d d r e s s e s  o f  t h e  E t h e r n e t  p o r t  o f  t h e  r o u t e r . T h e  d e f a u l t  p o r t  n u m b e r  i s  2 4 4 5 . 
 
credentials 
 ip source-address 10 .1.1.2 2  port 2 4 4 5 
 
 
!--- S p e c i f y  t h e  n a m e  o f  t h e  t r u s t p o i n t  t h a t  i s  t o  b e  a s s o c i a t e d  w i t h  t h e  S R S T   
!--- r o u t e r  c e r t i f i c a t e . T h e  t r u s t p o i n t  n a m e  m u s t  b e  t h e  s a m e  a s  t h e  o n e  a l r e a d y   
!--- d e c l a r e d . 
 
 trustpoint srstca 
! 
! 
 
!--- E n a b l e  S R S T  m o d e  o n  t h e  S R S T  r o u t e r  t o  s u p p o r t  C i s c o  I P  p h o n e  f u n c t i o n s . 
 
call-m anag er-fallb ack  
 secondary -dialtone 9  
 transfer-sy stem  full-consult  
 ip source-address 10 .1.1.2 2  port 2 0 0 0  
 m ax -eph ones 15 
 m ax -dn 3 0  
 transfer-pattern ..... 
. 
. 
. 
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V er i f y   
U s e  t h i s  s e c t i o n  i n  o r d e r  t o  c o n f i r m  t h a t  y o u r  c o n f i g u r a t i o n  w o r k s  p r o p e r l y . 
T h e  O u t p u t  I n t e r p r e t e r  T o o l  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  ( O I T )  s u p p o r t s  c e r t a i n  s h ow  c o m m a n d s . U s e  t h e  
O I T  t o  v i e w  a n  a n a l y s i s  o f  s h ow  c o m m a n d  o u t p u t . 

V erif y  C red entia l  S etting s  
I n  o r d e r  t o  v e r i f y  c r e d e n t i a l  s e t t i n g s  o n  t h e  S R S T  r o u t e r  t h a t  a r e  s u p p l i e d  t o  C i s c o  C a l l M a n a g e r  f o r  u s e  
d u r i n g  s e c u r e  S R S T  f a l l b a c k ,  i s s u e  t h e  s h ow  cre de ntia l s  c o m m a n d .  

R outer# show c re d e nt ia l s 
 
Credentials I P :  10 .1.1.2 2  
Credentials P O R T :  2 4 4 5 
T rustpoint:  srstca 
 

V erif y  C ertif ic a te E nro l l ment  
I f  y o u  u s e d  t h e  C i s c o  I O S  c e r t i f i c a t e  s e r v e r  a s  y o u r  C A ,  i s s u e  t h e  s h ow  running -conf ig  c o m m a n d  i n  
o r d e r  t o  v e r i f y  c e r t i f i c a t e  e n r o l l m e n t  o r  t h e  s h ow  cry p to p k i s e rv e r c o m m a n d  i n  o r d e r  t o  v e r i f y  t h e  
s t a t u s  o f  t h e  C A  s e r v e r .  
1. I s s u e  t h e  s h ow  running -conf ig  c o m m a n d  i n  o r d e r  t o  v e r i f y  t h e  c r e a t i o n  o f  t h e  C A  s e r v e r  ( 0 1)  a n d  

d e v i c e  ( 0 2)  c e r t i f i c a t e s . T h i s  e x a m p l e  s h o w s  t h e  e n r o l l e d  c e r t i f i c a t e s .  
! SR ST  router device certificate. 

C onf ig ura tion 2   
 
!--- A l l o w  t r u s t e d  h o s t  t r a f f i c . 
 
access-list 14 0  deny  tcp h ost 10 .1.1.11 any  eq  2 4 4 5 
 
!--- R a t e -l i m i t  a l l  o t h e r  t r a f f i c . 
 
access-list 14 0  perm it tcp any  any  eq  2 4 4 5 
access-list 14 0  deny  ip any  any  
 
!--- D e f i n e  c l a s s -m a p  sccp-cl a ss. 
 
class-m ap m atch -all sccp-class 
 m atch  access-g roup 14 0  
policy -m ap control-plane-policy  
 class sccp-class 
  police 8 0 0 0  150 0  150 0  conform -action drop ex ceed-action drop 
 
!--- D e f i n e  a g g r e g a t e  c o n t r o l  p l a n e  s e r v i c e  f o r  t h e  a c t i v e  R o u t e  P r o c e s s o r . 
 
control-plane 
 service-policy  input control-plane-policy  
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cry pto pk i certificate ch ain srstca 
 certificate 0 2  
  3 0 8 2 0 1A D  3 0 8 2 0 116  A 0 0 3 0 2 0 1 0 2 0 2 0 10 2  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 4 0 50 0 3 0  
  17 3 1153 0  13 0 6 0 3 55 0 4 0 3 13 0 C 7 3 7 2 7 3 7 4  6 3 6 17 3 6 5 7 2 7 6 6 57 2  3 0 1E 17 0 D  3 0 3 4 3 0 3 4  
  3 13 2 3 13 9  3 53 2 3 2 3 3  5A 17 0 D 3 0  3 53 0 3 4 3 1 3 2 3 13 9 3 5 3 2 3 2 3 3 5A  3 0 3 4 3 13 2  3 0 0 F0 6 0 3  
  550 4 0 513  0 8 4 4 3 0 4 2  3 9 4 53 7 3 9  4 3 3 0 1F0 6  0 9 2 A 8 6 4 8  8 6 F7 0 D 0 1 0 9 0 2 16 12  6 A 6 17 3 6 F 
  3 2 3 6 3 9 3 1 2 E 6 3 6 9 7 3  6 3 6 F2 E 6 3  6 F6 D 3 0 5C 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 10 50 0 0 3  
  4 B 0 0 3 0 4 8  0 2 4 10 0 D 7  0 CC3 54 FB  5F7 C1A E 7  7 A 2 5C3 F2  0 56 E 0 4 8 5 2 2 8 9 6 D 3 6  6 CA 7 0 C19  
  C9 8 F9 B A E  A E 9 D 1F9 B  D 4 B B 7 A 6 7  F3 2 5117 4  19 3 B B 1A 3  12 9 4 6 12 3  E 5C1CCD 7  A 2 3 E 6 155 
  FA 2 E D 7 4 3  3 FB 8 B 9 0 2  0 3 0 10 0 0 1 A 3 3 0 3 0 2 E  3 0 0 B 0 6 0 3  551D 0 F0 4  0 4 0 3 0 2 0 5 A 0 3 0 1F0 6  
  0 3 551D 2 3  0 4 18 3 0 16  8 0 14 F8 2 9  CE 9 7 A D 6 0  18 D 0 54 6 7  FC2 9 3 9 6 3  C2 4 7 0 6 9 1 F9 B D 3 0 0 D  
  0 6 0 9 2 A 8 6  4 8 8 6 F7 0 D  0 10 10 4 0 5 0 0 0 3 8 18 1 0 0 7 E B 4 8 E  CA E 9 E 1B 3  D 1E 7 A 18 5 D 7 F0 D 56 5 
  CB 8 4 B 17 B  1151B D 7 8  B 3 E 3 9 7 6 3  59 E C6 50 E  4 9 3 7 1F6 D  9 9 CB D 2 6 7  E B 8 A D F9 D  9 E 4 3 A 5F2  
  FB 2 B 18 A 0  3 4 A F6 56 4  112 3 9 4 7 3  4 14 7 8 A FC A 8 6 E 6 D A 1 A C518 E 0 B  8 6 57 CE B B  E D 2 B D E 8 E  
  B 58 6 FE 6 7  0 0 C3 58 D 4  E FD D 8 D 4 4  3 F4 2 3 14 1 C2 D 3 3 1D 3  1E E 4 3 B 6 E  6 CB 2 9 E E 7  0 B 8 C2 7 52  
  C3 A F4 A 6 6  B D 0 0 7 3 4 8  D 0 13 0 0 0 A  E A 3 C2 0 6 D  CF 
  q uit 
 certificate ca 0 1 
  3 0 8 2 0 2 0 7  3 0 8 2 0 17 0  A 0 0 3 0 2 0 1 0 2 0 2 0 10 1 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 0 4 0 50 0 3 0  
  17 3 1153 0  13 0 6 0 3 55 0 4 0 3 13 0 C 7 3 7 2 7 3 7 4  6 3 6 17 3 6 5 7 2 7 6 6 57 2  3 0 1E 17 0 D  3 0 3 4 3 0 3 4  
  3 13 2 3 13 9  3 4 3 53 13 6  5A 17 0 D 3 0  3 7 3 0 3 4 3 1 3 2 3 13 9 3 4  3 53 13 6 5A  3 0 17 3 115 3 0 13 0 6 0 3  
  550 4 0 3 13  0 C7 3 7 2 7 3  7 4 6 3 6 17 3  6 57 2 7 6 6 5 7 2 3 0 8 19 F 3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  F7 0 D 0 10 1 
  0 10 50 0 0 3  8 18 D 0 0 3 0  8 18 9 0 2 8 1 8 10 0 C3 A F E E 1E 4 B B 1 9 9 2 2 A 8 D A  2 B B 9 D C8 E  5B 1B D 3 3 2  
  10 51C9 FE  3 2 A 9 7 1B 3  3 C3 3 6 6 3 5 7 4 6 9 19 54  9 8 E 7 6 5B 1 0 59 E 2 4 B 6  3 2 154 E 9 9  10 5CA 9 8 9  
  9 6 19 9 9 3 F CC7 2 C52 5 7 3 57 E B A C E 6 3 3 5A 3 2  2 A A F9 3 9 1 9 9 3 2 5B FD  9 B 8 3 55E B  C10 F8 9 6 3  
  9 D 8 FC2 2 2  E E 8 A C8 3 1 7 1A CD 3 A 7  4 E 9 18 A 8 F D 57 7 5159  7 6 FB F4 9 9  5A D 0 8 4 9 D  CA A 4 14 17  
  D D 8 6 6 9 0 2  2 1E 5D D 0 3  C3 7 D 4 B 2 8  0 FA B 0 2 0 3  0 10 0 0 1A 3  6 3 3 0 6 13 0  0 F0 6 0 3 55 1D 13 0 10 1 
  FF0 4 0 53 0  0 3 0 10 1FF 3 0 0 E 0 6 0 3  551D 0 F0 1 0 1FF0 4 0 4  0 3 0 2 0 18 6  3 0 1D 0 6 0 3  551D 0 E 0 4  
  16 0 4 14 F8  2 9 CE 9 7 A D  6 0 18 D 0 54  6 7 FC2 9 3 9  6 3 C2 4 7 0 6  9 1F9 B D 3 0  1F0 6 0 3 55 1D 2 3 0 4 18  
  3 0 16 8 0 14  F8 2 9 CE 9 7  A D 6 0 18 D 0  54 6 7 FC2 9  3 9 6 3 C2 4 7  0 6 9 1F9 B D  3 0 0 D 0 6 0 9  2 A 8 6 4 8 8 6  
  F7 0 D 0 10 1 0 4 0 50 0 0 3  8 18 10 0 7 A  F7 1B 2 5F9  7 3 D 7 4 552  2 5D FD 0 3 A  D 8 D 13 3 8 F 6 7 9 2 C8 0 5 
  4 7 A 8 10 19  7 9 5B 5A A E  0 3 54 0 0 B B  F8 59 D A B F 2 18 9 2 B 5B  E 7 1A 8 2 8 3  0 8 9 50 4 14  8 6 3 3 A 8 B 2  
  C9 8 56 5A 6  C0 9 CA 6 4 1 8 8 6 6 14 0 2  A CC4 2 4 FD  3 6 F2 3 3 6 0  A B FF4 C55 B B 2 3 C6 6 A  C8 0 A 3 A 57  
  5E E 8 5FF8  C1B 1A 54 0  E 8 18 CE 6 D  58 13 17 2 6  B B 0 6 0 9 7 4  4 E 1A 2 F4 B  E 6 19 552 2  12 2 4 57 F3  
  D E D B A A D 7  3 7 8 0 13 6 E  B 112 A 6        
  q uit 

2. I s s u e  t h e  s h ow  cry p to p k i s e rv e r c o m m a n d  i n  o r d e r  t o  v e r i f y  t h e  s t a t u s  o f  t h e  C A  s e r v e r  a f t e r  a  
b o o t  p r o c e d u r e .  

R outer# show c ry p t o p k i se rv e r 
 
Certificate Server srstcaserver:  
Status:  enab led 
Server's config uration is lock ed ( enter " sh ut"  to unlock  it)  
I ssuer nam e:  CN = srstcaserver 
CA  cert fing erprint:  A C9 9 19 F5 CA FE 0 56 0  9 2 B 3 4 7 8 A  CFF5E C0 0  
G ranting  m ode is:  auto 
L ast certificate issued serial num b er:  0 x 2  
CA  certificate ex piration tim er:  13 : 4 6 : 57  P ST  D ec 1 2 0 0 7  
CR L  N ex tU pdate tim er:  14 : 54 : 57  P ST  J an 19  2 0 0 5 
Current storag e dir:  nvram  
D atab ase L evel:  Com plete - all issued certs w ritten as < serialnum > .cer 
 

V erif y  P h o ne S ta tus a nd  Reg istra tio ns  
I n  o r d e r  t o  v e r i f y  o r  t r o u b l e s h o o t  I P  p h o n e  s t a t u s  a n d  r e g i s t r a t i o n ,  c o m p l e t e  t h e s e  s t e p s  i n  p r i v i l e g e d  
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E X E C  m o d e . 
1. I s s u e  t h e  s h ow  e p h one  c o m m a n d  i n  o r d e r  t o  d i s p l a y  r e g i s t e r e d  C i s c o  I P  p h o n e s  a n d  t h e i r  

c a p a b i l i t i e s . T h i s  c o m m a n d  a l s o  d i s p l a y s  a u t h e n t i c a t i o n  a n d  e n c r y p t i o n  s t a t u s  w h e n  u s e d  f o r  
s e c u r e  S R S T . I n  t h i s  e x a m p l e ,  a u t h e n t i c a t i o n  a n d  e n c r y p t i o n  s t a t u s  i s  a c t i v e  w i t h  a  T L S  
c o n n e c t i o n .  

R outer# show e p hone  
 
eph one-1 M ac: 10 0 0 .1111.0 0 0 2  T CP  sock et: [ 5]  activeL ine: 0  R E G I ST E R E D  in  
SCCP  ver 5 +  A uth entication +  E ncry ption w ith  T L S connection  
m ediaA ctive: 0  offh ook : 0  ring ing : 0  reset: 0  reset_ sent: 0  pag ing  0  deb ug : 0   
I P : 10 .1.1.4 0  3 2 6 2 6  7 9 7 0  k eepalive 3 9 0  m ax _ line 8   
b utton 1:  dn 14  num b er 2 0 0 2  CM  Fallb ack  CH 1 I D L E  
eph one-2  M ac: 10 0 0 .1111.0 0 0 B  T CP  sock et: [ 12 ]  activeL ine: 0  R E G I ST E R E D  in  
SCCP  ver 5 +  A uth entication +  E ncry ption w ith  T L S connection  
m ediaA ctive: 0  offh ook : 0  ring ing : 0  reset: 0  reset_ sent: 0  pag ing  0  deb ug : 0   
I P : 10 .1.1.4 0  3 2 7 18  7 9 7 0  k eepalive 3 9 0  m ax _ line 8   
b utton 1:  dn 2 1 num b er 2 0 11 CM  Fallb ack  CH 1 I D L E  
eph one-3  M ac: 10 0 0 .1111.0 0 0 A  T CP  sock et: [ 16 ]  activeL ine: 0  R E G I ST E R E D  in  
SCCP  ver 5 +  A uth entication +  E ncry ption w ith  T L S connection  
m ediaA ctive: 0  offh ook : 0  ring ing : 0  reset: 0  reset_ sent: 0  pag ing  0  deb ug : 0   
I P : 10 .1.1.4 0  3 2 8 6 2  7 9 7 0  k eepalive 3 9 0  m ax _ line 8   
b utton 1:  dn 2  num b er 2 0 10  CM  Fallb ack  CH 1 I D L E  
 

2. I s s u e  t h e  s h ow  e p h one  of f h ook  c o m m a n d  i n  o r d e r  t o  d i s p l a y  C i s c o  I P  p h o n e  s t a t u s  a n d  q u a l i t y  
f o r  a l l  p h o n e s  t h a t  a r e  o f f  h o o k . I n  t h i s  e x a m p l e ,  a u t h e n t i c a t i o n  a n d  e n c r y p t i o n  s t a t u s  i s  a c t i v e  
w i t h  a  T L S  c o n n e c t i o n ,  a n d  t h e r e  i s  a n  a c t i v e  s e c u r e  c a l l .  

R outer# show e p hone  of f hook  
 
eph one-1 M ac: 10 0 0 .1111.0 0 0 2  T CP  sock et: [ 5]  activeL ine: 1 R E G I ST E R E D  in  
SCCP  ver 5 +  A uth entication +  E ncry ption w ith  T L S connection  
m ediaA ctive: 1 offh ook : 1 ring ing : 0  reset: 0  reset_ sent: 0  pag ing  0   
: 0   
I P : 10 .1.1.4 0  3 2 6 2 6  7 9 7 0  k eepalive 3 9 1 m ax _ line 8   
b utton 1:  dn 14  num b er 2 0 0 2  CM  Fallb ack  CH 1 CO N N E CT E D   
A ctive Secure Call on D N  14  ch an 1 : 2 0 0 2  10 .1.1.4 0  2 9 6 3 2  to 10 .1.1.4 0  2 56 16
via 10 .1.1.4 0  G 7 11U law 6 4 k  16 0  b y tes no vad  
T x  P k ts 2 9 5 b y tes 4 9 4 6 8  R x  P k ts 2 7 7  b y tes 4 6 53 1 L ost 0   
J itter 0  L atency  0  calling D n 2 2  calledD n -1 
eph one-2  M ac: 10 0 0 .1111.0 0 0 B  T CP  sock et: [ 12 ]  activeL ine: 1 R E G I ST E R E D  in  
SCCP  ver 5 +  A uth entication +  E ncry ption w ith  T L S connection  
m ediaA ctive: 1 offh ook : 1 ring ing : 0  reset: 0  reset_ sent: 0  pag ing  0  deb ug : 0   
I P : 10 .1.1.4 0  3 2 7 18  7 9 7 0  k eepalive 3 9 1 m ax _ line 8   
b utton 1:  dn 2 1 num b er 2 0 11 CM  Fallb ack  CH 1 CO N N E CT E D   
A ctive Secure Call on D N  2 1 ch an 1 : 2 0 11 10 .1.1.4 0  16 3 8 2  to 10 .1.1.4 0   
16 3 8 2  via 10 .1.1.4 0  G 7 11U law 6 4 k  16 0  b y tes no vad  
T x  P k ts 2 9 5 b y tes 4 9 4 6 8  R x  P k ts 2 7 7  b y tes 4 6 53 1 L ost 0   
J itter 0  L atency  0  calling D n -1 calledD n 11 
 

3. I s s u e  t h e  s h ow  v oice  ca l l  s ta tus  c o m m a n d  i n  o r d e r  t o  d i s p l a y  t h e  c a l l  s t a t u s  f o r  a l l  v o i c e  p o r t s  o n  
t h e  C i s c o  S R S T  r o u t e r . T h i s  c o m m a n d  i s  n o t  a p p l i c a b l e  f o r  c a l l s  b e t w e e n  t w o  P O T S  d i a l  p e e r s .  

R outer# show v oic e  c a l l  st a t us 
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CallI D  CI D  ccV db  P ort D SP / Ch  Called #  Codec D ial-peers  
0 x 116 4  2 B FE  0 x 8 6 19 A 4 6 0  50 / 0 / 3 5.0  2 0 14  g 7 11ulaw  2 0 0 3 5/ 2 0 0 2 7   
0 x 116 5 2 B FE  0 x 8 6 14 4 B 7 8  50 / 0 / 2 7 .0  * 2 0 14  g 7 11ulaw  2 0 0 2 7 / 2 0 0 3 5  
0 x 116 6  2 C0 1 0 x 8 6 10 4 3 D 8  50 / 0 / 2 1.0  2 0 12  g 7 11ulaw  2 0 0 2 1/ 2 0 0 11  
0 x 116 8  2 C0 1 0 x 8 6 0 9 8 4 C4  50 / 0 / 11.0  * 2 0 12  g 7 11ulaw  2 0 0 11/ 2 0 0 2 1  
0 x 116 7  2 C0 4  0 x 8 6 10 E C7 C 50 / 0 / 2 2 .0  2 0 0 2  g 7 11ulaw  2 0 0 2 2 / 2 0 0 14   
0 x 116 9  2 C0 4  0 x 8 6 0 B 8 8 9 4  50 / 0 / 14 .0  * 2 0 0 2  g 7 11ulaw  2 0 0 14 / 2 0 0 2 2   
0 x 116 A  2 C0 7  0 x 8 6 0 A 3 7 4 C 50 / 0 / 12 .0  2 0 10  g 7 11ulaw  2 0 0 12 / 2 0 0 0 2   
0 x 116 B  2 C0 7  0 x 8 6 0 3 9 7 0 0  50 / 0 / 2 .0  * 2 0 10  g 7 11ulaw  2 0 0 0 2 / 2 0 0 12   
0 x 116 C 2 C0 A  0 x 8 6 119 52 0  50 / 0 / 2 3 .0  2 0 3 4  g 7 11ulaw  2 0 0 2 3 / 2 0 0 2 0   
0 x 116 D  2 C0 A  0 x 8 6 0 F9 150  50 / 0 / 2 0 .0  * 2 0 3 4  g 7 11ulaw  2 0 0 2 0 / 2 0 0 2 3   
0 x 116 E  2 C0 D  0 x 8 6 0 8 D C2 0  50 / 0 / 10 .0  2 0 2 2  g 7 11ulaw  2 0 0 10 / 2 0 0 0 8   
0 x 116 F 2 C0 D  0 x 8 6 0 7 8 A D 8  50 / 0 / 8 .0  * 2 0 2 2  g 7 11ulaw  2 0 0 0 8 / 2 0 0 10   
0 x 117 0  2 C10  0 x 8 6 13 9 8 F0  50 / 0 / 2 6 .0  2 0 16  g 7 11ulaw  2 0 0 2 6 / 2 0 0 2 8   
0 x 117 1 2 C10  0 x 8 6 14 F4 1C 50 / 0 / 2 8 .0  * 2 0 16  g 7 11ulaw  2 0 0 2 8 / 2 0 0 2 6   
0 x 117 2  2 C13  0 x 8 6 159 CC0  50 / 0 / 2 9 .0  2 0 18  g 7 11ulaw  2 0 0 2 9 / 2 0 0 0 4   
0 x 117 3  2 C13  0 x 8 6 0 4 E 8 4 8  50 / 0 / 4 .0  * 2 0 18  g 7 11ulaw  2 0 0 0 4 / 2 0 0 2 9   
0 x 117 4  2 C16  0 x 8 6 12 F0 4 C 50 / 0 / 2 5.0  2 0 2 6  g 7 11ulaw  2 0 0 2 5/ 2 0 0 3 0   
0 x 117 5 2 C16  0 x 8 6 16 4 F4 8  50 / 0 / 3 0 .0  * 2 0 2 6  g 7 11ulaw  2 0 0 3 0 / 2 0 0 2 5  
0 x 117 6  2 C19  0 x 8 6 0 D 8 C6 4  50 / 0 / 17 .0  2 0 3 2  g 7 11ulaw  2 0 0 17 / 2 0 0 18   
0 x 117 7  2 C19  0 x 8 6 0 E 4 0 0 8  50 / 0 / 18 .0  * 2 0 3 2  g 7 11ulaw  2 0 0 18 / 2 0 0 17   
0 x 117 8  2 C1C 0 x 8 6 0 CE 3 C0  50 / 0 / 16 .0  2 0 0 4  g 7 11ulaw  2 0 0 16 / 2 0 0 19   
0 x 117 9  2 C1C 0 x 8 6 0 E E 8 A C 50 / 0 / 19 .0  * 2 0 0 4  g 7 11ulaw  2 0 0 19 / 2 0 0 16   
0 x 117 A  2 C1F 0 x 8 6 0 4 3 FA 4  50 / 0 / 3 .0  2 0 0 8  g 7 11ulaw  2 0 0 0 3 / 2 0 0 2 4   
0 x 117 B  2 C1F 0 x 8 6 12 4 7 A 8  50 / 0 / 2 4 .0  * 2 0 0 8  g 7 11ulaw  2 0 0 2 4 / 2 0 0 0 3   
0 x 117 C 2 C2 2  0 x 8 6 0 8 3 3 7 C 50 / 0 / 9 .0  2 0 2 0  g 7 11ulaw  2 0 0 0 9 / 2 0 0 3 1  
0 x 117 D  2 C2 2  0 x 8 6 16 F7 E C 50 / 0 / 3 1.0  * 2 0 2 0  g 7 11ulaw  2 0 0 3 1/ 2 0 0 0 9   
0 x 117 E  2 C2 5 0 x 8 6 0 6 3 9 9 0  50 / 0 / 6 .0  2 0 0 6  g 7 11ulaw  2 0 0 0 6 / 2 0 0 0 1  
0 x 117 F 2 C2 5 0 x 8 5C6 B E 6 C 50 / 0 / 1.0  * 2 0 0 6  g 7 11ulaw  2 0 0 0 1/ 2 0 0 0 6   
0 x 118 0  2 C2 8  0 x 8 6 0 A D FF0  50 / 0 / 13 .0  2 0 2 9  g 7 11ulaw  2 0 0 13 / 2 0 0 3 4   
0 x 118 1 2 C2 8  0 x 8 6 18 FB B C 50 / 0 / 3 4 .0  * 2 0 2 9  g 7 11ulaw  2 0 0 3 4 / 2 0 0 13   
0 x 118 2  2 C2 B  0 x 8 6 0 C3 B 1C 50 / 0 / 15.0  2 0 3 6  g 7 11ulaw  2 0 0 15/ 2 0 0 0 5  
0 x 118 3  2 C2 B  0 x 8 6 0 59 0 E C 50 / 0 / 5.0  * 2 0 3 6  g 7 11ulaw  2 0 0 0 5/ 2 0 0 15  
0 x 118 4  2 C2 E  0 x 8 6 17 A 0 9 0  50 / 0 / 3 2 .0  2 0 2 4  g 7 11ulaw  2 0 0 3 2 / 2 0 0 0 7   
0 x 118 5 2 C2 E  0 x 8 6 0 6 E 2 3 4  50 / 0 / 7 .0  * 2 0 2 4  g 7 11ulaw  2 0 0 0 7 / 2 0 0 3 2   
0 x 118 6  2 C3 1 0 x 8 6 1A 56 E 8  50 / 0 / 3 6 .0  2 0 3 0  g 7 11ulaw  2 0 0 3 6 / 2 0 0 3 3   
0 x 118 7  2 C3 1 0 x 8 6 18 53 18  50 / 0 / 3 3 .0  * 2 0 3 0  g 7 11ulaw  2 0 0 3 3 / 2 0 0 3 6   
18  active calls found 

T r ou b l esh oot  
T h i s  s e c t i o n  p r o v i d e s  i n f o r m a t i o n  y o u  c a n  u s e  t o  t r o u b l e s h o o t  y o u r  c o n f i g u r a t i o n .  
F o r  a d d i t i o n a l  i n f o r m a t i o n  o n  h o w  t o  t r o u b l e s h o o t ,  s e e  t h e  R e l a t e d  I n f o r m a t i o n  s e c t i o n . 

D eb ug  C red entia l  S etting s  
T h i s  t a s k  d e b u g s  c r e d e n t i a l  s e t t i n g s  o n  t h e  S R S T  r o u t e r .  
I n  o r d e r  t o  s e t  d e b u g g i n g  o n  t h e  c r e d e n t i a l  s e t t i n g s  t h a t  a r e  s u p p l i e d  t o  C i s c o  C a l l M a n a g e r  f o r  u s e  
d u r i n g  s e c u r e  S R S T  f a l l b a c k ,  i s s u e  t h e  de b ug  cre de ntia l s  c o m m a n d .  

R outer# d e b ug c re d e nt ia l s 
 
Credentials server deb ug g ing  is enab led 
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R outer#   
Sep 2 9  0 1: 0 1: 50 .9 0 3 :  Credentials service:  Start T L S H andsh ak e 1 10 .1.1.13  2 18 7  
Sep 2 9  0 1: 0 1: 50 .9 0 3 :  Credentials service:  T L S H andsh ak e returns  
O P SSL R eadW ouldB lock E rr  
Sep 2 9  0 1: 0 1: 51.9 0 3 :  Credentials service:  T L S H andsh ak e returns  
O P SSL R eadW ouldB lock E rr  
Sep 2 9  0 1: 0 1: 52 .9 0 7 :  Credentials service:  T L S H andsh ak e returns  
O P SSL R eadW ouldB lock E rr  
Sep 2 9  0 1: 0 1: 53 .9 2 7 :  Credentials service:  T L S H andsh ak e com pletes. 
 

D eb ug  I P  P h o ne Reg istra tio ns  
T h e s e  t a s k s  d e b u g  C i s c o  I P  p h o n e  r e g i s t r a t i o n  a n d  c a l l  s e t u p .  
1. I n  o r d e r  t o  d e b u g  t h e  p r o c e s s  o f  C i s c o  I P  p h o n e  r e g i s t r a t i o n ,  i s s u e  t h e  de b ug  e p h one  re g is te r 

c o m m a n d .  
R outer# d e b ug e p hone  re gist e r 
 
E P H O N E  reg istration deb ug g ing  is enab led 
* J un 2 9  0 9 : 16 : 0 2 .18 0 :  N ew  Sk inny  sock et accepted [ 2 ]  ( 0  active)  
* J un 2 9  0 9 : 16 : 0 2 .18 0 :  sin_ fam ily  2 ,  sin_ port 516 17 ,  in_ addr 10 .5.4 3 .17 7  
* J un 2 9  0 9 : 16 : 0 2 .18 0 :  sk inny _ sock et_ process:  secure sk inny  sessions =  1 
* J un 2 9  0 9 : 16 : 0 2 .18 0 :  add_ sk inny _ secure_ sock et:  pid = 155,  new _ sock = 0 ,   
   ip address =  1.5.4 3 .17 7  
* J un 2 9  0 9 : 16 : 0 2 .18 0 :  sk inny _ secure_ h andsh ak e:  pid = 155,  sock = 0 ,   
   arg s-> pid= 155,  ip address =  10 .5.4 3 .17 7  
* J un 2 9  0 9 : 16 : 0 2 .18 4 :  Start T L S H andsh ak e 0  10 .5.4 3 .17 7  516 17  
* J un 2 9  0 9 : 16 : 0 2 .18 4 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 3 .18 8 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 4 .18 8 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 5.18 8 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 6 .18 8 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 7 .18 8 :  T L S H andsh ak e retcode O P SSL R eadW ouldB lock E rr 
* J un 2 9  0 9 : 16 : 0 8 .18 8 :  CR Y P T O _ P K I _ O P SSL  - V erify ing  1 Certs 
* J un 2 9  0 9 : 16 : 0 8 .2 12 :  T L S H andsh ak e com pletes 
 

2. I n  o r d e r  t o  r e v i e w  c a l l  s e t u p  b e t w e e n  t w o  s e c u r e  C i s c o  I P  p h o n e s ,  i s s u e  t h e  de b ug  e p h one  s ta te  
c o m m a n d . T h e  de b ug  e p h one  s ta te  t r a c e  s h o w s  t h e  g e n e r a t i o n  a n d  d i s t r i b u t i o n  o f  e n c r y p t i o n  a n d  
d e c r y p t i o n  k e y s  b e t w e e n  t h e  t w o  p h o n e s .  

R outer# d e b ug e p hone  st a t e  
 
* J an 11 18 : 3 3 : 0 9 .2 3 1: %SY S-5-CO N FI G _ I : Config ured from  console b y  console 
* J an 11 18 : 3 3 : 11.7 4 7 : eph one-2 [ 2 ] : O FFH O O K  
* J an 11 18 : 3 3 : 11.7 4 7 : eph one-2 [ 2 ] : ---Sk inny Sy ncP h oneD nO verlay s is onh ook  
* J an 11 18 : 3 3 : 11.7 4 7 : eph one-2 [ 2 ] : SI E Z E  on activeL ine 0  activeCh an 1 
* J an 11 18 : 3 3 : 11.7 4 7 : eph one-2 [ 2 ] : SetCallState line 1 D N  2 ( -1)  ch an 1 ref 6  
   T sO ffH ook  
* J an 11 18 : 3 3 : 11.7 4 7 : eph one-2 [ 2 ] : Ch eck  P lar N um b er  
* J an 11 18 : 3 3 : 11.7 51: D N  2  ch an 1 V oice_ M ode 
* J an 11 18 : 3 3 : 11.7 51: dn_ tone_ control D N = 2  ch an 1 tonety pe= 3 3 : D tI nsideD ialT one 
   onoff= 1 pid= 2 3 2  
* J an 11 18 : 3 3 : 15.0 3 1: dn_ tone_ control D N = 2  ch an 1 tonety pe= 0 : D tSilence  
   onoff= 0  pid= 2 3 2  
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* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : Sk inny -to-Sk inny  call D N  2  ch an 1 to D N  4
   ch an 1 instance 1 
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : SetCallState line 1 D N  2 ( -1)  ch an 1 ref 6
   T sP roceed 
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : SetCallState line 1 D N  2 ( -1)  ch an 1 ref 6
   T sR ing O ut 
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : : calling N um b er 6 0 0 0  
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : : calling P arty  6 0 0 0  
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : Call I nfo D N  2  line 1 ref 6  call state 1 
   called 6 0 0 1 calling  6 0 0 0  orig called  
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : Call I nfo D N  2  line 1 ref 6  called 6 0 0 1 
   calling  6 0 0 0  orig called 6 0 0 1 callty pe 2  
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : Call I nfo for ch an 1 
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : O rig inal Called N am e 6 0 0 1 
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : 6 0 0 0  calling   
* J an 11 18 : 3 3 : 16 .0 3 9 : eph one-2 [ 2 ] : 6 0 0 1 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : SetCallState line 1 D N  4 ( 4 )  ch an 1 ref 7  
   T sR ing I n 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : : calling N um b er 6 0 0 0  
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : : calling P arty  6 0 0 0  
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : Call I nfo D N  4  line 1 ref 7  call state 7  
   called 6 0 0 1 calling  6 0 0 0  orig called  
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : Call I nfo D N  4  line 1 ref 7  called 6 0 0 1 
   calling  6 0 0 0  orig called 6 0 0 1 callty pe 1 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : Call I nfo for ch an 1 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : O rig inal Called N am e 6 0 0 1 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : 6 0 0 0  calling   
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : 6 0 0 1 
* J an 11 18 : 3 3 : 16 .0 4 7 : eph one-3 [ 3 ] : R ing er I nside R ing  O n 
* J an 11 18 : 3 3 : 16 .0 51: dn_ tone_ control D N = 2  ch an 1  
   tonety pe= 3 6 : D tA lerting T one onoff= 1 pid= 2 3 2  
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : O FFH O O K  
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : ---Sk inny Sy ncP h oneD nO verlay s is onh ook  
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : R ing er O ff 
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : A N SW E R  call 
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : SetCallState line 1 D N  4 ( -1)  ch an 1 ref 7
   T sO ffH ook  
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] [ SE P 0 0 0 D E D A B 3 E B F] : A nsw er I ncom ing  call  
   from  eph one-( 2 )  D N  2  ch an 1 
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-3 [ 3 ] : SetCallState line 1 D N  4 ( -1)  ch an 1 ref 7
   T sConnected 
* J an 11 18 : 3 3 : 2 0 .8 3 1: defer_ start for D N  2  ch an 1 at CO N N E CT E D  
* J an 11 18 : 3 3 : 2 0 .8 3 1: eph one-2 [ 2 ] : SetCallState line 1 D N  2 ( -1)  ch an 1 ref 6
   T sConnected 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : : calling N um b er 6 0 0 0  
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : : calling P arty  6 0 0 0  
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : Call I nfo D N  4  line 1 ref 7  call state 4  
   called 6 0 0 1 calling  6 0 0 0  orig called  
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : Call I nfo D N  4  line 1 ref 7  called 6 0 0 1 
   calling  6 0 0 0  orig called 6 0 0 1 callty pe 1 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : Call I nfo for ch an 1 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : O rig inal Called N am e 6 0 0 1 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : 6 0 0 0  calling   
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : 6 0 0 1 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-2 [ 2 ] : Security  K ey  G eneration 
! E ph one 2  g enerates a security  k ey . 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-2 [ 2 ] : O penR eceive D N  2  ch an 1 codec  
   4 : G 7 11U law 6 4 k  duration 2 0  m s b y tes 16 0  
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-2 [ 2 ] : Send D ecry ption K ey  
! E ph one 2  sends th e decry ption k ey .  
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* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : Security  K ey  G eneration 
!E ph one 3  g enerates its security  k ey . 
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : O penR eceive D N  4  ch an 1 codec  
   4 : G 7 11U law 6 4 k  duration 2 0  m s b y tes 16 0  
* J an 11 18 : 3 3 : 2 0 .8 3 5: eph one-3 [ 3 ] : Send D ecry ption K ey  
! E ph one 3  sends its decry ption k ey .  
* J an 11 18 : 3 3 : 2 1.0 8 7 : dn_ tone_ control D N = 2  ch an 1 tonety pe= 0 : D tSilence  
   onoff= 0  pid= 2 3 2  
* J an 11 18 : 3 3 : 2 1.0 8 7 : D N  4  ch an 1 V oice_ M ode 
* J an 11 18 : 3 3 : 2 1.0 9 1: D N  2  ch an 1 E nd V oice_ M ode 
* J an 11 18 : 3 3 : 2 1.0 9 1: D N  2  ch an 1 V oice_ M ode 
* J an 11 18 : 3 3 : 2 1.0 9 5: eph one-2 [ 2 ] : O penR eceiveCh annelA ck : I P  1.1.1.8 ,   
   port= 2 5552 ,  dn_ index = 2 ,  dn= 2 ,  ch an= 1 
* J an 11 18 : 3 3 : 2 1.0 9 5: eph one-3 [ 3 ] : StartM edia 1.1.1.8  port= 2 5552  
* J an 11 18 : 3 3 : 2 1.0 9 5: D N  2  ch an 1 codec 4 : G 7 11U law 6 4 k  duration 2 0  m s b y tes 
   16 0  
* J an 11 18 : 3 3 : 2 1.0 9 5: eph one-3 [ 3 ] : Send E ncry ption K ey  
! E ph one 3  sends its encry ption k ey . 
* J an 11 18 : 3 3 : 2 1.3 4 7 : eph one-3 [ 3 ] : O penR eceiveCh annelA ck : I P  1.1.1.9 ,   
   port= 17 52 0 ,  dn_ index = 4 ,  dn= 4 ,  ch an= 1 
* J an 11 18 : 3 3 : 2 1.3 4 7 : eph one-2 [ 2 ] : StartM edia 1.1.1.9  port= 17 52 0  
* J an 11 18 : 3 3 : 2 1.3 4 7 : D N  2  ch an 1 codec 4 : G 7 11U law 6 4 k  duration 2 0  m s b y tes 
   16 0  
* J an 11 18 : 3 3 : 2 1.3 4 7 : eph one-2 [ 2 ] : Send E ncry ption K ey  
!E ph one 2  sends its encry ption k ey . 
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : : calling N um b er 6 0 0 0  
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : : calling P arty  6 0 0 0  
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : Call I nfo D N  2  line 1 ref 6  call state 4  
   called 6 0 0 1 calling  6 0 0 0  orig c 
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : Call I nfo D N  2  line 1 ref 6  called 6 0 0 1 
   calling  6 0 0 0  orig called 6 0 0 1 callty pe 2  
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : Call I nfo for ch an 1 
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : O rig inal Called N am e 6 0 0 1 
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : 6 0 0 0  calling   
* J an 11 18 : 3 3 : 2 1.8 51: eph one-2 [ 2 ] : 6 0 0 1 

N etP r o D i sc u ssi on F or u m s - F ea tu r ed  Conv er sa ti ons  
N e t w o r k i n g  P r o f e s s i o n a l s  C o n n e c t i o n  i s  a  f o r u m  f o r  n e t w o r k i n g  p r o f e s s i o n a l s  t o  s h a r e  q u e s t i o n s ,  
s u g g e s t i o n s ,  a n d  i n f o r m a t i o n  a b o u t  n e t w o r k i n g  s o l u t i o n s ,  p r o d u c t s ,  a n d  t e c h n o l o g i e s . T h e  f e a t u r e d  l i n k s  
a r e  s o m e  o f  t h e  m o s t  r e c e n t  c o n v e r s a t i o n s  a v a i l a b l e  i n  t h i s  t e c h n o l o g y . 
N e t P r o  D i s c u s s i o n  F o r u m s  - F e a t u r e d  C o n v e r s a t i o n s  f o r  V o i c e  
S e r v i c e  P r o v i d e r s :  V o i c e  o v e r  I P
O n  s i t e  s e r v i c e s  - A u g  24,  20 0 7 
c a l l  d r o p p i n g  i n  m i d d l e  o f  c o n v e r s t a t i o n  - A u g  24,  20 0 7 
V o i c e  o v e r  I P  u s i n g  E 1 L i n e s  - A u g  24,  20 0 7 
H o w  d o  y o u  m o n i t o r  v o i c e  q u a l i t y ?  - A u g  24,  20 0 7 
R e g : 280 0  v o i c e  - A u g  24,  20 0 7 
V o i c e  &  V i d e o :  V o i c e  o v e r  I P
F a x  P r o b l e m  - A u g  24,  20 0 7 
C a l l m a n a g e r  4.1( 3) s r 1 - M L A  - h o w  t o  r e a d  l o g s  ?  - A u g  24,  20 0 7 
S e s s i o n  b o r d e r  c o n t r o l l e r  p e r f o r m a n c e  - A u g  24,  20 0 7 
V o i c e  e c h o  - A u g  23,  20 0 7 
P r o b l e m  w i t h  U n i f i e d  V i d e o  A d v a n t a g e  - A u g  22,  20 0 7 
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R el a ted  I nf or m a ti on  
� C e rtif ica te  E nrol l m e nt E nh a nce m e nts   
� C e rtif ica tion A uth ority  Inte rop e ra b il ity  C om m a nds   
� C is co IO S  S urv iv a b l e  R e m ote  S ite  T e l e p h ony  V e rs ion 3 . 3  C om m a nd R e f e re nce   
� C ontrol  P l a ne  P ol icing   
� M a nua l  C e rtif ica te  E nrol l m e nt ( T F T P  a nd C ut-a nd-P a s te )   
� T e ch nica l  S up p ort &  D ocum e nta tion - C is co S y s te m s   

  

V o i c e  &  V i d e o :  I P  T e l e p h o n y  
N e w  t o  V o I P :  T e l e p h o n y  o v e r  I P S e c  - 170 0 -t o -P I X  - A u g  24,  20 0 7 
650 x  a n d  C M M  - A u g  24,  20 0 7 
C M  v 4.0  w i t h  d u a l  l a n g u a g e / l o c a l e  s u p p o r t  - A u g  24,  20 0 7 
L o s t  C a l l  M a n a g e r  P a s s w o r d  a n y  r e c o v e r y  u t i l i t i e s  r e c o m e n d e d  - A u g  24,  20 0 7 
S I P  t r u n k  b e t w e e n  C C M  4.1( 3)  a n d  M i t e l  330 0  I P C  - A u g  24,  20 0 7 
V o i c e  &  V i d e o :  I P  P h o n e  S e r v i c e s  f o r  E n d  U s e r s  
A t t e n d a n t  C o n s o l e  ( C C M 4.3)  n o w  f a i l s  - A u g  24,  20 0 7 
7912 p r o b l e m  - A u g  24,  20 0 7 
H u n t  g r o u p  C a l l m a n a g e r  3.3( 5)  - A u g  24,  20 0 7 
A t t e n d e n t  C o n s o l e  n o  a c t i v e  p i l o t  p o i n t  n a m e  i n  t h e  i c o n  - A u g  24,  20 0 7 
e p s  f o r  790 0  s e r i e s  i p  p h o n e s  - A u g  24,  20 0 7 
V o i c e  &  V i d e o :  U n i f i e d  C o m m u n i c a t i o n s  
A S K  T H E  E X P E R T  - C I S C O  U N I F I E D  C O M M U N I C A T I O N S  50 0  S E R I E S  F O R  S M B  - A u g  24,  
20 0 7 
B u l k  e d i t  - A u g  24,  20 0 7 
U n i t y  4.21 a n d  d i r e c t  t o  v o i c e m a i l  b o x  - A u g  24,  20 0 7 
C U E  ( 2.3.4)  l o s t  p a r a m e t e r  o n  e v e r y  r e b o o t  - A u g  24,  20 0 7 
V o i c e  m a i l  r e t r i e v a l  i s s u e  :  b u s y  t o n e  - A u g  24,  20 0 7 
V o i c e  &  V i d e o :  I P  P h o n e  S e r v i c e s  f o r  D e v e l o p e r s  
a u t h e n t i f i c a c i o n  i n  c a l l  m a n a g e r  u s i n g  j a v a  - A u g  24,  20 0 7 
H e l p  g e t t i n g  s t a r t e d  p l e a s e  - A u g  23,  20 0 7 
H T T P  P O S T  q u e s t i o n  - A u g  23,  20 0 7 
L i s t P h o n e B y D e s c r i p t i o n  &  L i s t U s e r B y N a m e  - A u g  21,  20 0 7 
H e l p  g e t t i n g  s t a r t e d  p l e a s e  - A u g  21,  20 0 7 
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