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Introduction

Network Admission Control (NAC) provides a method you can use to validate a peer based on its state, a
function referred to as posture validation. Posture validation can include the verification that the peer runs
applications with the latest patches. Posture validation can also ensure that the anti-virus files, personal
firewall rules, or intrusion protection software are up—to—date. NAC supplements the identity—based
validation provided by PPP, IPSec, and other access methods.

The VPN Concentrator functions as both a NAC authenticator and a Cisco Secure Access Control Server
(ACS) client.

As a NAC authenticator, the VPN Concentrator performs these tasks:

« Initiates the initial exchange of credentials based on IPSec session establishment and periodically
thereafter.

» Relays credential requests and responses between the peer and the authentication (ACS) server wit
the use of Protected Extensible Authentication Protocol (PEAP).

» Enforces network access policy for an IPSec session based on results from the ACS server.

« Implements the configured EAP Status Query method.

» Supports a local exception list based on the peer operating system.

* Requests access policies from the ACS server for a clientless host.

As an ACS client, the VPN Concentrator supports:

* EAP/RADIUS
* RADIUS attributes required for NAC



NAC on the VPN 3000 Concentrator differs from that on Cisco IOS® Layer 3 devices such as routers.
Whereas routers trigger posture validation (PV) based on routed traffic, the VPN 3000 Concentrator
configured with NAC uses the establishment of an IPSec VPN session as the trigger for PV. Cisco IOS route
configured with NAC use an Intercept access control list (ACL) in order to trigger PV based on traffic
destined for certain networks. Because external devices cannot access the network behind the VPN 3000
Concentrator without starting a VPN session, the VPN 3000 Concentrator does not need an intercept ACL a
PV trigger. During posture validation, all IPSec traffic from the peer is subject to the Default ACL configured
for the peer's group on the Base Group > NAC tab or the Groups > NAC tab.

Configure NAC on the Configuration > Policy Management> NAC window and the Configuration > User
Management > Base Group/Groups > NAC tab.

Note: This document supplements instructions in these guides:

* VPN 3000 Series Concentrator Reference Volume |. Configuration, Release 4.7
* VPN 3000 Series Concentrator Reference Volume II: Administration and Monitoring, Release 4.7

Prerequisites

Requirements

Because the VPN 3000 NAD is the enforcement device in NAC, it is recommended that you configure it last
especially if some hosts do not have Cisco Trust Agent (CTA) installed. This causes less disruption to
network operations.

You can disable NAC on the VPN 3000 Concentrator if problems occur. In order to access the Enable NAC
parameter, select Configuration > User Management > Base Group/Group > NAC.

Components Used
Ensure that the VPN 3000 Concentrator runs release 4.7 or later before you attempt to configure NAC.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

System error messages from Cisco devices are displayed in a different font. For example, a router restarted
with the reload command displays the System returned to ROM by reload message, whereas a

router restarted by power—cycle displays the System returned to ROM by power—on message.

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure NAC

These sections describe the NAC configuration tasks:

» Task 1: Configure AAA Server Communication

» Task 2: Configure Global EAP Over UDP

» Task 3: Create a Filter Rule to Allow EAP over UDP Communication
» Task 4: Configure the NAC Exception List



» Task 5: Configure NAC for the Base Group and User Defined Groups

Task 1: Configure AAA Server Communication

NAC requires an ACS server for posture validation. Complete these steps in order to configure ACS as an
authentication server:

1. Use one of these paths in order to configure ACS as an authentication server:
¢ In order to configure ACS as the global authentication server, select Configuration > System
> Servers > Authentication.
¢ In order to configure ACS as a group-specific authentication server, select Configuration >
User Management > Groups > Authentication Servers > Add.
2. Click Add or Modify.
The Add or Modify window opens.

This illustration shows the global authentication add server configuration window.

Configure and add a user authentication server

Selectng Diternai Server will let you add users to the nternal

_'_l user database. If you are using RADIUS authentication or do
not require an addional authonzation check, do not configure an
authonzation server

Server Type | RADIUS

Au'"hendsc::i‘:[ Ester IP address or hostname
Server Port ﬁ—— Enter 0 for default port (1645)
Timeout [4_ Enter the tmeout for ths server (seconds)
Retries [L_ Enter the number of retnes for thas server
Server Secret | Enter the RADIUS server secret
Verify | Re-enter the secret
Add | Concel |

3. Set the parameters in this window as this list shows:

¢ Server Type The type of server used for posture validation. For NAC, it must be RADIUS.
¢ Authentication Server The IP address or hostname of the ACS.
¢ Server Port The port number of the ACS server.
¢ Timeout The number of seconds for the ACS server communication to time out.
¢ Retries The maximum number of retries to attempt communication with the ACS server.
¢ Server Secret The RADIUS server secret to match the ACS configuration.
¢ Verify The value of the "Server Secret" parameter repeated.
4. Click Add or Apply.

The authentication server appears as an entry in the Authentication Servers box.
5. Click Save Needed.

A confirmation window opens.
6. Click OK.

Task 2: Configure Global EAP Over UDP

The global NAC configuration applies to all NAC sessions on the VPN 3000. Complete these steps in order
configure the global NAC settings:



1. Select Configuration > Policy Management > Network Admission Control > Global Parameters.

The Global Parameters window opens.

Attribute Value Description
Roetransmdssion Time penod allowed for an EAPoUDP response to be received from
Ti;fnner 3 the peer. Eater the value i seconds. Range 15 1 - 60 seconds. Default
value 15 3
(Tmme penod between a faded EAPoUDP association and next attempt
Hold Timer !130 to start a new EAPoUDP association Enter the value i seconds
Range 15 60 - 86400 seconds. Default value 15 180
EAPoUDPr]—' Enter the number of EAP over UDP message retnes. Range1s 1-3
Retries| retnes. Default value 15 3
EAPoUDP Port| 21862 Enter the EAPoUDP port number. Default value 15 21862
Clientless|Enable ¥ Check to allow authentsication of chentless hosts (hosts without an
Authentication active Cisco Trust Agent) and to set the chentless usermame and
Usemame [dientess | (password. Thas is used to get an access policy from ACS for
chentless hosts
Password [sesssasss =
Verify I....._.... Y

Apply | Cancel |

2. Set the parameters in this window as this list shows:

¢

¢

Retransmission Timer The wait time allowed for an EAP over UDP response to be

received from the host. This timer starts when the VPN 3000 sends an EAP over UDP
message to a host. The timer terminates when the VPN 3000 receives a response. If this tim
expires before the VPN 3000 receives a response, the VPN 3000 resends the message. The
setting is in seconds.

Hold Timer The interval between a failed EAP over UDP association and the next attempt

to initiate a new EAP over UDP association. The setting is in seconds.

EAPOUDP Retries The number of times the VPN 3000 resends an EAP over UDP message.
This parameter limits the number of consecutive retries sent in response to Retransmission
Timer expirations. If the VPN 3000 does not receive a response after the maximum number c
retries, the NAC session of the host on the VPN 3000 enters the Hold state, at which time the
Hold Timer starts.

EAPOUDP Port The port number used for EAP over UDP communication with the Cisco
Trust Agent (CTA) on the host. This number must match the port number configured on the
CTA.

Clientless Authentication Enable Enables or disables clientless authentication. If this
parameter is disabled, non-responsive hosts (for example, because CTA is not present or
running) are subject to the NAC Default ACL (if defined). If this parameter is enabled, ACS
requests the access policy for non-responsive hosts. The access policy configured on ACS f
this user determines the access policy for non-responsive hosts.

Clientless Authentication Username The username configured on the ACS.

Clientless Authentication Password The ACS password assigned to "Clientless
Authentication Username."

Clientless Authentication Verify The value of "Clientless Authentication Password"

repeated.

3. Click Apply.
4. Click Save Needed.

A confirmation window opens.
5. Click OK.



Task 3: Create a Filter Rule to Allow EAP over UDP Communication

Filters on the VPN 3000 determine which network traffic to forward and which to drop. These filters consist
of one or more rules. If a filter configured on the public interface of the VPN 3000 causes the VPN 3000 to
drop EAP over UDP traffic, posture validation cannot proceed, and all hosts are considered clientless.
Similarly, if a filter configured for a particular user or group causes the VPN 3000 to drop EAP over UDP
traffic, posture validation cannot proceed and all hosts connected by the affected users are considered
clientless. The same applies to an ACL sent from the ACS. Filters applied to a user session, whether
configured locally on the VPN 3000 or downloaded from the ACS, must forward EAP over UDP traffic for
NAC to work properly. ACLs from the ACS must allow UDP traffic on the configured EAP over UDP port
(by default, Port 21862). This table lists the settings to create two rules in the VPN 3000 configuration. One
rule forwards incoming EAP over UDP packets and one rule forwards outgoing EAP over UDP packets.

Rule for Incoming Rule for Outgoing
Traffic Traffic
Rule Name EAPQIIDP In EAPOIUDP Qut
Direction Inhound Quthound
Action Eaornward Earward
Protocol LIND upp
TCP
Connection Do not care Do not care
Source
Address 0.0.0.0/255.255 255 28 RRIV/ATE "
Destination
Address PRIVATE® 0.0.0.0/255.255.255.255
TCP/UDP
Source Port|, ., o o All
TCP/UDP
Destination
Port All 21862

Z=OOE

* The IP address of Private Interface a.b.c.d/0.0.0.0. This is optional and can be set to 0.0.0.0/255.255.255..
or to a network list such as VPN Client Local LAN (Default).

™ Set to a port number in the NAC Global configuration. The default is 21862.

For example, the factory configured filter Firewall Filter for VPN Client (Default) allows all outgoing traffic
but drops all incoming traffic. If the VPN 3000 applies this filter to a user session, posture validation does no
take place. You can correct this problem when you add the EAPoUDP In rule (defined in the table) to this
filter. There is no need to explicitly allow EAPoUDP Out since this filter already allows all outgoing traffic.

In order to create rules, select Configuration > Policy Management > Traffic Management > Rules > Add.
Refer to the VPN 3000 Series Concentrator Reference Volume |: Configuration, Release 4.7 for detailed
instructions about filters and rules.

Note: After you create rules, you must add them to a filter before they take effect.



Task 4: Configure the NAC Exception List

The NAC Exception List excludes hosts from posture validation and gives them a static access policy. The
entries in the NAC Exception List specify the operating system (OS) of hosts to be filtered. The Cisco VPN
Client identifies the host OS to the VPN 3000. If the OS matches an entry in the NAC Exception List, the
VPN 3000 applies the corresponding filter (if any) and stops further NAC processing for the host, for the
duration of the VPN session.

Note: The VPN 3000 uses the NAC Exception List only if NAC is enabled for the user s group. In order to
access the Enable NAC parameter, select Configuration > User Management > Base Group/Groups >
NAC.

Complete these steps in order to configure the NAC exception list:

1. Connect the hosts that run the operating systems to be specified in the NAC Exception List, to the
VPN 3000 with the use of the Cisco VPN Client.

2. Select Administration > Administer Sessions or Monitoring > Sessions and copy the strings that
identify the operating systems to appear in the NAC Exception List from the Client Type column in
the Remote Access Sessions table.

3. Select Configuration > Policy Management > Network Admission Control > Exception List >
Add.

The Add window opens.

Save

Configure and add a new Exception List entry

Enable ¥ Check to enable thas entry

Enter the name of the Operating System to
whoch the entry will apply. The name must be

Operating System [ unique and 1t must match the Operating
System name as it appears mn the Chent Type
colurmn of the Remote Access Sessions table

Apply Filter [-NOHE—- 'I Select the filter to apply to the entry
Add I Cancel l

4. Set the parameters in this window as this list shows:

+ Enable Check this box in order to enable Exception List functionality for this entry.
¢ Operating System The name of the operating system. The string must exactly match the
operating system reported by the Cisco VPN Client. Copy one of the strings noted in step 2.
¢ Apply Filter Select the filter to apply to the user session.
5. Click Add.
6. Repeat steps 3 through 5 for each additional operating system to appear in the NAC Exception List.
7.Click Save Needed.

A confirmation window opens.
8. Click OK.

Task 5: Configure NAC for the Base Group and User Defined Groups

Complete these steps in order to configure the group specific NAC settings:



1. Choose the path that defines the scope of the group settings:

¢ Configuration > User Management > Base Group

¢ Configuration > User Management > Groups > Modify <group—name>
2. Click the NAC tab.

The Network Access Control Parameters window opens.

Network Access Control Parameters
Atuibute Value -
Enable NAC| ¥
Status Query|— > the peer mdcates whether or
Timer]' ™ ged Enter the value m
vds Defadt value 5 300
Revalidation
35000
Timer)
I List, the Defauk A s appbed to th 4
- I 458, S AR A 1 AppLes to the
D’hlﬂ:r:li:; [F*Jbu: for NAC hd | the watal posture vabdation It is also
::; phed £ the EAPoUDP assocuation it remutiakeed via fuled
IIE.-\}"': UDP communication or admuastrative action on the
|VPN concentrator
_Aooly | _ Concel |

Note: The only difference between the user defined group NAC configuration window and Base
Group NAC configuration window is that the NAC configuration window includes an Inherit
checkbox for each item to allow the user defined groups to get their NAC configuration from the base
group.

3. Use these descriptions in order to set the parameters in this window, and click the Inherit box as
needed:

¢ Enable NAC Enables or disables NAC for the group. No NAC processing takes place for
users in the group if you uncheck this box.
¢ Status Query Timer Determines the number of seconds between NAC Status Queries for
NAC sessions in the group. The Status Query timer starts after PV successfully completes.
¢ Revalidation Timer The interval between unconditional, full posture validations for NAC
sessions in the group. The Revalidation timer starts after PV successfully completes. The
interval is in seconds.
¢ Default ACL (filter) Choose the filter for the VPN 3000 to apply to the user session during
the initial PV. The VPN 3000 also applies the ACL (or filter in VPN 3000 terminology) to the
user session if a previously successful EAP over UDP association fails. The VPN 3000
replaces the default ACL with a dynamic ACL if it obtains one from the ACS as a result of
PV or Clientless Authentication.
4. Click Apply.
5. Click Save Needed.

A confirmation window opens.
6. Click OK.

Monitor and Administer NAC Sessions

In order to view NAC session data, select Monitoring > Sessions.



The Monitoring Sessions window opens.

Monitoring | Sessions
Reset @ Refresh@

Thas screen shows statistics for sessions. To refresh the statistics, chck Refresh Select a Group to fiker the sessions. For more
mformation on a session, click on that session's name

Group I -Al- 'I

Session Summary

Ac Active Active Total Peak Weighted Percent Concurrent Total
LAN-to- Remote . 4 . N .
Management | Active  Concurrent Active Session Sessions Cumnulative
LAN Access Qs . P s o o
. 2 h Se Se Se Load Load Limit Sessions
Sessions Sessions
0 1 1 2 3 1 0.13% 750 81

NAC Session Summary

Accepted Rejected Exempted Non-responsive N/A
active total actve total active total actwve total active total
2 10 1 3 0 0 0 0 1 2
LAN-to-LAN Sessions [ Remote Access Sessions | Management Sessions |

Connection Name IP Address  Protocol Encryption  Login Time  Duration Bytes Tx Bytes Rx
No LAN-to-LAN Sessions

Remote Access Sessions [ LAN-to-LAN Sessions | Management Sessions ]
r Assigned IP Address S Protocol Login Time Client Type Bytes Tx ... ..

Username Public IP Address {roup Encryption Duration Version Bytes Rx NAC Result
Borels 980100 IPSec Jun 03 08:04:40 WaNT 0

Aoy 10865114 bubvpalab | 2pES.168 | 44215338 | 363 () M
Management Sessions [ LAN-to-LAN Sessions | Remote Access Sessions )

Administrator IP Address Protocel Encryption Login Time Duration

admn 10.86.242.45 HTTP 3DES-168 SSLv3 Jun 08 08:04.40 0.00.04

The NAC Session Summary table (also shown in the next illustration) shows the number of active and total
NAC sessions categorized by the outcome of the posture validation.

The meanings of the headings in the NAC Session Summary table are listed here:

» Accepted PV completed successfully.

* Rejected PV failed (ACS problem).

« Exempted The host OS is on the NAC exception list.
* Non-responsive The host is clientless.

* N/A The NAC is disabled for the host.

The NAC Result column in the Remote Access Sessions table indicates the result of posture validation.

Select Administration > Administer Sessions in order to administer NAC sessions. The Administer Sessions
window opens.



R ) i Rv\ulgl{rhrxi-@‘
This screen shows statstics for sessions. To refresh the statistics, chck Refresh Select a Group to filter the sessions For more
wformation on a session, chick on that sesmon's name. To log out a session, cbek Logout in the table below. To test the network
comnection to a session, chick Ping
Group [~ae- -]

Logout Alk: PPTP Usger | L2TP User | IPSec User | IPSec LAN-t0-LAN | E-madl | Web VPN
NAC: Revalidate All | Remitiakze AN
Session Summary
Arl'xve Active Active Total Peak Weighted Percent Concurrent Total
LAN-to- Remote = = : . = >
Management  Active  Concwrent Active Session Sessions Cumulative
LAN Access A . . Sy :
- EF . Sessions Sessions Sessions Load Load Limit Sessions
Sessions | Sessions
0 1 1 2 3 1 0.13% 750 81
NAC Session Summary
Accepted Rejected Exempted Non-responsive N/A
active total active total active total active total active total
2 10 1 3 0 0 0 0 1 2
LAN-to-LAN Sessions [ Remote Access Sessions | Management Sessions |
Connection Name IP Address  Protocol Encryption  Login Time  Duration Bytes Tx  Bytes Rx
No LAN-to-LAN Sesnons
Remote Access Sessions [ LAN-to-LAN Sessions | Management Sessions ]
" Assigned IP Address Protocol = Login Time Client Type Bytes Tx . .
1 —— — | G e 2 T = INAC Resuk
<EeIpame Public IP Address roup Encryption  Duration Version Bytes Rx exilt| Actions
980100 ! IPSec Jun03 080440 WuNT 0 Accepted
s bxbvpnlab Logout | P
i 10865114 xbvpalab | JnES.168 | 44215338 | 363 () 0| Reval | Reint) 080 | Ping)
I\Iunagtment Sessions [ LAN-to-LAN Sessions | Remote Access Sessions |
Administrator IP Address Protocol Encryption Login Time Duration Actions
admun 10.86.24245 HTTP 3DES-168 SSLv3 Jun 08 080440 0.00.04 [Logout | Png]

This window adds administrative commands to the data present in the Monitoring Sessions window. For
example, you can click the Revalidate All or Reinitialize All link to revalidate or reinitialize all active NAC
sessions. Both links force posture validation for all NAC sessions. The difference between the two links is th
revalidation does not change the active access policy currently in place for the NAC session before PV is

initiated. Reinitialization applies the NAC Default ACL (if defined) before

PV is initiated.

The NAC Result column in the Administer Sessions window shows the result of posture validation, and
contains two action links to allow revalidation and reinitialization of an individual session.

The Actions column in the Remote Access Sessions and Management Sessions tables in the Administer
Sessions window also adds administrative access to the respective session.

Click an entry in the Username column to display the session details. The Administration > Administer
Sessions > Detail window also contains information about NAC—enabled sessions. This illustration shows th

Network Admission Control section of the session details table.



Reset |{|~l||'>.h@
Back to Sessions

Username Public IP Address Assigned IP Address Protocol Encryption Login Time Duration Bytes Tx Bytes Rx

2359

dbrownhs 1086.5.16 192.168,2.68 [PSec  2DES-168 Jan 25 10:13.07 0.00.09 2192 2352

IKE Sessions: 1
IPSec Sessions: 1

IKE Session
Session ID 1 Encryption Algorithm 3DES-168
Hashing Algorithm MD5 Diffie-Hellman Group Group 2 (1024-bat)
Authentication Mode Pre-Shared Keys CCAUTH) IKE Negotiation Mode Aggressive

Rekey Time Interval 86400 seconds
IPSec Session

Session ID 2 Remote Address 192 168 2 68

Local Address 0000255 255255255 Encryption Algorithm 3DES-168

Hashing Algorithm MDS SEP 1
Encapsulation Mode Tunnel Rekey Time Interval 23200 seconds
Bytes Received 2352 Bytes Transmitted 2192
Network Admission Control

Revalidation Time Interval 300 seconds Time Until Next Revalidation 299 seconds

Status Query Time Interval 60 seconds EAPoUDP Session Age | seconds

Hold-Off Time Remaining 0 seconds Posture Token Healthy

Redirect URL www c1sco.com

The Network Admission Control section of the session details table shows this information:

» Revalidation Time Interval The interval (in seconds) between revalidation processes. You can
configure the interval on the Configuration > User Management > Base Group/Groups > NAC
tab. However, the ACS can override this configuration.

« Time Until Next Revalidation The number of seconds that remain until revalidation takes place.

« Status Query Time Interval The interval (in seconds) between status queries. You can configure
the interval on the Configuration > User Management > Group/Groups> NAC tab. However, the
ACS can override this configuration.

* EAPOUDP Session Age The number of seconds that the EAP over UDP session is up.

» Hold-off Time Remaining The number of seconds that remain before the VPN 3000 removes the
host EAPoUDP session from the hold—off state and retries posture validation. Hold-off state is
entered when EAPoUDP communication is lost to a host with an established EAPoUDP session.

 Posture Token The state of the host as determined by the ACS server during posture validation.
Although these are configurable on ACS, typical ACS posture token values are Healthy, Checkup,
Quarantine, Infected, and Unknown.

» Redirect URL The optional URL to which the VPN Concentrator redirects HTTP sessions of hosts.
The ACS downloads this URL as a result of posture validation or clientless authentication.

Note: Refer to the VPN 3000 Series Concentrator Reference Volume Il: Administration and Monitoring,
Release 4.7 for more information about the Administration and Monitoring windows.

Enable EAP, EAPoUDP, and NAC Logging

The EAP, EAPoUDP, and NAC software modules log events on the VPN 3000 that can be useful for
debugging NAC. Select Configuration > System > Events > Classes > Add in order to enable event logging.



The Severities 1Y NAC, EAP, and EAPoUDP events are the ones most relevant for debugging NAC. Refer
to VPN 3000 Series Concentrator Reference Volume I. Configuration, Release 4.7 for more information abo
event logging.

Sample VPN 3000 Debug Logs

These sections show example logs for which Severities 1Y NAC, EAP, and EAPoUDP event logging is
enabled:

Note: Refer to Important Information on Debug Commands before you issue debug commands.

 Typical Successful Posture Validation Log
 Typical Clientless Log

Typical Successful Posture Validation Log

These event messages indicate a typical successful posture validation. Most of the event messages show a
public IP address (PUB_IP), private (assigned by VPN 3000) IP address (PRV_IP), or both as a way to
associate the events with each other. The last event in this log, EAPoUDP association

successfully established, signals the end of a successful posture validation.

2621 11/24/2004 13:16:47.530 SEV=4 NAC/2 RPT=4 NAC session
initialized - PUB_IP:10.86.5.114 PRV _|P:192.168.2.68

2622 11/24/2004 13:16:47.530 SEV=4 NAC/29 RPT=6 NAC Applying filter -
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Name:NAC Filter, ID:6

2624 11/24/2004 13:16:47.530 SEV=4 EAPOUDP/2 RPT=6 EAPoOUDP association
initiated - PRV_IP:192.168.2.68

2625 11/24/2004 13:16:50.530 SEV=6 EAPOUDP/20 RPT=2 EAPoUDP response timer
expiry - PRV_IP:192.168.2.68

2626 11/24/2004 13:16:50.540 SEV=5 EAPOUDP/3 RPT=6 EAPoUDP-Hello response
received from host - PRV_IP:192.168.2.68

2627 11/24/2004 13:16:50.540 SEV=5 EAPOUDP/4 RPT=6 NAC EAP association
initiated — PRV_IP:192.168.2.68, EAP context:0x061c8354

2628 11/24/2004 13:16:50.540 SEV=4 EAP/2 RPT=6 EAP association
initiated — context:0x061c8354

2629 11/24/2004 13:16:50.640 SEV=5 EAP/3 RPT=6 EAP-Identity response
received — context:0x061c8354

2630 11/24/2004 13:16:50.650 SEV=4 NAC/10 RPT=41 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2631 11/24/2004 13:16:51.340 SEV=4 NAC/10 RPT=42 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2632 11/24/2004 13:16:51.460 SEV=4 NAC/10 RPT=43 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2633 11/24/2004 13:16:51.640 SEV=4 NAC/10 RPT=44 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2634 11/24/2004 13:16:51.780 SEV=4 NAC/10 RPT=45 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2635 11/24/2004 13:16:51.960 SEV=4 NAC/10 RPT=46 NAC Access Request



successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2636 11/24/2004 13:16:52.230 SEV=4 NAC/10 RPT=47 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_IP:192.168.2.68

2637 11/24/2004 13:16:52.560 SEV=4 NAC/10 RPT=48 NAC Access Request
successful - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68

2638 11/24/2004 13:16:52.860 SEV=4 EAP/5 RPT=6 EAP received Access
Accept — context:0x061c8354

2639 11/24/2004 13:16:52.860 SEV=4 NAC/12 RPT=6 NAC Access Accept —
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, user:NACTEST-W2K:Administrator

2641 11/24/2004 13:16:52.860 SEV=4 NAC/13 RPT=6 NAC Access Accept —
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Reval Period:6060 seconds

2643 11/24/2004 13:16:52.860 SEV=4 NAC/14 RPT=6 NAC Access Accept -
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Posture Token:Healthy

2644 11/24/2004 13:16:52.860 SEV=4 NAC/15 RPT=6 NAC Access Accept —
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Redirect URL:http://192.168.2.120,
IP Addr:192.168.2.120

2646 11/24/2004 13:16:52.860 SEV=4 NAC/7 RPT=6 NAC Access Accept —
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68

2647 11/24/2004 13:16:52.860 SEV=5 EAPOUDP/5 RPT=6 EAPoUDP
association successfully established — PRV_I1P:192.168.2.68

Typical Clientless Log

These event messages indicate a typical posture validation attempt with a clientless (or non-responsive) hc
After three attempts to get a response to the EAPoUDP-Hello message, the VPN 3000 deems the host as
clientless and requests the clientless access policy from ACS.

2712 11/24/2004 13:48:17.530 SEV=4 NAC/2 RPT=5 NAC session
initialized - PUB_IP:10.86.5.114 PRV_IP:192.168.2.68

2713 11/24/2004 13:48:17.530 SEV=4 NAC/29 RPT=7 NAC Applying
filter - PUB_IP:10.86.5.114, PRV_|P:192.168.2.68, Name:Public for NAC, ID:6

2715 11/24/2004 13:48:17.530 SEV=4 EAPOUDP/2 RPT=7 EAPoOUDP association
initiated - PRV_IP:192.168.2.68

2716 11/24/2004 13:48:20.530 SEV=6 EAPOUDP/20 RPT=3 EAPOUDP response
timer expiry — PRV _IP:192.168.2.68

2717 11/24/2004 13:48:23.530 SEV=6 EAPOUDP/20 RPT=4 EAPOUDP response
timer expiry — PRV _IP:192.168.2.68

2718 11/24/2004 13:48:26.530 SEV=6 EAPOUDP/20 RPT=5 EAPoUDP response
timer expiry — PRV _IP:192.168.2.68

2719 11/24/2004 13:48:26.530 SEV=5 EAPOUDP/12 RPT=1 EAPoUDP failed to
get a response from host - PRV_IP:192.168.2.68

2720 11/24/2004 13:48:26.530 SEV=4 NAC/21 RPT=1 NAC clientless Access
Request successful - PUB_IP:10.86.5.114, PRV _1P:192.168.2.68

2721 11/24/2004 13:48:26.530 SEV=5 EAPOUDP/7 RPT=1 AUTH request for
NAC Clientless host — PRV_1P:192.168.2.68

2722 11/24/2004 13:48:26.830 SEV=4 NAC/13 RPT=7 NAC Access Accept -



PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Reval Period:300 seconds

2724 11/24/2004 13:48:26.830 SEV=4 NAC/14 RPT=7 NAC Access Accept -
PUB_IP:10.86.5.114, PRV_IP:192.168.2.68, Posture Token:Clientless

2726 11/24/2004 13:48:26.830 SEV=4 NAC/15 RPT=7 NAC Access Accept -
PUB_IP:192.168.2.68, PRV_IP:10.86.5.114,
Redirect URL:http://www.clientless.com, IP Addr:Unknown

2728 11/24/2004 13:48:26.830 SEV=4 NAC/7 RPT=7 NAC Access Accept -
PUB_IP:10.86.5.114, PRV_IP:192.168.2.6

Verify

See the Typical Successful Posture Validation Log section of this document for verification information.

Troubleshoot

See the Typical Clientless Log section of this document for information you can use to troubleshoot.

Related Information

* VPN 3000 Series Concentrator Reference Volume I: Configuration, Release 4.7

* VPN 3000 Series Concentrator Reference Volume II: Administration and Monitoring, Release
4.7

« Implementing Network Admission Control: Phase One Configuration and Deployment

« Cisco VPN 3000 Series Concentrator Support Page

« Cisco VPN 3000 Series Client Support Page

* IPSec Support Page
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