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This document provides a sample configuration for configuring VPN load
balancing on the Content Switching Module (CSM) in dispatched mode. VPN load balancing isa
mechanism that intelligently distributes VPN sessions along a set of VPN concentrators or VPN head-
end devices. VPN load balancing is implemented to:

| ntroduction

e overcome performance/scalability limitations on VPN devices, for example, packets per second,
connections per second, and throughpuit.

¢ provide redundancy (remove single point of failure).

Before You Begin

Requirements

Before attempting this configuration, ensure that you meet these requirements:
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o Both hub routers are configured with the same loopback 1P address (VIP).
¢ Reverse Route Injection (RRI) isimplemented at the head-end routers.
e Use Authentication Headers (AH).
Components Used
The information in this document is based on these hardware and software versions:
e Cisco 7140 and 7206
e Cisco 7206V XR and 7204V XR
¢ Cisco Catalyst 6500 CSM
Conventions

For more information on document conventions, refer to Cisco Technical Tips Conventions.

Configurations Tasks

In this section, you are presented with the information to configure the features described in this
document.

Network Diagram

This document uses this network setup:

L0 1722151233
Reverse Route Injection

10115 7140
2621 %_ VIP 172.21.51.233

% 1720151 247 17
10.1.1.1 10116 7006xvR | YLANS =l VLAN 51
1722151247 *

LO 17221751233

CSM Configuration - Dispatched Mode
Complete these steps.

1. Definethe VLAN client and the VLAN server.
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2. Define the probe used to check the health of the IPSec servers. Use the module csm or module
contentSwitchingM odule command; both generate the same information.

nodul e Cont ent Swi t chi nghbdul e 4
vlan 51 client

ip address 172.21.51. 244 255. 255. 255. 240
!
vl an 61 server

i p address 172.21.51. 244 255. 255. 255. 240
!

probe | CMP_PROBE icnp

interval 5

retries 2

3. Define the severfarm with the real |PSec servers
4. Issuethe no nat server command to indicate dispatch mode.
5. Indicate failaction purge to flush the connections belonging to dead servers.

6. Definethe sticky policy.

serverfarm VPN_I OS
no nat server
no nat client
failaction purge
real 172.21.51.242
i nservice
real 172.21.51.247
i nservice
pr obe | CVP_PROBE
|

sticky 5 netmask 255.255.255. 255 tinmeout 60
I
policy VPN OS
sticky-group 5
serverfarm VPN_I OS
!

7. Define VServers, one per traffic flow.

vserver VPN I OS_AH 2
virtual 172.21.51.233 51
persi stent rebal ance
sl b-policy VPN OS
i nservice

|

vserver VPN | OS ESP_2
virtual 172.21.51.233 50
persi stent rebal ance
sl b-policy VPN OS
i nservice

|

vserver VPN_|I OS | KE_2
virtual 172.21.51.233 udp 500

http://kbase/paws/servlet/ViewFile/63631/vpnl b-csm-dispatched.xml ?convertPaths=1 1/6/2005



Cisco - VPN Load Balancing on the CSM in Dispatched Mode Configuration Example Page 4 of 7

persi stent rebal ance
sl b-policy VPN OS
i nservice

Head-End Router Configuration - Dispatch M ode

crypto isakmp policy 10

aut hentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0
crypto isaknp keepalive 10

|

crypto ipsec transformset nyset ah-sha-hmac esp-3des esp-sha-hnac
crypto mib ipsec flowrib history tunnel size 200

crypto mb ipsec flowrib history failure size 200

|

crypto dynam c-map nydyn 10

set transformset myset

reverse-route

!

!
crypto nmap nmymap | ocal - address LoopbackO
crypto map nmymap 10 i psec-i saknp dynami c nydyn
i nterface LoopbackO

i p address 172.21.51. 233 255. 255, 255, 255
I
interface FastEthernet0/0

i p address 10.1.1.5 255.255.255.0

!
interface FastEthernet0O/1

i p address 172.21.51. 242 255. 255. 255. 240

crypto map nymap
|

router eigrp 1

redistribute static

network 10.0.0.0

no aut o- sunmary

no ei grp | og-nei ghbor-changes

|

ip route 0.0.0.0 0.0.0.0 172.21.51.241

Spoke Router Configuration - Dispatch M ode

crypto isakmp policy 10

aut hentication pre-share

crypto isaknp key ciscol23 address 172.21.51. 233
crypto isaknp keepalive 10

|

I

crypto ipsec transformset nyset ah-sha-hmac esp-3des esp-sha-hnmac
crypto nib ipsec flowrib history tunnel size 200

crypto nib ipsec flowrib history failure size 200

|

crypto map nmymap 10 i psec-isaknp
set peer 172.21.51.233

set transformset nyset

mat ch address 101
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i nterface LoopbackO

i p address 10. 3. 3.3 255.255.255.0
|

interface Et hernet 0/ 0
i p address 172.21.51. 250 255. 255. 255. 240
dupl ex auto

crypto map nymap
|

ip route 0.0.0.0 0.0.0.0 172.21.51. 241
no ip http server
|

access-|i st
|

101 permit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0. 255

Verify
This section provides information you can use to confirm your configuration is working properly.

I ssue the show module csm all or show module contentSwitchingM odule all command; both
commands generate the same information.

Cat 6506- 1- Nat i ve#sh nodule ¢ 4 vser

sl b vserver prot virtual vlan state conns
VPN_|I OS_ESP 50 172.21.51.253/32:0 ALL OPERATI ONAL 0
VPN_I CS_| KE UDP  172.21.51.253/32:500 ALL OPERATIONAL O
VPN_I CS_ESP_2 50 172.21.51.233/32:0 ALL  OPERATIONAL O
VPN_I OS_I KE 2 ubP 172.21.51. 233/ 32: 500 ALL OPERATI ONAL 2
VPN _| OS_AH 2 51 172.21.51.233/32:0 ALL OPERATI ONAL 2

Cat 6506- 1- Nat i ve#sh nodule ¢ 4 sticky

client |IP; 172.21.51. 250
real server: 172.21.51.247
connections: O
group id: 5
ti meout : 39
sticky type: netmask 255.255.255. 255
client IP: 172.21.51. 251
real server: 172.21.51.242
connections: O
group id: 5
ti meout : 39
sticky type: netmask 255.255.255. 255
2621VPN#sh ip ro
AA...
10.0.0.0/24 is subnetted, 3 subnets
D EX 10.3.3.0 [170/30720] via 10.1.1.6, 00:00:05, FastEthernet0/0
D EX 10.2.2.0 [170/30720] via 10.1.1.5, 00:00: 30, FastEthernet0/0

C 10.1.1.0 is directly connected, FastEthernet0/0

D*EX 0.0.0.0/0 [170/30720] via 10.1.1.6, 00:18:15, FastEthernet0/0
[170/30720] via 10.1.1.5, 00:18:15, FastEthernet0/0

2621VPN#

7140- 2FE#sh ip route
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)
)

172.21.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.21.51.233/32 is directly connected, LoopbackO
172.21.51.240/28 is directly connected, FastEthernet0/1

10.0.0.0/24 is subnetted, 3 subnets

EX 10.3.3.0 [170/30720] via 10.1.1.6, 00:01:01, FastEthernet0/0
10.2.2.0 [1/0] via 0.0.0.0, FastEthernetO/1
10.1.1.0 is directly connected, FastEthernet0/0

0.0.0.0/0 [1/0] via 172.21.51.241

QO0o 00 %

7140- 2FE#sh cry ip sa

interface: FastEthernet0O/1
Crypto nap tag: mymap, local addr. 172.21.51.233

| ocal ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current _peer: 172.21.51. 251
PERM T, flags={}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0
#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.21.51.233, renote crypto endpt.: 172.21.51.251
path ntu 1500, nedia ntu 1500
current outbound spi: 3280D368

i nbound ah sas:

spi: OxB259E0C1(2992234689)
transform ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5141, flow.id: 19, crypto map: nmymap
sa timng: remaining key lifetinme (k/sec): (4607999/3474)
repl ay detection support: Y

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.
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