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This document describes how to import your certificates and private key in (256 C“ara"‘erm"m“)
privacy-enhanced mail (PEM) format with copy and paste. Send |

In this document, there are two trustpoints; the first trustpoint contains the
certificate authority (CA) root certificate, and the second trustpoint contains the CA intermediate and
server certificates and the private key.

Prerequisites

Requirements

Before attempting this configuration, ensure that you meet these requirements:
e Your certificates and keys must bein PEM format.

e Your private key must be in PEM format and encrypted.

¢ You must have the complete certificate chain. Thisincludes, at a minimum, the CA root
certificate, and possibly the CA intermediate and server certificates. If you do not have the
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complete certificate chain, the import of the server certificate fails.
Components Used
The information in this document is based on these software and hardware versions:
o Secure Socket Layer Module (SSLM) version 2.1(2)
o certificatesin PEM format
e encrypted private key in PEM format

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive,
make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Main Task

Task

In this configuration, there are three certificates: the CA root, CA intermediate, and the server
certificates. Because there are two CA certificates, you need to create two trustpoints. The first trustpoint
is used to hold the CA root certificate, and the second trustpoint contains the CA intermediate and server
certificate and the private key.

Step-by-Step Instructions
Complete the steps in this section.

1. Create atrustpoint for the CA root certificate.

ssl - proxy(config)#crypto ca trustpoint root-tank.com
ssl - proxy(ca-trustpoint)#enroll nent terni nal PEM

ssl - proxy(ca-trustpoint)#crl optiona

ssl - proxy(ca-trustpoint)#exi t

2. Import the CA root certificate with copy and paste.

ssl - proxy(config)#crypto ca authenticate root-tank.com

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
M | Duj CCAy OgAwl BAgl BADANBgK ghki GOWOBAQQFADCB0DEL MAk GALUEBhMCVVIVK
Cz AJBgNVBAg TAk 1 BNRMAVEQYDVQQHEWP Ch3hi b3JvdW o MRgwFg YDVQOKEWS SAXNO
Z\WQgUnBv d CBJ Tk Mk EDACBgNVBAS TB1Jvbh3QuQOEX Hj Ac BgNVBAMTFXJvb3RDQS5y
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dXNOZWRy b290LmN\vb TEj MCEGCSqGSI b3DQEJARYUYWRt aWlucnVzdGvkcmBvdChj
b20wHhc NVDQAODI 4 VDQMV A3Whc NVDUWODI 4MDQWV] A3W CBo DEL MAk GA1UEBhMC
VVMK Cz AJ BgNVBAg TAk 1 BVRMAMEQYDVQHEWP Chb3hi b3JvdWiloMRgwig YDVQRKEWI S
dXNOZWQg UnBv d CBJ Tk Mk EDAOBgNVBAsS TB1Jvb3QgQUEXxH AcBgNVBAMIFXJvb3RD
@S5y dXNOZWRy b290Ln\vbTEj MCEGCSqGSI b3DQEJARYUYWRt aWluchVzdGvkcndv
dC5j b20wgZ8wbDQYJKoZI hvc NAQEBBQADg YOAM GJAoGBAKOTJIDw6e85ySi Yf bWUV
SZCEpMy50BGNHeqf f | wCnBj bHUdyn9EnNs ZR72aF7AweCpq71yl FRj aCsE6/ 2mITW
1vxJRFb5H5CkHLt LWIL5HVH Zj e GMUH+FI Z6R8yKpbg2SI BSZ95+CGhSz7hl j Z78qY
61+z6qDup50WICLI UgUL464nAgVBAAG ggEAM HONMBOGAL Ud Dg QABBQSE NXp Gvk PL
gBF67e/ ydXUmiAl PYj CBz QYDVROj Bl HFM HCgBQBENXpG\Vk PLgBF67e/ ydXUmdAl P
YqGBpq SBoz CBo DEL MAk GA1 UEBh MCVVIVK Cz AJ Bg NVBAg TAk 1 BNRMAVEQYDVQQHEWP C
b3hi b3JvdWloMRgwigYDVQRKEWI Sd XNOZWQg UnBv d CBJ Tk Mk EDAOCBgNVBAsS TB1J v
b3QuQIExH AcBgNVBAMIFXJvb3RDQS5ydXNOZWRyb290Lm\vbTEj MCEGCSqGSI b3
DQEJARYUYWRt aWlucnVzdGvkcmBvdCsj b22 CAQAWDAYDVROTBAUWAWEB/ z ANBgkq
hki GOWOBAQQFAACBgQAVLLBopgRnr 1s YnTCP+kngRkqvBsdXj AG/ 7n\V\B4TeNENYJi
+eCxuXXhBs W\yeOyxakaj 4EL2wJi XI 6eNKCT0gZqZRb66/ p2ki 7Mpu/ 3x8g4qge
Bma/ nzCvAaA2505kh8VI gUHSNFoOmhpLsxr DnDOunBWISALci 8v70pj BT+09QA==
----- END CERTI FI CATE- - - - -

Certificate has the followi ng attributes:

Fi ngerprint: 615171D8 C3989EFA 4D45B23F 8ACBCDC3
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully inported
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3. Create asecond trustpoint for the CA intermediate and server certificates and the private key

4,

ssl - proxy(config)#crypto ca trustpoint server-tank.com
ssl - proxy(ca-trustpoint)#enroll ment term nal PEM

ssl - proxy(ca-trustpoint)#crl optional

ssl - proxy(ca-trustpoint) #exi t

ssl - proxy(config)#crypto ca inport server-tank.com PEM term nal |

% Enter PEMformatted CA certificate.
% End with a blank line or "quit" on a line by itself.

----- BEG N CERTI FI CATE- - - - -

M | Dr TCCAxagAW BAgl BATANBgk ghki GOw0BAQQFADCBo DEL MAk GA1 UEBh MCVVIVK
Cz AJBgNVBAg TAKk 1 BMRMAMEQYDVQRHEWP Ch3hi b3JvdWio MRgwi-g Y DVQQKEWI Sd XNO
Z\WQyUnBvdCBJI Tk Mk EDAOCBgNVBAS TB1Jvhb3QuQOExHj Ac BgNVBAMIFXJvhb3RDQS5y
dXNOZWRy b290Lm\vb TE] MCEGCSqGSI b3DQEJARYUYWRt aWtucnVzdGvkcmBvdC5j
b20wHnh c NVDQWODI 4 MDQy MDIVR Wh ¢ NVDUWODI 4 VDQy MDVRW CBk z EL MAK GA1UEBhMC
VWK Cz AJ BgNVBAg TAK 1 BMRMAVEQYDVQQHEWP Cb3hi b3J v dWi o MRYWFAYDVQQKEWL U
YW6r | ERvZyBUb3I z MRQWEQ YDVQQLEW UYWBr | FNOaVWAr cz EVIVBMGALUEAX MW 3d3
LnRhbrmsuY29t MROWGAYJKoZI hve NAQKkBFg5hZGlpbi 50YWsr LniNvbTCBnz ANBgkq
hki GOWOBAQEFAACB] QAWY YKCgYEAG65W | JcEvYynLr WJsPz 1H+VIVBCB8s RMp10BLI
vSTCWsr WDOr nOHut 9R3Cwec 2vhj ecDk8avDXxF+vgKLkl 41KGLz6yni Ncj Vf sLi 8X
I nXr RL531 NAXKC1xbPO0j snz5i JU9aquvh8lak/ f 2nvKmBp9y8Q.GYouDdzoFBHc4
k E5 DNo ECAWEAAa OCAQAWYf OWHQYDVROOBBYEFD1z YK+r k0z EDJ 1hRHev 7 Q09 OChx
M HNBgNVHSMEgc Unwgc KAFDk 1ek YZESBUAEXr t 7/ J1dSbgAg9i oYGmI G M GgMXBw
CQYDVQQGEWJI VUz EL MAk GA1 UECBMCTUEX Ez ARBgNVBAC TCkJve GlvenB1Z2gx GDAW
BgNVBA0TD1J1c3Rl ZCBSh2901 El OQz EQVA4GALUECX MHUNBv d CBDQT Ee MBWGALUE
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In this order, import the: CA intermediate certificate, private key, and server certificate with copy
and paste. luckydog is the password for the private key.

uckydog
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Verify

AxMVecmBvdENBLNJ1c3R ZHIvb3QuY29t MsMM QYJKoZl hvcNAQKBFhRhZGlpbi 5y
dXNOZWRy b290L mN\v bYl BADAMBgNVHRVEBTADACQH MAOGCSqGSI b3DQEBBAUAAAGB
AKC9i zT+RkB@I UK2VsLMYSi 7a6uAzIwunf | ezYevl QULAgQKr O++GvKKaTwf ¢S
Ner Jaj ut 7JZr +JOh4+Ai 16Ccz7yZj qZ8/ | FnBOdDzJd i b5ASEOQei y/ +azp6GFGL
acYcDdCt NAa30R6DknNKDW hRQp!l F3P/ r FsbPbO+t / CD

————— END CERTI FI CATE- - - - -

% Enter PEMformatted encrypted private key.
% End with "quit" on a line by itself.

----- BEG N RSA PRI VATE KEY-----
Proc- Type: 4, ENCRYPTED
DEK- | nf o: DES- EDE3- CBC, C33CAD1289ACFEFA

JoYQ eEpRFS20t CVWKIJUmBN6ul 6bvZCy INe8B/ f RxApPVP944SgNLM f 6Zi DhHN
GDSy VSxwSnmdk ghWi YW&wWMy 3nbc J80On005j f vpm M LRIS95doDFOMhAD59RI 20
ZzUi R+t yBSdhPGnBYgdNt a4z6Qal TALEHOpSf QFe5f Rc5531 1esySCCMITSsi 0ZB
2h8RJ/ 7dbFbJI Hol 7vNX5/ Eu0OXa40aVUPa7vW Yc U+NFI 05xgO4z Q¢ 4JHHKg6O7v
JSEJGV L+8WR0UC7j LUMdpupL1L@B4wHMzvU3I r 5pLbZj e3KT7DZE3J450r CWR+3
JhoQLAMAAXWJ Oz cEUe3Fdt 7TQn1LEUAXN Rs40ZBXNTP4Ft weCcW I bMF/ yJVeQ@Sm
sPgTop+NM +rrf 81 X9P] nFNi u9mr uanGs9hkr Dj nneV1685cs DTINSNhKZbWjUs
M 2RUNXdHSNez SsaM_VG58I LY54f vr d6@Bi PGc COEsWUI r XvgkZj JvaPUUsV/ V/ q
Lj n9/ 900U5I Yr gQCX8QX 4k3qFJuzh9j | K4wWBf qPDCGc/ i DqH6yh3ykSc4OL1xRG
Or L6Af Vi Bg4dy TCFh4i N3JeGM f CpnOf Q ocOUzBElI N/ Onj nAQR6EVWFTTniLgt i XxFz
7Eqgshl t | RPT/ nZAWOVPnt EFQZ3Ca0L0t Z5+j 9hst j 31 | gFhUSBCXgUnH3of uPAE
gj L60C0UL3TydXt NAzR4/ j TX5SM-6EQ QNNor 8RWOzf H ATA2+Knr 1bf sivh+t QIsop
1n0HAQSgQ sEUyORSawet uQpnlz/ 9wQHAXOK/ S/ LSYI kRUy VFHwWXCc A==

----- END RSA PRI VATE KEY-----

qui t

% Enter PEMformatted certificate.

% End with a blank line or "quit" on a line by itself.

----- BEG N CERTI FI CATE- - - - -

M | Crrz CCAg QCAQEWDQYJKoZI hv c NAQEEBQAWY ZVk Cz AJ BgNVBAYTAI VTMXEWCQYD
VQQ EwJ NQTETMBEGALUEBX MKQmD4 YDy b3Vna DEWWBQGALUEChM\VGFuay BEb2c g
V&5cz EUMBI GALUECXxM_LVGFuay BTdd j a3MKFTATBgNVBAMIDHA3dy 50 YWbr Lm\v
bTEdMBs GCSqGSI b3DQEJARYOYWRt aWludGFuay 5j b20wHhc NVDQWODI 4 VDQz NTU2
\Whc NMDUWODI 4MDQz NTU2W CBI z EL MAKk GA1UEBhMCVVIVK Cz AJ BgNVBAg TAK 1 BMRMw
EQYDVQQHEWP Ch3hi b3JvdWio MRYWFAYDVQQKEWL UYWEr | ERvZy BUb3l zMRgwFg YD
VQALEWOUYWST | ENoZXcgU3RpY2sx FTATBgNVBAMIDHA3dy50YWsr LmiNvb TEdVBs G
CSqGSI b3DQEJARYOYWRt aWludGFuay5) b20wgZ8wDQYJKoZl hvec NAQEBBQADg YOA
M GJAoGBANSFi al DMBAUMB202ypTt yolF2hGagH uX1NVAcsYepHIqg3Mrxwdl W

ubCKZPCIFIA.OK9noALQW T XKqQPWLEUMXHS f +ZeocT41Vt eTl / eWrPC7x4Ehj xk
Z\MwWD+y Zo03H3c 6 Enx FVmEWLkwHZT | Cq2 YKI HpROMS0z C+M7i 6p+NAgVBAAEWDQYJ
KoZI hvc NAQEEBQADg YEAbRuXwf | Uggg51i / 6PImy5qyJOBcOnKoc2t Zxt E4AEd4j |

/ UohOv8xBJAbTGMOh/ gJCOgnF3/ MTJ1HodL2sr x9wP6 0Qx dKBg3Yi WEMej 7dSZK
8awdXCJ/ gwnOGc 7xJt 6cOKDXnHj AvESHecnBA7GRaR0OvJL3y30zNeqdxhH3dwHO=
----- END CERTI FI CATE- - - - -

% PEM files inmport succeeded.

Use these commands to view your certificates and trustpoints:
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e ssl-mod#show crypto ca certificates server-tank.com
e ssl-mod#show crypto ca trustpoints server-tank.com

o ssl-mod#show crypto key mypubkey rsa

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

If you run into problems loading the certificates, enable debugging with the debug crypto pKi
transactions command.

If your private key is not encrypted, you can use openssl rsa -in your-key.PEM -out new-key-
des3.PEM -des3 to encrypt it.
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