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| ntroduction
This document describes how to:
o create a certificate signing request (CSR) on the Secure Socket Layer Module (SSLM)

o import the certificate using cut and paste in privacy-enhanced mail (PEM) format

Prerequisites

Before you begin, you need to know the domain name that is assigned to the certificate. Y ou also need
the Certificates Authorities (CA) root certificate, and possibly the CA intermediate certificate.

Requirements
Before attempting this configuration, ensure that you meet these requirements:
o CA root certificate; possibly the intermediate root certificate

e domain namefor certificate
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e information

Components Used

The information in this document is based on these software and hardware versions:
o release 2.1(2)
e Verisign Test Certificate

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive,
make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Main Task

Task

This section details each step needed to create the CSR, from the creation of the key pair to importing
the server certificate.

Step-by-Step Instructions
Complete the instructionsin this section.
1. Createthekey pair.
nov10- key isthe name of the key pair.

Note: Be sure to specify exportable; otherwise, you are not able to export the key pair from the
SSLM.

ssl - proxy(config)#crypto key generate rsa general -keys | abel nov10-key exp

The nane for the keys will be: nov10-key

Choose the size of the key npbdulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 may take
a few m nutes.

How many bits in the nodulus [512]: 1024
% Generating 1024 bit RSA keys ...[K]

2. Createthe trustpoint .

The name of the trustpoint is yoursite. Y ou need to enter the subject name in X.509 format and
your domain name. Thisinformation is used to create the CSR.

http://kbase/paws/servlet/ViewFile/63456/ssim-csr.xml ?convertPaths=1 12/15/2004



Cisco - Create a Certificate Signing Request on the SSL Services Module Using Copy an... Page 3 of 7

ssl - proxy(config)#crypto ca trustpoint yoursite

ssl - proxy(ca-trustpoint)#enroll nent termninal pem

ssl - proxy(ca-trustpoint)#crl optional

ssl - proxy(ca-trustpoi nt)#subj ect-nanme C=US, ST=Massachusetts, L=Boxborough
OU=Tac, CN=www. your domai n. com

ssl - proxy(ca-trustpoint)#f gdn www. your donmai n. com

ssl - proxy(ca-trustpoint)#rsakeypair nov10-key

ssl - proxy(ca-trustpoint)#exi t

3. Generate the CSR.

ssl - proxy(config)#crypto ca enroll yoursite

% Start certificate enroll nent

% The subject nanme in the certificate will be: C=US, ST=Massachusetts, L=B
OU=Tac, CN=www. your dorai n. com

% The fully-qualified domain name in the certificate will be: ww. yourdoma

% The subject name in the certificate will be: ww. yourdonai n. com

% | nclude the router serial nunber in the subject name? [yes/no]: no

% I nclude an | P address in the subject nane? [no]: no

Di splay Certificate Request to terminal? [yes/no]: yes

Certificate Request foll ows:

----- BEG N CERTI FI CATE REQUEST- - - - -

M | B+j CCAWMCAQAWYZgx Gz AZBgNVBAMTEnd3dy55b3VyZ&3t YW uLm\vbTEMVACG
ALUECXMDVGF) MUWDAYDVQRKEWDaXN bz ETMBEGALUEBXx MKQB4 YDy b3VnaDEW
VBQGALUECBMNTWFz c 2Fj aHVz ZXR0Ocz ELMAK GATUEBhMCVWWMK I TAf Bgkghki GOwOB
CQ VENd3dy55b3VyZG9t YW uLnmi\NvbTCBnz ANBgkghki GOWOBAQEFAAOB] QAwg YKC
g YEAMVCQr KH+RYVhQpZuuVADHAh4BoFRef i V+b6UXXI 8dOmkKB/ wiw+Hur e4N6p
& BPMEg1mku5AT38Jcr WKu8Jf GVEEap54UX+Z2Gs4037ssskL4vr 0geNQOPxkI VE4
4i ZLb+KxS5XbGr NRN6Mk4A8npV8xe1VWew8TgNw2h+oNYEBc CAWEAAaAhMBB GCSqG
S| b3DQEJ D] ESMBAWDG YDVROPAQH' BAQDAgWIMAOGCSqGSI b3 DQEBBAUAA4A GBAK] W
SeLVzYdRSI KEL+rr YeuJf poQTPI gTyj LNel 1a/i poA/ cQYPRORB@BN1k8G&2JhXhW
De4hNDs YPt nPZ65kUSj LLV6BenxKj Xz| Dhdc2x8MyhMi5t / t Abxel G3daJGhHUBd
O 5me4Jdr bf wZHATmDi TEpAbVWNHC2h70J O5Ldhw

----- END CERTI FI CATE REQUEST--- - -

---End - This line not part of the certificate request---

Redi spl ay enroll ment request? [yes/no]: no
4. Send the CSR to your CA.
Use copy and paste to send the CSR to your CA. If your CA asksfor a server type, select Apache.
5. Load the CA root certificate

Before you can load the server certificate, you must load any CA certificates. At aminimum, this
isthe CA root certificate, and possibly a CA intermediate certificate. Your CA is ableto provide
you with the necessary certificates.

ssl - proxy(config)#crypto ca authenticate yoursite
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
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----- BEG N CERTI FI CATE- - - - -

M | CTTCCAf cCEFKp9CTaZz0ydr 09TeFKr 724wDQYJKoZI hvc NAQEEBQAWgakx Fj AU
BgNVBAOTDVZI cml TaWiuLCBJbnmivk RzBFBgNVBAs TPnd3dy522XJpc2l nbi 5j b20v
cmvnb3Npd &y eS9UZXNOQLBTI El uY29ycCAgnkgUnimrLi BMaWFi Li BMWEQUMUYw
RAYDVQQLEz1Gh3I gVnmyaVNpZ24gYXV0a&yaXpl ZCBOZXNOaWsnl GAubHkul E5v
| GFzc3Vy YW5j ZXMgKENMpVI MK OTk 3VB4 XDTk 4 MDYWNz AMVDAWMFO XDTA2VDYWN] | z
NTk1OVowgakxFj AUBgNVBAOTDVZI cm TaWduLCBJbmvk Rz BFBgNVBAsS TPnd3dy52
ZXJpc2l nbi 5] b20vcmvwb3Npd Gy eSOUZXNOQLBTI El uY29ycCAgnkgUmvnii BM
aWFi Li BWEQUMUYWRAYDVQQLEz1Gh3I1 gVmvyaVNpZ24gYXV0aGyaXpl ZCBOZXNO
aVWbnl QubHkul E5vI GFzc3Vy YWsj ZXMgKEMoVI Mk OTk 3MFwWwWDQYJ KoZI hv c NAQEB
BQADSWAWSAJ BAMak6x1 mIx44j MKcbk ACy5/ Cy MA2f gXK4Pl zTt CxRg5t FkDzne7s
cl 80FK/ J+gFZNE3Dbj i dDxf 0708J OYGRGx8 CAWEAATANBgk ghki GOwWOBAQQFAANB
AKWIR/ KPNxCgl pTP5nzbo+QCl ks CPj TCVhvnv KcwDJguaEwkoi 1gBSY9bi Jp9oK
+cv1Yn3KuVM+Ypt c WKL xxI =

----- END CERTI FI CATE- - - - -

Certificate has the followi ng attributes:

Fi ngerprint: 40065311 FDB33E88 0A6F7DDl1 4E229187
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully inported

6. Load the server certificate.

ssl -proxy(config)#crypto ca inport yoursite certificate
% The fully-qualified domain name in the certificate will be: www yourdoma

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

————— BEG N CERTI FI CATE- - - - -

M | DNTCCAt +gAW BAgl QAequL43ZgGNN5H 5BzhGDANBgk ghki GOwOBAQUFADCB
g TEWWBQGALUEChM\Vmy aVNpZ24s| El uYz FHVEUGALIUECXxMrd3d3LnZl cm zaWiu
Lm\vbS9yZXBvc2l 0b3J5L1RI ¢c3RDUFMySWSj b3JwLi BCeSBSZWYul ExpYW ul ExU
RCAxXR) BEBgNVBAs TPUZvci BWZXJpU2l nbi BhdXRob3Jpenwkl HRl c3Rpbncgb25s
eS4gTnBgYXNzdXJhbmNl cy AoQy! WUz E5 OT ¢ wHh ¢ NVDQx M EWVDAWVDAWAN ¢ NIVDQX
MT1 OM MLOTUSW B1MJs wCQYDVQQGEW] VUz EWWBQGALUECBMNTWFZ ¢ 2Fj aHVz ZXR0
czETMBEGAL1UEBX QKQM4 YRy b3Vna DEOVAWGALUEChQFQRI z'Y28x DDAKBgNVBAsS U
A1RhYzEbMBKk GALUEAXQSd3d3Lnl vdXJkb21haWluY29t M Gf MAOGCSqGS| b3DQEB
AQUAAAGNADCBI QKBgQDDAJ Csof 5Fi +FC mn65UAMe CHgGgVF5+J X5vpRdcj x06aeQ
oH DXD4e6t 7g3ql OWEBWSDWAS7KBPf W yt Yq7wl 8ZUQRgnnhRf 5kazi j f uyyyQui

+vSp41DQ GhUT]j i Jkt v4r FLI dsas1E3o0zHgDyel XzF7VZ7DxCo3DaH6g1gQFwi D
AQAB04HRM HOMAK GAL Ud EWQCMAAWCWYDVRO PBAQDAG W VEI GAL Ud HWvQ7 MDK WNB AL
o DOGMMOdHAGLY 9 cmwdmvyaXNpZ24uY29t LIN Y3VyZVN cnZl ¢l Rl c3RpbndD
@S5] ¢ mwwUQYDVROgBEoWSDBGBgpghk gBhvhFAQe VVDgwWiNg Y1 KwyYBBQUHAG EVKITh 0
dHA6LY93d3cudmvyaXNpZ24uY29t L3JI c@zaXRvcnkvVGVz dENQUz AdBgNVHSUE
Fj AUBggr BgEFBQc DAQY! KwYBBQUHAW wDQYJKoZI hvec NAQEFBQADQQCHMUY/ | yyp
2j t 6'YXi ZNEaFNFHPRUSk QZAY8X+1 WhQOt Lf ASdOnJ4wdaaeGpJSZQKbMlae3aunz
55L.Cq8Qs BOAH

————— END CERTI FI CATE- - - - -

% Router Certificate successfully inported

Intermediate Certificates
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If you have an intermediate certificate, you need to configure two trustpoints. One trustpoint contains
the CA root certificate only. Y ou only need to configure enrollment terminal PEM and Certificate
Revocation List (CRL) optional. The second trustpoint contains the intermediate certificate and the
server certificate. The second trustpoint is configured similar to the first trustpoint, however, instead of
the root certificate, use the intermediate certificate.

Verify
Thereis currently no verification procedure available for this configuration.

Troubleshoot

This section provides troubl eshooting information relevant to this configuration.

If you run into problems loading the certificates, enable debugging with the debug crypto pKi
transactions command.

Make sure you have the complete certificate chain. Y ou can determine this by viewing the certificates
on a PC. Save the certificates with a .cer extension, then double click to open them.

Theroot certificate is shown in Figure 1. Y ou can determine this by looking at the I ssued to and I ssued
by sections. Both sections are the same. Also, note that the certificate is showing up as not trusted
because it atest certificate.

Figurel
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Cettificate 7] =]

General |Details I Certification Path

T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: For WeriSign authorized testing anly, Mo
assurances (C)YS51997

Issued by: For YeriSign authorized testing anly, Mo
assurances (CWS1997

valid from 5/6/1995 to &/5/2006

Issuer Stabement |

Ik |

The server certificate is shown in Figure 2. You call determine that it matches the root certificate
because the | ssued by section matches the | ssued by section on the root certificate.

Figure 2
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Certificate 2| x|

zeneral |Details I Certification Path

@ﬂ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued bo:  www, wourdomain, com

Issued by: For YeriSign authorized testing anly, Mo
assurances (CIWS1997

valid from 11/9/2004 bo 11/24/2004

install Certificate., Jl  Issuer Stabement |

8]4 |

NetPro Discussion Forums - Featured Conver sations

Networking Professionals Connection is aforum for networking professionals to share questions,
suggestions, and information about networking solutions, products, and technologies. The featured links
are some of the most recent conversations available in this technology.

INetPro Discussion Forums - Featured Conversations for CDN|
[Emerging Technologies: Content Networking |
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