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Introduction
This document describes how to configure a Cisco IOS® Router as a Certificate Authority (CA) server.

Additionally, it illustrates how to enroll a Cisco VPN 3000 Concentrator to the Cisco |OS router to obtain a
root and ID certificate for IPSec authentication.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco 2600 Series Router that runs Cisco 10S Software Release 12.3(4)T3
* Cisco VPN 3030 Concentrator Version 4.1.2

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Network Diagram

This document uses this network setup:



- Cisco 10S CA Server
VPN 3000 Concentrator 14.38.99.99/16

172.18.124.130/24

Conventions

For more information on document conventions, refer to Cisco Technical Tips Conventions.

Generate and Export the RSA Key Pair for the Certificate
Server

The first step is to generate the RSA key pair which the Cisco IOS CA server uses. On the Router (R1),
generate the RSA keys as seen here:

R1(config)#crypto key generate rsa general-keys label ciscol exportable

The name for the keys will be: ciscol

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys ...[OK]

R1(config)#
*Jan 22 09:51:46.116: %SSH-5-ENABLED: SSH 1.99 has been enabled

Note: You must use the same name for the key pair (key—label) that you plan to use for the certificate serve
(via the crypto pki server cs—label command covered later).

Export the Generated Key Pair

The keys then need to be exported to Non-Volatile RAM (NVRAM) or TFTP (based on your configuration).
In this example, NVRAM is used. Based on your implementation, you might potentially want to use a
separate TFTP server to store your certificate information.

R1(config)#crypto key export rsa ciscol pem url nvram: 3des cisco123

% Key name: ciscol

Usage: General Purpose Key
Exporting public key...
Destination filename [ciscol.pub]?
Writing file to nvram:ciscol.pub
Exporting private key...
Destination filename [ciscol.prv]?
Writing file to nvram:ciscol.prv
R1(config)#

If you use a TFTP server, you can re—import the generated key pair as seen here:

crypto key import rsa key—label pem [usage—keys] {terminal | url url} [exportable] passphrase



Note: If you do not want the key to be exportable from your certificate server, import it back to the certificate
server after it has been exported as a hon—exportable key pair. Therefore, the key cannot be taken off agair

Verify the Generated Key Pair

You can verify the generated key pair by invoking the show crypto key mypubkey rsa command:

Certain show commands are supported by the Output Interpreter régisiefed customers ohly which allows
you to view an analysis of show command output.

R1#show crypto key mypubkey rsa

% Key pair was generated at: 09:51:45 UTC Jan 22 2004

Key name: ciscol

Usage: General Purpose Key
Key is exportable.

Key Data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00CC2DC8 ED26163A
B3642376 FAA91C2F 93A3825B 3ABE6AS5 CODD3E83 F7B2BD56 126E0F11 50552843
7F7CAA4DA 3EC3E2CE 0F42BD6F 4C585385 3C43FF1E 04330AE3 37020301 0001

% Key pair was generated at: 09:51:54 UTC Jan 22 2004

Key name: ciscol.server

Usage: Encryption Key
Key is exportable.

Key Data:

307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00EC5578 025D3066
72149A35 32224BC4 3E41DD68 38B08D39 93A1AA43 B353F112 1E56DA42 49741698
EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AEC590BE 124E00E1
C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDESC 07AD84DD 89020301 0001

Enable the HTTP Server on the Router

The Cisco I0S CA Server only supports enrollments done via Simple Certificate Enrollment Protocol (SCEP
Consequently, in order to make this possible, the router must run the built-in Cisco I0S HTTP server. To
enable it, use the ip http server command:

R1(config)#ip http server

Enable and Configure the CA Server on the Router

Follow this procedure.

1.1t is very important to remember that the certificate server must use the same name as the key pair y
just manually generated. The label matches the generated key pair label:

R1(config)#crypto pki server ciscol

After you have enabled a certificate server, you can use the preconfigured default values or specify
values via CLI for the functionality of the certificate server.

2. The database url command specifies the location where all database entries for the CA server are
written out.

If this command is not specified, all database entries are written to Flash.

R1(cs-server)#database url nvram:

Note: If you use a TFTP server, the URL needs to be tftp://<ip_address>/directory.



3. Configure the database level:

R1(cs—server)#database level minimum
This command controls what type of data is stored in the certificate enrollment database.

+ Minimum Enough information is stored only to continue issuing new certificates without
conflict; the default value.
+ Names In addition to the information given in the minimal level, the serial number and
subject name of each certificate.
¢ Complete In addition to the information given in the minimal and names levels, each issued
certificate is written to the database.
Note: The complete keyword produces a large amount of information. If it is issued, you also need to
specify an external TFTP server in which to store the data via the database url command.
4. Configure the CA issuer name to the specified DN-string. In this example, the CN (Common Name)
of ciscol.cisco.com, L (Locality) of RTP, and C (Country) of US are used:

R1(cs-server)#issuer—-name CN=ciscol.cisco.com L=RTP C=US
5. Specify the lifetime, in days, of a CA certificate or a certificate.

Valid values range from 1 day to 1825 days. The default CA certificate lifetime is 3 years and the
default certificate lifetime is 1 year. The maximum certificate lifetime is 1 month less than the
lifetime of the CA certificate. For example:

R1(cs—server)#lifetime ca—certificate 365
R1(cs—server)#lifetime certificate 200

6. Define the lifetime, in hours, of the CRL that is used by the certificate server. The maximum lifetime
value is 336 hours (2 weeks). The default value is 168 hours (1 week).

R1(cs—server)#lifetime crl 24
7. Define a Certificate—Revocation—-List Distribution Point (CDP) to be used in the certificates that are
issued by the certificate server. The URL must be an HTTP URL.

For example, the IP address of our server is 172.18.108.26.

R1(cs—server)#cdp—url http://172.18.108.26/ciscolcdp.ciscol.crl
8. Enable the CA server by issuing the no shutdown command.

R1(cs-server)#no shutdown

Note: Issue this command only after you have completely configured your certificate server.

Configure and Enroll the Cisco VPN 3000 Concentrator

Follow this procedure.

1. Selecting Administration > Certificate Management and choose Click here to install a CA
certificate to retrieve the root certificate from the Cisco IOS CA Server.
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This section lets you view and manage certificates on the VEPIT 2000 Concentrator. Installation of a CA
certificate ie required before identty and SSL certfficates can be inetalled.

o( Click hete to install a C.A certificate ’
o Click here to enroll with a Centificate Authority
¢ Chck here to nstall a cechficate

Certificate Authorities [ View AUCEL Caches | Clear Al CRL Caches ] {current: 0, mecamum: 20)

Subject Issuer Expmation SCEP Issuer Actions
No Certificate Authorities

Identity Cextificates (current: 0, mazimum: 20)

Sulject Issuer Expuration Actions
No Identity Certficates

2. Select SCEP as the method of installation.

Choose the method of nstallation:

-( SCEP (Simple Certificate Enrollment Protocol) ]
o ML DarlE Lot
o Upload File fromn Worketation

<< (3o back to and choose a different type of certficate

3. Enter the URL of the Cisco I0S CA Server, a CA descriptor, and click Retrieve.

Note: The correct URL in this example is http://14.38.99.99/cgi—bin/pkiclient.exe (you must include
the full path of /cgi—bin/pkiclient.exe).

Enter the information needed to retrieve the CA certificate wvia SCEP. Please wait for the operation to
complete.
URL | hitp:/{14.38.98.99/cgi-birdpkiclient.ex
CA Descrptor |co ' Requred for some PRI configurations.
[ Retrieve ] [ Cancel ]

Select Administration > Certificate Management to verify that the root certificate has been
installed. This figure illustrates the root certificate details.



Administration | Certificate Managemen Sunday, 25 January 2004 08:52:23|
Refresh@

This section lets you view and manage certificates on the VPIT 2000 Concentrator.

o Cliclc here to enroll with a Certificate Authority
¢ Click here to install a certificate

ertificate Autharities [ View A1CRL Caches|Clear A1CRL Caches ] (current 1, masimum: 20)

Sulyect Issuer Expiration | SCEF Issuer Actions
ciscol.csco.com  ciacel.cisco.com  |01/20/2005 Yes View | Configure | Delets | SCEP

Ldentity Cetificates {current: 0, mazimum: 20)
Subject Lssuer Expiration Actions

No Identity Certificates

4. Select Click here to enroll with a Certificate Authority to obtain the ID certificate from the Cisco
I0S CA Server.

04 0O

Administration | Certiticate Management Sunday, 25 January 200 B:52:23
Refresh@

This sechon Iets you vicw and manage cerhficates on the VPN 3000 Concentrator.

o Click hete to erroll with a Cerbficate Authorty
o UNcK here to wmatall a cettmcate

Certificate Anthonities [ View &1l CRL Caches | Clear A1 CRL Cachea | (current: 1, mazimun: 20)

Subject Issuer Expiation | SCEP Issuer Actions
ascol.cisco.com  ciscol.asco.com 0172042005 Yes Tiew | Configure | Delete | SCEP

Identity Certificates {current: 0, mazarown 20)
Subject Issuer Expiration Actions
Na Ldentity Certificates

5. Select Enroll via SCEP at ciscol.cisco.com ( ciscol.cisco.com is the CN of the Cisco I0S CA
Server).

Jdministration | Certificate Management | Cnroll | |dentity Certificate

Select the errollrnent method for the identty certificate. To instell a certificate with SCEP, the issuing
CA's certificate must also be installed with SCEP. Click here to install a new CA using SCEP before

enrolling

e Enroll via PECS10 Reguest (hdanual
Enroll wia SCEP at ciscol.cisco.com

<< Go back to Cerhficate Management

6. Complete the enroliment form by entering all the information to be included within the certificate
request.



After completion of the form, click Enroll to begin the enrollment request to the CA server.

Lemiicale | jement rnrol | genmmy Cermicat
. HTICANE afiagemer . M L Erices

nter the mformabon to be mehuded in the cerhficate request. Please want for the operation to fonsh.
- Enter the comton name for the VPN 3000 Concenmator
Commen Name (CN) rtp-vpn3000 i i this PRL
Organizational Unit (OU) TAC | Ertes the department.
Organnzation (0) Cisco | Enter the Organiration or company.
Localty (L) RTP | Entes the city of town
State Province (5F) NC | Enter the State or Province
¢ () [Us Entes the two-letter couvntry abbrewiation {e.g Ursted
: Statey = US)
Subject AlternativelNaane | Enter the Fully Qualified Domain Name for the VPR
(FQDN) ' 3000 Concentrator to be used in this PRL
Subject Alternative Name (E- Eeter the E-Mail Addresa For the VPN 3000
Ml Addvess) Concentrator to be used m this PEL
Challenge Password Enter and venfy the challenge password for this
Verify Challenge Password certificate request
Key Sze |RSAS1201s + Sclect the key sze for the geaerated RSA key par
! Enroll I Canceal

After you click Enroll, the VPN 3000 Concentrator displays "A certificate request has been
generated".

[Administration Certificate Management Cnrollment | Request Generated |

p. cettificate request has been genmated]

SCEP Status: Installed

o Go to Certificate IManagement
s Goto Certificate Enrollment
s Goto Centificate Inctallation

Note: The Cisco I0S CA Server can be configured to automatically grant the certificates with the
Cisco IOS CA Server subcommand grant automatic. This command is used for this example. To see
the details of the ID certificate, select Administration > Certificate Management. The certificate
displayed is similar to this.



Thes secton lets you wew and manage certficates on the VPIN 3000 Concenmrator.

w Clck here to enroll vwith a Certificate Aughorty
e Click here to install a certficate

Ceatifiente Authorities [Visw Al CRL Caches| Clear 42 CRL Caches ] (current: 1, mecaroum: 20)
Subject Issuer Expmation SCEP Issner Actions
ciscol.cisco.com circol.cisco.com 01/20/2005 Yes View | Configuse | Dalets | SCEP

dentity Certificates (current 1, maximum: 20)
Subject Issuer Expuration Actions
rtp-vpn 3000 & Cisco tisce | .cisco.com 021272004 View | Renvw | Dalste

Verify

See the Verify the Generated Key Pair section for verification information.

Troubleshoot

For troubleshooting information, refer to either Troubleshooting Connection Problems on the VPN 3000
Concentrator or IP Security Troubleshooting — Understanding and Using debug Commands.

Related Information

« Cisco VPN 3000 Series Concentrator Support Page
« Cisco VPN 3000 Series Client Support Page

* IPSec Support Page
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