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Introduction

(256 character limit)
This document provides a hardware/software compatibility matrix for the Cisco Intrusion Prevention System (1PS) O
Appliances (4210, 4215, 4220, 4230, 4235, 4240, 4250, 4255), Adaptive Security Appliance Security Services Module
(SSM), Router Module and Catalyst 6000 Intrusion Detection System Modules (IDSM-1, IDSM-2). This document
also provides an overview of the Management options. A brief overview of each application is provided, aswell asa
version compatibility matrix. Versionslisted in each compatibility matrix are the only supported versions.

The Cisco Intrusion Prevention System was formerly known as Cisco Intrusion Detection System (IDS) or NetRanger. The Cisco Intrusion
Prevention System Appliances are aso known as Sensors. Refer to the relevant product documentation and rel ease notes for more information.

Note: Be aware of the product status column in the tables within this document. This column denotes relevant End-of-Life (EoL)/End-of-Sale
(E0S) notifications.

Prerequisites

Requirements

There are no specific requirements for this document.
Components Used

The information in this document is based on these software and hardware versions:


http://www.cisco.com/cgi-bin/imagemap/navbar
http://kbase/kobayashi/news_training/whats_hot.shtml
http://kbase/kobayashi/news_training/whats_hot.shtml
http://kbase/kobayashi/news_training/whats_hot.shtml

. Cisco Intrusion Prevention System (IPS) Appliances (4210, 4215, 4220, 4230, 4235, 4240, 4250, 4255)
. Adaptive Security Appliance Security Services Module (SSM)

. Router Module

. Catalyst 6000 Intrusion Detection System Modules (IDSM-1, IDSM-2)

The information in this document was created from the devices in a specific lab environment. All of the devices used in this document started
with a cleared (default) configuration. If your network is live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technica Tips Conventions for more information on document conventions.

IPS Hardware/Software Compatibility

Table 1—Appliances

Appliance

Part #

Hardware

Optional
Inter faces

Available
Additional
Hardware

Compatible
Software
Versions

Product
Status

IDS-4210

IDS-4210

IDS-4210-
K9

IDS-4210-
NFR

IDE hard
drive with
CDROM
available
for
software
upgrade
and image
recovery
purposes.

IDS-4210-
MEM-U=
Additional
256 MB
memory
for
SmartNet
customers
only to
upgrade to
version 4.1
and later.
Customers
can order
the
memory
through
the
Product
Upgrade
Tool

(registered
customers

only) .

3.1to
current *

End of Sale:
December 8
2003

Last Day of

Support:_
December 8

2008



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/gct/Upgrade/jsp/index.jsp
http://tools.cisco.com/gct/Upgrade/jsp/index.jsp
http://tools.cisco.com/gct/Upgrade/jsp/index.jsp
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/hw/vpndevc/ps4077/prod_eol_notice09186a008032d508.html
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http://www.cisco.com/en/US/products/hw/vpndevc/ps4077/prod_eol_notice09186a008032d508.html

IDE hard

driveand
compact
Flash. No
IDS-4215- |CDROM
K9 driveis
IDS-4215 available :Ei“FE' gulrrgt . Current
IDS-4215- |for
4FE-K9 software
upgrade
and image
recovery
purposes.
IDS-4220-
MEM-U=
Additional
256 MB
memory
for
SmartNet
IDE hard customers
drive with only to
CDROM upgrade to End of Sale:.
available version 4.1 July 31, 2002
IDS-4220- |for and |ater.
IDS-4220 | software Customers 311041 | o ¢
upgrade can order Support: July
and image the 31, 2007
recovery memory
PUrPOSES. through
the
Product
Upgrade
Tool
( registered
customers
only) .
IDE hard
drive with
CDROM End of Sale:.
available July 31, 2002
IDS-4230- |for
IDS-4230 FE oftware 31lto4.1 L at Dav of
upgrade Support: July
and image 31, 2007
recovery

pUrpoSes.
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SCSl
hard drive
with End of Sale:
CD!I?;Jb'IV' 'P?NSR_ May 31, 2005
IDS-4235- | YH'€ s apE. - |31t
IDS-4235 K9 for INT= Spare current * Last Day of
software - power 4L
upgrade supply Support: May
and image 31, 2010
recovery
purposes.
Compact
1PS-4240-
st 0 Flash. No
CDROM
IPs-az40- |91Ve
DC-K9 available 41410
IPS-4240 - for . Current
(DC current
owered software
EEBS | |upgrade
Compliant and image
or?lm)p an recovery
y purposes.
TX version
only End of
Sale: May 31,
|DS-4250- hard drive ||IDS4FE- |PWR=
TXKg |With o JINT= o Spare L ast Day of
available |IDS supply support for_
IDS4250 | oree " |for 4250-SX- SO | TXMay3l,
software |INT= IDS 2010
upgrade SCSI=
L('DLS_"SSSO' andimage |IDS-XL- |Spare The other two
recovery |INT= SCSl Hard IDS 4250
purposes. drive platforms are
not affected by
this EoL
announcement.
Compact
Flash. No
CDROM
drive
available
IPsa255 | o425 o 4.14to Current
K9 current *
software
upgrade
and image
recovery
purposes.

Table 2—Modules



http://www.cisco.com/en/US/products/hw/vpndevc/ps4077/prod_eol_notice0900aecd801d74d2.html
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. Available |Compatible
Module Part # Hardware Opsitfen:] Additional Softpware Freelies
I nterfaces . Status
Hardware | Versions
ASA-SSM-
AIP-10-K9 Compact
(ASA AIP Flash. No
Security CDROM
Service drive
Module-10) available
SSM for (S:Q(:rtgnt . Current
ASA-SSM- software
AlIP-20-K9 upgrade
(ASA AIP and image
Security recovery
Service purposes.
Module-20)
Cisco |0OS®
Compact Software
Flash. No Release 12.2
CDROM (25)2Jor
NM-CIDS-K9 |drive later
Router available .
Module NM-CIDS for CiscolOS | Current
K9= (RMA software Software
Part # only) upgrade Release 12.3
and image (DT or later
recovery
purpose. IDS4.1t0
current *
IDE hard End of
drive. No Sale:
wsxe3gl | CDROM April 20,
IDS drive 2003
available
IDSM- for 25t03.0
1 WS-X6381- ' ' Last
software —
IDS= (RMA upgrade Day of
Part#ONLY) | o image Support:_
recovery April 20,
purposes. 2008
IDE hard
drive and
compact
WS-SVC- Flash. No
IDS2-BUN-K9 | CDROM
drive
I2DSM - |wssve- available gﬁ?rt:nt . |Current
IDS2BUNK 9= |for
(RMA Part# | software
only) upgrade
and image
recovery
purposes.

Note: The latest version of software available at the time of the publication of this document is 5.1. If you need a software version that is later
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than 5.1, check the documentation for that version of code to ensure compatibility.

Management and Configurations Options

Y ou can manage and configure |PS Sensors via the command line interface, or via one of the configuration or management tools listed in these
sections.

CiscoWorks Management Center for IPS Sensors (IPS MC)

CiscoWorks Management Center for IPS Sensorsis atool with a scalable architecture for the configuration of Cisco Systems Network Sensors,
switch IPS Sensors, I1PS network modules for routers, and inline intrusion prevention software in routers. CiscoWorks Management Center for
IPS Sensors alows administrators to save time by configuring multiple Sensors concurrently using group profiles. Additionaly, it provides a
powerful signature management feature that increases the accuracy and specificity in the detection of possible network intrusions.

Refer to the Supported Devices and Software Versions for Management Center for |PS Sensors documentation for compatibility information.

CiscoWorks Monitoring Centre for Security (SecMon)
CiscoWorks Monitoring Center for Security isatool to capture, store, view, correlate, and report on security events from:

. Cisco Network IPS

. Cisco Network IDS

. Cisco Switch IDS

. Cisco |0S routers with inline I PS functions

. Cisco IDS modulesfor routers

. Cisco PIX firewalls

. Cisco Catalyst 6500 Series Firewall Services Modules (FWSM)

. Ciscoworks Management Center for Cisco Security Agents

. CiscoWorks Monitoring Center for Security servers

Refer to the Supported Devices and Software Versions for Monitoring Center for Security documentation for compatibility information.

Cisco Security Monitoring, Analysis and Response System (MARS)

The Cisco Security Monitoring Analysis and Response System (MARYS) is afamily of high-performance, scalable appliances for threat
management, monitoring, and mitigation that helps customers to make more effective use of network and security devices. Cisco Security
MARS combines traditional security event monitoring with network intelligence, context correlation, vector analysis, anomaly detection,
hotspot identification, and automated mitigation capabilities. With the combination of these capabilities, Cisco Security MARS helps companies
to accurately identify and eliminate network attacks while maintaining network compliance.

MARS Versions Supported Appliance/Sensor Softwar e
’ 3.3.x ’ 3xand 4.x
34 13X, 4, 5.

Refer to the product Release Notes for more information.


http://www.cisco.com/en/US/products/sw/cscowork/ps3990/products_device_support_tables_list.html
http://www.cisco.com/en/US/products/sw/cscowork/ps3991/products_device_support_tables_list.html
http://www.cisco.com/en/US/products/ps6241/prod_release_notes_list.html

Cisco Threat Response (CTR)

Cisco Threat Response (CTR) works with Cisco I1PS Sensors to provide an efficient intrusion protection solution. Cisco Threat Response
virtually eliminates false alarms, escalates real attacks, and aids in the remediation of costly intrusions.

Cisco Threat Response is compatible with Cisco IPS version 3.x or later. Refer to the product Release Notes for more information. Also, be
aware of the End-of-Life announcement for Cisco Threat Response.

IDS Event Viewer (IEV)

IDS Event Viewer (IEV) is a Java-based application that enables you to view and manage alarms for up to five Sensors. With IDS Event
Viewer you can connect to and view alarmsin real time or in imported log files. Y ou can configure filters and views to help you manage the
alarms and import and export event data for further analysis. IDS Event Viewer also provides access to the Network Security Database (NSDB)
for signature descriptions.

IEV is supported from IDS version 3.1 to version 4.x. Although no longer supported from version 5., it can be used to monitor version 5.x
Sensors. However, the new 5.0 features are not reported by IEV. Refer to the product Release Notes and Configuration Guides for more
information.

IDS Device Manager (IDM)

IDS Device Manager (IDM) is aweb-based application that allows you to configure and manage your Sensor. The web server for IDS Device
Manager resides on the Sensor. Y ou can access it through Netscape or Internet Explorer web browsers.

IDM is supported from IDS version 3.1. Refer to the product Release Notes and Configuration Guides for more information.

Cisco Secure Policy Manager (CSPM)

Cisco Secure Policy Manager (CSPM) provides policy-based security management for Cisco IDS Sensors, PIX firewalls and IPsec VPN
routers.

Note: CSPM has reached its EoL. Refer to the EoS/EoL. Announcement for Cisco Secure Policy Manager 2.x & 3.X.

M odel CSPM 2.2 | CSPM 2.3i |csPMm 2.3.1i [csPm 2.3.2i CSPM 2.3.3i

2.2.0.x 12.2.0.X 15 5 5y 2215 2.5(1)S3
2.2.0.x (2.2.Lx |22.1x (5500 5578 o1
| DS 4210 2.2.0.x |2.2.1.x |2.5.(0)S0/2.5.(0)S0 5° 5" | 5508y 3 o(1) %8
| DS 4220 2.2.1.x 2.5.(0)S0|2.5(1)S0 |2.5(1)S0 1551 5 5201150 3 0(1) S

| DS 4230 2.5(0) [2.5(1)S0 [2.5(1)S2 |2.5(1)S2 |55+ : :
2.2.1.3 2.5(1)Sl 3.0(1)S7
2.5(1)S2 [3.0(1)S3 |3.0(1)S3 |55 )"0 5210 3 0(1)%8

3.0(1)S4 [3.0(1)s4 |= <+ : :

2.5(0)S0 IDSM 2.5(1)S2 | DSM
5 1psM |25 1Dgm |2:5(1)S0 1DSM 3.0(1)s4

2.5 1DSM|2.5 1DSM |5' 0 oemt |5 0 1pey || OSM

' ' 2.5(1)S1 IDSM 3.0(1)S6

| DSM

Cat al yst 6000

I ntrustion Detection
System

Modul e (1 DSM 1)

N
N

w

UNIX Director

The UNIX Director provides a centralized graphical interface for the management of security across a distributed network. It can also perform
other important functions such as data management through third-party tools, access to the NSDB, remote monitoring and management of


http://www.cisco.com/en/US/products/sw/secursw/ps5054/prod_release_notes_list.html
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http://www.cisco.com/en/US/products/sw/secursw/ps2113/prod_release_notes_list.html
http://www.cisco.com/en/US/products/sw/secursw/ps2113/tsd_products_support_configure.html
http://www.cisco.com/en/US/products/sw/secursw/ps2113/prod_release_notes_list.html
http://www.cisco.com/en/US/products/sw/secursw/ps2113/tsd_products_support_configure.html
http://www.cisco.com/en/US/products/sw/secursw/ps2133/products_data_sheet09186a0080092280.html

Sensors and IDSMss, and send pages or e-mail to security personnel when security events occur. The Director interface runs on top of HP
OpenView.

Note: Software release 2.2.x for the Cisco IDS Appliance Sensor has reached its EoL. Refer to the End of Life for Cisco IDS 2.2.x Sensor
Software documentation.

Director Versions Supported Appliance/Sensor Software
211 211
220 220
221 221
222 222and 2.5
2.2.3* 223,30,31

* 2.2.3isthelast available version of IDS Director Software and supports Sensor Software 3.1 and earlier.

While the 2.2.x Director may be backwards compatible with 2.2.x Sensor versions, if you do not have at least the same version of software on

both Directors and Sensors, newer Sensor functionality may not be available in the Director. This forces amanua command line configuration.
Refer to Release Notes and Product Documentation for more details.

NetPro Discussion Forums - Featured Conversations

Networking Professionals Connection is aforum for networking professionals to share questions, suggestions, and information about
networking solutions, products, and technologies. The featured links are some of the most recent conversations available in this technology.

|NetPro Discussion Forums - Featured Conversations for Security
|Security: Intrusion Detection [Systems]

ASA-SSM-20 and tacacst - Oct 3, 2008

Reg. upgrading Cisco IDS 4.0 Version to 5.0 - Oct 3, 2008
IOS IDSvs. ASA Module vs. ISR module vs. Blade vs. Appliance - Oct 3, 2008
What is EPA in terms for security? - Oct 3, 2008

CSC not connect - Oct 2, 2008

Security: AAA

4.1 to 4.2 upgrade aborts on backup error - Oct 3, 2008

AAA configuration on switches 2960 - Oct 3, 2008

AD with ACS 4.2 issues - Oct 3, 2008

. - Oct 2, 2008

M achine authentication and MAR not working. - Oct 2, 2008
Security: Genera

isakmp keepalive - Oct 3, 2008

NAC Appliance: how to clear configuration ? - Oct 3, 2008
CSA MC Events Log and Agent Panel Events Corrolation - Oct 3, 2008
CSM VPN discovery - Oct 3, 2008

ASAS5510-A1P10-K9 and Security Plus License - Oct 3, 2008
Security: Firewalling

Access - Oct 3, 2008

Cant ping the inside address of the ASA - Oct 3, 2008

Two public networks on ASA outside interface - Oct 3, 2008
Active/active, or active/standby? - Oct 3, 2008

www problem while upgrading in asa - Oct 3, 2008
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