Personal Assistant Failover Configuration Example

Document ID: 44922

Introduction
Prerequisites
Requirements
Components Used
Conventions
Background Information
Use Active Cisco Personal Assistant Servers for Failover
Use Spare Cisco Personal Assistant Servers for Failover
Configure Cisco Personal Assistant Failover
Step—-by-Step Instructions
Verify
Verify the Cisco Personal Assistant Server
Verify the Failover Configuration
Troubleshoot
NetPro Discussion Forums — Featured Conversations
Related Information

Introduction

A single Cisco Personal Assistant server can handle a number of simultaneous sessions. You define these
sessions when you set the number of media ports.

If you do not use failover servers and a Cisco Personal Assistant server becomes disabled, no other server
takes over the media ports of the disabled server.

If you use failover and a Cisco Personal Assistant server becomes disabled, the failover server takes contro
the media ports and interceptor ports that are configured on the disabled server. For example, if you configu
fifteen media ports on the disabled server, the failover server adds fifteen media ports to its configuration.
Therefore, if you use failover servers, you must have twice as many servers for a given number of media po
that are required if you do not use failover servers.

Although the failover server takes on the media and interceptor ports of the disabled server, it cannot take
over active calls. Any active calls on the disabled server are dropped. However, if Cisco Personal Assistant
completes its role in the call process (for example, it has transferred a call based on call-routing rules), the
call remains in progress.

In addition to taking over the disabled server ports, the failover server registers itself with Cisco CallManage
as the disabled server computer telephony integration (CTI) route point.

When the disabled server becomes active again, it asks the failover server to return its ports. The failover

server returns the ports as they become available and no active calls are dropped. When the reactivated sel
regains all media ports, it reregisters itself as the CTI route point with Cisco CallManager.

Prerequisites



Requirements
Readers of this document should have knowledge of these topics:
* Cisco Personal Assistant

« Cisco CallManager
* CTI Route Points

Components Used
The information in this document is based on these software and hardware versions:

* Cisco Personal Assistant Release 1.4
« Cisco CallManager version 3.3

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Background Information

There are two main techniques you can use in order to set up failover servers:

« Use Active Cisco Personal Assistant Servers for Failover
« Use Spare Cisco Personal Assistant Servers for Failover

Use Active Cisco Personal Assistant Servers for Failover

When you use an active Cisco Personal Assistant server as a failover server, the server works as a regular
Cisco Personal Assistant server that manages calls with users. The server is not idle.

However, if the primary server becomes disabled, the failover server must be able to handle the media and
interceptor ports of the disabled server, as well as its own. Therefore, you must have sufficient capacity on t
failover server in order to accommodate the ports defined on the disabled server.

For example, if you use two MCS-7835-1000 Cisco Personal Assistant servers, each server supports a
maximum of 36 media ports. If you use the servers as failover servers for each other, you must reduce the
media ports on each server to no more than 18. Therefore, if server A goes down, server B takes over the 1
ports of server A. This means that server B temporarily runs with 36 ports (its original 18 ports plus the 18
ports of server A).

If you define more than 18 media ports on server A and server B, the servers are not able to take on the full
load of the other server if it becomes disabled. For example, if you define 18 ports on server A and 24 on
server B, and server A fails, Cisco Personal Assistant assigns 42 ports to B. If the simultaneous call load
exceeds 36, calls are dropped because each server supports a maximum of 36 media ports. Also, the qualit
service that your users experience deteriorates.

In general, if you use active Cisco Personal Assistant servers as failovers, you need to divide the ports on e



server in half, and double the number of Cisco Personal Assistant servers in the cluster.

You can assign more than one Cisco Personal Assistant server in order to handle failover for any given sen
(for example, server A can use server B and server C as failovers). However, only one server is actually use
if a server becomes disabled. The ports of the disabled server are not distributed among the designated
failover servers.

Use Spare Cisco Personal Assistant Servers for Failover

When you use a spare Cisco Personal Assistant server as a failover server, it sits idle unless an active servi
becomes disabled.

In order to create a spare server, do not define a CTI route point in Cisco CallManager for that server. Wher
an active server becomes disabled, the spare server registers itself with Cisco CallManager as the CTI route
point, in place of the disabled server.

When you add a spare server to a Cisco Personal Assistant server cluster, do not define any media ports or
interceptor ports. This prevents the server from being used for anything except failover.

Because a spare failover server does not have any active ports, it can take over for a fully-loaded Cisco
Personal Assistant server. For example, if you use MCS-7835-1000 systems for your active and spare
servers, you can configure 36 media ports on the active server. If the active server becomes disabled, the s
is able to take over the 36 media ports.

Since servers should become disabled on an infrequent basis, you can have fewer failover servers than you
have active servers. For example, you can define two failover servers for six active servers. The ratio you us
depends on your network reliability and uptime service level agreements. The key is that a failover server
must be able to take over all the media ports you define on an active server.

Configure Cisco Personal Assistant Failover

This section provides you with the information on how to configure the Cisco Personal Assistant failover
server.

You can configure the failover server with the use of an active Cisco Personal Assistant Server or a Spare
Cisco Personal Assistant Server. This example is for Spare mode. The configuration when you use the activ
Cisco Personal Assistant as a failover server is the same. The only exception is that you need to configure t
failover server in order to also work as a regular Cisco Personal Assistant server that manages calls with us
If the primary server becomes disabled, the failover server must be able to handle the media and interceptol
ports of the disabled server, as well as its own. Before you configure a server as an active falilover server,
make sure that there is sufficient capacity on the failover server in order to accommodate the ports defined
the disabled server.

In this example, there are two Cisco Personal Assistant servers out of which one (PA1) is active and the oth
(PAZ2) is the spare failover server.

When the active Cisco Personal Assistant server (PA1) becomes disabled, the failover server (PA2) registel
itself with Cisco CallManager as the CTI route point in place of the disabled server. It also takes control of tr
media ports and interceptor ports that are configured on the disabled server (PAl).



Step—by-Step Instructions
Perform these steps in order to configure Cisco Personal Assistant failover:

1. Enter the http://<Your Cisco Personal Assistant's name or IP address>/PAsystemadmin/ URL in
the browser in order to connect to the Cisco Personal Assistant Administration tool on your Cisco
Personal Assistant Server.

2. Select Servers > Server Configuration.

amwide Rules

C1sco SYSTEMS

ant Administration

Cisco Personal Assistant 1.4 System Administration

Details I

Copyright @ 2001-2003 Cisco Systems, Inc.
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3. Use the Server Configuration page in order to add Cisco Personal Assistant servers to the Cisco
Personal Assistant server cluster and to configure them.

Refer to Configure Personal Assistant Servers for information on how to add the servers to the cluste

In this example, there are two Cisco Personal Assistants servers which are added into the Cisco
Personal Assistant server cluster (shown in the left column).
4. Click on each Cisco Personal Assistant Server and enter the appropriate settings.

These settings determine which user phone extensions are assigned to each server. The settings al:
determine how the server manages its resources. At the time of server configuration, you can
configure the Cisco Personal Assistant servers either to balance the call load among themselves or 1
support failover.

5. The main configuration for failover is that in the active server you need to configure the failover
server names. This is the list of Cisco Personal Assistant servers that can take over for a server if it
fails.



In PAL, enter PA2 (failover server name ) in the edit box and click Add. You must use the name of
the Cisco Personal Assistant for the server (the name that appears in the left column). Do not use th
DNS name or IP address of the server.

For PA2, there is no need to give the Route Address, Media Port Begin Address, and Number of

Media Ports. This is because when PAL1 becomes disabled, PA2 registers itself with Cisco

CallManager as the CTI route point of PA1, and also is able to take over the media ports of PAL.
6. Click Save after you enter the necessary parameters.

Server Configuration

158 PAL @ |

New Save I Dealeta

VEn PAz

Entries marked with an asterisk (*) are mandatory.

Server Name * PA1

Hostname or IP Address * 10.77.208.24
Media Termination UDP Beginning Port IBZUJU

Route address Provider |PAI jtapi 'I

Route Address

A4 Route Address

Media Port Provider

[6000

| palskinny 'I

Media Port Beginning Address IEUUI
Number of Media Ports |2
Interceptor Port Provider IF‘A] jtepi vI

Interceptor Ports (E.g., 2007 or 2XXX or 3.2XXX)

Add 5XXX

¢
:

Fail-over Server Names

PAZ
Add

Bemove

I3

Trace Package List Select All I Clear All




Server Configuration

%N PaL é |

= New Save l Delete
Y5h PA2

Entries marked with an asterisk (**) are mandatory.

Server Name * PA2

Hosthame or IP Address * 10.77.241.165
Media Termination UDP Beginning Port I]?UJB

Route address Provider |F'A1 jtapi 'I

Route Address [

Af Route Address |

Media Port Provider |pa1 skinny 'I

Media Port Beginning Address |

Number of Media Ports [0

Interceptor Port Provider | PAljtapi vl

Interceptor Ports (E.g., 2007 or 2XXX or 3.2XXX)

cldl

I

Fem

Fail-over Sarver Names

;

Add

7. Cisco Personal Assistant servers and speech-recognition servers work together in server clusters.

This makes it possible to share the load among servers. It is also possible to set up failover
relationships so that if a server becomes disabled, another server can take over with minimal
interruption for your users. You must identify at least one license manager for the speech software.
The speech software requires an active, valid license be available at all times for it to work.

Select System > Speech Services.
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Cisco Srsrems

\ssistant Administration

I

Cisco Personal Assistant 1.4 System Administration

Details I

Copyright @ 2001-2003 Cisco Systems, Inc,
All rights reserved.

ol Center

8. In the Speech Services Configuration page, enter the appropriate settings:

a.Enter your speech recognition license key in the License Code field.

b. In the Speech Recognition Server Hosts field, enter the server IP address or DNS name, and
click Add. Note that the speech servers are not activated until the next refresh.

c. In the Speech Recognition License Manager Hosts field, enter the IP address or DNS name «
the Cisco Personal Assistant server you want to use, and click Add.

Refer to Configuring Speech Recognition for more information on this subject.



Speech Services Configuration

Refresh User Information from Directory

Refresh Now | Last Refresh Details |

Daily Automatic Refresh ~

Refresh Schedule |02 '| : |[1E '|
Refresh Notification

Send Refresh Status r

Administrator E-mail Address

Speach Licenses
License Key el el el

Number of Licenses 2 Speech Ports (Single Locale)

Speech Recognition Server Hosts

10.77.208.24
| Acd 1077 241,165

Remove

I

Speech Recognition License Manager Hosts

107720824
| Add 10.77.241.165

Remove

Locales

Available Locales Supported Locales

Amencan English

AL

Default Locale [Ameunnn English zl

9. Configure the Telephony interface between Cisco Personal Assistant and the Cisco CallManager
clusters so that Cisco Personal Assistant can successfully receive and transfer telephone calls.
10. Configure the necessary providers for Java Telephony Application Programming Interface (JTAPI)
and Skinny (Signaling Connection Control Part (SCCP)) protocols. From the Cisco Personal Assistal
Administration tool, select System > Telephony.

The Telephony Configuration page displays and you can see the list of providers on the left-hand
side.

Refer to Configuring Telephony Providers for more information on this.



System Servers Systemwide Rules Help Session

Crsco SysTems

oy .. . . . .
(,ISCO'PCI'SU)ni‘lI Assistant Administration

For Cisco IP l;-(rp"m{\' Solutions

Telephony Configuration

V5% PAT ftani
g . Insert l
V=) palskinny

Provider Group Name [

Provider Type | —Click ta Select— »|

Telephony Providers

Add
Femove

User Name [

Password I

Verify

Verify the Cisco Personal Assistant Server

Select Servers > Server Status in order to verify the current status of a Cisco Personal Assistant server and
its subsystems.

The status can help you in order to identify problems that need to be addressed. An up arrow indicates that
server, port, or other item runs correctly. A down arrow indicates that it is not.

» The Server List in the left column gives a list of the Cisco Personal Assistant servers that you have
inserted into the Cisco Personal Assistant server cluster. Click a server name in order to view its
status.

» The Server indicates whether the Cisco Personal Assistant server is available (up) or unavailable
(down). If the server is unavailable, use the Control Center in order to restart it. If the Control Center
restart does not solve the problem, check the server itself in order to determine the problem. The
problem can be related to the network connection to the server or the subnet where the server reside

» The Route Point shows the status of the Cisco Personal Assistant route point. If the route point is
unavailable, check it in Cisco CallManager in order to determine the problem.

» Media Ports and Interceptor Ports display the status of each media port and interceptor port you
define.

» Media Ports in Use displays the number of media ports currently in use.

Click on the server PAL in order to see its status. In this graphic you can see that the server and all the
associated subsystems are up.
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Server Status

1oy PAL Server

>

sz Paz PA1

Route Point
6000

Media Ports
6001

6002

Interceptor Ports
SKXX

> P p

Media Ports in Use

o

Verify the Failover Configuration
Complete these steps:
1. Select System > Control Center.

Here, you can see that PAl1 and PA2 are started and that PA2 is the active server. A server is starte
there is an arrow icon beside it. It is stopped if there is a square icon beside it.



Servers Systemwide Rules Help Session

Crsco SysTems

CiscofPersonal Assistant Administration

For Cisco IP Teléphiry Solutions

Control Center

Personal Assistant Server Start All | Stop All I
PA1 - Stan | Stop |
PA2 > Stant | Stop |
Speech License Manager Start All I Stop All I
10.77.208.24 - Stant | stop |
10.77.241.165 > Stant | Stop |
Personal Assistant Speech Server Start &)l I Stop All I
10.77.208.24 Statall | Stop Al
American English » Start | Stop |
10.77.241.165 Statal | Stop Al
American English » Start I Stop I

2. Click the Stop button in the PA1 row in order to disable the active server.



Systemwide Rules Help Session
‘ : - . Cisco SysTews
Ciscofersonal Assistant Administration
For Cisco IP TelopBowy Solutions
Control Center
Personal Assistant Server Stort All | Stop All I
PAL =l Stant | Stop |
PaZ A 4 Stort I Stop |
Speech License Manager Start All | Stap All I
10.77.203.24 > Stert | Stop |
10.77.241.165 v Stant | Stop |
Personal Assistant Speech Server Start All I Stop All I
10.77.208.24 Start Al | Stop All |
American English > Stan I Stop |
10.77.241.165 StetAll [ StopAll |
American English 0/ Stant I Stop |

3. Select Servers > Server Status in order to verify that the failover server (PA2) becomes active when
the active server becomes disabled.

4. Click on the PAL server from the list of servers. Under Failover Server, you can see that PA2 comes
up when active (PA1) is disabled.



system Servers systemwide Rules

~ Cisco Sysrews

CiscofPersonal Assistant Administration
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Server Status

-;_;;: Pa1 Server

Fail Over Server

Pa2 A
Route Point
6000 A
Media Ports
6001 A
6002 A

Interceptor Ports

EXXK A

Media Ports in Use 0

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestiot
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Voice
Service Providers: Voice over IP

Voice & Video: Voice over IP

Voice & Video: IP Telephony

Voice & Video: IP Phone Services for End Users

Voice & Video: Unified Communications

Voice & Video: IP Phone Services for Developers

Voice & Video: General




Related Information

« Planning for Personal Assistant

« Configuring Personal Assistant

« Configuring Cisco CallManager for Personal Assistant

« Cisco Personal Assistant Software Support

« Voice Technology Support

« Voice and IP Communications Product Support

« Recommended Reading: Troubleshooting Cisco IP Telephony
« Technical Support — Cisco Systems
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