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Introduction

This document enables Cisco CallManager users to detect and correct SQLSvc password-related problems

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software versions:

« Cisco CallManager 3.0, 3.1, and 3.2
» Use the AdminUtility to change the password for Cisco CallManager 3.3 and later.

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Problem 1

Cisco CallManager versions 3.1 and later are subject to these SQL-related problems:
« After you manually change the SQLSvc account, Cisco CallManager-related services and
SQL-related services that start concurrently with the SQLSvc account do not start anymore, and yot
see Distributed Component Object Model (DCOM) errors in your event viewer. These three figures
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provide an example:

¢+ DCOM got error "Logon failure: unknown user name or bad password." and was unable to
logon \SQLSvc in order to run the server:
{4A783AD9-930D-4C6D-BAED-F9852EAAEBOD}

¢ Error: SDIControlLayer for Cisco Messaging Interface application is attempting to connect to
database.

¢ Could not start the Cisco Music on Hold (MoH) Audio Translator service on local computer.

Error 1069: The error did not start due to a logon failure.

| aton yew ||+ » OB FOE @
Tree |  Systemlog 54,548 event(s)
|&1] Event Wiewer (Local) Type [ Date [ Time | Source [ Cakegory
] Applcation Log Qerror 10j22/2002  9:39:25AM  DCOM Neae
Securky Log QEHOI 10/22j2002 9:39:25AM DCOM None
ﬂ System Log QError 10/22/2002 9:39:24 AM DCOM None
%3] DNS Server QError 10/22/2002 9:39:24 AM  DCOM None
“Crvnv 1N{22/200N2 Q-20-73 AM DCOM None
Event Properties n m I3 AM  DCOM None
Evert I 2 AN DCOM None
2 AM DCOM None
Date: 1072272002 Souwce: DCOM + I 1AM DCOM None
Twne: $39 Category: None LAM  DCOM Nene
Type  Enor EventID: 10004 # | |pan ocom None
User: m QQ 0 AM  DCOM None
Computer DANUBE _I 9 AM  DCOM None
9 AM  DCOM None
Descriptionc 8 AM  DCOM None
DCOM got esror "Logon failure: unknown user name ce bad password. " 8 AM  DCOM None
and was unable to logon ASOLSvc in order to run the server: 7 AM  DCOM None
{447834D9.9300-4CED -BAED-FI85S2EAAEROD} 5 AM DCOM None
6 AM DCOM None
5 AM  DCOM None
5 AM DCOM None
Detar $% 1 Bites € Words +AM - DCoM Nene
;.I 4 AM  DCOM None
3AM  DCOM None
3AM  DCOM None
2 AM DCOM None
. llkam pcom None
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H Event viewer

| acton yew & » AW FERE 2@

Tree | | ApplicationLog 25,533 event(s)
| ] Event Viewer (Local) Type | Date | Time | source | ca
4 Application Log QError 10/23j2002 9:52:10 AM  Cisco Messagng Interf,.. MNone

14| Security Log QError 10/23/2002 9:52:09 AM  Cisco IP Yoice Media St..,  None

] System Log QError 10/23j2002 9:52:09 AM  Cisco Messagng Inkerf... MNone
DNS Server QEnor 10/23/2002 9:52:09 AM  Cisco IP Voice Media St...  None
oErmr 10232002 9:52:09 AM  Clsco Messagng Inkerf,.. None

oError 10/23j2002 9:52:08 AM  Cisco IP Yoice Media St...  None

QEnor 10/23j2002 9:52:08 AM  Cisco Messagng Interf,.. None

A Lossaica 29 AM  Cisco IP Voice Media St...  None

AM  Cisco Messagng Interf... None
Evert l AM  Cisco IP Voice Media St...  None
AM  Cisco Messagng Inkerf... None

Date: 10/23/2002 Source:  Cisco Messaging 4+ I AM  Cisco IP Voice Media St...  None
Time: 352 Category. None AM  Cisco Messagng Interf... None
Type:  Emor EvertID: 3 + | AM  Cisco IP Voice Media St... None
User: By I AM  Cisco Messagng Inkerf... None
Computer: DANUBE AM  Cisco IP Voice Media St...  None
AM  Cisco Messagng Interf... None

Deszcription: AM  Cisco IP Voice Media St... None
Etror: SDIControlLayer foe Cisco Messaging Interface application is AM  Cisco Messagng Interf... None
attempting to connect to Database.. AM  Cisco IP Voice Media St... None

AM  Cisco Messagng Inkerf... None

AM  Cisco IP Yoice Media St... None

AM  Cisco Messagng Interf... None

AM  Cisco IP Voice Media St... None

Data: & Bules € Words AM  Cisco Messagng Interf... None

I :J AM  Cisco Messagng Interf... None

| ation vew ||« = | B@mFRDEB R[> " 1 =

Tree | [ Name | Description | Status | Startup Type | LogOnas |

% Services (Local) S Alerter Notifies sel,.,  Started Automatic LocalSystem
%Appllcauon Manage... Providess... Manual LocalSystem
8% ARTScheduler Started  Automatic LocalSystem
% ArtTomcat Started Automatic LocalSystem
% Cisco Application En... Started  Automatic NAdminist...
% Cisco AVID Alarm ... Started Automatic LocalSystem
% Cisco CallManager Automatic LocalSystem
%Cisco CTIManager Automatic LocalSystem
&% Cisco Database Lay... Automatic LocalSystem
% Cisco Extension Mo... Started Automatic LocalSystem
%Cisco 1P Yoice Med, .. Started Automatic LocalSystem
% Cisco Messaging Int... Automatic LocalSystem
% Cisco MOH Audio Tr... Automatic ASQLSve
8% Cisco RIS Data Coll. .. Automatic LocalSystem
B Finna Coislan Fallasbas _Damaba G 2 ne LocalSystem

Microsoft Management Console omatic LocalSystem

Coud not start the Cisco MOH Audio Translator service on Local Computer. [~ QLS
ual LocalSystem
Error 1069: The service did not start due to a logon falure. ual LocalSystem
omatic LocalSystem
omatic LocalSystem
omatic LocalSystem
%Compaq Server Age... Compaq Se... Started Automatic LocalSystem

%Compaq Storage Ag... Compaq St... Started Automatic LocalSystem

« An upgrade to Cisco CallManager version 3.2(2a) or 3.1(4a) can result in the same errors because t
upgrade resets the SQLSvc password. This is described in more detail in Cisco CallManager Upgrac
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Changes the SQLSvc Password.

Solution 1

Verify the password for the SQLSvc user and for the services that use the SQLSvc account as described in
Cisco CallManager Upgrade Changes the SQLSvc Password.

1. Select Start > Programs > Administrative Tool > Computer Management.

The Computer Management window displays.

S computertonagement AR
| action vew ||+ » Em FBE| R
Tree | Name
Computer Management (Local) @Syxem Tools
= m System Tools £ storage
+-{&] Event Yiewer ‘L}RSerwces and Applications
+ System Information
+ Performance Logs and Alerts
# g Shared Folders
=4 Device Manager
+ Local Users and Groups
=3 Storage
(Z) Disk Management
“\ Disk Defragmenter
=3 Logical Drives
# g Removable Storage
+- 8 Services and Applications
| | i3
| l

2. Select System Tools > Local Users and Groups > Users.
3. Among the Users select SQLSvc user. Right—click and choose Set Password.
4. Set the correct password.
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| adion vew | =» BO@E XEFB @

.C__T, Computer Management

Tree | | Name |

Full Name

| Description

£Admhistrator

Guest
IUSR_GUEST

&G 1w _GUEST
3 SQLAgentCm. ..

Q Computer Management (Local)
=¥, System Toals

(| Event Viewer

(= ‘g System Information
4 ﬂ Perfarmance Logs and Alerts
Shared Folders 50

Internet Guest Account
Internet Guest Account

TsInternetUs:

[#-g& Removable Storage
) } Services and Applications

SQLAgentCmdExec

Built-in account For administerir
Built-in account for guest acce:
Built-in account for anonymous
Built-in account For anonymous
SQL Server Agent CrndExec Jo

) C
g Device Manager & TsintermnetUser ser account Is used by Te
[= Local Users and Groups
- Users All Tasks »
D Groups Delete
el -3 Storage Rename
J Disk Management
@ Disk Defragmenter Properties
=39 Logeal Drives Help

5. Select Start > Programs > Administrative Tools > Services.

The Services window displays.

[hservices ———————— EEH|

| action vew || &= = | GEm| DB (R[> = 1 =

Tree | [ Name [ Description | status | Startup Type [ LogOn, &

w— %Abrtu Notifies sel... Manual LocalSy«
%Nkiris eXpress NS Client Started Automatic LocalSy:
tmer:ms eXpress NS Client Transport Started Automatic LocalSy:
%Applicabon Management Provides s... Manual LocalSy+
%A‘AVSync Manager McAfee AY.,. Started Automatic LocalSy:
%C:sco Systems, Inc. YPN Service Started Automatic LocalSys
%Clipeook Supports C... Manual LocalSy:
€89 COM+ Event System Provides a.., Started Manual LocatSy:
%Computer Browser Maintans a... Manual LocalSy:
%Comected RegCap Started Automatic LocalSy:
%DHCP Chent Managesn... Started Automatic LocaltSy:
%Dﬁtxibuted Link Tracking Client Sends notif... Started Automatic LocalSy:
%Dvshibuted Transaction Coordin.,, Coordinate... Manual LocalSy:
%DNS Client Resolves a... Started Automatic LocalSy:
%Event Log Logs event... Started Automatic LocalSy:«
RyFax Service Helps you ... Manual LocalSys
%IBM PM Service Started Automatic LocalSys
&R Indexing Service Manual LocalSy:
é%a[nfrared Monitor Supportsin.,. Started Automatic LocalSy:
Q?Intcmct Connection Sharing Provides n... Manual LocalSy: ¥
4 »

I l [

6. Right—click the service, select the Log On tab, select the This account radio button, and set the
password in order to verify the password for all the services that use the SQLSvc account.
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% Services (Local) " Cisco Titp Automatic ASQLSve
%Clipeook Supports C... Manual LocalSystem
%CO&M Evert System  Provides a...  Started Manual LocalSystem
%Compaq Foundation.., CompaqFo... Started Automatic LocalSystem
@ Fomnan NIC Anante  Camnan NI Shavtad Automatic LocalSystem
Agomatic  LocalSystem
g Automatic LocalSystem
General LogOn I Recovery I Dependencies | Atomatic o
Log on as: Automatic LocalSystem
Automatic LocalSystem
» Local System account Automatic LocalSystem
7| Alow senvice o interact with desklon Automatic LocalSystem
s Disabled LocalSystem
« lL"!&@&“E! I'\SOLSVC !&I Automatic LocalSystem
Password: |x-xmw«-mx- Automatic LocalSystem
Manual LocalSystem
Confirm password: I’m‘m‘m'x’“m Automatic LocalSystem
Automatic LocalSystem
You can enable or disable this service for the hardware profiles listed below: | | AU*0m2*c LocalSystem
Hadware Profie TSewice || [arem tiii:iiﬂ

Profile 1 Enabled

Manual LocalSystem
Automatic LocalSystem
Automatic LocalSystem
Disabled LocalSystem
Manual LocalSystem
= . Disabled LocalSystem
gl | Disable | Automatic LocalSystem
Disabled LocalSystem
| oK | e | Eeoly | Disabled LocalSystem
Automatic LocalSystem
% Logical Disk Manage... Administrat.., Manual LocalSystem
%Messenqer Sends and ... Started Automatic LocalSystem

S MSSQLServer Automatic ASQLSve

An

7. Select Start > Programs > Administrative Tools > Componenf Services fo restart the service.
8. Select Computer > My Computer > COM+ Application > DBL.
9. Right—click DBL, select Properties, and then select the Identity tab.
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"€ Console Window Help
| acton wew || & 5 @@ X R @1 B> EE

Tree | | DBL 2 object(s)
[ gnsole Root | = ( i |
= Component Services =
5 (3 Computers DBL Properties Kl E3
-8 My Computer General | Secuity Identity | Activation | Gueving | Advanced |
=] COM4+ Applications
+ % COM+ QCDea  This application will run under the following account.
+ COM+ Utiities el
+ DEL
& 1IS In-Process (" Interactive user - the curent logged on user
+ & 1S out-Cf-Pro. |
w- % 1S Utilties @ This user]
+ & [15-{Default W
= % ns-{Default W User: ISQLSvc Browse,
+ 115-{Default W
@ %% nS-{Default W
1 & 115-{Default W Estarac |
= ¥ 115-{Default W
- %% 115-{Default W Confim password: |
@ % nS-{Default W
+-& 115-{Default W
= & 115-{Default W
+-%& System Applica
i [# 1) Distributed Transac
+-{&1]) Event Viewer (Local)
) Services (Local)

I

10. Use the fields provided to select the correct password.
11.Right—click the service, select Shut Down, and then select Start.

Cisco recommends that you reboot the server after you make the changes. If rebooting the server is
not feasible, then restart SQL and Cisco CallManager—related services on that server.

Repeat steps 1 through 11 to verify the password on all the servers in the cluster.

Problem 2

Cisco CallManager-related services and SQL-related services that start concurrently with the SQLSvc
account do not start anymore, and you see this security error in your event viewer, as this figure shows:

Unknown user hame or bad password
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Event Properties ﬂ m

Event I

Date: 1/12/2006  Source:  Security 1+ |
Time: 14:00 Category: Logon/Logoff

Type: Failure Event|D: 529 + |

User: NT AUTHORITYASYSTEM
Computer: CCM1

Logon Process: NtLmSsp
Authentication Packaae: NTLM

Description:
Logon Failure: -
Reason: Unknown user name or bad password
User Name: SOLSve
Domain: CCM2
Logon Type: 3
hd

Data: (& Eptes (" Words

|

I
oK I Cancel | Sonly I

Solution 2

This error can be generated if the Network Security settings are changed in the Cisco CallManager servers.
The LAN Manager authentication level for the Cisco CallManager server needs to be Send LM & NTLM -
use NTLMv2 session security if negotiated.

Complete these steps to verify and change the authentication level:
1. Select Start > Programs > Administrative Tools > Local Security Policy.

2.In the Local Security Settings window select Local Polices > Security Options > LAN Manager
Authentication Level.
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gn Local Security Settings

| ation vew || @ = @@ X B @

=101 x|

Edit s2curky For this ibem

11 LAN Manager Authenkication Le

Eﬂ not display last user name in lo...

@Mcssooc text For users attempting...
@Mcss:oc title for users attempting. ..

Tree | Policy | Local Setting | Effective Setting -
a Security Settings :?_»}ﬂmjatlona! restrictions for anorym...  None. Rely on defauk permissions  None. Rely on default permiss
71 & Account Policies ] Allow server operators to schedul...  Not defined Mot defined
= Em g‘&jmlow system to ba shut down with... Enabled Enabled
[ 28 Audt Policy i8] Allowed to eject removable NTFS ... Administrators Administrators
(&8 User Rights Assigr ﬁ‘jUMOunt of idke time requred befor... 1S minutes 15 minutes
i :@ &Mt the access of global system ... Disabled Disabled
#1-_] Publc Key Polcies ﬁ'g‘gjm.sdt use of Backup and Restore p... Disabled Disabled
718 1P Securky Policies on 2] Avtomatically bog off users when ... Enabled Enabled
E«_{]Gear virtual memory pagefile whe... Disabled Disabled
f-g':l&gitaly sign cient commurication ...  Disabled Disabled
@D&gitaly sign client commuricabion ...  Enabled Enabled
@D&gitaly sign seryer communication... Disabled Disabled
@D«’qitaly sign server commurication... Disabled Disabled -
gﬂ[)isablc CTRL+ALT+DEL requireme... Mot defined Not defined

Disabled
Send LM &

NTLM responses

Help

@M.mbev of previous logons to cach... 10 logons 10 logons

&ﬂﬁevcm system maintenance of co.,. Disabled Disabled

Rf]erevent users from nstaling print...  Disabled Disabled

ﬁﬂpromt user to change password ... 14 days 14 days

[Plrecovery Console: Alow automati,.. Disabled Disabied X
T N 1 sl

3. Right—click on the policy and choose the Security... option.
4.1n the Local Security Policy Setting window, choose the Send LM & NTLM — use NTLMv2 session
security if negotiated value from the Local policy setting list.

Local Security Policy Setting

LAN Manager Authentication Level

21|

Effective policy setting:
ISend LM & NTLM responses

Local policy setting:
Send LM & NTLM responses
Send LM & NTLM responses

Send NTLM response only

Send NTLMv2 response only

Send NTLMv2 response onlyhrefuse LM

Send NTLMv2 response only\vrefuse LM & NTLM

ok |

Cancel

5. Click OK.
Repeat steps 1 through 5 to verify the authentication level on all the servers in the cluster.

Refer to the Network Security: LAN Manager Authentication Level Microsoft article.
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Related Information

* Recovering an SQLSvc Account Password

« CallManager Upgrade Changes the SQLsvc Password

« Network Security: LAN Manager Authentication Level

« Voice Technology Support

« Voice and IP Communications Product Support

« Recommended Reading: Troubleshooting Cisco IP Telephony
* Technical Support & Documentation — Cisco Systems
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