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Introduction

This document describes the recommended way of configuring the Cisco CallManager in order for Cisco
Unity failover to work correctly. This document does not attempt to describe the Enhanced Failover feature «
Cisco Unity in full detail, rather to illustrate the important pieces necessary for configuring the Cisco
CallManager to take advantage of this feature. For more information about the Cisco Unity Failover feature
see the Cisco Unity Failover Guide.

Note: This assumes Cisco Unity version 3.1 or above.

Problem

The Cisco Unity Failover feature is a software—level redundancy mechanism where a secondary Cisco Unity
server is ready to take calls if a failure occurs with the primary Cisco Unity server. Enhanced Failover uses
Microsoft SQL replication to transfer configuration settings (not actual call state) from a primary Cisco Unity
server to a secondary one. A keepalive mechanism ensures that the relevant services are still running on th
primary server. If the primary server fails the secondary is ready to take calls.

If the Cisco CallManager is not configured correctly to work with this feature, then the failover feature may
not work at all or heavy call volume may lead to high CPU use on the Cisco CallManager server.

Note: This feature is independent of the Unity TSP setting where a Unity server will register with a different
CallManager server, if one server goes down.

Solution

From the Cisco CallManager point of view, each Cisco Unity server is registered to the same Cisco
CallManager cluster using different directory numbers (and different port names)*. The first port of the
primary Cisco Unity server will be the voicemail pilot number for all users. When things are working
correctly, the Cisco CallManager routes the first call to the first voicemail port (on the primary server), if busy
it routes to the second port, and so on. The last port of the primary Cisco Unity server will forward to the firs
port of the secondary Unity server and trigger a failover, so proper port capacity planning is essential.

Within the Cisco CallManager, forwarding calls through a large number of forwarding hops in the traditional
way is a very CPU-intensive operation. For this reason, in systems where there are large numbers of



voicemail ports or a high rate of inbound calls to voicemail, we recommend setting the advanced call
forwarding flag to minimize this problem. This flag allows the Cisco CallManager to hunt through voicemail
ports more efficiently.

This parameter does not affect the number of forwarding hops that can occur by regular IP phones (for
example, if a regular IP phone is set to forward to an extension, which is set to forward to another extension
and so on). Now the number of forwarding hops for regular phones (Forward Maximum Hop Count ) is now
configured independently of voicemail forwarding hops (VoicemailMaximumHopCount) in the Cisco
CallManager service parameters.

Warning: The Advanced Call Forwarding flag does change the behavior of the forwarding logic for
voicemail ports within the Cisco CallManager. Specifically, only the call forward no answer setting is
consulted when determining which port to forward to (the call forward busy setting no longer matters). This
behavior is described in more detail in the sections below.

The primary advantage of the Advanced Call Forwarding logic is better performance due to lower CPU use
the Cisco CallManager. The disadvantage is that Cisco Unity cannot failover to its secondary system if an
unresponsive port is encountered (for example, the port is still registered with the Cisco CallManager, but it
no longer able to accept a call). In this case, for every call presented to this port, the caller would hear
ringback until the ring—no—answer timer expires. Then they would be forwarded to the next available
voicemail port. Another drawback may be that when all available ports are used, the next call will forward tc
the first port of the secondary server and trigger a failover. This will not cause any call drops, but it does
mean that new calls will go to the secondary server and the primary Cisco Unity server will unregister its
ports from the Cisco CallManager as users hang up.

A Important: Begining in Cisco CallManager build 3.2(2c) Support Patch G, due to CSCdy30248, the

forwarding behavior will change. Instead of consulting only the forward—no—answer parameter to determine
voicemail forwarding, only the forward—busy parameter will be used. For this reason, it is extremely
important to configure the forward—no—answer and forward-busy settings to be the same, so no adverse
behavior will occur after an upgrade. With this version of Cisco CallManager, it will be possible to configure
the Cisco Unity failover's first line as the forward—no—answer destination for each line on the primary Cisco
Unity server. This will trigger a failover when an unresponsive Cisco Unity port is encountered. It can also
give the administrator the option not to forward (no answer) the last port of the primary to the secondary
server, but instead to a live attendant, if available, thereby only causing a failover if:

« All Cisco Unity ports of the primary become unregistered.

» The primary Unity server encounters a critical failure and misses the keepalives with the secondary
server.

* A locked port condition on one of the primary Cisco Unity ports occurs and a caller gets forwarded
(after the no—answer timer expires) to the secondary.

Enabling AdvancedCallForwardHopFlag and Changing
VoicemailMaximumHopCount

Warning: Setting the AdvancedCallForwardHopFlag changes the behavior of the forwarding logic for
voicemail ports in Cisco CallManager. A significant side effect is that if, for some reason, a Cisco Unity port
is registered but does not accept the call, no Unity failover is triggered. Instead, after the ring—no—answer
timeout, the next available port is searched. This will occur for every call which is presented to the port whic
is dead.



To configure advanced call forwarding, access the Cisco CallManager Administration web page.

1. Select Service > Service Parameters.

| @ Cisco CallManager 3.2 Administration{marschne) - Cisc

File Edit View Favorites Tools Help
QBack v ) - [¥] &) o SO Search 7Favorites @t

Address |e_’] http:fjvnt1-pubjccmadminfmain. asp
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2. Select a server running Cisco CallManager.

Cisco Messaging Interface

Service Parameters Configurai

Select the server for the service you want to configure:

Server*® — Not Selected — “’

— Not Selected —
14.84.201.10
14.84.202.10
14.84.203.10
14.84.203.11
14.84.204.10
14.84.204.11
14.84.211.10
14.84.213.10 [}S
14.84.221.10
14.84.223.10
14.84.231.10
14.84.233.10

* indicates 1

3. Click the Cisco CallManager service.



Service Parameters Configu

Services | Current Server: 14.84.211
439 Cisco CTIManager Current Service: New
ﬁ% Cisco CallManager Status: Ready

ﬁ'ﬁ Cisco l“\ﬂ'_'jabase Layer
Monitor

ﬁ% Cisco Extension Mobility

“% Cisco Messaqging

Interface Service* | —NotSelected —
ﬁfé Cisco RIS Data Collector
By Cisco Telephony Call * indicates required item
Dispatcher

4. Locate the AdvancedCallForwardHopFlag and select True.

UsEIUSEIICO LG LU pae T orame
YoiceMailMaximumHopCount ™ 144 12
NumCdrinsertRetries™ 1 1
MultiTenantMWIMade* False | False
AdvancedCallForwardHopFlag™® ETTUB e |3 False
H225DTMFDuration™ a0 % 300

5. Select the VoicemailMaximumHopCount and set it to twice the number of available voicemail ports
on one server (for example, 2 x 72 ports = 144). Technically, this could also be the total number of
ports used to call into Cisco Unity only (for example, 2 x 68 = 136), but the few extra ports will not
be significant to CallManager utilization.

Note: The ForwardMaximumHopCount should not be changed. With
AdvancedCallForwardHopFlag = True, this parameter only applies to regular, non—-voicemalil
forwarding. So to keep the CPU in check the default setting, 12 is recommended.

Note: The VoicemailMaximumHopCount may be less than twice the number of voice ports if you do
not want all the Cisco Unity ports be used to route calls to Unity. For example, if the last 10 ports on
both the primary and secondary Cisco Unity servers are only configured for outbound dialing and
notification (for example, they are not configured to answer in Unity), then the
VoicemailMaximumHopCount should be 2 x 62 = 124.

6. Click Update.

7. Click Select Another Server and repeat steps 2 through 6 for each server in the cluster running the
Cisco CallManager service.



Important: Now that the AdvancedCallForwardHopFlag is true, the voicemail ports work differently. Only
the Call Forward No Answer parameter is consulted when deciding where to forward a call. So when a call
presented to the voicemail pilot number, CallManager scans a list of ports, each port is either in use or not it
use. If a portis notin use, then it is presented with the call. Ifitis in use, then it goes to the next sequentia
port based on the Call Forward No Answer setting (not the Call Forward Busy setting).

When configuring the voicemail ports in the Cisco CallManager for Unity Failover, it is important to
configure each Call Forward No Answer number to the next sequential port. For the last port on the primary
server, the Call Forward No Answer number will be configured to be the first port of the secondary Unity
server.

What this means is that if all ports on the primary Cisco Unity server are in use, then the CallManager will
route the next inbound call to the secondary Unity server which will trigger an automatic failover assuming
the "Force Failover If Call Arrives on Inactive Secondary" setting is checked in the Cisco Unity Failover
monitor. This is expected, so proper capacity planning is essential.

Adding Voicemail Ports to Cisco CallManager

In general, it is recommended to place all voicemail port numbers into their own partition, except for the pilot
number on the primary server, which needs to be in a partition that all users with access to voicemail can
reach (such as the <None> patrtition).

From the Cisco CallManager point of view, the calls flow as follows:
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In this figure, notice the calls to voicemail are always routed to the primary voicemail port. Often this numbel
is in a generally accessible Cisco CallManager partition and all other ports are in a different partition that
cannot be dialed directly from a user phone. This gives the impression of a single voicemail number to call.
This is also very important for the numbers on the Cisco Unity secondary server, since even an accidental ¢
placed to a number on the secondary server would trigger a failover.

From there the call is either answered by the primary Cisco Unity server or forwarded to the next port of the
same server (using the Forward No Answer setting). If all ports are unavailable (busy, no answer, or not evi
registered), then the call is forwarded to the first port of the secondary server, where an automatic failover
trigger is initiated. This means that under load, exceeding the total number of free ports on the primary serv
will trigger a failover (assuming the "Force Failover if Call Arrives on Inactive Secondary" setting is checked
in the Cisco Unity Failover monitor) because there is no distinction between a forward based on a busy, no



answer, or any other non-idle condition. What this also means is that if a call is presented to a port that is it
but Cisco Unity is configured not to answer the call (or the port is locked), then the call will be forced to
forward no answer after the default 10—second timeout to the next available port. If multiple ports are in this
condition, the user may think that Cisco Unity is not responding and hang up the call. If neither Cisco Unity
system responds, then the call will be forwarded to a live operator extension.

Note: The last number in the hunt group on the primary/secondary server may not necessarily be the very I;
port which the system is licensed. If some ports on the Cisco Unity server are reserved for outbound calls
only, then the last port you want Cisco CallManager to use to forward calls to Cisco Unity must have Call
Forward No Answer configured for the first port of the secondary Unity server.

On this server, PriUnity=VI1 is the first port of the primary server. The first port is extension 29100, which is
the main pilot number for the voicemail system. The remaining voicemail ports for the primary Cisco Unity
server are 12001 — 12071 (there are 72 ports total). In this case, the first port is in the <None> partition so
every IP phone can call the number, while the remaining ports are in the MainVoicemail partition, which is
only reachable by devices that have the MainVoicemailCSS (Calling Search Space). The CSS for the device
set to RTPUnrestrictedCSS, which has access to a much wider range of numbers and is necessary so calls
from Cisco Unity work.

Note: The following screenshots are from Cisco CallManager 3.1.



Cisco Voice Mail Port Configuration it et Jazl P
m Cisco Yoice Mail Port: PriUnity-YI1 (Primary Unity Server)

<add a New Port> Registration: Unknown

W A
m PriUnity-YI10 [Copy] [ Update ] [ Delete ] [ Cancel Changes

RN Privnity-vii1
RN Priunity-vi12

Device Information

Port Name* PriUnity-I1
RIY priunity-vi13 o | |

Description Primary Unity Server
RIY Priunity-viia

Device Pool* HQ-156 v | v .
RIY priunity-vI1s Evice Foo | v| (view de
m PriUnity-VI16 Calling Search Space ’RTPUnrestnctedCSS ]Z|
RIY priunity-vi17 Location | <None > v]

m Prilinity-VI18 Directory Number Information

m Prilinity-V119 Directory Number™ 29100

RN privnity-viz Partition < Nane > v
m Prilnity-vI20 Calling Search Space ’VMlnternaICSS ]l|
RUY Priunity-viz1 Display Yoicemail

m PriUnity-vI122 Call Forwarding Information

% PriUnity-v123 Destination Calling Search Space
m Prilnity-¥124 Forward all [< None >

m PriUnity-vI25 Forward Busy 12001 ’\KMlntemalCSS

% Prilnity-V126 Forward No Answer 12001 [VMInternaICSS

m Prilnity-V127 * indicates required item

-

To add a large number of ports, the easiest is to use the Cisco Voicemail Port Wizard. Choose the settings
such that all ports are in the restricted partition as shown below.



Cisco Voice Mail Port Wizard
Ready to Add Cisco Yoice Mail Ports

The information shown below will be applied to the Cisco Yoice Mail Po
is correct, click Finish to add the new ports. If the information shown
to edit the information, or Cancel to quit without adding any ports.

Cisco Yoice Mail Device Information (apply to all ports)

Mumber of Ports to Add 72 {adding ports 1 - 72)
Cisco Yoice Mail Server Name PriUnity

Description Primary Unity Server
Device Pool HQ-156

Calling Search Space RTPUnrestrictedCSS
Location < None >

Directory Number Information

Pilot Directory Number 12000

MNew Directory Numbers 12000 - 12071
Operator Directory Number 12100
Partition YMInternalPT
Calling Search Space YMInternalCSS
Display Yoicemail

[Back] [ Finish ]& Cancel Changes

After adding the ports navigate to the first port and change the partition (and possibly the DN) so everyone
can call the number. The reason that the Device Calling Search Space is set to an unrestricted one is so ce
initiated by Cisco Unity can have full access to place calls. This may be different depending on the outboun
calling/transfer access you wish to enforce. The Operator Directory Number will be the Forward
Busy/Forward No Answer setting for the last port, so it has been set to the number that will be used as the fi
port on the secondary Cisco Unity server. Otherwise, this would need be be done manually.

The failover server ports are SecUnity-VIX. It also has 72 ports and the number of the first port must be
12100, as configured in the Forward No Answer field for the primary server's last port. The Forward No
Answer number on the secondary server (or the Operator Directory Number if using the Cisco Voicemail Po
Wizard) is set to the attendant phone number (0 in this case). If the first number is busyi, it tries the second
port of the secondary server. In the example below it is forwarded to 12101, the second port of the secondal
server, although it might be an attendant's number in case of a failure where both servers are off-line.



Cisco Yoice Mail Port: SecUnity-V¥I1 (Secondary Unity Server)
Registration: Unknown
IP Address:

Status: Ready
[Copy] [ Update ] [ Delete ] [ Cancel Changes

Device Information

Port Name* SecUnity-I11

Description Secondary Unity Server

Device Pool* HQ-156 V| (View detail:
Calling Search Space RTPUnrestrictedCS3 V\

Location <None > v|

Directory Number Information

Directory Number* 12100

Partition YiinternalPT V|
Calling Search Space YidinternalCSS V|
Display Yoicemail l%

Call Forwarding Information

Destination Calling Search Space
Forward all <None > ]
Forward Busy 1210 YidinternalCSS ¥
Forward No Answer 12101 YMInternalCSS [

* indicates required item

Note: All port configuration on both Cisco CallManager and Cisco Unity (Calling Search Spaces and
Partitions on the Cisco CallManager and port assignments for dial-in/dial-out/MWI) should be identical for
both sets of voicemail ports. In this example, the first voicemail port on the primary server is in the <None>
partition, which is available to anyone. All other voicemail ports are in the VMInternalPT partition, which no
one can dial except for devices that have the VMInternalCSS. The first port of the secondary Unity server
will also be in the VMInternalPT partition.

Selecting Failover Method with Cisco Unity
For more information about the Cisco Unity Failover Configuration, please see:
» How to Configure the Unity Failover Configuration Wizard.

Each Cisco Unity TSP configuration would be identical, except for the port name. The primary Cisco Unity
server would use PriUnity—VI and the secondary server would use SecUnity-VI.

Since the only way Cisco CallManager will route a call to the secondary server is if the ports of the primary
Cisco Unity server are unavailable (such as they are unregistered), the Unity failover configuration itself
should typically have the "Force Failover if call arrives on inactive secondary" box checked on the Failover
server configuration.



1. From the secondary Cisco Unity server, select Start > Programs > Unity > Failover Monitor.
2. Select Configure.
3. Check the Force Failover if call arrives on inactive secondary (this is the default setting).

&Failover Monitor - ¥NT1-U2 : Secondary Server

File View
— Operation Mode: Services: Clients:
Automatic Mode Disabled Service Name Client Name
— Partner Server Information: ————— IAVCSM ar j IAVDSAD
Server Name Local Status Local Status
|VNT1 -U1 IHunning,’ Inactive IInactive
Server | Failover Configuration [ X| _—
|1 4842 Ping File Replication:
L | Pinglnterval [ms): 1000 Interval (minutes] : |1 ] [E—
~Status Inf | Missed Pings Before Failover: |3U [
Time .
1710 | Failback: RSwr
17:10:¢ . ; : hcSvr
1710 Type: Scheduled Failback: RSyr
17:10:: {+ Manual Starts: | 3:00:00 AM :,‘ ncSyr
17:10:¢ RS
17:10:¢ " Scheduled Ends: | so0:00aM = A Csﬂ';
17:10:¢ RSyr
17:10:: NcSvr
4
'—I— IV Force Failover if call arives on inactive secondary o
is happens if ports on the primary system are locked, or if there
are hot enough ports to handle incoming calls.
| 0K I Cancel |

Note: In normal operating conditions, both the primary and failover servers will register their lines with the
Cisco CallManager. The exception is when the failover Cisco Unity server is active, and the primary server
becomes available again but is not configured for Automatic Failover/Failback. If it did register its ports, ther
Cisco CallManager would simply route calls to that number and failback would be initiated.

Related Information

« Voice, Telephony and Messaging Technologies
« Voice, Telephony and Messaging Devices
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« Cisco Technical Assistance Center (TAC)
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