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Invalid Cells on the LightStream 1010 and 8510 Send

Cisco ATM switch routers, which include the LightStrem 1010 and the Catalyst 8500 series switch
routers, use a switching fabric with a shared-memory architecture. In some cases, the switch drops cells
and increments the invalid cells counter, as shown in the output of one of the following commands and
their respective platforms:
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. show switch fabric - Catalyst 8540
. show controller atm 2/0/0 - LightStrem 1010
. show controller controllerQ - Catalyst 8510

These switches increment the invalid cells counter when they discard an ATM cell that hasavalid
header error checksum (HEC) value, but arrives on a non-existent virtual circuit (VC). Possible reasons
include the following:

. Corrupted cell header

. Incomplete or no configuration of that VC in the switch fabric. For example, if you configure a
virtual path identifier/virtual channel identifier (VPI/VCI) pair only on arouter and not on the
attached ATM switch, cells transmitted on this VC from the router are considered invalid by the
switch.

This document explains the invalid cells counter on Cisco ATM campus switches and provides tips on
how to troubleshoot incrementing invalid cells.

The output of show controllersatm 2/0/0 (or 13/0/0) or atm 0 (depending on software version and
chassis) on the LightStream 1010 or Catalyst 8510 prints a table of the most recently received invalid
cells. The show controllersatm command is cleared on read, meaning that the invalid cells counter is
cleared when the show command is executed. Thus, if you are not receiving invalid cells continuously
on an interface, the invalid cells counter will show as zero when you read a subsequent time.,

ci sco# show controllers atm 2/0/0
MVC Switch Fabric (i db=0x607F7DEQ)

Key: discarded cells - # cells discarded due to | ack of
resour ces

or policing (16-bit)

invalid cells - # good cells that cane in on a non-existent
conn.

menory buffer - # cell buffers currently in use

RXcells - # rx cells (16-bit)

TXcells - # tx cells (16-bit)

RHEC - # cells with HEC errors

TPE - # cells wwth nenory parity errors

di scarded cells =0



132

invalid cells =
=0

menory buffer

port type status RXcells TXcells RHEC TPE

PACE X PACE Y

0/ 0/ 0 155MBPS xytrpm 0xDOOD

0x0000 0x0000 0x0000

0/ 0/ 1 155MBPS xytrpm 0x969D

0x0000 0x0000 0x0000

0/ 0/ 2 155MBPS xytrpm 0x43CF

0x0000 0x0000 0x0000

0/ 0/ 3 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000

0/ 1/ 0 155MBPS xytrpm OxF7AC

0x0000 0x0000 0x0000

0/ 1/1 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000

0/ 1/ 2 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000

0/ 1/ 3 155MBPS xytrpm 0x7969

0x0000 0x0000 0x0000

1/ 0/ 0 622MBPS xyt r Pm OxB54F

0x0000 0x0000 0x0000

2/ 0/ 0 CPU 0x9496A8 Ox5EAAAD

3/ 0/ 0 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000

3/0/1 155MBPS xytrpm OxFB23

0x0000 0x0000 0x0000

3/ 0/ 2 155MBPS xytrpm OxC5F9

0x0000 0x0000 0x0000

3/ 0/ 3 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000

3/1/0 155MBPS xytrpm 0x9B0OA

0x0000 0x0000 0x0000

3/1/1 155MBPS xytrpm 0x6B08

0x0000 0x0000 0x0000

3/ 1/ 2 155MBPS xytrpm 0x7467

0x0000 0x0000 0x0000

3/ 1/ 3 155MBPS xytrpm 0x0000

0x0000 0x0000 0x0000
Invalid Cell Log

time stanp port pt clp gfc vp

0x2420

Ox2DDE

0x6D9B

0x0000

OxE115

0x0000

0x0000

0x3575

0x8B73

0x0000

OxB8FB

0x2319

0x0000

0x52F0

0x2342

0x0737

0x0000

VCi

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

0x0000

PACE_|

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

0x0000

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

0x0000

41 OxBDC15C5C. 0x851EB690 3/0/2 0x1 0Ox0 Ox0 OxO0
42 0xBDC15C5D. 0x851EB568 3/1/1 0x1 0xO0 0OxO 0Ox0 0x5

PACE_M
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

0x0000

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

0x0000

0Ox5



43 0xBDC15C64. 0x851EAD50 3/1/1 0x1 OxO0 OxO0 Ox0 Ox11
44 0xBDC15C65. 0x851EAC28 3/1/1 0x1 O0xO0 OxO0 Ox0 Ox11
45 0xBDC15C66. 0x851EABOO 3/1/1 0x1 OxO0 OxO0 Ox0 Ox11
46 0xBDC15C68. 0x851EA8BO 3/1/1 0Ox1 O0x0 Ox0 Ox0 Ox11
47 0xBDC15C69. 0x851EA788 0/ 0/ 2 0x1 0x0 Ox0 O0x0 Ox11
48 0xBDC15C6B. 0x851EA538 0/ 0/ 2 0x1 0x0 Ox0 O0x0 Ox11
49 0xBDC15C6D. 0x851EA2E8 3/0/1 0Ox1 O0x0 Ox0 O0x0 Ox11
50 OxBDC15C6E. 0x851EA1CO 3/0/1 0x1 O0x0O OxO0 OxO0 Ox11
51 OxBDC15C6F. 0x851EA098 3/0/1 0x1 O0x0 OxO0 Ox0 Ox11

Step 1 Check theinvalid cells. The displayed invalid cells value is cleared on read.
Step 2 Check the Invalid Cell Log.

Y ou can use the following objects of the CISCO-RHINO-MIB to poll your ATM switch router for the
number of invalid cells:

ci ScCoAt mSwi t chl nval i dCel | s OBJECT- TYPE
SYNTAX Count er 32

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON

"The total invalid cells of the switch."
;.= { ciscolLS1010CpuSwi tchG oup 5 }

ci scoAt nBwi t chl nval i dCel | Header Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ci scoAtnBwi tchl nval i dCel | Header Entry
ACCESS not - accessi bl e

STATUS nmandat ory

DESCRI PTI ON

"Alist of itnvalid cell header entries.™

::= { ciscoLS1010CpuSwi tchG oup 6 }

ci scoAt nbwi t chl nval i dCel | Header Entry OBJECT- TYPE
SYNTAX Ci scoAt nbwi t chl nval i dCel | Header Entry
ACCESS not - accessi bl e

STATUS nmandat ory

DESCRI PTI ON

"a entry of invalid cell header."

| NDEX { ci scoAtnBwi tchl nval i dCel | Header | ndex }
.= { ciscoAtnBw tchlnvalidCell HeaderTable 1 }


http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do

Ci scoAt nbwi t chl nval i dCel | Header Entry :: = SEQUENCE {
ci scoAt nSwi t chl nval i dCel | Header | ndex | NTEGER,
ci scoAt nSwi t chl nval i dCel | Header OCTET STRI NG

}

ci scoAt nbwi t chl nval i dCel | Header | ndex OBJECT- TYPE

SYNTAX | NTEGER( 1. . 64)

ACCESS not - accessi bl e

STATUS nmandat ory

DESCRI PTI ON

"A sequence nunber that identifies a invalid cell header
entry in the table."

.= { ciscoAtntwi tchlnvalidCell HeaderEntry 1 }

ci scoAt nSwi t chl nval i dCel | Header OBJECT- TYPE
SYNTAX OCTET STRI NE Sl ZE(5))

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON

"The nost recently received invalid cells header.

octet O is port nunmber (0-32),
octet 1 bit 7-5is PTI,

octet 1 bit 4 is CLP,

octet 1 bit 3-0 is G-C,

octet 2 is VPI,

octet 3 is high byte of VC
octet 4 is |low byte of VC."

.= { ciscoAtntbwi tchlnvalidCell HeaderEntry 2 }

Invalid Cells on the Catalyst 8540

The show switch fabric command on the Catalyst 8540 does not print alog of the most recent invalid
cells. However, you can use the following commands to determine on what VPl and VCI theinvalid cell
arrived.

Step 1 Use the show switch fabric command to determine the M SC# with incrementing invalid cells.
Each of the two required switch processorsin the Catalyst 8540 contains four MSC ASICs. Each ASIC
forms the switch fabric for severa ports.

8540# show switch fabric
swc_presence_nask: 0x5
Switch node: NR 20G



Nunmber of Switch Cards present in the Chassis: 2

SWC SLOT SWC TYPE SWC_STATUS
5 EVEN ACTI VE
6 NOT- PRESENT NOT- PRESENT
7 ODD ACTI VE

MMC Switch Fabric (i db=0x6244FE24)

Key: Rej. Cells - # cells rejected due to |lack of resources
or policing (16-bit)

Inv. Cells - # good cells that cane in on a non-existent
conn.
Mem Buffs - # cell buffers currently in use
RX Cell s - #rx cells (16-bit)
TX Cells - # tx cells (16-bit)
Rx HEC - # cells Received with HEC errors
Tx PERR - # cells with nenory parity errors
VSCH Rej. Cells Inv. Cells Mem Buffs Rx Cells TX
Cells r
M5C 0 0 0 0 75085
37787 0
M5C 1: 0 0 0
0 0 0
M5C 2: 0 0 0
0 0 0
M5C 3: 0 0 0
0 0 0
M5C 4: 0 0 0
0 5 0
M5C 5: 0 0 0 987
989 0
M5C 6: 0 0 0 220
220 0
M5C 7: 0 0 0 2677



Switch Fabric Statistics

Rejected Cells: O
Invalid Cells: O
Menory Buffers: O
Rx Cells: 78969
Tx Cells: 62607
RHEC. O

TPE: O

[ I nformation Del et ed]

Step 2 Check the M SC#, Rgj. Cédlls, and Inv. Céellsfields. They indicate the rejected cells per M SC# or
matching set of physical ports.

Step 3 Check the Switch Fabric Statistics section for the Regjected Cellsand Invalid Cellsfields. They
indicate the total number of rejected cells.

Step 4 Use the show mmc ports command to determine which physical ports use the particular MSC.

8540# show mmt ports
int a0/ 0/0: nsc#: 0O port#: 12

|
int a0/0/ 1. nsc# O port#: 8
int a0/ 0/2: nmec#: 0O port#: 4
int a0/0/3: nec#: 0 port# O
int a0/ 0/4: nsc#: 0O port# 14
int a0/ 0/5: nec# 0O port# 10
int a0/0/6: nsc# O port#: 6
int a0/0/7: nmsc#. 0O port#: 2
int a0/ 0/8: nsc#. 1 port#: 12
int a0/0/9: nsc# 1 port#: 8
int a0/ 0/10: nsc#. 1 port#: 4
int a0/ 0/11: nsc#. 1 port#:. O
int a0/ 0/12: nsc#. 1 port#:. 14
int a0/ 0/13: nsc#. 1 port#:. 10
int a0/ 0/14: nsc#. 1 port#. 6
I nt a0/ 0/15: nsc#. 1 port#. 2

[ out put omtted]

Step 3 Use the show mmc msc_reg all command to view details of the invalid cells. The value for "m"
isthe MSC number. The following sample output was taken from a switch with invalid cells on MSC#
1



Switch# show nmmt nsc_reg all 1

gcrO[ 1] = 0Ox0000A112
icc[0] = 0x00000026

i ch[ 1] = 0x00000D00 0x00640064
vci: 64 pti:0 clp:0 vpi:64 ssp: 0 sp: D

Step 4 Check theicc field. Any non-zero value indicates invalid cells.
Step 5 Check the ich field and the following vci, vpi, and sp values:

. vci—identifiesthe VCI receiving the last invalid cell.
. vpi—identifiesthe VPI receiving the last invalid cell.
. sp—identifiesthe port (p) receiving the invalid cell.

Step 6 Use the show atm vc inter face atm command to confirm the connection exists in the system.

Note: Theinvalid cellslog may refer to port numbers and VPI/VCI values that do not correspond to
actual port numbers and VCs. The reason is that the port interface (PIF) chip on some modules considers
idle cells on some ports as invalid cells. The interface chip actually changes the default VPI of O for idle
cellsto adifferent value. For example, VPI/VCI 0/16 on port #1 will be changed to VPI/VCI 4/16 on the
PIF chip. The interface chip dropsidle cells from these ports and increments the invalid cells counter.
On ports 0 and 6, the interface chip does not change the default idle cell value of VPI/VCI 0/0 since the
physical VPI isthe same as VPI on the interface chip.

Invalid Cells on Ethernet Interfaces

Ethernet interfaces can also experience cell drops dueto invalid cellsin an ATM switch router. Ethernet
interfaces derive much of their local intelligence from a PIF ASIC, which segments Ethernet frames for
transmission across the switch router's internal ATM switch fabric. A PIF checksif areceived frame or
packet is received for a protocol for which the interface is configured. It then searches the content-
addressable memory (CAM) table and determines the egress VPI/V Cl value for the destination port.
Finally, the PIF segments the frame into cells, applies a five-byte header with the appropriate egress VPI/
VCI information, and sends the cells out the switch fabric. If the PIF needs to drop aframe, it tags all
cellsin that frame with a VPI/V Cl =0/0, and the switch fabric then drops these cells.

An Ethernet PIF drops cells and increments the invalid cells counter due to one of the following reasons:



. Layer-2 filtering of MAC addresses reachable out the same interface as the received Ethernet
frame. The Catalyst 8500 filters such "local" MAC addresses by sending received framesinto the
switch fabric on the 0/0 VPI/VCI. These drops are equivalent to the in-discards counter on the
Catalyst 5000.

« Packet discard on a multiplexing-based (MUX-based) Gigabit Ethernet line card. On such cards,
when areceived packet has a non-forwardable or un-recognizable protocol and must be
discarded, the switch puts the packet on the 0/0 VPI/VCI.

. Microcode put a packet on aVPI/VCI that is not actually established in the switch core.

Rejected and Discarded Cells

In some cases, the switch discards cells and reports these drops in the output of one of the following
commands, depending on the platform:

. show switch fabric - Catalyst 8540 MSR

. show controller atm 2/0/0 or atmO - LightStream 1010 or Catalyst 8510 in standalone chassis

. show controller atm 13/0/0 - LightStream 1010 or Catalyst 8510 in bottom five dlots of Catalyst
5500

A Cisco ATM switch router increments the discarded or rejected cells counter when it drops acell due
to one of the following reasons:

. Inadequate buffer space

. Exceeding of maximum queue limits

. Usage parameter control (UPC) violations

. Cdl loss priority (CLP) discarding

. Inteligent Tail packet discard (ITPD) / early packet discard (EPD)

The purpose of these sectionsis to review each of the above reasons and provide tips on how to
troubleshoot why you are seeing non-zero values for rejected cells. But before you start, ook at
Understanding Switch Architecture.

Understanding Switch Architecture

The LightStream 1010 and Catalyst 8510 use an architecture that differs from the Catalyst 8540.

On the LightStream 1010 and 8510, use the show controller atm 2/0/0 (or 13/0/0 if used in the Catalyst
5500) or show controller atmO to view statistics for the CPU and ATM switch processor:



| s1010# show controller atm 2/0/0
MMC Switch Fabric (i db=0x60AD7B20)

Key: discarded cells - # cells discarded due to |ack of
resour ces

or policing (16-bit)

invalid cells - # good cells that cane in on a non-existent
conn.

menory buffer - # cell buffers currently in use

RXcells - # rx cells (16-bit)

TXcells - # tx cells (16-bit)

RHEC - # cells with HEC errors

TPE - # cells wwth nenory parity errors

di scarded cells =0

invalid cells = 184027
nmenory buffer = 0
garbage cells to cpu =0
unexpected marker intrs = 0

The discar ded cellsfield indicates the total count of discarded cells across all ports.

On the Catalyst 8540, use the show switch fabric command to display the number of rgected cells.
Note that this output differs from the LightStream 1010 output in that it shows rejected cells per
Modular Switching Component (MSC) number. M SC application-specific integrated circuits (ASICs)
form the switch fabric for a defined set of modules and ports.

8540VMSR# show switch fabric

swc_presence_nask: 0x5

Switch node: NR 20G

Nunmber of Switch Cards present in the Chassis: 2

SWC SLOT SWC TYPE SWC_STATUS
5 EVEN ACTI VE
6 NOT- PRESENT NOT- PRESENT
7 ODD ACTI VE

MMC Switch Fabric (i db=0x6244FE24)



Key: Rej. Cells - # cells rejected due to |lack of resources
or policing (16-bit)

Inv. Cells - # good cells that cane in on a non-existent
conn.
Mem Buffs - # cell buffers currently in use
RX Cell s - #rx cells (16-bit)
TX Cells - # tx cells (16-bit)
Rx HEC - # cells Received with HEC errors
Tx PERR - # cells with nenory parity errors
VESCH Rej. Cells Inv. Cells Mem Buffs Rx Cells TX
Cells r
M5C 0 0 0 0 82678
28733 0
M5C 1: 0 0 0
0 0 0
M5C 2: 0 0 0
0 0 0
M5C 3: 0 0 0
0 0 0
M5C 4: 0 0 0
0 5 0
M5C 5: 0 0 0 987
989 0
M5C 6: 0 0 0 220
220 0
M5C 7: 0 0 0 2677
28138 0

Switch Fabric Statistics

Rejected Cells: O
Invalid Cells: O
Menory Buffers: O
Rx Cells: 86562
Tx Cells: 58085
RHEC. O

TPE: O

[ I nformation Del et ed]



Step 2 Check the M SC#, Rgj. Cédlls, and Inv. Céellsfields. They indicate the rejected cells per M SC# or
matching set of physical ports.

Step 3 Check the Switch Fabric Statistics section for the Regjected Cellsand Invalid Cellsfields. They
indicate the total number of rejected cells.

Each of the two required switch processorsin the 8540 contain four MSC ASICs, which build the
internal switch fabric for half of the portsin a system. Use the show mmc ports command to determine
which physical ports use a particular M SC#.

8540#show nmt ports

int a0/0/0: nsc# O port# 12
int a0/0/1: nmsc#. O port#. 8
int a0/ 0/2: nmsc#. 0 port#:. 4
int a0/0/3: nmec#. 0 port#:. O
int a0/ 0/4: nmsc#. 0 port#:. 14
int a0/ 0/5: nmec#. 0 port#:. 10
int a0/ 0/6: nmec#. O port#. 6
int a0/ 0/7: nmsc#. 0O port#. 2
int a0/ 0/8: nsc#. 1 port#: 12
int a0/ 0/9: nmec#. 1 port#. 8
int a0/ 0/10: nsc#. 1 port#: 4
int a0/ 0/11: nec#. 1 port#: O
int a0/ 0/12: nsc#. 1 port#:. 14
int a0/ 0/ 13: nmsc#. 1 port#:. 10
int a0/ 0/14: nsc#. 1 port#. 6
Int a0/ 0/15: nsc#. 1 port#. 2

[ out put om tted]

With each dot, the first half of the ports use an even M SC#, and the second half use an odd M SC#.
However, when using the original LightStream 1010 port adapter modules (PAMS) with a super carrier
module (SuperCAM) carrier access module, all ports on a single SuperCAM map to an even SP and
MSC ASIC. For example, thefirst half of the portsin slot 0 normally connect to MSCO of SPO, while
the second half of the portsin slot O connect to MSC1 of SP1. However, with a SuperCAM, both sets of
ports connect to M SCO of SPO.

Inadequate Buffer Space

Cisco campus ATM switches use a shared-memory architecture that stores up to 65,536 cells. Using a
shared-memory design provides the following benefits:

« Supports more connections or higher loads.



. Supports an increased amount of multicast traffic since only a single copy of any multicast cell is
stored in the common cell memory.

. Provides complete sharing with a maximum level of statistical buffer sharing.

Since all ports can use the full memory, it isimportant that the buffer management process ensures
fairness among ports by ensuring that one or a small subset of ports cannot occupy all of the buffers.

Note: The opposite of a shared-memory architecture is a per-port output buffer architecture, in which
each port has dedicated memory buffers that cannot be accessed by other ports. The Catalyst 6000 and
Catalyst 5000 are output-buffered switches.

On an LightStream 1010, use the sh controller atm 2/0/0 command to view the number of memory
buffers currently in use.

| s1010# show controller atm 2/0/0
MMC Switch Fabric (i db=0x60AD7B20)

Key: discarded cells - # cells discarded due to |ack of
resour ces

or policing (16-bit)

invalid cells - # good cells that cane in on a non-existent
conn.

menory buffer - # cell buffers currently in use

RXcells - # rx cells (16-bit)

TXcells - # tx cells (16-bit)

RHEC - # cells with HEC errors

TPE - # cells with nenory parity errors

di scarded cells =0

invalid cells = 184027
menory buffer =0
garbage cells to cpu =0

unexpected marker intrs = 0

Check the memory buffer field. It should display a non-zero value on abusy production switch.

Y ou can use the following managed objects of the CISCO-RHINO-MIB to poll your ATM switch router
for the number of free buffers and discarded cells:



http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do

Managed Object

Description

ciscoAtmSwitchTotal Buffer

shared memory.

Totd cdl buffer count in the switch's

ciscoAtmSwitchFreeBuffer

memory.

Free cell buffer count in switch's shared

ciscoAtmSwitchDiscardCells

Tota discarded cells of the switch.

Exceeding Maximum Queue Limits

ATM switch routers use configurable queue limits and thresholds to control queuing in the system. The
gueuing processes and configurable values vary with the feature card installed on the ATM switch

processor (ASP) or multiservice switch processor (MSP):

Featurecard per- |Featurecard per-
classqueuing (FC- |flow queuing (FC-
PCQ) PFQ) and 8540

Service category limit Yes No

Ma>_<|mum gqueue size Yes No

per interface

Threshold groups No Yes

The Catalyst 8510 and the LightStream 1010 with a FC-PCQ support service category limits, which
restrict the number of cells admitted into the switch as determined by the type of output queues. Use the
show atm resour ce command to display these limits. Use the atm ser vice-categor y-limit command to
configure a non-default value.

Swi t ch# show atm resource
Resour ce configuration:

Over -subscription-factor 16Sustai ned-cell -rate-margin-
factor 1%
Abr-node: relative-rate
At m service-category-limt (in cells):
64544 cbr 64544 vbr-rt 64544 vbr-nrt 64544 abr -



ubr
Resource state:
Cell s per service-category:
O cbr O vbr-rt O vbr-nrt 0 abr-ubr

Note: In the previous example all ATM service classes have access to most of the shared memory by

default.

The Catalyst 8510 and LightStream 1010 with a FC-PCQ also support maximum gueues sizes, which
determine the number of cells that can be scheduled for transmission per ATM service class per

interface. Use the atm output-queue command to configure a non-default value.

Command

Description

Switch(config-if)# atm out put-queue [force]
{cbr | vbr-rt | vbr-nrt | abr-ubr} max-size nunber

Configures
the the
maximum
queue size of
the output
queue.

Switch> show atminterface resourceatm
{card/ subcard/ port}

Displaysthe
resource
management
interface
configuration
status and
statistics.

Switch(config-if)# Switch(config)# atmthreshol d-group
service {cbr | vbr-rt | vbr-nrt | abr | ubr} group#

Configuresa
service
category to a
threshold

group.

Because not all queue size values are supported by the switch fabric, the value installed is displayed, as
well as the configuration value requested. The value installed is always greater than or equal to that

requested. Use the show atm interface resour ce atm command to display both values.
Switch> show atminterface resource atm3/0/0

Resour ce Managenent confi gurati on:
Qut put queues:




Max sizes(explicit cfg): 30000 cbr, none vbr-rt, none vbr-
nrt, none abr-ubr

' -- Note the "explicit cfg" val ues.

Max sizes(installed): 30208 cbr, 256 vbr-rt, 4096 vbr-nrt,
12032 abr - ubr

I -- Note the "install ed" val ues.

Ef ci threshold: 25%cbr, 25% vbr-rt, 25% vbr-nrt, 25% abr,
25% ubr

D scard threshold: 87%cbr, 87% vbr-rt, 87% vbr-nrt, 87%
abr, 87% ubr

Abr-relative-rate threshol d: 25% abr

[ out put om tted]

Note: Systems with a FC-PFQ queue cells on input, not output, so the atm output-queue commands do
not apply.

Catalyst 8510 and LightStream 1010 systems with a FC-PFQ and Catalyst 8540s support the threshold
groups feature. Each group consists of virtual paths (VPs) and virtual circuits (VCs) that belong to the
same ATM service category, such as VBR-nrt or UBR. By default, one threshold group holds cells for
one ATM service class. Use the atm threshold-group command to assign more than one service
category to athreshold group and to assign a service category to a non-default group number. Use the
show atm resour ce command to confirm your changes.

In the following sample output, the ATM switch router is using the default settings. One ATM service
classis assigned to one threshold group.

Ls1010# show atm resource
Resource configuration:
Over -subscription-factor 8 Sustained-cell-rate-nmargin-
factor 1%
Abr - node: EFCI
Hi erarchi cal Scheduling Mdde : disabled
Service Category to Threshold G oup mappi ng:
cbr 1 vbr-rt 2 vbr-nrt 3 abr 4 ubr 5
Threshol d G oups:
G oup Max Max Q Mn Q Qthresholds Cell Nane
cells Iimt I|imt Mirk D scard count
I nstal instal instal
1 16447 767 767 25 % 62 % 0 cpu-
switched-tg
2 65535 127 127 25 % 87 % 0 vbrrt-



default-tg

3 65535 511 31 25 % 87 % 0 vbrnrt -
default-tg

4 65535 511 511 25 % 87 % 0 i pc-tg

5 61439 511 31 25 % 62 % 0
swtching-tg

6 65535 4095 1023 25 % 87 % 0 wel | -

known-vc-tg

Ls1010#
Note: Each group matchesto one ATM service category by default.

Each threshold group consists of eight regions, with each region having a set of thresholds. A threshold
group congests when its member V Cs have alarge number of cells stored in the shared cell memory. As
the cumulative number of queued cells for the member V Cs approaches the "Max cellsinstall” value, the
maximum number of cellsin each per-V C and per-V P queue shrinks from the max-queue-limit to min-
gueue-limit. Refer to the "Max Q limit instal” and "Min Q limit instal” columnsin show atm resour ce
output for the queue size values.

When congestion isin the range of O cells (uncongested) to 1/8th full, the connection queues are limited
to max-gqueue-size. In general, as you move from one region to another, you make the new threshold
max (previous-threshold/2, min-queue-threshold). When congestion isin the range of 7/8ths full to
completely full, the connection queues are limited to min-queue-size. Note that the operation of the
switch for threshold groups in upper regions only occursif the group congests by going above 1/8th full.
However, the maximum size and threshold position commands are effective even for threshold groups in
the lowest region.

The following commands adjust the threshold group values.

Command Description




atmthreshol d-group group max-cells nunber

Configures
the
maximum
number of
cells
gueued for
all VCsin
the group.
Seethe
"Max cells
instal"
valuein
show atm
I esour ce.

atmt hreshol d- group group max-queue-limt nunber

Configures
the largest
per-VC
queue limit
applied to
al VCsin
the group.
Seethe
"Max Q
limit
install”
valuein
show atm
r esour ce.

atmthreshol d-group group m n-queue-limt nunber

Configures
the
smallest
per-VC
gueue-limit
applied to
al VCsin
the group.
Seethe
"Min Q
limit
install"
valuein
show atm




I esour ce.

atmt hreshol d-group group marki ng-threshol d percent

Determines
the point at
which a
per-VC
queueis
considered
“full", and
the switch
begins to
set the
explicit
forward
congestion
indication
(EFCI) bit
or
implements
available
bit rate
(ABR)
relative-
rate
marking.
Seethe"Q
thresholds
Mark"
valuein
show atm
I esour ce.

at m t hreshol d- gr oupgroup di scard-threshol d percent

Determines
the point at
which a
per-VC
queueis
considered
"full", and
the switch
begins to
discard
cellswith
the cell




loss
priority
(CLP) bit
to one and
implements
early
packet
discard
(EPD). See
the"Q
thresholds
Discard"
vauein
show atm
I esour ce.

The show atm vc command displays the following two counters related to rejected or discarded cells
caused by queue threshold values being exceeded:

. Number of cells queued per threshold group

. Number of drops dueto full queue viathe counters "Rx Clp0 g full drops" and "Rx Clpl gthresh
drops’

Note: The output of the show atm vc command changes with respect to drop counters depending on
whether packet discard is enabled on the VC.

swtch# show atmvec int atm12/0/3 0 100

| nterface: ATML2/0/3, Type: oc3suni

VPI = 0 VvC = 100

Status: UP

Ti me-si nce-1| ast - st at us- change: 00: 18: 09
Connection-type: PVC

Cast-type: point-to-point

Packet - di scard-option: disabl ed

Usage- Par anet er - Control (UPC): pass

Wr weight: 2

Nunber of QAM confi gured connections: O
OAM confi guration: disabled

OAM st at es: Not -appl i cabl e
Cross-connect-interface: ATML2/0/0, Type: oc3suni



Cr oss-connect - VPI 0

Cr oss-connect - VCl

100

Cr oss-connect - UPC. pass

Cross-connect QAM configuration: disabl ed
Cross-connect OAM state: Not-applicable
Threshold Goup: 1, Cells queued: 63

Rx cells: 2010095, Tx cells: O

Tx Cdp0:0, Tx Apl: O

Rx C p0: 2010095, Rx Cpl: O
Rx Upc Violations:0, Rx cell drops: 148
Rx A p0 g full drops: 148, Rx C pl gthresh

[ out put om tted]

Note: The CBR service category is assigned to group 1 by default.

dr ops: O

Check the numbers following the ClpO q full dropsand Clp1 qthresh dropsfields.

Y ou also can obtain these counts via SNMP polling.

M anaged Obj ect

Description

ciscoAtmV ¢l ClpQOV cgFull CellDrops

Total number of cellsreceived
on thisvirtual channel link
(VCL) with the CLP hit clear,
discarded because the per-VC
queue limit is exceeded. This
counter isvalid only if EPD is
disabled on the VCL. On
LightStream 1010s, this
counter isvalid only when the
switch processor is equipped
with an FC-PFQ.




ciscoAtmVclVcqClpThreshCelIDrops

Total number of cells received
on thisVCL, discarded
because the discard threshold
(as opposed to the queue-limit)
Is exceeded on the per-VC
gueue, and the CLP bit is set.
This counter isvalid only if
EPD isdisabled onthe VCL.
On LightStream 1010s, this
counter isvalid only when the
switch processor is equipped
with an FC-PFQ.

ciscoAtmV clLsPerVcQThreshGrp

Threshold Group to which the
cell-queue for cellsreceived by
this VC are queued. Note that
thisvalueisnot valid until the
VCL isin an active cross-
connect. On LightStream
1010s, this counter isvalid
only when the switch

processor is equipped with an
FC-PFQ.

Usage Parameter Control (UPC) Violations

When configured, an ATM switch at the network side of a user-network interface (UNI) polices the flow
of cellsin the forward (into the network) direction of avirtual connection. These policing mechanisms
are known as usage parameter control (UPC). They determine whether received cells are complying with
the negotiated traffic management values, and then take one of the following actions on violating cells,

depending on the configuration:

. Passthe cell without changing the cell loss priority (CLP) bit in the cell header.

. Tagsthe cell with a CLP bit value of 1.

. Discard the cell. If you enable the discard option, we recommend that you also enable the tail
packet discard (TPD) feature discussed in the section Intelligent Tail Packet Discard/Early Packet

Discard later in this document.

Use the upc parameter in the atm pvc command to specify the violation action. The full syntax of the



http://www.cisco.com/univercd/cc/td/doc/product/atm/ls1010s/wa5/12/8_17b/cmd_ref/atm.htm#xtocid2781774

command is;

Command Description

atm pvc vpi-A [vci-A | any-vci] [upc upc-A] Configures
[ pd pd]interface atm card-B/ subcard-B/ port-B[.vpt#] [aPVC. See
vpi -B [vci-B | any-vci] [upcupc-B] the "Max
cells
install"
valuein
show atm
r esour ce.

The upc parameter cannot be set to tag or drop on the processor port (ATM 0).

Normally, UPC polices only the source end of asoft VC. Use the atm svc-upc-intent drop command to
enable UPC by default for all terminating V Cs on the destination end of a soft VC.

Use the show atm vc command to view the configured UPC action and intelligent packet discard
mechanisms, as well as the number of cells discarded due to UPC violations.

Switch# show atmvc interface atm0/0/1.51 51 16

I nterface: ATMD/0/1.51, Type: oc3suni

VPI = 51 VCI = 16

St atus: DOMN

Ti me- si nce-| ast - st at us- change: 2w0d
Connection-type: PVC

Cast-type: point-to-point

Packet - di scard-opti on: enabl ed

Usage- Par anet er- Control (UPC): pass

Wr weight: 32

Nunmber of OAM confi gured connections: O
OAM configuration: disabled

OAM st at es: Not - appl i cabl e
Cross-connect-interface: ATM2/0/0, Type: ATM Swi/Proc
Cr oss-connect - VPI 0

Cr oss-connect - VCl 73

Cr oss-connect - UPC. pass

Cross-connect QAM configuration: disabled
Cross-connect OQAM state: Not-applicable
Encapsul ati on: AALS5I LM



Threshold G oup: 6, Cells queued: O

cells: 0, Tx cells: O

A p0:0, Tx Apl: O

A p0:0, Rx dpl: O

Upc Violations:0, Rx cell drops:0
pkts: 0, Rx pkt drops:0
connection-traffic-table-index: 6

servi ce-category: UBR (Unspecified Bit Rate)
pcr-cl pOl: 424

scr-cl p0l: none

ncr-cl pOl: none

cdvt: 1024 (fromdefault for interface)
nbs: none
connection-traffic-table-index: 6

servi ce-category: UBR (Unspecified Bit Rate)
pcr-cl pOl: 424

scr-cl p0l: none

ncr-cl pOl: none

cdvt: none

nbs: none

AALS5 connection registered

SAALSIL IR IIIIRIRALD

& X

Check the Packet-discar d-option and Usage-Par ameter -Contr ol setting. Also check the Upc
Violationsfield for the number of violations,

Y ou also can obtain these counts via SNMP polling. Use the ciscoAtmV clUpcViolations managed
object in the CISCO-ATM-CONN-MIB.

Note: In evaluating the arriving cell rate, the ATM switch router counts both Operation, Administration,
and Maintenance (OAM) cells as well as with data cells since the current signaling protocol does not
allow auser to explicitly specify traffic parameters for OAM flows.

Cell Loss Priority (CLP) Discarding

The standard ATM cell header includes the cell loss priority (CLP) bit, which explicitly indicates that a
cell experienced congestion during transmission to the destination end. A CLP value of one means that

the cell has alower priority and thusis more likely to be dropped in times of congestion. Thus, you can
use the CLP bit to generate different priority cell flows.

ATM switch routers use a threshold-based CL P selective discard mechanism that imposes a threshold on
the number of cell buffersto be shared by CLP =0 and CLP = 1 cells. When the switch port queue
occupancy reaches a user-configurable threshold level, only CLP = O cells are allowed to enter the



system, and CLP = 1 cells are discarded.

The show atm resour ce command displays the queue threshold percentage, after which cells are eligible
for CLP discard or early packet discard. Thisvalueisthe column labeled "Discard.”

NewLs1010# show at m resource
Resource configuration:
Over-subscription-factor 8 Sustained-cell-rate-margin-factor 1%
Abr - node: EFCI
Hi erarchi cal Scheduling Mde : disabled
Service Category to Threshold G oup mappi ng:
cbr 1 vbr-rt 2 vbr-nrt 3 abr 4 ubr 5
Threshol d G oups:
G oup Max Max Q Mn Q Qthresholds Cell Nane
cells |Iimt Ilimt Mark D scard count
I nstal instal instal

1 16447 767 767 25 % 62 % 0 cpu-swi tched-tg

2 65535 127 127 25 % 87 % 0 vbrrt-default-tg
3 65535 511 31 25 % 87 % 0 vbrnrt-default-tg
4 65535 511 511 25 % 87 % 0 i pc-tg

5 61439 511 31 25 % 62 % 0 sw tching-tg

6 65535 4095 1023 25 % 87 % 0 wel | - known-vc-tg

NewlLs1010#

Adjust the value of the discard threshold with the command atm threshold-group [ module-id modul €]
group discard-threshold percent.

Note too that there are two threshold values:
. Mark - Threshold at which the explicit forward congestion indication (EFCI) bit is set.
. Discard - Threshold at which cells are eligible for CLP discard or early packet discard (EPD).

Optionally, you can enable tail packet discard on each VVC for use with CLP selective discard. With the
TPD option, the system "goodput” (usable throughput) is enhanced. Y ou enable tail packet discard
(TPD) by specifying the "pd" or packet discard parameter in the atm pvc command. The "pd" parameter
enables both tail packet discard and early packet discard.

The command syntax is as follows:



Command Description
atm pvc vpi vci [pd pd] [rx-cttrindex] [tx-cttr index] |Configures
aPVvC.
atm soft-vc source-vpi source-vci dest-address Con:t'%i;?
at m address dest-vpi dest-vci [pd pd] as?h
[rx-cttr index] [tx-cttr index] on the
switch
router.

Use the show atm interface resour ce command to display the discard threshold percentages.

LS1010# show atminterface resource atm4/1/0
Resour ce Managenent confi gurati on:
Qut put queues:
Max sizes(explicit cfg): none cbr, none vbr-rt,
none vbr-nrt, none abr-r
Max sizes(installed): 256 cbr, 512 vbr-rt, 4096 vbr-
nrt, 11776 abr-ubr
Ef ci threshold: 25%cbr, 25% vbr-rt, 25% vbr-nrt,
25% abr, 25% ubr
Di scard threshol d: 87% cbr, 87% vbr-rt, 87% vbr-
nrt, 87% abr, 87% ubr
Abr-relative-rate threshold: 25% abr
CAC Configuration to account for Fram ng Overhead :

Di sabl ed

Paci ng: di sabl ed O Kbps rate configured, O Kbps rate
I nstall ed

over booki ng : di sabl ed

Servi ce Categories supported: cbr,vbr-rt,vbr-nrt, abr, ubr
Link Di stance: 0O kiloneters
Controll ed Link sharing:

[ nformation Del et ed]

Check the Discard threshold values.

With UPC, you can implement either drop or tag as UPC policy. Y ou cannot set up a tag-and-drop
policy in which you tag above sustained cell rate (SCR) and drop above peak cell rate (PCR).

The following example output was generated on a permanent virtual circuit (PV C) with packet discard
(PD) enabled, UPC set to pass, and traffic shaping parameters set to 10 MB SCR and 20 MB PCR.



Sending 25 MB through the PV C produces UPC violations on approximately 60% of the cells.

sw tch# show atmvc int a0/1/3 2 122
I nterface: ATM)/ 1/ 3, Type: oc3sun
VPI =2 VC = 122
Status: UP
Ti me-si nce-1| ast - st at us- change: 00: 56: 47
Connection-type: SoftVC
Cast-type: point-to-point
Soft vc location: Source
Renot e ATM address: 39.840f.8011. 4126. 0002.
f d98. 0001. 4000. 0c80. 1010. 00
Renote VPI: 2
Renmote VClI: 122
Soft vc call state: Active
Nunmber of soft vc re-try attenpts: O
First-retry-interval: 5000 mlIliseconds
Maxi mumretry-interval: 60000 ml|iseconds
Aggregate adm n wei ght: 5040
TI ME STAMPS:
Current Slot:2
Qut goi ng Setup March 12 11:45:31. 180
| ncom ng Connect March 12 11:45:31.188
Packet - di scard-option: enabl ed
Usage- Paranet er-Control (UPC): tag
Wr weight: 2
Nunmber of OAM confi gured connections: O
CAM configuration: disabled
OAM st at es: Not - appl i cabl e
Cross-connect-interface: ATM)/ 1/2, Type: oc3sun
Cr oss-connect - VPI 0
Cr oss-connect - VCl 112
Cr oss-connect - UPC. pass
Cr oss-connect QAM configuration: disabled
Cross-connect QAM state: Not-applicable
Threshold G oup: 2, Cells queued: O
Rx cells: 3706784, Tx cells: 0
Tx A p0:0, Tx Apl: O
Rx C p0:3706784, Rx Cpl: O
Rx Upc Viol ations: 2257061, Rx cell drops:0
Rx pkts: 115837, Rx pkt drops:0
Rx connection-traffic-table-index: 3020000
Rx service-category: VBR-RT (Realtine Variable Bit Rate)



pcr-cl pO01l: 20000

scr-cl p01: 10000

ncr-cl pOl: none

cdvt: 1024 (fromdefault for interface)
nmbs: 1024 (fromdefault for interface)

PIIRI

Check the Packet-discar d-option and Usage-Par ameter -Contr ol setting.
Check the Rx cellsand Tx cellsfields plus the Rx Upc Violations and Rx cell dropsfields.

With switched virtua circuits (SVCs), Cisco campus ATM switches use the AALS information el ement
(IE) to indicate whether or not to enable packet discard; the presence of the AALS IE tells the switch to
enable PD. With ATM interfaces using UNI 4.0 signaling, ATM switches may use the frame-discard
bitsin the traffic management options field of the ATM Traffic Descriptor |E.

Intelligent Tail Packet Discard/Early Packet Discard (ITPD/EPD)

Most data frames are segmented and transmitted across an ATM cloud as multiple cells. If one or more
cells are dropped by the network, the resulting packet fails the CRC check at the receiving end and must
be retransmitted. Such retransmissions lead to poor effective throughput or goodput, which is defined as
the number of delivered cellsthat are not part of aretransmission or an incomplete packet.

To maximize the number of completely delivered packets, your ATM switch router implements a unique
ITPD/EPD scheme that intelligently and selectively discards cells belonging to the same packets in order
to minimize the effects of fragmentation. Working together, I TPD/EPD can prevent frequent buffer
overflows by dumping corrupted or complete packets from rapidly filling buffers. By dropping a small
number of packets instead of cells from alarge number of packets, occasional buffer overflows do not
have serious negative effects on the end-to-end system goodpui.

I TPD works to minimize fragmentation asit is occurring. I TPD actsin response to cell drops due to one
of the following reasons:

. UPC enforcement action upon violation
. Buffer overflow

. Exceeding any of the buffer limits

. CLPsdectivediscard

When one cell of apacket has been discarded by the ATM switch router, I TPD discards all subsequent
cells of the same packet. Depending on the feature card, the last cell (also known as the end of packet
(EOP) cell) may be dropped as well.



ATM switches identify the EOP cell viaabit in the payload type identifier (PTI) field of a cell header.
The FC-PCQ does not drop the last cell of frame when doing EPD, while the FC-PFQ does.

EPD works to prevent fragmentation before it occurs. With EPD, the ATM switch router beginsto
discard all cells except the EOP cell from newly arriving packets when the switch buffer queues reach a
user-configurable threshold level. If the first cell of a packet has entered the buffer, all remaining cells of
the packet are al'so allowed to enter if sufficient buffer space is available. Otherwise, TPD is enabled.

Use the atm threshold-group group discard-threshold percent command to configure the threshold at
which point the queue is considered full and EPD starts dropping cells. See the "Q thresholds Discard"
value in the output of show atm resour ce for the default discard percentage.

The placement of the EPD threshold determines how efficiently the buffer is used and how often cells
are dropped. The EPD threshold essentially functions as the effective buffer size. The excess buffer
capacity above the EPD threshold is used to accommodate cells from those packets that have aready
had cells in the buffer or in the transmission on the line.

Setting the threshold depends on many factors, including:

. Distribution of packet sizes

. Traffic distribution

. Duration of the congestion period

. Proportion of the incoming cells during the congestion period that belong to outstanding packets
and as aresult must be buffered.

. Theinteraction with other ATM-level or transport-level flow and congestion control
mechanisms.

In addition, the amount of excess buffer capacity required depends on how the buffer is shared with non-
TPD/EPD traffic. Y ou can enable TPD by specifying the "pd" or packet discard parameter in the atm
pvc command. The "pd" parameter enables both tail packet discard and early packet discard. Packet
discard can only be enabled for AALS5 connections. Here is how the drop behavior changes with UPC
and the PD option:

. If UPC isconfigured to drop and PD is disabled, then the switch drops violating cells only.

. If UPC isconfigured to drop and PD is enabled, then the switch performs ITPD and drops all the
cellsfollowing the violating one (except the last cell).

. If PD isenabled and cells are queued to a buffer which has already exceeded its EPD threshold,
then the switch drops the complete (AALS5) packet.

In other words, PD is applied as EPD whenever possible (high queue sizes, for example) and asITPD in
all other cases, including UPC drops and buffer overflow.
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