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Introduction

This document provides troubleshooting information for common problems with Enhanced Interior Gateway
Routing Protocol (EIGRP). For more information, or to go to the next flowchart, refer to the links provided in
this section.

If you have the output of a show interfaces serial , show ip eigrp neighbors , show tech—support , or a
show ip eigrp topology command from your Cisco device, you can use Output Interpregtiste(ed customers

only) to display potential issues and fixes.

In order to use Output Interpreter, you must be a registered customer, be logged in, and have JavaScript
enabled.

Prerequisites

Requirements

Readers of this document should have a good understanding of how EIGRP works and a good knowledge ¢
Configuring EIGRP.

Components Used
This document is not restricted to specific software and hardware versions.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Main Troubleshooting Flowchart

In order to troubleshoot EIGRP, use this flowchart, starting at the box marked Main. Depending on the
symptoms, the flowchart might refer to one of the three flowcharts later in this document or to other relevant
documents on Cisco.com. There are some problems that might not be resolvable here. In these cases, links
provided to Cisco Technical Support. In order to open a service request, you must have a valid service

contract.
( Main )

A

Which symptom best describes your problem?

A

Local E!GRP rout.er no? estaphshmg EIGRP EIGRP Neighbor Check
neighbors with neighboring router

A

Routes (static or dynamic) not being ( EIGRP Redisiribufion Check)

redistributed into EIGRP

A

Routes missing from foutlng table_ EIGRP Route Check
(show ip route x.x.x.x displays nothing)

A

Receiving Not on Common Subnet error Refer to What D,,O EIGRP "Not On
Common Subnet" Messages Mean?

A

Variance not working N Refer to How Does Unequal Cost
Path Load Balancing (Variance) Work
in IGRP and EIGRP?
If this does not help to solve the
problem, open a service request.

A

. . You must understand what an SIA

Seeing routes Stuck In Active (SIA) > route is and what causes it.
Refer to What Does the EIGRP

DUAL-3-SIA Error Message Mean?
If this does not help to solve the
problem, open a service request.

Neighbor Check



C EIGRP Neighbor Check )

Are
neighboring routers attached
via the same primary
network?

N -»

EIGRP will not form neighbors over secondary networks;
therefore, the neighboring routers should be on the same
primary network

Check the MTU setting for the
neighboring interfaces. Make
them the same, if they are not
already. If they are the same
then there is a Layer 2 problem
that must be fixed. Check
cabling, interfaces and so on.

Can you
successfully ping
between neighbors with
packet sizes up to the
interface MTU
size?

N-»

Is EIGRP
enabled for
appropriate networks

Are the neighbors attached

»{ (continue with next cha@

on both the local and
neighboring
router??

via Frame Relay Network?

Are
broadcast
packets dropped

Is the
frame-relay map

The primary address
assigned to the interface
must be part of the
network used by the
network configuration
command under EIGRP

Y

command being used
for manual
mapping?

from the frame relay
broadcast
queue??

Y
\ 4

Ensure that the frame-relay map
command has been configured with
the broadcast keyword. This allows

EIGRP multicast packet delivery
across the Frame Relay Network.

A

Your frame-relay
broadcast queue may
need to be tuned.
Refer to OSPF and
EIGRP Neighbor Loss,
RIP and IGRP Update
Loss after Upgrading to
Cisco 10S 11.2 or Later.
If this does not help to
solve the problem,
open a service request.

Flowchart Notes

lssuie the show in eiarn interface command to verify
T R Al 7

Issue-the show-interface serial-command-to-verify.



C

EIGRP Neighbor Check

(continued)

Are there any

inbound access control
lists (ACLs) configured on the
neighboring interface for

either route??

Are you manually

changing the EIGRP hello
interval or hold timers?

N
v

>—’@eturn to previous cha@

!

Temporarily
remove the ACLs.
Does this
help?

The inbound ACL
is not permitting
the EIGRP hellos
form the neighbor
to be processed.
Modify the ACL to
permit EIGRP
packets from the
neighbor.

Your problem is
not a common
problem. Check
the physical
cabling. If a LAN
switch separates
the neighboring
routers, verify the
switch settings.
Otherwise, open a
service request.

It is recommended
that the hold timer
value be at least
three times the
value of the hello
interval. If your
values are such,
open a service
request for further
troubleshooting

Flowchart Notes

lssue the show in interface com
lssde-the show b itellace comi

Redistribution Check

mand-to verify
nanc-to-very-




C EIGRP Redistribution Check >

Is the redistribution
router redistributing a
protocol other than IGRP or
EIGRP into
EIGRP?

Your problem is not a
N —» common problem.
Open a service request.
h h

Are the expected
networks in the EIGRP
topology table?*

Are default metrics
configured for the
redistributed routes?

N
4

When redistributing routing
protocols other than IGRP or
EIGRP into EIGRP, a default

metric must be specified.

Refer to Enhanced Interior

Gateway Protocol.

Flowchart Notes

4 |Issue the show ip eigrp topology net mask command to
verify.

Route Check



C EIGRP Route Check )

Are you
missing all EIGRP
routes from the routing
table?®

Are any
routes in the EIGRP
topology table?®

common problem. Check

Your problem is not a

physical cabling.
Open a service request.

@ontinue with next cha@ N

local router

forming EIGRP
neighbors with the
routers that should
be advertising

Are you missing
extemal routes from the
routing table?

N*GIGRP Neighbor ChecD

Can you
ping between
neighbors with packet
size up to the interface
maximum MTU

Are the
missing routes part
of discontinuous
networks?

Check the MTU setting
for the neighboring
interfaces, Make them
the same, if they are not
already. If they are the
same then there is a
Layer 2 problem that
must be fixed. Check
cabling, interfaces
and so on.

have an inbound
distribute list; or neighb-
oring router, an

Is auto-

Remove
the distribute list.

Does this solve the
problem?

Y
v

summarization
enabled?

You must disable auto-
summarization, for

The distribute list is
denying the roules.
Modify the list as
necessary

discontinuous networks to

exchange information. Refer
to Enhanced Interior
Gateway Protocol.

Flowchart Notes

lssue the show in route eicrn command to verifiu
T R Al ) 7

Issue the show ip eigrp topology command to verify. If

eigrp topology command.

routes are not seen in the topology table, issue the clear

p




EIGRP Route Check e e
(continued) (return to previous chart)

Routers should not have
duplicate RIDs. The duplicate
RID must be changed or
removed on one of the routers.
Note: The EIGRP process must
be restarted, once the duplicate
IP address is changed, in order
for the RID to be changed.

Does the router's
originating router have
the same ID as the
local router??

Does the
local router have
an inbound distribute list, or
does the neighboring router
have an outbound
distribute
list?

The distribute list is
denying the routes.
Modify the list as
necessary

Remove

the distribute list.
Does this solve the
problem?

N
N v
v )
Your problem is not a
( EIGRP Redistribution Check > common problem. Check
physical cabling.
Open a service request.

Flowchart Notes

Issue the show ip eigrp topology net mask command, to find
7 the Router ID (RID). You can find the local RID with the
same command on the locally generated external router.|In
Cisco I0S Software Release 12.1 and later, the show ip igrp
topology command shows the RID.

Reasons for Neighbor Flapping

The stability of the neighbor relationship is of primary concern. A failure in the neighbor relationship is

accompanied by increased CPU and bandwidth utilization. EIGRP neighbors can flap for these reasons:

» Underlying link flaps. When an interface goes down, EIGRP takes down the neighbors that are
reachable through that interface and flushes all routes learned through that neighbor.

» Misconfigured hello and hold intervals. The EIGRP hold interval can be set independently of the hell
interval if you issue the ip hold-time eigrp command. If you set a hold interval smaller than the hello
interval, it results in the neighbors flapping continuously. Cisco recommends that the hold time be at
least three times the hello interval. If the value is set less than 3 times the hello interval, there is the
chance for link flapping or neighborship flapping.

« Loss of hello packets: Hello packets can be lost on overly congested links or error—prone links (CRC
errors, Frame errors, or excessive collisions).

* Existence of unidirectional links. A router on a unidirectional link can be able to receive hello
packets, but the hello packets sent out are not received at the other end. The existence of this state
usually indicated by the retry limit exceeded messages on one end. If the routers generating retry lin
exceeded messages has to form neighborship, then make the link bidirectional for both unicast and
multicast. In case tunnel interfaces are used in the topology make sure that the interfaces are
advertised properly.



* Route goes stuck-in—active. When a router enters the stuck—in—active state, the neighbors from whi
the reply was expected are reinitialized, and the router goes active on all routes learned from those
neighbors.

« Provision of insufficient bandwidth for the EIGRP process. When sufficient bandwidth is not
available, packets can be lost, which causes neighbors to go down.

* Bad serial lines.

« Improperly set bandwidth statements.

* One—-way multicast traffic.

* Stuck in active routes.

* Query storms.

EIGRP Neighbors are not Recognized

The EIGRP neighbor relationship is not established over the multipoint GRE tunnel if there is an incorrect
NHRP association in the spoke. Next Hop Resolution Protocol (NHRP) is used to discover the addresses of
other routers and networks behind the routers that are connected to a nonbroadcast multiaccess (NBMA)
network. When a network statement under Eigrp covers both the physical interface and tunnel interface
(tunnel interface ip address and physical interface ip address belong to the same major class) and if the
phyiscal interface is the source of the tunnel, then the both interfaces have to be separately advertised in the
Eigrp to avoid issues with DMVPN. The best practice is to advertise the interfaces using specific subnet
advertisements.

This issue can be resolved when you clear the NHRP associations with this command:

Router#clear ip nhrp

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.
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Service Providers: MPLS

Virtual Private Networks: Services

Virtual Private Networks: Security
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