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Introduction

Security is important in any company's infrastructure. When that infrastructure includes servers performing
call processing and networks carrying voice, the importance is even more clear. The recent Code Red virus
was a wake-up call to many companies who had taken a lax view of security. Not only were servers running
IIS affected, but whole networks were brought to a crawl by the propagation of this virus.

The Cisco IDS Host Sensor, powered by Entercept, is a great weapon in the security war. It must be
emphasized that this product is not a substitute for poor network design and poor Windows security practice
A secure network and a secure Windows 2000 platform must first be built before adding this product. The

Cisco IDS Host Sensor is the last line of defense that helps ensure that the Cisco CallManager will be
protected against hacks and attacks of many kinds.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:
« Cisco CallManager 3.0 and 3.1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul



that you understand the potential impact of any command.
Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Installation Procedure

The installation of the Cisco IDS Host Sensor is fairly simple. The first step is to install the Console. The
Console is the place where all security alerts and notifications will be sent and displayed. This can be install
on any machine. The next step is to install the Cisco IDS Host Sensor Agent on the same server as the Cisc
IDS Host Sensor Console, and on all of the Cisco CallManagers. They would then send their notifications to
the Cisco IDS Host Sensor Console.

For a small deployment, the Cisco IDS Host Sensor Console can be installed on the Publisher if desired.
Ideally, the Console should reside on a separate machine.

Install the Cisco IDS Host Sensor Console

Complete these steps:

1. When the CD is inserted into the CD-ROM drive, a splash screen will appear. Choose the Install
Console option.

2. Click Next to begin the install.



Welcome to the Cisco HIDS Setup program.  This progiam sl
install Cisco HIDS on yowr computer,

Itis strongly recommended that you exit al Windows programs
before runrng this Setup program.

Cick Cancel to quit Setup and then close any programs you
have running.  Click Next to continue with the Setup program.

WARNING: This program is peotectad by copyright law and
inemabional heaties.

Unauthorized reproduction or distibution of this prograem, or any
porbion of &, may result in severe civil and crmnal penalties, and
wil be prasecuted to the maximum extent possible undes law.

Nest > Cancel
| | |

3. Click Accept to accept the License Agreement.
4. Click Next after reading the product information and after choosing the Destination Folder.

Note: If you have followed the recommended security practices for Windows 2000 CallManager
environments, you should have the CallManager cluster as part of a Domain. If so, then choose
domain installation below. If the servers are not a part of the domain, choose local installation and
click Next.

Installation Type o

Use a local installabon # you don't have a Wndows NT Domain
aichitecture, but are operating in & workgroup enviroraent.

The Cizco HIDS Conzcle will create a new Console services bocal
administrator account, but will not look for domain and global uses
group information.

Usze a domain instalstion if you have a Windows NT Doman
architecture, and are logged in a5 3 Domain Administrator

The Cisco HIDS Console will create a new Console services domain
administrator account, and will retneve user group foemation from this
and other usted domans.

% localinstallation - creates local admmnistrator account

" domain installation - creates domain administtalor accourt

<Back Nest>

5. Click Next after selecting the Program Folders and after reviewing the current settings.

Note: You want the Cisco IDS Host Sensor Agent to run on the same machine as the Cisco IDS Hos
Console. The Cisco IDS Host Console needs protection, too. Click Yes.

{ ? 1t is recommended to install the Cisco HIDS Agent after installing the Console. Do you wish to start the installation of
the Cisco HIDS Agent after next reboot?

et e




6. The serverkey and publickey files are in the c:\Program Files\Cisco IDS\Console directory. Keep
these keys in a safe backup location. Click OK.

Information 4 5 8 A x|

Cisc0 HIDS Console directory onto a floppy disk for recovery, Keep this backup diskin a

\i.) It is recommended that you backup the publickey and serverkey fles from the
secure place,

|

If prompted, restart your server.

Install the Cisco IDS Host Sensor Agent
Use this procedure to install the Cisco IDS Host Sensor Agent.

1. Before installing the Cisco IDS Host Sensor Agent on a separate machine, it is important to map a
drive to the Cisco IDS Host Console. Open up the File Explorer. Select Tools > Map Network
Drive.

Tools Help
Map Network Drive...
Disconnect Network Drive..,
Synchronize. .,

w

il 8

Folder Options...
2.In the dialog, put the full UNC name and path of the Cisco IDS Host Sensor Console and its
corresponding directory; for example: \\console—pc\c$\Program Files\Cisco
IDS\Console.
3. Click Finish. Later, you will be prompted to enter the drive letter to obtain a key.

Windows can help you connect to a shared network folder
and assign a drive letter to the connection so that you can
access the folder using My Computer.

Specfy the drive letter For the connection and the Folder
that you want to connect to:

Drive: [F: _v_l
Folder: {\,\cms.ole\cﬂclsco IDS\Co :] Browse. .. |

Example: \\server\share
[~ Reconnect at logon

Connact using a different user name,

Create a shortcut to a Web Folder or FTP gie.

st I Finish l Cancel |

4.1f you are only installing the Cisco IDS Host Sensor Agent, you will put in the CD and start with this
same splash screen. Click the Install Agent option.

If you are continuing on from the Console installation, you immediately move to the Agent
installation screen on the next page.



5. Read the Welcome screen, enter the Name and Company and click Next.
6. Select Use Computer Name and click Next.

Select the agent name. This name wil be used for agent
display i the Console station and must be ureque across
all agents that connect to this Console. You may use the

computer name as the agent name of enter a manisaly
defned agent name.

Computer name: ICLSTR3-A.tmedmnain. CISCO. Com
¢ Use computer name.

" Marwally defined name.

< Back I Next > | Cancel l

7. Select Win2k Web Server and click Next.
8. Click Yes so the agent will automatically start at the end of the installation.




Agent type selection

Please specily the Cisco IDS Host Sensor Agant type to be
installed:

- | Win2k Server

Web server agent option

first time nvolves stopping and restarting the 115 service,
IF you wank to svod this action choose the cpticn "NO" in the dislog, and the web server agent will be started only
after your system wil be rebocked.

Would you ke to stert the agent automaticaly at the end of the installation process?

9. Select the Destination Location, then click Next.
10. Put in the hostname or IP Address of the Cisco IDS Host Console and click Next.

Communication 3 .’.‘J
Please specify the |P addiess (or hosthame] and port numbes of
the Cisco IDS Host Sensor Console.
|P/Host  {IDSHostSknsor.cisco.com
Pott {5000
< Back Next > Cancel

11.Review the current settings, then click Next.
12.Choose Specify publickey location now and click Next.



Publickey options i . ]

Please specify the location of the Console directoey from which
the instaliation wil copy the publickey file. Alternatively, you can
copy the publickey file marually after the nstallation

&+ Specify publickey locaton nowt
{" Copy publickey manually Later

<Back [ Met> ]|  Cancel |

13. Specify the new drive that was mapped.

If the full path to the remote Console directory was mapped, then f:\ should be the only thing that
needs to be entered in the box below. Click Next.

Publickey location

Ix

Specify the Cisco DS Host Sensot Console directory from which
the publickey will be copied

Browse... l

< Back I Next > I Cancel

Configuration Procedures

Create Agent Groups
Complete these steps to create agent groups.
1. Open the console and click Agents in the quick—select panel on the left.
Note: The default username and password are Administrator/Administrator; passwords are
case-sensitive.

2. Select New Agent Group from the Agent menu, or click New Agent Group.

The Agent Group Properties box is displayed.



3. Enter the agent group name in the field titled Group Name and click the tab labeled Agents.

Two windows are displayed. The first is labeled All Agents, and the second is labeled Agents in
Group.

4. Highlight the agents you want to be in the group in the left window (hold select to pick more than
one) and click Add.

Once the agents are in the new group, remove the agents from the group labeled New Agents.
5. Two Agent Groups are created.

Create the types of Agents you need in your deployment.
¢ CallManagers group servers in CallManager cluster (publisher and subscribers).

¢ Productivity Application Servers group for Personal Assistant Server
A sample of each of the Agent Group Properties pages is shown below.

=7 Agent Group Properties b . x|
Propeities T AR?“‘*
Al bgeris: Agents in Group:
? TEST1
@B TEST2

Agent Properties I

(2] e

CallManager Agent Group Properties 1 (Testl and Test2 are example names of two different
IDS Agents running on two different CallManagers)




6@ Agent Group Properties - - E e %]

Propeitias T Agents:

Al Sgents: Agents n Group:

Productivity Applications Servers Group 1 (PA is an example of an IDS Agent running on a PA
server)

Create the Security Policies
Use this procedure to create security policies.
1. Click the Policies button on the quick select panel and select New from the Policies menu or click the

New Policy button. The Policy Properties windows is displayed.
2. Enter the policy name in the field labeled Policy Name.

= Policy Properties

S B x|

N\

Low | @iro

Detads: | sgerts | Wses | @bor | @Medim [ &

Policy Name:  {CalManager Administrator

Polcy Stalus:  Enabled

Note ZI

.7 |
Created by Adkrinisteator Cieated on 8/872001 81302 AM
Last modifed by:  Administrator Last modfied one  8/9/2001 35307 AM

E [ o ]  comm | vl

N ‘A
3. Click the Agents tab.

Two windows are displayed. The window on the left is labeled All Agent Groups, and the window on
the right is labeled Agent Groups of the Policy.

4. Highlight the agent groups you want to be in this policy, and click the Add button.



= Policy Properties

Use: | Oboh | @Medim ] Olow | Do )

(Dot | Agents) |
Al Agant Groups: Agent Groups of the Pokcy:
AL Agerks l?wemw
New Agerts
PA
Add > I
(Bomovol
N B | il |
s T o ]

5. Click thé Users tab.

Two windows are displayed. The left window is labeled All User Groups, and the right is labeled

User Groups of the Policy.

6. Highlight All Users in the User Groups of the Policy windows and click the Remove button.
7. Highlight LOCAL/Administrators in the All User Groups windows and click the Add button.

= Policy Properties

X

All User Gioups

Detals | Agerts | Users | @kob TéMmT Blow | .®!v;‘o..‘

User Groups of the Polcy:

IEAI Usees

B LOCAL A ccount Operators

P LOCAL adm

QLOCAL\Backw Opatators

%LUEAL\bin
LOCAL\daemon

mLDfAL\Gueslx

2B LOCAL\mail

2 LOCAL\nobody

B LOCAL cther

QLOEAL\PM: Users

B LOCAL\ Repicator

LOCAL oot
| OCAL oo
‘

a [BR (OCAL A duiristatons

8. Click the High tab. Several fields are displayed.
9. Select Prevent from the Reaction drop down box.




10. Click the Medium tab.
11. Select Prevent from the Reaction drop down box.

12.Click the Low tab.
13. Select Ignore from the Reaction drop down box.



= Policy Properties _‘"\. {&'{":r x|

Detas | Agents | Uses | @Hoh | @Medum | @Hiow | Wino

Feacton:  |ignore |

MNethcstons
& st | e
| |
o _to |
P | o |

I Add notificabons fiom lower kevels:

14. Click the Info tab.
15. Select Ignore from the Reaction drop down box.

= Policy Properties

[ Detws | Agerts | ses | @Hoh | @Medum | Blow | Gilliniol

Reaction {ignore |

Nothcatons:
9 E-mat I

(@ Pager | 5

plocess:

o o

oo |
oo |
i oo |
o |

16.1f you have Productivity Servers, repeat the same steps outlined above.
In total, assuming you had all of these types of servers, the following two policies are created:

¢ CallManager Administrator contained the CallManager Agent Group
¢ Productivity Apps contained the Productivity Applications Server Group

Modify the Access Levels for the Security Signatures

Once the Agent Groups and Security Policies are created, it is time to modify the Access Levels on the
security signatures. This step is extremely important. Here, you assign proper access to critical processes tt
run on the server.

n Caution: If you do not make these modifications, it could prevent the Cisco CallManager or



Productivity Apps from running correctly.

1. Click the Levels button on the quick select panel on the left.
2.Select New from the Levels menu or click the New Level Modifier button.

A window titled New Level Modifier opens, displaying a list of the security signatures.

"% New Level Modifier : SRS x|

Select & signature 1o change the security leved

Signature Name * | Defauk... | Platform | Application | =
Account Lockout Policy Modificaton @ Low Windows.. 05
Administrative Shares Enabled @ Low Windows.. 0S

Admintool Buifer Dverflow @ High Solais 0s

AEDebug RegKey Permissions Modfication @ Low Windows.. 0S

Agent Mode Remotely Changed to Protection @ Low Windows ... Agent

Agent Mode Remotely Changed 1o Waming @ Low Windows Agerd

Agent Remote Control Disabled @ Low Windows .. Agent

Agent Remote Control Enabled @ Low Windows ... Agent

Aleter Service Activation @ Ifo  Windows .. 05

Alerter Service Startup Mode Modhcation »w Irfo Windows .. 0S
AlowSpeciaCharsinShel RegKey Modfication @ Low Windows... 0S

Aronymous Uses Name Lookup @ Low Windows.. 0S

Apache HTTP - llegal Request Method & Low Solais Apache

Apache HTTP - SSI Fie Extenzion Request @ Low Solaic Apache

Apache Shielding - Apache Shared Lib Manipulation (1] High Solaris Apache

Apache Shielding - Binary File Manpulabon (1] High Solans Apache {
Apache Shielding - CGI-bin Manipulation (1] High Solasis Apache Ll

Rt

3. Highli'ght”the»sig'natljre to be modified and click the 'Change Level button, or double—click it.
4. Click the Security Level tab and select For Specific Groups under Current Security Level.

A new window appears displaying the current list of groups and their security level.
5. Maodify the following list of signatures.

For these signatures, set the security level to LOW.

n Caution: Failure to set the security level to LOW will result in the Cisco CallManager

becoming dysfunctional.

¢
¢

IIS Envelope File Access by IIS Process — CallManager needed to access admin pages
IIS Envelope File Access by IIS Web User — CallManager needed for CallManager
maintenance (view trace files)

IIS Envelope File Execution by 1IS Web User — CallManager needed for CallManager
maintenance (view trace files)

IIS Envelope File Modification by 1IS Process — CallManager needed for web access to
admin pages

IIS Envelope File Modification by 1IS Web User — CallManager needed for web access to
admin pages

IIS Envelope Registry Access by IIS Process — CallManager needed for JTAPI logins

IIS Envelope Registry Access by IIS Web User — CallManager — needed to access java
application via web interface (Admin Serviceability Tool)

IIS Jet Database Command Execution — CallManager used to update database when logged
into CallManager user pages

IIS Shielding Service Access — CallManager needed for system maintenance (restarting
services)



All Access Levels Modifications for CallManager will look like this.

" evel Modiflier Properties

Detais ] Secusity Level 1 Everk Desciiphon

Recommended Securly Levat () Info

~ Cutrert Secunty Leval
" Fon all goupe
& Fot spacie groups
Agent groups Level
New Agents hi'r*v—?_l

PTTS Shielding File Access — Personal Assistant used to update database via admin pages. Se
the Level to LOW.

& ix

"7 evel Modiflier Properties

Dot [ (eubidt | EveDuown

Recommended Securly Levat () Info

~ Cutrert Sacunty Level
(" For &l goups
v Fot specibc groups
Agent groups Level
CatManager m ~:
Low ad :
v

E x| ot B ..BeaueDelu.ls‘.]

s 1IS Sh’i'éibl_iur-{é'ifiIé»iéxéc_:u’tianm—“ Calrlrl\-/ila-r]éé]er"ﬁénéd-éafbr'system maintenance (restarting
services). Set the level to LOW. Personal Assistant used to update database via admin page
Set the level to LOW.




"7 evel Modiflier Properties

Detais 1 5@4!5160] Y EverrDescioon

Recommended Securly Levat (1] High

— Cutrert Secunty Lewst
(" For ol goups
5 Foi specie gloups
Agent goupe Lavel
o Agerts High N 2
M o Low > i
l Low v I

Activate the Agents

After you complete access level modification, it is time to activate the agents. To do this:
1. Click the Agents icon on the left hand side of the screen.
2. Click the All Agents group.
3. Right—click the first Agent in the list and select Set To Protection Mode.

Repeat this step for all agents. The Agents screen shows each agent in On—Protecting Mode, as shc
below.

n Caution: If you do not complete this step, the Cisco IDS Host Sensor Agent is not blocking the

attacks.

Cisco HIDS Console

| Agent Management

e
=

£ B

® cusT 71372001

i




Upgrade Cisco CallManager and Install New Software

Any installation of new software on the Cisco CallManager requires the IDS Agent to be set to On Warning
mode instead of Protecting mode. This includes upgrades to the CallManager, as well as installations of oth
plugins such as ART or BAT.

Prior to performing an upgrade, the agent associated with the Cisco CallManager should be put in an On
Warning mode. In an On—-Warning mode the agent will not attempt to interfere with the install package.

Cisco HIDS Consale

Fle Edt Agerts View Reports Tooks Help
B8 AR XL ¥ ?

| Agent Management

Productiaty Apphc:
@R oServces Servers
Vorcenal Servers

System Events Fitered By Agerk

After the Cisco CallManager or other application plugin has been successfully upgraded or installed, restart
the server. Finally, return the agent to an On Protecting mode.

n Caution: If you do not do this, your server will not be protected against attacks.

Cisco HIDS Consode
Fi= Eck Agents Vew Reports Tools el

BES8A8® B XEL¥ ?

Agent Management

Productnty Apphci
eServcas Setvees
Vioscemad Seevers

Dedete Agert From Al Geoups
Syshem Everts Fitered By Agant

Caveats

Use Cisco Host IDS Sensor Agent and McAfee NetShield

Note: In order for McAfee NetShield and the Cisco Host IDS Sensor Agent to co—exist on the same server,
McAfee should be configured to not scan the directory where the Cisco Host IDS Sensor Agent or Console



are installed. An example is shown below.

Tx:NetShield Properties - TEST1 ' : 21 x|

Detection | Actions | Reports ~ Exclusions I

V.M Select files, folders and drives to be excluded from

-l wirys scanning.

[ |
| Item l Subfolders l From I
[ pagefile. sys No In/0ut
___:.] C:\Program Files\Network Ass... Yes In/0ut
(1 C:\Program Files\Cisco IDS Yes In/0ut

Add... I Bemove I Edit I

| ] I Cancel I

The full path that should be excluded is c:\Program Files\Cisco IDS\. Include all subfolders for this directory
so McAfee will not scan any directory or file under the Cisco IDS folder.
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