LAN-to—LAN IPSec Tunnel Between the Cisco VPN
3000 Concentrator and PIX Firewall Configuration
Example

Document ID: 14100

Introduction
Prerequisites
Requirements
Components Used
Conventions
Configure
Network Diagram
Configurations
Verify
Troubleshoot
Troubleshooting Commands on the PIX
Troubleshooting on the VPN Concentrator
NetPro Discussion Forums — Featured Conversations
Related Information

Introduction

The goal of this sample configuration is to connect a private network behind a Cisco PIX Firewall to a private
network behind the Cisco VPN 3000 Concentrator. The devices on the networks know each other by their
private addresses.

Refer to IPsec: Router—-to—PIX Security Appliance 7.x and Later or ASA Configuration Example for more
information about the LAN-to—LAN tunnel configuration between a router and Cisco PIX/ASA Security
Appliances.

Refer to IPsec Tunnel Between PIX 7.x and VPN 3000 Concentrator Configuration Example for more
information when the PIX has software version 7.x.

Refer to LAN-to—LAN IPsec Tunnel Between a Cisco VPN 3000 Concentrator and Router with AES
Configuration Example for more information about the L2L IPSec tunnel configuration between a Cisco VPN
3000 Concentrator and router with Advance Encryption Standard (AES).

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

The information in this document is based on these software and hardware versions:

* PIX Software 6.3(1)



* VPN 3000 Concentrator with 4.0.1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers odlyo obtain more information on the commands
used in this section.

Network Diagram

This document uses this network setup:
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Configurations

Configure the PIX

PIX Firewall Configuration

PIX Version 6.3(1)

interface ethernetO auto

interface ethernetl auto

nameif ethernet0 outside securityO
nameif ethernetl inside security100
enable password 8Ry2Yjlyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname sv2-11

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000




fixup protocol smtp 25
fixup protocol sglnet 1521
names

1-—— Access control list (ACL) for interesting traffic
I-—-—to be encrypted over the tunnel.

access—list 101 permit ip 10.13.1.0 255.255.255.0 10.31.1.0 255.255.255.0
pager lines 24

mtu outside 1500

mtu inside 1500

I-—— |P addresses on the interfaces.

ip address outside 172.18.124.157 255.255.255.0
ip address inside 10.13.1.48 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm history enable

arp timeout 14400

global (outside) 1 interface

I-—- Binding ACL 101 to the Network Address Translation (NAT) statement
I-—-to avoid NAT on the IPSec packet.

nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.000

I-—— Default route to the Internet.

route outside 0.0.0.0 0.0.0.0 172.16.124.132 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

aaa—server TACACS+ protocol tacacs+

aaa—server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

I-—— The sysopt command avoids conduit on
1-——the IPSec-encrypted traffic.

sysopt connection permit-ipsec

I-———IPSec policies

crypto ipsec transform-set aptset esp—3des esp—md5-hmac

I-—— Setting up the tunnel peer, encryption ACL, and transform set.
crypto map aptmap 10 ipsec-isakmp

crypto map aptmap 10 match address 101

crypto map aptmap 10 set peer 172.18.124.132

crypto map aptmap 10 set transform-set aptset

1-—— Applying the crypto map on the interface.




crypto map aptmap interface outside
isakmp enable outside

I-—— Pre-shared key for the tunnel peer.
isakmp key ******** gddress 172.18.124.132 netmask 255.255.255.255
I-—— IKE policies

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:1209dc5ffed40ad7¢999d655509260f5
:end

[OK]

Configure the VPN Concentrator
Complete these steps in order to configure the VPN Concentrator.

Note: This example was performed in a lab environment by accessing the VPN Concentrator through the
console port and adding a minimal configuration (see steps 1 and 2) so that the additional configuration is
done through the graphical user interface (GUI).

1. Go to Administration > System Reboot > Schedule reboot > Reboot with Factory/Default
Configuration and reboot.

2.When the VPN Concentrator comes up in Quick Configuration mode after you reboot, configure basi
device information:

¢ Time/Date
¢ Interfaces/Masks in Configuration > Interfaces (public=172.18.124.132/24,
private=10.31.1.80/24)
¢ Default Gateway in Configuration > System > IP routing > Default_Gateway >
172.18.124.157
The VPN Concentrator is now accessible through the GUI from the inside network.

Note: You can also manage the VPN Concentrator from the outside. Refer to How to Manage the
VPN 3000 Concentrator from the Public Network for more information.
3. Launch the GUI and go to Configuration > Interfaces in order to confirm the interfaces.

Note: The interface that terminates the tunnel should have a filter applied to it. In this case, the publi
interface has the public (default) filter applied. Rules are automatically added later to the applied filte
on the IPSec interface.



Configuration | Interfaces Tuesday, 08

Save Neg

[This section lets you configure the VPN 3000 Concentrator's network interfaces and power supplies.
lIn the table below, or in the picture, select and chick the interface you want to configure:

| Interface Status | IPAddress |SubnetMask| MAC Address |Default Gateway

|Ethenet | (Private) up (1031180  [255.255.255.0 [00.03.5088 54 58

|Ethemet 2 (Public) UP  [17218.124132/[255.255.255.0 [00.03 40,38 54 5B

|Etheret 3 (Exterral) Not Configared [0.00.0 0000

|DNS Server(s) DNS Server Not Configured

IDNS Domain Name

« PowerSupplies

4. Go to Configuration > System > Tunneling Protocols > IPSec LAN-to—LAN > Modify or Add in
order to configure the IPSec LAN-to—LAN tunnel. Click Apply when you are finished.

In this example, the necessary information for the outside interface of the PIX is populated.



Add anew IPSec LAN-to-LAN conrection.

Enable [V Check to ensble thes LAN-to-L &N conrechion,

Namr Fo_pix Exder the name for this LAN-1o-LAN cormecton

Inierface IEihelnet 2 (Public) (172.16.124.132) :_I Select the irderface for this LAN-fo-L&N connechon.

" . o et Choose the type of LAN-to.LAN conrection. An Crigina- Chly connechion may
Connection Type IBrduechonaJ 'I have sulipls peers specified below
172.18.124.157 =
Peers Exter the mrmote pesy IP addvesses for this LAN to-LAN cormection. Origmase- Onl

cornEction may epecdl up 10 tan pest [P sddmesse. Entey orw IF addrese por ine.

4
Digital Certificate [None (Use Preshared Keys) x| Select the digital certificate to uss.
. C oo .
c"h.&.‘h RaetiSoule sl Choose howr 1o sevd the digital cextificate to the 1KE peer.
Transmission @& [derity certaficate anly
Preshared Eey |ciso:1 23 Exter the precharsd ey for this LN to. LA convection.
Authentication IESP/MDSIH!M(}1 28 ;l Syecify the packet authentication mechanisie 10 we.
Encryption |3DES—1 68 'I Syecify 1he excryption mechanier to wse.
IKE Proposal IIKE-3DES-MDS ;l Select the [KE Proposal to we fox this LAN-1o.L&N connection.
- Chooss the filter to apply to the traflle that & twwelkd through this LAN to. LA
Fllex I—None -'-I cornECtion
Check to lt NAT.T corpeatdble [PSec pesas ecteblich this LAN. 1o LAN cormection
IPSec NAT.T [ through a HAT davies. You rust eko snsble [PSee over NAT.T under HAT
Trayeparney.
Bandwidth Policy I—Nona— vI Cheoss the bandwadth poley 1o spply lo thes LAN-to-LAN conrection.
. Choos: the rouling eechardem to we: Pa texs below are ignered if Netwerk
Routing IND“ ;I Aulodiscovery is chosen

Local Network: I7a LAN-to-LAN NAT rule i wsed, ths 3 the Travslated Network addmes.
Network List I Uze IP AddressAWildoarck-mask below ;I Sypecify 1he Jocal network addrese bt or the [P addrzse and wikdeand meslk for this

L4N-to-LAN cormection.
IP Address Il 03110 .
Nete: Enter a #ildcard mask, which is the reverse of a subnet masl & wildcad

I— wask has [s inbit positiore to igrore, Og inbit positions to match. For exaapls,
Wildeard Mask |0.0.0.255 10.10.1 000 0.255 = 21 10.10.1 2em addmesse.

Remote Netwerls: [fa LAN-10-LAN NAT rule is used, this i3 the Rewote Network address
Network List IUse IP AddressAWildcarc-mask below ;l Specify 1he rermote vetwork address Bst or the 1P addiess and wildeand mask for this

LAN-10-LAN cormestion
IP Address Il 01310
Netr: Enter a wildcard mask, which is the reverse of a subnet mask & wildcard

wnsk has 13 in bit positions to igrore, 05 mbit positions to match. For exenple,
Wildcand Mask [00.0 255 10.10.1 000 0.257 = a1l 10.10.1 1w adchesses

Apply | Cencel |

5. On the confirmation page that displays the automatically configured parameters, click OK in order to
accept the configuration.

Note: Do not modify these LAN-to—LAN settings.



ve P.!
AnJPSec LAN-to-LAN comrwetion has been successfully configured. The folowing ke besn added to your configuration:

Authentication Server [vtemal
Group 172.18.124.157
Security dsseciation L2L. to_pix

L20 to_pix Out

Eiiax Kuice L2L: to_pix[n

Modifing ary of thess itews wall affect the LAN-to-L&N cordigumtion. The Group is th same as your LAN-1o-L&N peer. The Security Association and
Filter Rules all start with "L2L:" to indyate that they forn a LAN-to-LAN configmation.

OK I

6. Go to Configuration > Policy Management > Traffic Management > Assign Rules to Filter in
order to confirm that the rules have been created and applied correctly.

Rules are automatically created and added to the filter applied to the IPSec interface. In this case, th
public (default) filter that is applied to the public interface has new rules added to it by the
configuration.

Add, vernowve, prionitze, avd corfigare rules that apply to a flter.

Filter Name: Pubhic (Default)

Sekect an dvailable Rule and chck Add to apply it to thie filter.
Sekect a Current Rule in Filter ard chick Remove, Move Up, Move Down, or Assign SA to Rule as appropnate.
Select an Available Rule, then select a Current Rule in Filter, and clck Insert Above to add the svailshle rule ahove the current nule,

Current

Rules in Filter Actions Available Rules
L2l to_pixIn (IPSec/Lel to_pixfin) &) << Add I RIP In (forward/in) 2]
GRE In (forward/in) RIFP Out (forword/out)
IPSEC-ESP In (forwardin) <«insetAbove | |0SPF In (fonwerdsin)
IKE In (forward/in) OSFF Out forwordfout)
PPTP In (forwardin) Remove >> | Incorming HTTP In (forward/in)
LZTP In (forearddin) Mova Up l Incoming HTTP Qut (forward/ouf)
ICMPPIn (forveard/in) Arvy In (forward/in)
N ‘
I:i?—TIlr:l(:%nr:?arﬂ.lﬁnrz) g Maye Do) | m)c;rail:l'g[1?ﬁr:|’:?:%cjl rﬁiowr&rdﬁn)
L2L: to_pix Out (IFSecL2L: to_pjous) Assign SAtoPule | [Incoming HTTPS Out (forwardjou)
GRE Qut (forward/out) LDAP In (forward/in)
IKE Out (farword/out) =l Done | LDAP Out (forword/out) |

7.0n the confirmation page that displays the automatically configured group information, click Apply
in order to accept the group settings.

Note: Do not modify these group settings.



ement | Graups | Modify 172.18.124.157

ation | User Manag

valoes

Identity Parameders

Identity [ General [ IPSec | Client Config | Client P | HW Client * PPTP/L2TP

Check the Inherit? box to set o field that srou wandt to default to the base group value Uncheck the Inherit? box and evder a newr vahie to overnde bass group

Attribuie Value

Description

Name 172.18.124157 Enter a unicme warne for the group.

Passwond m——— Enter the password for the group

Yerify W Veniy the group's password

Type Ilniemol 'I

{he VPN 3000

's [dermal Datab

Exiornel groups are configared cn an external authenticstion sexver (e g RADIUS). Infornal groups are configured on

Apply | concel |

8. On the confirmation page that displays the automatically created security association (SA), confirm

that the SA appears in the list of IPSec SAs.

y Management | Traffic Management | Security

Click Add to 23d an. 54, or select an 54 and click Medify or Delete.

IPSec SAs

ESF-3DES-MDb
ESP-3DES-DE-DH5
ESP-3DES-MDS-DH7
ESF-3DES-NONE
ESP-AES128-SHA
ESP-DESHMDS
ESF-L2TP-TRANSFORT
ESSIKE-3DES-MDS5
L2L:to_pix

This section lets you add, configure, mochfy, and delete 1F5ec Secunty Assoristors (SAs). Secunty Assocntions use L Popesals to

Save uudedg

tinte [KE

o r

Actions

Addl

Modity

Delete l

9. Go to Configuration > System > Tunneling Protocols > IPSec > IKE Proposals in order to

confirm that the IKE proposals are shown as active.

g Protocols | IPSec | IKE Proposals

4dd, delete, priontize, and configure TKE Proposals,

IKE-3DES-MD5S-DH7?
IKE-3DES-MDS-RSA
CigcovPNClient-3DES-MD5-DHS
CiscovPhClientAES128-SHA
IKE-AES128-SHA

Move Up |
Move Down I
Add I

Modify |
Esres
ey

Select an Inactive Proposal ard cbck Activate to make 1t Active, or clck Modify, Cepy or Delete as appropnate.
Select an Active Propesal and click Deactivate o make it Inactive, or clhick Move Up or Move Down to charge its prionty.

Chick Add or Copy to a3d a new Inactive Proposal [KE Proposals are used by Secunty Assocations o specify [KE parareeters.
Active Tnactive
Propesals Actions Proposals
CiscovPNClient-3DES-MOS o, IKE-3DES-SHA-DSA
KE-3DES-MDS [ «Acivate | | E-3DESMDSRSADH!
IKE-3DES-MDS5-DH1 : IKE-DES-MD5-DH?
IKE-DES-MD5 _ Deaciivate> | CiscoVPNClient-IDES-MD5-RSA

CiscoVPNClient-3DES-SHA-DSA
CiscoVPNClient-3DES-MD5-RSA-DHS
CiscoVPNClient-3DES-SHA-DSA-DHS
CiscoVPNClient-AES256-SHA
IKE-AES256-SHA




Verify

There is currently no verification procedure available for this configuration.

Troubleshoot
This section provides information you can use to troubleshoot your configuration.

Troubleshooting Commands on the PIX
Note: Refer to Important Information on Debug Commands before you use debug commands.

« debug crypto engine Shows the traffic that is encrypted.

« debug crypto ipsec Use to see the IPSec negotiations of phase 2.

« debug crypto isakmp Use to see the Internet Security Association and Key Management Protocol
(ISAKMP) negotiations of phase 1.

Troubleshooting on the VPN Concentrator

These debug options are individually available if you go to Configuration > System > Events > Classes >
Add.

* IKE

* IKEDBG

» IKEDECODE

* IPSEC

* IPSECDBG

* IPSECDECODE

Go to Monitoring > Event Log and click Get Log in order to see the actual debug.

Monitoring | Filterable Event Log

Select Filter Options
Event Class All Classes
AUTH
AUTHDEG
AUTHDECODE
Client TP Address ID.D.D.U Events/Page I 100 'I
Group [—Al- ~| Direction  |Oldestto Newest x|

Hdl ﬂl »l hHl Get Log | SaveLogl CIearLogl

| | o> | o




Go to Monitoring > Statistics > IPSec in order to see IPSec status.

ResetgZRestored
IKE (Phase 1) Statistics IPSec (Phase 2) Statistics
{ Active Tunnels ) Active Tunnels 6
| Total Tunnels 0 ~ Total Tunnels o
1 Received Bytes 84 Received Bytes 256
j Sent Bytes 84| | Sent Bytes 256 :
i Received Packets 1| Received Packets 4
" SemtPackets | 1||  SemtPackets | 4|
i Received Packets Dropped 0 Received Packets Dropped 76:
1 Sent Packets Dropﬁed 0| Received Packets Dropﬁé d (Anti-Reﬂay) 0 l
; Received Notifies 1 Sent Packets Dropped 0 \
] Sent Notifies 2 Inbound Authentications 4
5 Received Phase-2 Exchanges o Failed Inbound Authentications 0 '
| SentPhase-2 Exchanges | 0 Outbound Authentications = 4|
| Invalid Phase-2 Exchanges Received 0 Failed Outhound Authentications 776
‘ Invalid Phase-2 Exchanges Sent o A Decryptions 7 4 l
j;Rt»yjel:t:ed Received Phase-2 Exchanges 0 . Failed Decryptions 0
g Rejected Sent Phase-2 Exchanges 0| Encryptions 4
{PﬁasAe-Z SA Delete Reque.sAt“sARAéceived of[ * Failed Encfyjm'dns 0 '
| Phase-2 SA Delete Requests Sent | 0||  System Capability Failures 0|
| Initisted Tunnels | 0|  No-SAFailures 0|
; Failed Initiated Tunnels 0 Protocol Use Failures 0 :

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestiot
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for VPN

Service Providers: VPN Service Architectures

Service Providers: Network Management

Virtual Private Networks: General

Related Information

 Cisco VPN 3000 Series Concentrators Support Page
 Cisco VPN 3000 Client Support Page

« PIX 500 Series Firewalls Support Page

* Cisco Secure PIX Firewall Command References

« |P Security Protocol (IPSec) Support Page
 Configuring IPSec Network Security

* Request for Comments (RFCs)

« Technical Support and Documentation — Cisco Systems
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