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Introduction

This document discusses the implementation of Cisco Catalyst series switches in your network, specifically the
Catalyst 4500/4000, 5500/5000, and 6500/6000 platforms. Configurations and commands are discussed under
the assumption that you are running Catalyst OS (CatOS) General Deployment software 6.4(3) or later.
Although some design considerations are presented, this document does not cover overall campus design.

Prerequisites

Requirements

This document assumes familiarity with the Catalyst 6500 Series Command Reference, 7.6.

Although references to public online material for further reading are provided throughout the document, these
are other foundational and educational references:

. Cisco ISP Essentials— Essential 10S Features Every | SP Should Consider.

. Cisco Network Monitoring and Event Correl ation Guidelines

. Gigabit Campus Network Design—Principles and Architecture

. Cisco SAFE: A Security Blueprint for Enterprise Networks

Components Used

This document is not restricted to specific software and hardware versions.

Conventions


http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/7.x/command/reference/cmd_ref.html
ftp://ftp-eng.cisco.com/cons/isp/documents/IOSEssentialsPDF.zip
http://www.cisco.com/en/US/products/sw/cscowork/ps2393/prod_technical_reference_list.html
http://www.cisco.com/warp/customer/cc/so/neso/lnso/cpso/gcnd_wp.pdf
http://www.cisco.com/en/US/netsol/ns744/networking_solutions_program_home.html

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information
These solutions represent years of field experience from Cisco engineers working with many of our largest
customers and complex networks. Consequently, this document emphasizes real-world configurations that make
networks successful. This paper offers these solutions:

. Solutionsthat have statistically the broadest field exposure, and thus the lowest risk.

. Solutionsthat are simple, trading some flexibility for deterministic results.

. Solutionsthat are easy to manage and configured by network operations teams.

. Solutions that promote high availability and high stability.

This document is divided into these four sections;

. Basic Configuration— features used by a majority of networks such as Spanning Tree Protocol (STP)
and trunking.

. Management Configuration— design considerations along with system and event monitoring using

Simple Network Management Protocol (SNMP), Remote Monitoring (RMON), Syslog, Cisco Discovery
Protocol (CDP), and Network Time Protocol (NTP).

. Security Configuration— passwords, port security, physical security, and authentication using TACACS
+.

. Configuration Checklist— summary of suggested configuration templates.

Basic Configuration
Features deployed with the majority of Catalyst networks are discussed in this section.

Catalyst Control Plane Protocols

This section introduces the protocols that run between switches under normal operation. A basic understanding
of these protocolsis helpful in tackling each section.

Supervisor Traffic

Most features enabled in a Catalyst network require two or more switches to cooperate, so there must be a
controlled exchange of keepalive messages, configuration parameters, and management changes. Whether these
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protocols are Cisco proprietary, like CDP, or standards-based, like |IEEE 802.1d (STP), all have certain elements
in common when implemented on the Catalyst series.

In basic frame forwarding, user data frames originate from end systems, and their source address and destination
address are not changed throughout Layer 2 (L2) switched domains. Content Addressable Memory (CAM)
lookup-tables on each switch Supervisor Engine are popul ated by a source address learning process and indicate
which egress port must forward each frame received. If the address learning process is incompl ete (the
destination is unknown or the frame is destined to a broadcast or multicast address), it is forwarded (flooded)
out al portsinthat VLAN.

The switch must also recognize which frames are to be switched through the system and which must be directed
to the switch CPU itself (also known as the Network Management Processor [NMP]).

The Catalyst control planeis created using special entriesin the CAM table called system entriesin order to
receive and direct traffic to the NMP on an internal switch port. Thus, by using protocols with well-known
destination MAC addresses, control plane traffic can be separated from the data traffic. Issue show CAM
system command on a switch to confirm this, as shown:

>show cam system

* = Static Entry. + = Permanent Entry. # = System Entry. R =
Router Entry.

X = Port Security Entry

VLAN Dest MAC/ Route Des [ CoS] Destination Ports or VCs /
[ Protocol Type]

1 00-dO-ff-88-ch-ff # 1/ 3
I--- NWP internal port.
1 01-00-0c-cc-cc-cc  # 1/3

|l --- CDP and so on.

1 01- 00-0Oc-cc-cc-cd # 1/3
l--- G sco STP.

1 01-80-c2-00-00-00 # 1/3
I--- | EEE STP.

1 01-80-c2-00-00-01 # 1/ 3

l--- |EEE fl ow control.



1 00- 03- 6b-51-e1-82 R# 15/ 1

l--- Multilayer Switch Feature Card (MSFC) router.

Cisco has a reserved range of Ethernet MAC and protocol addresses, as shown. Each one is covered later in this
document. However, asummary is presented in this table for convenience.

Feature SNAPHDLC Destination

Protocol Type | Multicast MAC

Port Aggregation PP

Protocol (PAGP) 0x0104 01-00-0c-cc-cec-cc

Spanning Tree PVSTP+ |0x010b 01-00-0c-cc-cc-cd

VLAN Bridge 0x010c 01-00-0c-cd-cd-ce

Unidirectional Link

Detection (UDLD) 0x0111 01-00-0c-cc-ce-cc

Cisco Discovery 0x2000 01-00-0c-Ce-ce-Ce

Protocol

Dynamic Trunking

(DTP) 0x2004 01-00-0c-cc-ce-cc

STP Uplink Fast 0x200a 01-00-0c-cd-cd-cd

|[EEE Spanning Tree N/A - DSAP

802.1d 42ssApap  |01-80-c2:00-00-00

Inter Switch Link (ISL) |N/A 01-00-0c-00-00-00

VLAN Trunking (VTP) |0x2003 01-00-0c-cc-cec-cc
N/A - DSAP 01-80-C2-00-00-

|EEE Pause, 802.3x 81 SSAP 80 00>0F

The majority of Cisco control protocols use an |EEE 802.3 SNAP encapsulation, including LL C OXAAAAOQ3,
OUI 0x00000C, which can be seen on aLAN analyzer trace. Other common properties of these protocols
include:

 These protocols assume point-to-point connectivity. Note that the deliberate use of multicast destination
addresses enables two Catalysts to transparently communicate over non-Cisco switches, as devices that
do not understand and intercept the frames simply flood them. However, point-to-multipoint connections
through multi-vendor environments can result in inconsistent behavior and must generally be avoided.



. These protocolsterminate at Layer 3 (L3) routers; they function only within a switch domain.

. These protocols receive prioritization over user data by ingress application-specific integrated circuit
(ASIC) processing and scheduling.

After the introduction of the control protocol destination addresses, the source address must also be described
for completeness. Switch protocols use a MAC address taken from a bank of available addresses provided by an
EPROM on the chassis. Issue the show module command in order to display the address ranges available to
each module when it sources traffic such as STP bridge protocol data units (BPDUS) or ISL frames.

>show nodul e

Mod MAC- Addr ess( es) Hw Fw Sw
1 00-01-c9-da-0c-1le to 00-01-c9-da-0c-1f 2.2 6.1(3) 6.1
(1d)

00-01-c9-da-0c-1c to 00-01-c9-da-0c-1
00-dO-ff-88-¢c8-00 to 00-dO-ff-88-cb-ff

l--- MACs for sourcing traffic.
VLAN 1
VLAN 1

VLAN 1 has a special significance in Catalyst networks.

The Catalyst Supervisor Engine always uses the default VLAN, VLAN 1, to tag a number of control and
management protocols when trunking, such as CDP, VTP and PAgP. All ports, including the internal scO
interface, are configured by default to be members of VLAN 1. All trunks carry VLAN 1 by default, and in
CatOS software versions earlier than 5.4, it was not possible to block user datain VLAN 1.

These definitions are needed in order to help clarify some well-used termsin Catalyst networking:
. The management VLAN iswhere scO resides; this VLAN can be changed.

. Thenative VLAN isdefined asthe VLAN to which a port returns when not trunking, and is the untagged
VLAN on an 802.1Q trunk. By default, VLAN 1 isthe native VLAN.

. Inorder to change the native VLAN, issue the set vlan vian-id mod/port command.
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Note: Createthe VLAN before you set it as the native VLAN of the trunk.
These are several good reasons to tune a network and alter the behavior of portsin VLAN 1:

. When the diameter of VLAN 1, like any other VLAN, gets large enough to be arisk to stability
(particularly from an STP perspective) it needs to be pruned back. Thisis discussed in more detail in the
In-Band Management section of this document.

. Control plane dataon VLAN 1 must be kept separate from the user datain order to simplify
troubl eshooting and maximize available CPU cycles.

. L2loopsin VLAN 1 must be avoided when multilayer-campus networks are designed without STP, and
trunking is still required to the access layer if there are multiple VLANs and IP subnets. To do this,
manually clear VLAN 1 from trunk ports.

In summary, note this information about trunks:

. CDP, VTP, and PAgP updates are always forwarded on trunks with aVLAN 1 tag. Thisisthe case
even if VLAN 1liscleared from the trunks and is not the native VLAN. If VLAN 1 iscleared for user
data, these is no impact on control plane traffic that is still sent using VLAN 1.

« OnanlSL trunk, DTP packets are sent on VLANL. Thisisthe case even if VLAN 1iscleared from the
trunk and is no longer the native VLAN. On an 802.1Q trunk, DTP packets are sent on the native VLAN.
Thisisthe case even if the native VLAN is cleared from the trunk.

. InPVST+, the 802.1Q IEEE BPDUs are forwarded untagged on the common Spanning Tree VLAN 1
for interoperability with other vendors, unlessVLAN 1 is cleared from the trunk. Thisisthe case
regardless of the native VLAN configuration. Cisco PV ST+ BPDUs are sent and tagged for all other
VLANS. Refer to the Spanning Tree Protocol section in this document for more details.

. 802.1s Multiple Spanning Tree (MST) BPDUs are always sent on VLAN 1 on both ISL and 802.1Q
trunks. This applies even when VLAN 1 is cleared from the trunks.

. Do not clear or disable VLAN 1 on trunks between MST bridges and PV ST+ bridges. But, in the case
that VLAN 1isdisabled, the MST bridge must become root in order for all VLANsto avoid the MST
bridge putting its boundary ports in the root-inconsistent state. Refer to Understanding Multiple

Spanning Tree Protocol (802.1s) for details.

Recommendations

In order to keep aVLAN in an up/up state with no clients or hosts connected in that VLAN , you need to have
at least one physical device connected in that VLAN. Otherwise, the VLAN has an up/down state. Currently,
there is no command to put a VLAN interface up/up when there are no active portsin the switch for that
VLAN.
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If you do not want to connect a device, connect aloopback plug in any port for that VLAN. As an aternative,
try acrossover cable that connects two portsin that VLAN on the same switch. This method forces the port up.
Refer to the Loopback Plug section of Loopback Tests for T1/56K Lines for more information.

When a network is multihomed to service providers, the network acts as atransit network between two service
providers. If the VLAN number received in a packet needs to be trandlated or changed when passed from one
service provider to another service provider, it is advisable to use the QinQ feature in order to trandlate the
VLAN number.

VLAN Trunking Protocol

Before you create VLANS, determine the VTP mode to be used in the network. VTP enables VLAN
configuration changes to be made centrally on one or more switches. Those changes automatically propagate to
all other switchesin the domain.

Operational Overview

VTPisal2 messaging protocol that maintains VLAN configuration consistency. VTP manages the addition,
deletion, and renaming of VLANSs on a network-wide basis. VTP minimizes misconfigurations and
configuration inconsistencies that can cause a number of problems, such as duplicate VLAN names, incorrect
VLAN-type specifications, and security violations. The VLAN databaseis abinary fileand is stored in
NVRAM on VTP servers separately from the configuration file.

The VTP protocol communicates between switches using an Ethernet destination multicast MAC address (01-
00-0c-cc-cc-cc) and SNAP HDL C protocol type Ox2003. It does not work over non-trunk ports (VTPisa
payload of ISL or 802.1Q), so messages cannot be sent until DTP has brought the trunk online.

M essage types include summary advertisements every five minutes, subset advertisements and request
advertisements when there are changes, and joins when VTP pruning is enabled. The VTP configuration
revision number is incremented by one with every change on a server, which then propagates the new table
across the domain.

If aVLAN isdeleted, ports that were once amember of that VLAN are placed in an inactive state. Similarly, if
aswitch in client mode is unable to receivethe VTP VLAN table at boot-up (either from aV TP server or
another VTP client), all portsin VLANSs other than the default VLAN 1 are deactivated.

Thistable provides a feature comparison summary for various VTP modes:

Feature |Server |Client | Transparent Offl
Source VTP Yes Yes |No No
messages
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Listento
VTP Yes Yes |No No
messages
Forward VTP Yes Yes |Yes No
messages
Create Yes (locally Yes.(l_ocal ly
Yes No R significant
VLANS significant only)
only)
Remember Yes (localy Yes_(l_ocal ly
Yes No N significant
VLANS significant only) only)

INnVTPtranspar ent mode, VTP updates are ignored (the VTP multicast MAC address is removed from the
system CAM that is normally used to pick up control frames and direct them to the supervisor engine). Asthe
protocol uses a multicast address, a switch in transparent mode (or another vendor switch) simply floods the

frame to other Cisco switches in the domain.

1 CatOS software release 7.1 introduces the option to disable VTP with use of the of f mode. In VTP of f
mode, the switch behavesin away that isvery similar tothe VTPt r anspar ent mode, except that of f mode

al so suppresses the forwarding of VTP updates.

This table provides asummary of theinitial configuration:

Feature

Default Value

VTP Domain Name Null

VTP mode Server

VTP version Version 1isenabled
VTP password None

VTP Pruning Disabled

VTP version 2 (VTPv2) includes this functional flexibility. However, it is not interoperable with VTP version 1

(VTPVY):

. Token Ring support

. Unrecognized VTP information support; switches now propagate values they cannot parse.

. Version-dependent transparent mode; t r anspar ent mode no longer checks domain name. This




enables support of more than one domain across a transparent domain.

. Version number propagation; if VTPv2 is possible on all switches, all can be enabled through the
configuration of asingle switch.

Refer to Understanding and Configuring VLAN Trunk Protocol (VTP) for more information.

VTP Version 3

CatOS software release 8.1 introduces support for VTP version 3 (VTPv3). VTPv3 provides enhancements over
the existing versions. These enhancements allow for:

. Support for extended VLANS
. Support for the creation and advertisement of private VLANS

. Support for VLAN instances and MST mapping propagation instances (which are supported in CatOS
release 8.3)

. Improved server authentication

. Protection from accidental insertion of the "wrong" database into a VTP domain
. Interaction with VTPv1 and VTPv2

. The ahility to be configured on a per-port basis

One of the major differences between VTPv3 implementation and the earlier version is the introduction of a
VTP primary server. ldeally, there must be only one primary server in aVTPv3 domain, if the domain is not
partitioned. Any changes that you make to the VTP domain must be executed on the VTP primary server in
order to be propagated to the VTP domain. There can be multiple servers within aVTPv3 domain, which are
also known as secondary servers. When a switch is configured to be a server, the switch becomes a secondary
server by default. The secondary server can store the configuration of the domain but cannot modify the
configuration. A secondary server can become the primary server with a successful takeover from the switch.

Switches that run VTPv3 only accept a VTP database with a higher revision number than the current primary
server. This process differs significantly from VTPv1 and VTPv2, in which a switch always accepts a superior
configuration from a neighbor in the same domain. This change with VTPv3 provides protection. A new switch
that isintroduced into the network with a higher VTP revision number cannot overwrite the VLAN
configuration of the entire domain.

The VTPv3 aso introduces an enhancement to how the VTP handles passwords. If you use the hidden password
configuration option in order to configure a password as "hidden", these items occur:
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. The password does not appear in plain text in the configuration. The secret hexadecimal format of the
password is saved in the configuration.

. If you try to configure the switch as a primary server, you are prompted for the password. If your
password matches the secret password, the switch becomes a primary server, which allows you to
configure the domain.

Note: It isimportant to note that the primary server is only necessary when you need to modify the VTP
configuration for any instance. A VTP domain can operate with no active primary server because the secondary
servers ensure persistence of the configuration over reloads. The primary server state is exited for these reasons:

. A switch reload
. A high-availability switchover between the active and redundant supervisor engines
. A takeover from another server
. A change in the mode configuration
. Any VTP domain configuration change, such as achangein:
o Version
o Domain name
o Domain password

VTPv3 also allows the switches to participate in multiple instances of VTP. In this case, the same switch can be
the VTP server for one instance and a client for another instance because the VTP modes are specific to
different VTP instances. For example, a switch can operateint r anspar ent mode for an MST instance while
the switch is configured in ser ver mode for aVLAN instance.

In terms of interaction with VTPv1 and VTPv2, the default behavior in all versions of VTP has been that the
earlier versions of VTP ssimply drop the new version updates. Unlessthe VTPv1 and VTPv2 switches are in

t ranspar ent mode, al VTPv3 updates are dropped. On the other hand, after VTPv3 switches receive a
legacy VTPv1 or VTPv2 frame on atrunk, the switches pass a scaled-down version of their database update to
the VTPv1 and VTPv2 switches. However, this information exchange is unidirectional in that no updates from
VTPv1 and VTPv2 switches are accepted by the VTPv3 switches. On trunk connections, VTPv3 switches
continue to send out scaled-down updates as well as full-fledged VTPv3 updatesin order to cater to the
existence of VTPv2 and VTPv3 neighbors across the trunk ports.

In order to provide VTPv3 support for extended VLANS, the format of the VLAN database, in which the VTP
assigns 70 bytes per VLAN, is changed. The change allows for the coding of non-default values only, instead of
the carrying of unmodified fields for the legacy protocols. Because of this change, 4K VLAN support isthe size
of the resulting VLAN database.



Recommendation

There is no specific recommendation on whether touse VTP cl i ent/ ser ver modesor VTP

t ranspar ent mode. Some customers prefer the ease of management of VTP cl i ent / ser ver mode
despite some considerations noted later. The recommendation isto have two ser ver mode switchesin each
domain for redundancy, typically the two distribution-layer switches. The rest of the switches in the domain
must be setto cl i ent mode. When you implement cl i ent / ser ver mode with the use of VTPv2, be
mindful that a higher revision number is always accepted in the same VTP domain. If aswitch that is configured
ineither VTP cl i ent or ser ver modeisintroduced into the VTP domain and has a higher revision number
than the existing VTP servers, this overwrites the VLAN database within the VTP domain. If the configuration
changeis unintentional and VLANS are deleted, the overwrite can cause a major outage in the network. In order
toensurethat cl i ent or ser ver switches aways have a configuration revision number that is lower than that
of the server, change the client VTP domain name to something other than the standard name. Then revert back
to the standard. This action sets the configuration revision on the client to O.

There are pros and consto the VTP ability to make changes easily on a network. Many enterprises prefer the
cautious approach of VTPt r anspar ent mode for these reasons:

. It encourages good change control practice, as the requirement in order to modify a VLAN on a switch
or trunk port has to be considered one switch at atime.

. It limitsthe risk of an administrator error that impacts the entire domain, such as the deletion of aVLAN
by accident..

. Thereisno risk that a new switch introduced into the network with ahigher VTP revision number can
overwrite the entire domain VLAN configuration.

. It encourages VLANS to be pruned from trunks running to switches that do not have portsin that VLAN.
This makes frame flooding more bandwidth-efficient. Manual pruning is also beneficial because it
reduces the spanning tree diameter (see the DTP section of this document). Before pruning unused
VLANSs on port channel trunks, ensure that any ports connected to | P phones are configured as access
ports with voice VLAN.

. Theextended VLAN rangein CatOS 6.x and CatOS 7.x, numbers 1025 through 4094, can only be
configured in thisway. For more information, see the Extended VLAN and MAC Address Reduction

section of this document.

. VTPtranspar ent modeissupported in Campus Manager 3.1, part of Cisco Works 2000. The old
restriction that required at least one server in aV TP domain has been removed.

Sample VTP Commands Comments



CDP checks namesin order to
help check for miscabling
between domains. A smple

set vip domain name password is a helpful
password x precaution against unintentional
changes. Beware of case-
sensitive names or spaces if
pasting.

set vtp mode transpar ent

set vlan vian number name Per switch that has portsin the

name VLAN.
Enablestrunksto carry VLANS
set trunk mod/port vian range |where needed - default is all
VLANS.

Limits STP diameter by manual
pruning, such as on trunks from
distribution layer to access
layer, where the VLAN does
not exist.

clear trunk mod/port vian
range

Note: Specifying VLANswith the set command only adds VLANSs, and does not clear them. For example, the
set trunk x/y 1-10 command does not set the allowed list to just VLANS 1-10. Issue the clear trunk x/y 11-
1005 command in order to achieve the desired result.

Although token ring switching is outside the scope of this document, notethat VTPt r anspar ent modeis
not recommended for TR-I1SL networks. The basis for token ring switching is that the whole domain forms a
single distributed multi-port bridge, so every switch must have the same VLAN information.

Other Options
VTPv2 isarequirement in token ring environments, wherecl i ent / ser ver modeis highly recommended.

VTPv3 provides the ability to implement tighter authentication and configuration revision control. VTPv3
essentially provides the same level of functionality, but with more enhanced security, asVTPv1/VTPv2
t ranspar ent mode offers. In addition, VTPv3 is partially compatible with the legacy VTP versions.

The benefits of pruning VLANS to reduce unnecessary frame flooding are advocated in this document. Theset
vtp pruning enable command prunes VLANSs automatically, which stops the inefficient flooding of frames
where they are not needed. Unlike manual VLAN pruning, automatic pruning does not limit the Spanning Tree
diameter.

From CatOS 5.1, the Catalyst switches can map 802.1Q VLAN numbers greater than 1000 to ISL VLAN
numbers. In CatOS 6.x, Catalyst 6500/6000 switches support 4096 VLANSs in accordance with the IEEE 802.1Q



standard. These VLANS are organized into these three ranges, only some of which are propagated to other
switchesin the network with VTP:

. normal-range VLANSs. 1-1001
. extended-range VLANSs: 10254094 (can only be propagated by VTPv3)
. reserved-range VLANS: 0, 1002—1024, 4095

The |EEE has produced a standards-based architecture in order to accomplish similar resultsas VTP. Asa
member of the 802.1Q Generic Attribute Registration Protocol (GARP), the Generic VLAN Registration
Protocol (GVRP) allows VLAN management interoperability between vendors, but is outside the scope of this
document.

Note: CatOS 7.x introduces the option to set VTP to of f mode, amode very similar tot r anspar ent .
However, the switch does not forward VTP frames. This can be useful in some designs when trunking to
switches outside of your administrative control.

Extended VLAN and MAC Address Reduction

The MAC address reduction feature enables extended-range VLAN identification. The enablement of MAC
address reduction disables the pool of MAC addresses that are used for the VLAN spanning tree and leaves a
single MAC address. This MAC address identifies the switch. CatOS software release 6.1(1) introduces MAC
address reduction support for Catalyst 6500/6000 and Catalyst 4500/4000 switches to support 4096 VLANSsIn
compliance with the |EEE 802.1Q standard.

Operation Overview

Switch protocols use a MAC address that is taken from abank of available addresses that an EPROM on the
chassis provides as part of the bridge identifiers for VLANS that run under PV ST+. Catalyst 6500/6000 and
Catalyst 4500/4000 switches support either 1024 or 64 MAC addresses, which depends on the chassis type.

Catalyst switches with 1024 MAC addresses do not enable MA C address reduction by default. MAC addresses
are allocated sequentially. The first MAC address in therangeis assigned to VLAN 1. The second MAC
addressin therangeis assigned to VLAN 2, and so on. This enables the switches to support 1024 VLANs with
each VLAN using a unique bridge identifier.

Chassis Type Chassis Address

WS-C4003-S1, WS-C4006-S2 1024
WS-C4503, WS-C4506 641




WS-C6509-E,WS-C6509, WS-C6509-NEB,
WS-C6506-E, WS-C6506, WS-C6009, WS- | 1024
C6006, OSR-7609-AC, OSR-7609-DC

WS-C6513, WS-C6509-NEB-A, WS-C6504-
E, WS-C6503-E, WS-C6503, CISCO7603, 641
CISCO7606, CISCO7609, CISCO7613

1 MAC address reduction is enabled by default for switches that have 64 MAC addresses, and the feature cannot
be disabled.

For Catalyst series switches with 1024 MAC addresses, an enablement of MAC address reduction allows
support of 4096 VLANS that run under PV ST+ or 16 Multiple Instance STP (MISTP) instances to have unique
identifiers without an increase in the number of MAC addresses that are required on the switch. MAC address
reduction reduces the number of MAC addresses that are required by the STP from one per VLAN or MISTP
Instance to one per switch.

This figure shows that the bridge identifier MAC address reduction is not enabled. The bridge identifier consists
of a 2-byte bridge priority and a 6-byte MAC address:

(2 bvtes) (6 bytes)

Bridae Priority M AC Address ‘

MAC address reduction modifies the STP bridge identifier portion of the BPDU. The original 2-byte priority
field is split into two fields. This split resultsin a4-bit bridge priority field and a 12-bit system ID extension that
allowsfor VLAN numbering of O through 4095.

Bricge Priorty | System ID Exension MAC Address
(4 bits) (12 his) (B bytes)

When you have MAC address reduction enabled on Catalyst switches in order to leverage extended range
VLANS, enable MAC address reduction on all switches within the same STP domain. This step is necessary in
order to keep the STP root calculations on all switches consistent. After you enable MAC address reduction, the
root bridge priority becomes a multiple of 4096 plusthe VLAN ID. The switches without MAC address
reduction can claim root inadvertently because these switches have afiner granularity in the selection of the
bridge ID.

Configuration Guidelines

Y ou must follow certain guidelines when you configure extended VLAN range. The switch can allocate a block
of VLANSs from the extended range for internal purposes. For example, the switch can allocate the VLANSs for
the routed ports or Flex WAN modules. Allocation of the block of VLANs always starts from VLAN 1006 and



goes up. If you have any VLANs within the range that the Flex WAN module requires, al the required VLANS
are not allocated because the VLANS are never allocated from the user VLAN area. | ssue the show vlan
command or the show vlan summary command on a switch in order to display both the user-assigned and
internal VLANS.

>show vl an sunmmary

Current Internal M an Allocation Policy - Ascending

VI an st at us Count VI ans
VTP Acti ve 7 1,17,174, 1002- 1005
| nt er nal 7 1006- 1011, 1016

| --- These are internal VLANSs.

>show vl an

1 def aul t active 7 4/ 1- 48

I'--- Qutput suppressed.

1006 Online Diagnostic Vlanl active 0 i nt ernal
1007 Online Diagnostic Vlan2 active 0 i nt ernal
1008 Online Diagnostic VIan3 active 0 i nt ernal
1009 Voice Internal Vlan active 0 i nt ernal
1010 Dtp Vlan active 0 i nternal
1011 Private Vian Internal VIan suspend 0 i nt ernal
1016 Online SP-RP Ping VIan active 0 I nt ernal

| --- These are internal VLANSs.

Additionally, before you use the extended-range VLANS, you must delete any existing 802.1Q-to-1SL
mappings. Also, in versions earlier than VTPv3, you must statically configure the extended VLAN on each
switch with theuse of VTPt r anspar ent mode. Refer to the Extended-Range VLAN Configuration

Guidelines section of Configuring VLANS for more information.

Note: In software that is earlier than software release 8.1(1), you cannot configure the VLAN name for
extended-range VLANS. This capability isindependent of any VTP version or mode.
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Recommendation

Try to maintain a consistent MAC address reduction configuration within the same STP domain. However, the
enforcement of MAC address reduction on al network devices can be impractical when new chassis with 64
MAC addresses are introduced to the STP domain. MAC address reduction is enabled by default for switches
that have 64 MAC addresses, and the feature cannot be disabled. Understand that, when two systems are
configured with the same spanning-tree priority, the system without MA C address reduction has a better
spanning-tree priority. Issue this command in order to enable or disable MAC address reduction:

set spantree nacreduction enable | disable

Allocation of the internal VLANS s in ascending order and starts at VLAN 1006. Assign the user VLANSs as
closeto VLAN 4094 as possible in order to avoid conflicts between the user VLANs and the internal VLANS.
With Catalyst 6500 switches that run Cisco IOS® system software, you can configure the internal VLAN
alocation in descending order. The Command-Line Interface (CLI) equivaent for CatOS software is not
officially supported.

Autonegotiation
Ethernet/Fast Ethernet

Autonegotiation is an optional function of the IEEE Fast Ethernet (FE) standard (802.3u) that enables devicesto
automatically exchange information over alink about speed and duplex abilities. Autonegotiation operates at
Layer 1 (L1), and targets access layer ports where transient user s such as PCs connect to the network.

Operational Overview

The most common cause of performance issues on 10/100 Mbps Ethernet links occur when one port on the link
operates at half-duplex while the other is at full-duplex. This occasionally happens when one or both ports on a
link are reset and the autonegotiation process does not cause both link partners to have the same configuration.
It also happens when administrators reconfigure one side of alink and forget to reconfigure the other side. The
typical symptoms of this are increasing frame check sequence (FCS), cyclic redundancy check (CRC),
alignment, or runt counters on the switch.

Autonegotiation is discussed in detail in these documents. These documents include explanations of how
autonegotiation works and configuration options.

. Configuring and Troubleshooting Ethernet 10/100Mb Half/Full Duplex Auto-Negotiation

. Troubleshooting Cisco Catalyst Switches to Network Interface Card (NIC) Compatibility Issues

A common misconception about autonegotiation isthat it is possible to manually configure one link partner for
100 Mbps full-duplex and autonegotiate to full-duplex with the other link partner. In fact, an attempt to do this
results in a duplex mismatch. Thisis a consequence of one link partner autonegotiating, not seeing any
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autonegotiation parameters from the other link partner, and defaulting to half-duplex.

Most Catalyst Ethernet modules support 10/100 Mbps and half/full-duplex, but the show port capabilities mod/
port command confirms this.

FEFI

Far end fault indication (FEFI) protects 100BASE-FX (fiber) and Gigabit interfaces, while autonegotiation
protects 100BASE-TX (copper) against physical-layer/signaling related faults.

A far end fault isan error in the link that one station can detect while the other cannot, such as a disconnected
TX-wire. In this example, the sending station could still receive valid data and detect that the link is good
through the link-integrity-monitor. It does not detect that its transmission is not being received by the other
station. A 100BASE-FX station that detects such a remote fault can modify its transmitted IDLE stream to send
aspecia bit-pattern (referred to as the FEFI IDLE pattern) to inform the neighbor of the remote fault; the FEFI-
IDLE pattern subsequently triggers a shutdown of the remote port (errdisable). Refer to the UDLD section of

this document for more information on fault protection.
FEFI is supported by this hardware and these modul es:
. Catalyst 5500/5000: WS-X5201R, WS-X5305, WS-X5236, WS-X5237, WS-U5538, and WS-U5539
. Catalyst 6500/6000 and 4500/4000: All 100BASE-FX modules and GE modules
Recommendation

Whether to configure autonegotiation on 10/100 links or to hard code speed and duplex ultimately depends on
the type of link partner or end device you have connected to a Catalyst switch port. Autonegotiation between
end devices and Catalyst switches generally works well, and Catalyst switches are compliant with the IEEE
802.3u specification. However, problems can result when NIC or vendor switches do not conform exactly.
Hardware incompatibility and other issues can also exist as aresult of vendor-specific advanced features, such
as auto-polarity or cabling integrity, that are not described in the IEEE 802.3u specification for 10/100 Mbps
autonegotiation. Refer to Field Notice: Performance Issue with Intel Pro/1000T NICs connecting to CAT4K/6K

for an example of this.

Anticipate that there will be some situations that require host, port speed, and duplex to be set. In general,
follow these basic troubleshooting steps.

. Make sure that either autonegotiation is configured on both sides of the link or hard coding is configured
on both sides.

. Check the CatOS rel ease notes for common caveats.

. Verify the version of NIC driver or operating system you are running, as the latest driver or patchis
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often required.

Asarule, try to use autonegotiation first for any type of link partner. There are obvious benefits to configuring
autonegotiation for transient devices like laptops. |deally, autonegotiation also works well with non-transient
devices such as servers and fixed workstations or from switch-to-switch and switch-to-router. For some of the
reasons mentioned, negotiation issues can arise. In these cases, follow the basic troubleshooting steps outlined
in the TAC links provided.

If the port speed is set to aut o on a10/100 Mbps Ethernet port, both speed and duplex are autonegotiated.
I ssue this command in order to set the port to auto:

set port speed port range auto

l--- This is the default.

If hard coding the port, issue these configuration commands:

set port speed port range 10 | 100
set port duplex port range full | half

In CatOS 8.3 and later, Cisco hasintroduced the optional auto-10-100 keyword. Use the auto-10-100 keyword
on ports that support speeds of 10/100/1000 Mbps but where autonegotiation to 1000 Mbpsis undesirable. Use
of the auto-10-100 keyword makes the port behave in the same way as a 10/100-Mbps port that has the speed
set to auto. The speed and duplex are negotiated for 10/100-M bps ports only, and the 1000-M bps speed does
not take part in the negotiation.

set port speed port_range auto-10-100
Other Options

When no autonegotiation is used between switches, L1 fault indication can also be lost for certain problems. It
is helpful to use L2 protocols to augment failure detection, such as aggressive UDLD.

Gigabit Ethernet

Gigabit Ethernet (GE) has an autonegotiation procedure (IEEE 802.3z) that is more extensive than that for
10/100 Mbps Ethernet and is used to exchange flow-control parameters, remote fault information, and duplex
information (even though Catalyst series GE ports only support full-duplex mode).

Note: 802.3z has been superseded by |EEE 802.3:2000 specs. Refer to IEEE Standards On Line LAN/MAN

Standards Subscription: Archives for more information.
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Operational Overview

GE port negotiation is enabled by default, and the ports on both ends of a GE link must have the same setting.
Unlike FE, the GE link does not come up if the autonegotiation setting differs on the ports at each end of the
link. However, the only condition that is required for an autonegotiation-disabled port to link up isavalid
Gigabit signal from the far end. This behavior isindependent of the autonegotiation configuration of the far end.
For example, assume that there are two devices, A and B. Each device can have autonegotiation enabled or
disabled. Thistableisalist of possible configurations and respective link states:

Negotiation B Enabled B Disabled
A Enabled up on both sides A down, B up
A Disabled A up, B down up on both sides

In GE, synchronization and autonegotiation (if they are enabled) are performed upon link startup through the
use of a special sequence of reserved link code words.

Note: Thereisadictionary of valid words and not all possible words are valid in GE.

The life of a GE connection can be characterized in this way:

stat sync autoneg debounce link_up link_down

A loss of synchronization means that the MAC detects alink down. Loss of synchronization applies whether
autonegotiation is enabled or disabled. Synchronization islost under certain failed conditions, such as the
receipt of three invalid words in succession. If this condition persists for 10 ms, a"sync fail" conditionis
asserted and the link ischanged to the | i nk_down state. After synchronization islost, another three
consecutive valid idles are necessary in order to resynchronize. Other catastrophic events, such as aloss of
receive (Rx) signal, causes alink-down event.

Autonegotiation is a part of the linkup process. When the link is up, autonegotiation is over. However, the
switch still monitors the status of the link. If autonegotiation is disabled on a port, the "autoneg" phaseis no
longer an option.

The GE copper specification (L000BASE-T) does support autonegotiation through a Next Page Exchange. Next
Page Exchange allows autonegotiation for 10/100/1000-M bps speeds on copper ports.

Note: The GE fiber specification only makes provisions for the negotiation of duplex, flow control, and remote
fault detection. GE fiber ports do not negotiate port speed. Refer to sections 28 and 37 of the |EEE 802.3-2002
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e specification for more information on autonegotiation.

Synchronization restart delay is a software feature that controls the total autonegotiation time. If autonegotiation
Is not successful within thistime, the firmware restarts autonegotiation in case there is a deadlock. The set port
sync-restart-delay command only has an effect when autonegotiation is set to enabl e.

Recommendation

Enabling autonegotiation is much more critical in a GE environment than in a 10/100 environment. In fact,
autonegotiation must only be disabled on switch ports that attach to devices not capable of supporting
negotiation or where connectivity issues arise from interoperability issues. Cisco recommends that Gigabit
negotiation be enabled (default) on all switch-to-switch links and generally all GE devices. Issue this command
in order to enable autonegotiation:

set port negotiation port range enable

l--- This is the default.

One known exception is when there is a connection to a Gigabit Switch Router (GSR) running Cisco |OS
Software earlier than release 12.0(10)S, the release that added flow control and autonegotiation. In this case,
turn off those two features, or the switch port reportsnot connect ed, and the GSR reports errors. Thisisa
sample command sequence:

set port flowcontrol receive port range off
set port flowcontrol send port range off
set port negotiation port range disable

Switch-to-server connections must be looked at on a case-by-case basis. Cisco customers have encountered
Issues with Gigabit negotiation on Sun, HP, and IBM servers.

Other Options

Flow control is an optional part of the 802.3x specification and must be negotiated if used. Devices can or
cannot be capable of sending and/or responding to a PAUSE frame (well known M AC 01-80-C2-00-00-00 OF).
Also, they can not agree to the flow-control request of the far-end neighbor. A port with an input buffer that is
filling up sends a PAUSE frame to its link partner, which stops the transmission, and holds any additional
framesin thelink partner output buffers. This does not solve any steady-state over-subscription problem, but
effectively makes the input buffer larger by some fraction of the partner output buffer during bursts.

Thisfeature is best used on links between access-ports and end hosts, where the host output buffer is potentially
as large as their virtual memory. Switch-to-switch use has limited benefits.

| ssue these commands in order to control this on the switch ports:



set port flowcontrol nod/port receive | send off |on | desired

>show port flowcontrol

Port Send Fl owContr ol Recei ve Fl owContr ol RxPause TxPause
adm n oper adm n oper

6/ 1 of f of f on on 0 0

6/ 2 of f of f on on 0 0

6/ 3 of f of f on on 0 0

Note: All Catalyst modules respond to a PAUSE frame if negotiated. Some modules (for example, WS-X5410,
WS-X4306) never send PAUSE frames even if they negotiate to do so, as they are non-blocking.

Dynamic Trunking Protocol
Encapsulation Type

Trunks extend VLANSs between devices by temporarily identifying and tagging (link-local) the origina Ethernet
frames, thus they enable them to be multiplexed over asingle link. This also ensures the separate VLAN
broadcast and security domains are maintained between switches. CAM tables maintain the frame-to-VLAN
mapping inside the switches.

Trunking is supported on several types of L2 media, including ATM LANE, FDDI 802.10, and Ethernet,
although only the latter is be presented here.

ISL Operational Overview

Cisco proprietary identification or tagging scheme, I1SL, has been in use for many years. The 802.1Q |IEEE
standard is also available.

By totally encapsulating the original framein atwo-level tagging scheme, ISL is effectively atunneling
protocol and has the additional benefit of carrying non-Ethernet frames. It adds a 26-byte header and 4-byte
FCSto the standard Ethernet frame - the larger Ethernet frames are expected and handled by ports configured to
be trunks. ISL supports 1024 VLANS.

ISL Frame Format

40 4 .. |48 | 16 : : 15 : : : Variable 32
Bits | Bits 4 Bits Bits | Bits 24 Bits | 24 Bits Bits Bit |16 Bits | 16 Bits length Bits




Dest. SNAP Encapsulated

Addr Type |USER |SA |LEN LLC HSA |VLAN |BPDU |INDEX |Reserve Frame FCS
01-

00-

0c- AAAAOQ3 |00000C

00-00

Refer to InterSwitch Link and |EEE 802.10Q Frame Format for more information.

802.1Q Operational Overview

The IEEE 802.1Q standard specifies much more than encapsulation types, including Spanning Tree
enhancements, GARP (see the VTP section of this document), and 802.1p Quality of Service (QoS) tagging.

The 802.1Q frame format preserves the original Ethernet source address and destination address, yet switches
must now expect baby-giant frames to be received, even on access ports where hosts can use tagging in order to
express 802.1p user priority for QoS signaling. The tag is 4 bytes, so 802.1Q Ethernet v2 frames are 1522 bytes,
an |EEE 802.3ac working group achievement. 802.1Q also supports numbering space for 4096 VLANS.

All data frames transmitted and received are 802.1Q-tagged except for those on the native VLAN (thereisan
implicit tag based on the ingress switch port configuration). Frames on the native VLAN are always transmitted
untagged and normally received untagged. However, they can aso be received tagged.

Refer to VLAN Standardization vial EEE 802.10 and Get | EEE 802 E for more details.

802.1Q/801.1p Frame Format

Tag Header
TPID TCI
48 |48 : . 1 : : Variable |32
bits | bits 16 bits |3 bits bit 12 bits |16 bits length bits
Data
DA |SA |TPID |Priority |CEI | YEAN [Lengt [ Ikcs
ID Type PAD

0x8100 O-7 0-1 |0-4095

Recommendation
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Asal newer hardware supports 802.1Q (and some only supports 802.1Q, such as the Catalyst 4500/4000 series
and CSS 11000), Cisco recommends that all new implementations follow the |EEE 802.1Q standard and older
networks gradually migrate from ISL.

The |EEE standard allows vendor interoperability. Thisis advantageousin all Cisco environments as new host
802.1p capable NICs and devices become available. Although both ISL and 802.1Q implementations are
mature, the | EEE standard will ultimately have greater field exposure and greater third party support, such as
network analyzer support. The lower encapsulation overhead of 802.1Q compared to ISL isaminor point in
favor of 802.1Q aswell.

As the encapsulation type is negotiated between switches using DTP, with ISL chosen as the winner by default
If both ends support it, it is necessary to issue this command in order to specify dotlq:

set trunk nod/port node dot 1q
If VLAN 1iscleared from atrunk, as discussed in the In-Band Management section of this document, although

no user datais transmitted or received, the NMP continues to pass control protocols such as CDP and VTP on
VLAN 1.

Also, asdiscussed in the VLAN 1 section of this document, CDP, VTP, and PAgP packets are a\ways sent on
VLAN 1 when trunking. When using dot1qg encapsul ation, these control frames are tagged with VLAN 1 if the
native VLAN of the switch is changed. If dotlq trunking to arouter is enabled and the native VLAN is changed
on the switch, a sub-interfacein VLAN 1 is needed to receive the tagged CDP frames and provide CDP
neighbor visibility on the router.

Note: Thereisapotentia security consideration with dotlq caused by the implicit tagging of the native VLAN,
asit can be possible to send frames from one VLAN to another without arouter. Refer to Are there

Vulnerabilitiesin VLAN Implementations? & for further details. The workaround isto useaVLAN ID for the
native VLAN of the trunk that is not used for end user access. The mgjority of Cisco customersleave VLAN 1
asthe native VLAN on atrunk and assign access portsto VLANSs other than VLAN 1 in order to achieve this
simply.

Trunking Mode

DTP isthe second generation of Dynamic ISL (DISL), and existsin order to ensure that the different parameters
involved in sending ISL or 802.1Q frames, such as the configured encapsulation type, native VLAN, and
hardware capability, are agreed upon by the switches at either end of atrunk. This also helps protect against non-
trunk ports flooding tagged frames, a potentially serious security risk, by ensuring that ports and their neighbors
arein consistent states.

Operational Overview

DTPisal2 protocol that negotiates configuration parameters between a switch port and its neighbor. It uses
another multicast MAC address (01-00-Oc-cc-cc-cc) and a SNAP protocol type of 0x2004. Thistableisa
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summary of the configuration modes:

Mode

Function

DTP
Frames
Transmitted

Final State
(L ocal Port)

Aut o
(def aul t)

Makes the
port willing
to convert the
link to a
trunk. The
port becomes
atrunk port if
the
neighboring
port is set to
on or
desirabl e
mode.

Yes, periodic.

Trunking

Puts the port
into
permanent
trunking
mode and
negotiates to
convert the
link into a
trunk. The
port becomes
atrunk port
evenif the
neighboring
port does not
agreeto the
change.

Y es, periodic.

Trunking,
unconditionally.




Nonegoti at e

Puts the port
into
permanent
trunking
mode but
prevents the
port from
generating
DTP frames.
Y ou must
configure the
neighboring
port manually
asatrunk
port to
establish a
trunk link.
Thisis useful
for devices
that do not
support DTP.

No

Trunking,
unconditionally.

Desi rabl e

Makes the
port actively
attempt to
convert the
link to atrunk
link. The port
becomes a
trunk port if
the
neighboring
port isset to
on,
desirabl e,
oraut o
mode.

Y es, periodic.

Itendsupin
trunking state
only if the
remote modeis
on, aut o, or
desirabl e.




O f

Puts the port

into

permanent

non-trunking

mode and No in steady

negotiatesto | state, but

convert the transmits

link into a informsto

non-trunk speed up :
link. Theport | remote end Non-trunking
becomes a detection

non-trunk after the

port even if change from

the on.

neighboring

port does not

agreeto the

change.

These are some highlights of the protocol:

. DTP assumes a point-to-point connection, and Cisco devices only support 802.1Q trunk ports that are

point-to-point.

. During DTP negotiation, the ports do not participate in STP. Only after the port becomes one of the three

DTP types (access, ISL, or 802.1Q) does the port be added to STP. Otherwise PAgP, if configured, isthe
next process to run before the port participatesin STP.

If the port istrunking in ISL mode, DTP packets are sent out on VLAN 1, otherwise (for 802.1Q
trunking or non-trunking ports) they are sent out on the native VLAN.

Indesi r abl e mode, DTP packets transfer theV TP domain name (which must match for a negotiated
trunk to come up), plus trunk configuration and admin status.

Messages are sent every second during negotiation, and every 30 seconds after that.

Be sure to understand that modeson, nonegot i at e, and of f explicitly specify in which state the port
ends up. A bad configuration can lead to a dangerous/inconsistent state where one side is trunking and
the other is not.

. Aportinon, aut o, or desi r abl e mode sends DTP frames periodically. If aportinaut o or

desi r abl e mode does not see a DTP packet in five minutes, it is set to non-trunk.

Refer to Configuring ISL Trunking on Catalyst 5500/5000 and 6500/6000 Family Switches for more | SL
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details. Refer to Trunking Between Catalyst 4500/4000, 5500/5000, and 6500/6000 Series Switches Using
802.1Q Encapsulation with Cisco CatOS System Software for more 802.1Q details.

Recommendation

Cisco recommends an explicit trunk configuration of desi r abl e at both ends. In this mode, network
operators can trust syslog and command line status messages that a port is up and trunking, unlike on mode,
which can make a port appear up even though the neighbor is misconfigured. In addition, desi r abl e mode
trunk provides stability in situations where one side of the link cannot become atrunk or drops trunk state. |ssue
this command in order to set desi r abl e mode:

set trunk nod/ port desirable |ISL | dot1q
Note: Set trunk to of f on all non-trunk ports. This helps eliminate wasted negotiation time when bringing host
ports up. This command is also executed when the set port host command is used; refer to the STP section for

more information. Issue this command in order to disable atrunk on arange of ports:

set trunk port range off

l--- Ports are not trunking; part of the set port host command.

Other Options

Another common customer configuration usesdesi r abl e mode only at the distribution layer and the simplest
default configuration (aut o mode) at the access layer.

Some switches, such as a Catalyst 2900X L, Cisco |0S routers, or other vendor devices, do not currently support
trunk negotiation through DTP. You can use nonegot i at e mode on Catalyst 4500/4000, 5500/5000, and
6500/6000 switchesin order to set a port to trunk unconditionally with these devices, which can help
standardize on a common setting across the campus. Also, you can implement nonegot i at e mode in order to
reduce the "overall" link initialization time.

Note: Factors such as the channel mode and STP configuration can also affect the initialization time.
| ssue this command in order to set nonegot i at e mode:
set trunk nod/ port nonegotiate |ISL | dotlq
Cisco recommends nonegot i at e when there ia a connection to a Cisco | OS router because when bridging is

performed, some DTP frames received from on mode can get back into the trunk port. Upon reception of the
DTP frame, the switch port tries to renegotiate (orbring the trunk down and up) unnecessarily. If
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nonegot i at e isenabled, the switch does not send DTP frames.

Spanning Tree Protocol
Basic Considerations

Spanning Tree Protocol (STP) maintains a loop-free L2 environment in redundant switched and bridged
networks. Without STP, frames loop and/or multiply indefinitely, which causes a network meltdown as all
devicesin the broadcast domain are interrupted continuously by high traffic.

Although in some respects STP is a mature protocol initially developed for slow software-based bridge
specifications (IEEE 802.1d), it can be complex to implement well in large switched networks with many
VLANS, many switchesin a domain, multi-vendor support, and newer | EEE enhancements.

For future reference, CatOS 6.x continues to take on new STP development, such as MISTP, loop-guard, root-
guards, and BPDU arrival time skew detection. In addition, further standardized protocols are availablein
CatOS 7.x, such as |EEE 802.1s shared Spanning Tree and |EEE 802.1w rapid convergence Spanning Tree.

Operational Overview

The root bridge election per VLAN iswon by the switch with the lowest root Bridge Identifier (BID). The BID
IS the bridge priority combined with the switch MAC address.

Initially, BPDUs are sent from all switches, containing the BID of each switch and the path cost to reach that
switch. This enables the root bridge and the lowest-cost path to the root to be determined. Additional
configuration parameters carried in BPDUs from the root override those that are locally configured so that the
whole network uses consistent timers.

The topology then converges through these steps:
1. A singleroot bridge is elected for the entire Spanning Tree domain.
2. Oneroot port (facing the root bridge) is elected on every non-root bridge.
3. A designated port is elected for BPDU forwarding on every segment.
4. Non-designated ports become blocking.

Refer to Configuring Spanning Tree for more information.
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Basic Timer
Defaults
(seconds)

Name

Function

Hel |l o

Controls sending
of BPDUs.

15

Forward Del ay
(Fwddel ay)

Controls how long
aport spends in
listening and
learning state and
influences the
topology change
process (see next
section).

20

Maxage

Controls how long
the switch
maintains the
current topology
before it looks for
an alternative
path. After the
Maxage seconds,
aBPDU is
considered stale
and the switch
looks for a new
root port from the
pool of blocking
ports. If no
blocked port is
available, it claims
to be the root
itself on the
designated ports.

Port States

Meaning

Default timing
to next state

Di sabl ed

Administratively down.

N/A




Monitor

reception of
BPDUs. Wait 20
seconds for
: Receiving BPDUs and Maxage
Bl ocki ng stopping user data. expiration or
immediate
change if direct/
local link failure
detected.
Sending or receiving :
Li steni ng |BPDUsto check whether I(:v\\,/vaq??:yseté?r%s)
return to blocking needed.
Lear ni ng Building topology/CAM Fwddelay timer

table. (wait 15 seconds)

For war di ng |Sending/receiving data.

20+2(15) =50
seconds if
waiting for
Total basic topology Maxageto
change: expire, or 30
seconds for
direct link
failure

The two types of BPDUsin STP are configuration BPDUs and Topology Change Natification (TCN) BPDUSs.
Configuration BPDU Flow

Configuration BPDUs are sourced every hello-interval from every port on the root bridge and subsequently flow
to al leaf switchesin order to maintain the state of the Spanning Tree. In steady state, the BPDU flow is
unidirectional: root ports and blocking ports only receive configuration BPDUS, while designated ports only
send configuration BPDUS.

For every BPDU received by a switch from the root, anew oneis processed by the Catalyst central NMP and
sent out containing the root information. In other words, if the root bridge islost or all paths to the root bridge
are lost, BPDUs stop being received (until the maxage timer starts re-election).

TCN BPDU Flow

TCN BPDUs are sourced from leaf switches and flow towards the root bridge when a topology changeis
detected in the spanning tree. Root ports only send TCNs, and designated ports only receive TCNs.



The TCN BPDU travels toward the root ridge and is acknowledged at each step, so thisis areliable mechanism.
Onceit arrives at the root bridge, the root bridge alerts the entire domain that a change has occurred by sourcing
Configuration BPDUs with the TCN flag set for maxage + fwddel ay time (35 seconds by default). This
causes all switches to change their normal CAM aging time from five minutes (by default) to the interval
specified by f wddel ay (15 seconds by default). Refer to Understanding Spanning Tree Protocol Topology

Changes for more details.

Spanning Tree Modes
There are three different ways to correlate VLANs with Spanning Tree:
« A single Spanning Treefor al VLANS, or mono Spanning Tree Protocol, such as |IEEE 802.1Q
« A Spanning Tree per VLAN, or shared Spanning Tree, such as Cisco PVST
« A Spanning Tree per set of VLANS, or multiple Spanning Tree, such as Cisco MISTP and |EEE 802.1s

A mono Spanning Tree for al VLANs alows only one active topology and therefore no load balancing. An
STP blocked port blocks for all VLANSs and carries no data.

One Spanning Tree per VLAN allows load balancing but requires more BPDU CPU processing as the number
of VLANSs increases. The CatOS release notes provide guidance on the number of logical ports recommended in
the Spanning Tree per switch. For example, the Catalyst 6500/6000 Supervisor Engine 1 formulais as such:

number of ports + (number of trunks* number of VLANS on trunks) < 4000

Cisco MISTP and the new 802.1s standard allow the definition of only two active STP instances/topol ogies, and
the mapping of all VLANSto either of these two trees. Thistechnique allows STP to scale to many thousands of
VLANswhile load balancing is enabled.

BPDU Formats

In order to support the IEEE 802.1Q standard, the existing Cisco STP implementation was extended to become
PV ST+ by adding support for tunneling across an |EEE 802.1Q mono Spanning Treeregion. PVST+ is
therefore compatible with both |EEE 802.1Q MST and Cisco PV ST protocols and does not require extra
commands or configuration. In addition, PV ST+ adds verification mechanisms in order to ensure that thereis no
configuration inconsistency of port trunking and VLAN IDs across switches.

These are some operational highlights of the PV ST+ protocol:

. PV ST+ interoperates with 802.1Q mono Spanning Tree through the so-called Common Spanning Tree
(CST) over an 802.1Q trunk. The CST isawayson VLAN 1, so this VLAN needs to be enabled on the
trunk to interoperate with other vendors. CST BPDUs are transmitted, always untagged, to the IEEE
Standard Bridge-Group (MAC Address 01-80-c2-00-00-00, DSAP 42, SSAP 42). For completeness of
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description, a parallel set of BPDUs are a so transmitted to the Cisco shared Spanning Tree MAC
addressfor VLAN 1.

. PVST+ tunnels PV ST BPDUs across 802.1Q VLAN regions as multicast data. Cisco shared Spanning
Tree BPDUs are transmitted to MA C address 01-00-0c-cc-cc-cd (SNAP HDL C protocol type 0x010b)
for each VLAN on atrunk. BPDUs are untagged on the native VLAN and tagged for al other VLANS.

. PV ST+ checks port and VLAN inconsistencies. PV ST+ blocks those ports that receive inconsistent
BPDUs in order to prevent forwarding loops. It also notifies users through syslog messages about any
configuration mismatch.

. PVST+ isbackward-compatible with existing Cisco switches running PV ST on ISL trunks. ISL-
encapsulated BPDUs are still transmitted or received using the IEEE MAC address. In other words, each
BPDU typeislink-local; there are no trandlation issues.

Recommendation

All Catalyst switches have STP enabled by default. Thisis recommended even if adesign is chosen that does
not include L2 loops so that STP is not enabled in the sense that it is actively maintaining a blocked port.

set spantree enable all

l--- This is the default.

Cisco recommends that STP is|eft enabled for these reasons:

. If thereisaloop (induced by mispatching, bad cable, and so on.), STP prevents detrimental effects to the
network caused by multicast and broadcast data.

. Protection against an EtherChannel breaking down.

. Most networks are configured with STP, which gives it maximum field exposure. More exposure
generally equates to stable code.

. Protection against dual attached NICs misbehaving (or bridging enabled on servers).

. The software for many protocols (such as PAgP, IGMP snooping, and trunking) is closely related to
STP. Running without STP can lead to undesirable results.

Do not changetimers, asthis can adver sely affect stability. The mgjority of networks deployed are not tuned.
The simple STP timers accessible through the command line, such as hello-interval and Maxage, are themselves
comprised of acomplex set of other assumed and intrinsic timers, so it is difficult to tune timers and consider al
the ramifications. Moreover, there is the danger of undermining UDL D protection.



Ideally, keep user traffic off the management VL AN. Especialy with older Catalyst switch processors, it is
best to avoid problems with STP by keeping the management VLAN separate from user data. One end station
that misbehaves could potentially keep the supervisor engine processor so busy with broadcast packets that it
can miss one or more BPDUs. However, newer switches with more powerful CPUs and throttling controls
relieve this consideration.. See the In-Band Management section of this document for more details.

Do not over-design redundancy. This can lead to a troubleshooting nightmare - too many blocking ports
adversely affect long-term stability. Keep thetotal SPT diameter under seven hops. Try to design to the
Cisco multilayer model, with its smaller switched domains, STP triangles, and deterministic blocked ports (as
explained in Gigabit Campus Network Design—Principles and Architecture) wherever possible.

I nfluence and know wher e Root functionality and blocked portsreside, and document them on the
topology diagram. The blocked ports are where STP troubleshooting begins - what made them change from
blocking to forwarding is often the key part of root cause analysis. Choose the distribution and core layers as
the location of root/secondary Root, since these are considered the most stable parts of the network. Check for
optimal L3 and HSRP overlay with L2 data-forwarding paths. This command is a macro that configures the
bridge priority; root sets it much lower than the default (32768), while root secondary sets it reasonably lower
than the default:

set spantree root secondary vlan range

Note: This macro sets the root priority to be either 8192 (by default), the current root priority minus 1 (if
another root bridge is known), or the current root priority (if its MAC address is lower then the current root).

Prune unnecessary VL ANs off trunk-ports (a bidirectional exercise). This limits the diameter of STP and
NMP processing overhead on portions of the network where certain VLANS are not required. VTP automatic
pruning does not remove STP from atrunk. Refer to the VTP section of this document for more information.

The default VLAN 1 can also be removed from trunks using CatOS 5.4 and |ater.

Refer to Spanning Tree Protocol Problems and Related Design Considerations for additional information.

Other Options

Cisco has another STP known asVL AN-bridge. This protocol operates using a destination MAC address of 01-
00-0c-cd-cd-ce and protocol type of 0x010c.

Thisismost useful if thereis aneed to bridge non-routable or legacy protocols between VLANSs without
interfering with the |EEE Spanning Tree instance(s) running on those VLANS. If VLAN interfaces for non-
bridged traffic become blocked for L2 traffic (and this could easily happen if they participated in the same STP
as|P VLANS), the overlaying L 3 traffic gets inadvertently pruned off as well - an unwanted side-effect. VLAN-
bridge is therefore a separate instance of STP for bridged protocols, which provides a separate topology that can
be manipulated without affecting IP traffic.

The Cisco recommendation isto run VLAN-bridgeif bridging is required between VLANSs on Cisco routers
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such asthe MSFC.
PortFast

PortFast is used to bypass normal Spanning Tree operation on access ports to speed up connectivity between

end-stations and the services they need to connect to after link initialization. On some protocols, such as IPX/
SPX, it isimportant to see the access port in forwarding mode immediately after the link state hasgoneup in
order to avoid GNS problems.

Refer to Using Portfast and Other Commands to Fix Workstation Startup Connectivity Delays for more
information.

Operational Overview

PortFast skipsthenormal | i st eni ng and| ear ni ng states of STP by moving a port directly from

bl ocki ng tof or war di ng mode after the link is known to be running. If this feature is not enabled, STP
discards all user data until it decides that the port is ready to be moved to f or war di ng mode. This could take
up to twice the For war dDel ay time (atotal of 30 seconds by default).

PortFast mode also prevents an STP TCN from being generated each time a port state changesfrom | ear ni ng
tof or war di ng. TCNs are not a problem by themselves, but if awave of TCNs hit the root bridge (typicaly
in the morning when people turn on their PCs), it could extend convergence time unnecessarily.

STP PortFast is particularly important in both multicast CGMP and Catalyst 5500/5000 ML S networks. TCNs
in these environments can cause the static CGMP CAM table entries to be aged out, which results in multicast
packet loss until the next IGMP report, and/or flush MLS cache entries that then need to be rebuilt and could
result in arouter CPU spike, depending on the size of the cache. (Catalyst 6500/6000 ML S implementations and
multicast entries learned from |IGM P snooping are not affected.)

Recommendation

Cisco recommends that STP PortFast be enabled for all active host ports and disabled for switch-switch links
and ports not in use.

Trunking and channeling must also be disabled for all host ports. Each access port is enabled by default for
trunking and channeling, yet switch neighbors are not expected by design on host ports. If these protocols are
left to negotiate, the subsequent delay in port activation can lead to undesirable situations in which initial
packets from workstations, such as DHCP requests, are not forwarded.

CatOS 5.2 introduced a macro command, set port host port range that implements this configuration for access
ports and helps autonegotiation and connection performance significantly:

set port host port range
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| --- Macro command for these commuands:

set spantree portfast port range enable
set trunk port range off
set port channel port range node off

Note: PortFast does not mean that Spanning Treeis not run at al on those ports. BPDUs are still sent, received,
and processed.

Other Options

PortFast BPDU-guard provides away to prevent loops by moving a non-trunking port into aner r di sabl e
state when a BPDU is received on that port.

A BPDU packet must never be received on an access port configured for PortFast, since host ports must not be
attached to switches. If aBPDU is observed, it indicates an invalid and possibly dangerous configuration that
needs administrative action. When the BPDU-guard feature is enabled, Spanning Tree shuts down PortFast-
configured interfaces that receive BPDUs instead of putting them into the STP bl ocki ng state.

The command works on a per-switch basis, not per-port, as shown:
set spantree portfast bpdu-guard enabl e
The network manager is notified by an SNMP trap or syslog message if the port goes down. It isalso possible to

configure an automatic recovery time for errdisabled ports. Refer to the UDLD section of this document for
more details. For more information, refer to Spanning Tree Portfast BPDU Guard Enhancement.

Note: PortFast for trunk ports was introduced in CatOS 7.x and has no effect on trunk portsin earlier releases.
PortFast for trunk ports is designed to increase convergence times for L3 networks. To complement this feature,
CatOS 7.x also introduced the possibility of the configuration of PortFast BPDU-guard on a per-port basis.

UplinkFast

UplinkFast provides fast STP convergence after adirect link failure in the network access layer. It does not
modify STP, and its purpose is to speed up convergence time in a specific circumstance to less than three
seconds, rather than the typical 30-second delay. Refer to Understanding and Configuring the Cisco Uplink Fast

Feature for more information.

Operational Overview

Using the Cisco multilayer design model at the access layer, if the forwarding uplink islost, the blocking uplink
isimmediately moved to af or war di ng state without waiting for | i st eni ng and | ear ni ng states.

An uplink group is a set of ports per VLAN that can be thought of as aroot port and backup root port. Under
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normal conditions, the root port(s) are assuring connectivity from the access toward the root. If this primary root-
connection fails for any reason, the backup root link kicks in immediately without having to go through typical
30 seconds of convergence delay.

Because this effectively bypasses the normal STP topology change-handling process (I i st eni ng and

| ear ni ng), an alternate topology correction mechanism is needed in order to update switches in the domain
that local end stations are reachable through an aternate path. The access layer switch running UplinkFast also
generates frames for each MAC addressin its CAM to amulticast MAC address (01-00-0Oc-cd-cd-cd, HDLC
protocol 0x200a) to update the CAM tablein all switchesin the domain with the new topology.

Recommendation

Cisco recommends that UplinkFast be enabled for switches with blocked ports, typically at the access layer. Do
not use on switches without the implied topology knowledge of abackup root link - typically distribution and
core switches in the Cisco multilayer design. It can be added without disruption to a production network. Issue
this command in order to enable UplinkFast:

set spantree uplinkfast enable

This command also sets the bridge priority high in order to minimize the risk of this becoming aroot bridge
and the port priority high to minimize becoming a designated port, which breaks the functionality. When you
restore a switch that had UplinkFast enabled, the feature has to be disabled, the uplink database cleared with
"clear uplink," and the bridge priorities restored manually.

Note: The all protocols keyword for the UplinkFast command is needed when the protocol filtering featureis
enabled. Asthe CAM records the protocol type aswell as MAC and VLAN information when protocol filtering
is enabled, an UplinkFast frame needs to be generated for each protocol on each MAC address. Therate
keyword indicates the packets per second of the uplinkfast topology update frames. The default is
recommended. Y ou do not need to configure BackboneFast with Rapid STP (RSTP) or |EEE 802.1w because
the mechanism is natively included and automatically enabled in RSTP.

BackboneFast

BackboneFast provides rapid convergence from indirect link failures. With the added functionality to STP,
convergence times can typically be reduced from the default of 50 seconds to 30 seconds.

Operational Overview

The mechanism isinitiated when aroot port or blocked port on a switch receives inferior BPDUs from its
designated bridge. This can happen when a downstream switch has lost its connection to the root and starts to
send its own BPDUs in order to elect anew root. An inferior BPDU identifies a switch as both the root bridge
and the designated bridge.

Under normal Spanning Tree rules, the receiving switch ignores inferior BPDUSs for the configured maximum
aging time, 20 seconds by default. However, with BackboneFast, the switch sees the inferior BPDU as a signal



that the topology could have changed, and tries to determine whether it has an alternate path to the root bridge
using Root Link Query (RLQ) BPDUSs. This protocol addition allows a switch to check whether the root is il
available, movesabl ocked porttof or war di ng inlesstime, and notifies the isolated switch that sent the
inferior BPDU that the root is till there.

These are some highlights of the protocol operation:
. A switch transmits the RLQ packet out the root port only (that is, towards the root bridge).

. A switch that receives a RLQ can reply either if it isthe root switch, or if it knows it has lost connection
with the root. If it does not know these facts, it must forward the query out its root port.

. If aswitch has lost connection to the root, it must reply in the negative to this query.
. Thereply must be sent out only the port from which the query came.
. Theroot switch must always respond to this query with a positive reply.
. If thereply isreceived on anon-root port, it is discarded.
STP convergence times can therefore be reduced by up to 20 seconds, as maxage does not need to expire.

Refer to Understanding and Configuring Backbone Fast on Catalyst Switches for more information.

Recommendation

The Cisco recommendation is to enable BackboneFast on al switches running STP. It can be added without
disruption to a production network. I ssue this command in order to enable BackboneFast:

set spantree backbonefast enable

Note: Thisglobal level command needs to be configured on all switchesin adomain asit adds functionality to
the STP protocol that all switches need to understand.

Other Options

BackboneFast is not supported on 2900XLs and 3500s. It must not be enabled if the switch domain contains
these switches in addition to Catalyst 4500/4000, 5500/5000, and 6500/6000 switches.

Y ou do not need to configure BackboneFast with RSTP or |EEE 802.1w because the mechanism is natively
included and automatically enabled in RSTP.

Spanning Tree Loop Guard


http://www.cisco.com/en/US/tech/tk389/tk621/technologies_tech_note09186a00800c2548.shtml

Loop guard is a Cisco proprietary optimization for STP. Loop guard protects L2 networks from loops that are
caused by:

. Network interfaces that malfunction
. Busy CPUs
« Anything that prevents the normal forwarding of BPDUs

An STP loop occurs when a blocking port in a redundant topology erroneously transitions to the forwarding
state. This transition usually happens because one of the portsin a physically redundant topology (not
necessarily the blocking port) ceases to receive BPDUSs.

Loop guard isonly useful in switched networks where switches are connected by point-to-point links. Most
modern campus and data center networks are these types of networks. On a point-to-point link, a designated
bridge cannot disappear unlessit sends an inferior BPDU or brings the link down. The STP loop guard feature
was introduced in CatOS version 6.2(1) for Catalyst 4000 and Catalyst 5000 platforms, and in version 6.2(2) for
the Catalyst 6000 platform.

Refer to Spanning-Tree Protocol Enhancements using L oop Guard and BPDU Skew Detection Features for
more information on loop guard.

Operational Overview

L oop guard checksto determine if aroot port or an alternate/backup root port receives BPDUSs. If the port does
not receive BPDUS, loop guard puts the port into an inconsistent state (blocking) until the port startsto receive
BPDUs again. A port in the inconsistent state does not transmit BPDUSs. If such a port receives BPDUs again,
the port (and link) is deemed viable again. The loop-inconsistent condition is removed from the port, and the
STP determines the port state because such recovery is automatic.

Loop guard isolates the failure and lets spanning tree converge to a stable topology without the failed link or
bridge. Loop guard prevents STP loops with the speed of the STP version in use. There is no dependency on
STPitself (802.1d or 802.1w) or when the STP timers are tuned. For these reasons, implement loop guard in
conjunction with UDLD in topologies that rely on STP and where the software supports the features.

When the loop guard blocks an inconsistent port, this message is logged:

USPANTREE- 2- ROOTGUARDBLOCK: Port 1/1 tried to becone non-
desi gnat ed
in VLAN 77. Moved to root-inconsistent state.

When the BPDU isreceived on a port in aloop-inconsistent STP state, the port transitions into another STP
state. In accordance with the received BPDU, the recovery is automatic, and no intervention is necessary. After
the recovery, this message is logged.
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SPANTREE- 2- LOOPGUARDUNBLOCK: port 3/2 restored in vlan 3.
Interaction with Other STP Features
. Root guard

Root guard forces a port to be designated always. Loop guard is effective only if the port is the root port
or an alternate port. These functions are mutually exclusive. Loop guard and root guard cannot be
enabled on a port at the same time.

. UplinkFast

Loop guard is compatible with UplinkFast. If loop guard puts aroot port into a blocking state,
UplinkFast puts a new root port into forwarding state. Also, UplinkFast does not select aloop-
inconsistent port as aroot port.

. BackboneFast

L oop guard is compatible with BackboneFast. The reception of an inferior BPDU that comes from a
designated bridge triggers BackboneFast. Because BPDUs are received from this link, loop guard is not
activated, so BackboneFast and loop guard are compatible.

. PortFast

PortFast transitions a port into the forwarding designated state immediately upon linkup. Because a
PortFast-enabled port cannot be aroot or alternate port, loop guard and PortFast are mutually exclusive.

. PAgQP

Loop guard uses the ports that are known to STP. Therefore, loop guard can take advantage of the
abstraction of logical ports that PAgP provides. However, in order to form a channel, al the physical
ports that are grouped in the channel must have compatible configurations. PAgP enforces the uniform
configuration of loop guard on all the physical portsto form achannel.

Note: These are caveats when you configure loop guard on an EtherChannel:

o STPaways picks the first operational port in the channel in order to send the BPDUSs. If that link
becomes unidirectional, loop guard blocks the channel, even if other links in the channel function

properly.

o If portswhich are already blocked by loop guard are grouped together in order to form a channel,
STP loses all the state information for those ports. The new channel port can attain the forwarding
state with a designated role.



o If achannel isblocked by loop guard and the channel breaks, STP loses all the state information.
Theindividual physical ports can attain the forwarding state with designated role, even if one or
more of the links that formed the channel are unidirectional.

In the last two casesin thislist, thereis a possibility of aloop until UDLD detects the failure. But loop
guard is not able to detect the loop.

Loop Guard and UDLD Feature Comparison

Loop guard functionality and UDLD functionality partially overlap. Both protect against STP failures that
unidirectional links cause. But these two features are different in the approach to the problem and also in
functionality. Specifically, there are certain unidirectional failuresthat UDLD cannot detect, such as failures
that are caused by a CPU that does not send BPDUSs. Additionally, the use of aggressive STP timers and RSTP
mode can result in loops before UDLD can detect the failures.

L oop guard does not work on shared links or in situations in which the link has been unidirectional since the
linkup. In the case that the link has been unidirectional since the linkup, the port never receives BPDUs and
becomes designated. This behavior can be normal, so loop guard does not cover this particular case. UDLD
does provide protection against such a scenario.

Enable both UDLD and loop guard in order to provide the highest level of protection. Refer to the Loop Guard
vs. Unidirectional Link Detection section of Spanning-Tree Protocol Enhancements using Loop Guard and
BPDU Skew Detection Features for aloop guard and UDLD feature comparison,.

Recommendation

Cisco recommends that you enable loop guard globally on a switch network with physical loops. In version 7.1
(1) of the Catalyst software and later, you can enable loop guard globally on all ports. Effectively, the feature is
enabled on al point-to-point links. The duplex status of the link detects the point-to-point link. If duplex isfull,
the link is considered point-to-point. Issue this command in order to enable global loop guard:

set spantree gl obal -default | oopguard enabl e
Other Options
For switches that do not support global loop guard configuration, enable the feature on all individual ports,
which includes port channel ports. Although there are no benefits to enablement of loop guard on a designated
port, this enablement is not an issue. In addition, a valid spanning tree reconvergence can actually turn a
designated port into aroot port, which renders the feature useful on this port. Issue this command in order to

enable loop guard:

set spantree guard | oop nod/ port
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Networks with loop-free topologies can still benefit from loop guard in the case that |oops are introduced
accidentally. However, enablement of loop guard in this type of topology can lead to network isolation
problems. In order to build loop-free topologies and avoid network isolation problems, issue these commands to
disable loop guard globally or individually. Do not enable loop guard on shared links.

set spantree gl obal -default | oopguard disable

l--- This is the global default.

or

set spantree guard none nod/ port

l--- This is the default port configuration.

Spanning Tree Root Guard

The root guard feature provides away to enforce the root bridge placement in the network. Root guard ensures
that the port on which root guard is enabled is the designated port. Normally, root bridge ports are al designated
ports, unless two or more ports of the root bridge are connected together. If the bridge receives superior STP
BPDUs on aroot guard-enabled port, the bridge moves this port to a root-inconsistent STP state. This root-
inconsistent state is effectively equal to alistening state. No traffic is forwarded across this port. In this way,
root guard enforces the position of the root bridge. Root guard is available in CatOS for Catalyst 29xx,
4500/4000, 5500/5000, and 6500/6000 in software version 6.1.1 and later.

Operational Overview

Root guard is an STP built-in mechanism. Root guard does not have atimer of its own, and it relies on the
reception of BPDU only. When root guard is applied to a port, root guard does not allow a port to become aroot
port. If reception of a BPDU triggers a spanning tree convergence that makes a designated port become a root
port, the port is put into a root-inconsistent state. This syslog message shows the action:

YSPANTREE- 2- ROOTGUARDBLOCK: Port 1/1 tried to becone non-
desi gnat ed
in VLAN 77. Moved to root-inconsi stent state

After the port ceases to send superior BPDUS, the port is unblocked again. Through STP, the port goes from the
listening state to the learning state, and eventually transitions to the forwarding state. Recovery is automatic,



and no human intervention is necessary. This syslog message provides an example:
YSPANTREE- 2- ROOTGUARDUNBLOCK: Port 1/1 restored in VLAN 77

Root guard forces a port to be designated and loop guard is effective only if the port is the root port or an
alternate port. Therefore, the two functions are mutually exclusive. Loop guard and root guard cannot be
enabled on a port at the same time.

Refer to Spanning Tree Protocol Root Guard Enhancement for more information.

Recommendation

Cisco recommends that you enable the root guard feature on ports that connect to network devices that are not
under direct administrative control. In order to configure root guard, issue this command:

set spantree guard root nod/ port

EtherChannel

EtherChannel technologies allow the inverse multiplexing of multiple channels (up to eight on Catalyst
6500/6000) into asingle logical link. Although each platform differs from the next in implementation, it is
important to understand the common requirements:

. Anagorithm to statistically multiplex frames over multiple channels

. Creation of alogical port so that a single instance of STP can be run

. A channel management protocol such as PAgP or Link Aggregation Control Protocol (LACP)
Frame Multiplexing

EtherChannel encompasses a frame distribution algorithm that efficiently multiplexes frames across the
component 10/100 or gigabit links. Differences in algorithms per platform arise from the capability of each type
of hardware to extract frame header information in order to make the distribution decision.

The load distribution algorithm is a global option for both channel-control protocols. PAgP and LACP use the
frame distribution algorithm because the |EEE standard does not mandate any particular distribution algorithms.
However, any distribution algorithm ensures that, when frames are received, the algorithm does not cause the
misordering of frames that are part of any given conversation or duplication of frames.

Note: Thisinformation must be considered:

. The Catalyst 6500/6000 has more recent switching hardware than the Catalyst 5500/5000 and can read


http://www.cisco.com/en/US/tech/tk389/tk621/technologies_tech_note09186a00800ae96b.shtml

IP Layer 4 (L4) information at wire rate in order to make a more intelligent multiplexing decision than
simple MAC L2 information.

. The Catalyst 5500/5000 capabilities depend on the presence of an Ethernet Bundling Chip (EBC) on the
module. The show port capabilities mod/port command confirms what is possible for each port.

Refer to this table, which illustrates the frame distribution algorithm in detail for each listed platform:

Channel L oad Balancing

Pl Algorithm

A Catalyst 5500/5000 with the
necessary modules allows two to
four links to be present per FECY,
though they must be on the same
module. Source and destination
MAC address pairs determine the
link chosen for frame forwarding.
An X-OR operation is performed on
the least significant two bits of the
source MAC address and the
destination MAC address. This
operation yields one of four results:
Catalyst 5500/5000 Series | (0 0), (01), (10), or (1 1). Each of
these values pointsto alink in the
FEC bundle. In the case of atwo-
port Fast EtherChannel, only asingle
bit is used in the X-OR operation.
Circumstances can occur where one
address in the source/destination pair
Is a constant. For example, the
destination can be a server or, even
more likely, arouter. In that case,
statistical load balancing is seen
because the source address is always
different.




Catalyst 4500/4000 EtherChannel
distributes frames across the linksin
achannel (on asingle module) based
on the low-order bits of the source
and destination MAC addresses of
each frame. In comparison with the
Catalyst 4500/4000 Series | Catalyst 5500/5000, the algorithm is
more involved and uses a
deterministic hash of these fields of
the MAC DA (bytes 3, 5, 6), SA
(bytes 3, 5, 6), ingress port, and
VLAN ID. The frame distribution
method is not configurable.

There are two possible hashing
algorithms, depending on the
Supervisor Engine hardware. The
hash is a seventeenth degree
polynomial implemented in
hardware that, in all cases, takes the
MAC address, |P address, or IP TCP/
UDP?Z port number and appliesthe
algorithm to generate a three bit
Catalyst 6500/6000 Series |value. Thisis done separately for
both source and destination
addresses. The results are then
XORd to generate another three-bit
value that is used to determine which
port in the channel is used to forward
the packet. Channels on the Catalyst
6500/6000 can be formed between
ports on any module and can be up
to 8 ports.

1 FEC = Fast EtherChannel
2 UDP = User Datagram Protocol

This table indicates the distribution methods supported on the various Catalyst 6500/6000 Supervisor Engine
models and their default behavior.

| Hardware | Description Distribution Methods




WS-F6020 (L2 Early Supervisor L2 MAC: SA; DA,

Engine) Engine 1 SA & DA

WS-F6020A (L2 L ater Supervisor L2 MAC: SA; DA;

Engine) Engine 1 and SA & DA

WS-F6K-PFC i‘;g;’(':sfr Engine 1) 31p sa: DA; SA

(L3 Engine) and DA (default)
L2 MAC: SA; DA;
SA & DA

Supervisor Engine  |L31P: SA; DA; SA &
WS-F6K-PFC2 2/PFC2 (needs DA (default)

CatOS 6.x)
L4 session: S port; D
port; S& D port
(default)

L2 MAC: SA; DA,
SA & DA

Supervisor Engine
720/PFC3A (needs

Cat0S 8.1.x) L3IP: SA; DA; SA &

WS-F6K - DA (default)
PFC3BXL Supervisor Engine _
720/ Supervisor L4 ﬁeés'g?n[-) S p(zrt, D
WS-F6K-PFC3B  |Engine 32/PFC3g  |PO't por
(needs CatOS 8.4.x)

IP-VLAN-L4 session:
SA & VLAN& S
port; DA & VLAN &
D port; SA & DA &
VLAN & Sport & D
port

WS-F6K-PFC3A
Supervisor Engine
720/PFC3BXL
(needs CatOS 8.3.x)

Note: With L4 distribution, the first fragmented packet uses L4 distribution. All subsequent packets use L3
distribution.

More details of EtherChannel support on other platforms and how to configure and troubleshoot them can be
found in these documents:

. Understanding EtherChannel Load Balancing and Redundancy on Catalyst Switches

. Configure EtherChannel Between Catalyst 4500/4000, 5500/5000, and 6500/6000 Switches That Run

CatOS System Software



http://www.cisco.com/en/US/tech/tk389/tk213/technologies_tech_note09186a0080094714.shtml
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. Configuring LACP (802.3ad) Between a Catalyst 6500/6000 and a Catalyst 4500/4000

. Confiquring Layer 3 and Layer 2 EtherChannel

Recommendation

Catalyst 6500/6000 series switches perform load balancing by | P address by default. Thisisrecommended in
CatOS 5.5, assuming that I P is the dominant protocol. Issue this command in order to set load balancing:

set port channel all distribution ip both

l--- This is the default.

Catalyst 4500/4000 and 5500/5000 series frame distribution by L2 MAC address is acceptable in most
networks. However, the samelink is used for all traffic if there are only two main devicesthat talk over a
channel (as SMAC and DMAC are constant). This can typically be an issue for server back up and other large
filetransfers or for atransit segment between two routers.

Although the logical aggregate port (agport) can be managed by SNMP as a separate instance and aggregate
throughput statistics gathered, Cisco still recommends that you manage each of the physical interfaces
separately in order to check how the frame distribution mechanisms are working and whether statistical load
balancing is being achieved.

A new command, the show channel traffic command, in CatOS 6.x can display percentage distribution
statistics more easily than if you check individual port counters with the show counter s mod/port command or
the show mac mod/port command in CatOS 5.x. Another new command, the show channel hash command, in
CatOS 6.x allows you to check, based on the distribution mode, which port would be selected as the outgoing

port for certain addresses and/or port numbers. The equivalent commands for LACP channels are the show lacp-
channdl traffic command and the show lacp-channel hash command.

Other Options

These are possible steps to take if the relative limitations of Catalyst 4500/4000 or Catalyst 5500/5000 MAC-
based algorithms are an issue, and good statistical load balancing is not achieved:

. Point-deploy Catalyst 6500/6000 switches

. Increase the bandwidth without channeling by switching, for example, from several FE portsto one GE
port, or from several GE portsto one 10 GE port

. Re-address pairs of end stations with large volume flows

. Provision dedicated links/VLANS for high bandwidth devices


http://www.cisco.com/en/US/tech/tk389/tk213/technologies_configuration_example09186a0080094470.shtml
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EtherChannel Configuration Guidelines and Restrictions

EtherChannel verifies port properties on all physical ports before it aggregates compatible portsinto asingle
logical port. Configuration guidelines and restrictions vary for different switch platforms. Follow the guidelines
in order to avoid bundling problems. For example, if QoS is enabled, EtherChannels do not form when bundling
Catalyst 6500/6000 series switching modules with different QoS capabilities. In Cisco |OS Software, you can
disable the QoS port attribute check on the EtherChannel bundling with the no mis gos channel-consistency
port-channel interface command. An equivalent command in order to disable the QoS port attribute check is not
available in CatOS. Y ou can issue the show port capability mod/port command in order to display the QoS
port capability and determine if ports are compatible.

Follow these guidelines for different platformsin order to avoid configuration problems:

. The EtherChannel Configuration Guidelines section of Configuring EtherChannel (Catalyst 6500/6000)

. The EtherChannel Configuration Guidelines and Restrictions section of Configuring Fast EtherChannel
and Gigabit EtherChannel (Catalyst 4500/4000)

. The EtherChannel Configuration Guidelines and Restrictions section of Configuring Fast EtherChannel
and Gigabit EtherChannel (Catalyst 5000)

Note: The maximum number of port channels that the Catalyst 4000 supports is 126. With software releases 6.2
(1) and earlier, the six- and nine-slot Catalyst 6500 series switches support a maximum of 128 EtherChannels.
In software release 6.2(2) and later rel eases, the spanning tree feature handles the port ID. Therefore, the
maximum number of EtherChannels with support is 126 for a six- or nine-slot chassis and 63 for a 13-slot
chassis.

Port Aggregation Protocol

PAgP is a management protocol that checks for parameter consistency at either end of the link and assists the
channel in adapting to link failure or addition. Note these facts about PAgP:

. PAgP requiresthat all portsin the channel belong to the same VLAN or are configured as trunk ports.
(Because dynamic VLANS can force the change of a port into adifferent VLAN, they are not included in
EtherChannel participation.)

. When abundle already exists and the configuration of one port is modified (such as changing VLAN or
trunking mode), all ports in the bundle are modified to match that configuration.

. PAQP does not group ports that operate at different speeds or port duplex. If speed and duplex are
changed when a bundle exists, PAgP changes the port speed and duplex for all portsin the bundle.

Operational Overview
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The PAgP port controls each individual physical (or logical) port to be grouped. PAgP packets are sent using
the same multicast group MAC address that is used for CDP packets, 01-00-0c-cc-cc-cc. The protocol valueis
0x0104. Thisis asummary of the protocol operation:

. Aslong asthe physical port isup, PAgP packets are transmitted every second during detection and
every 30 seconds in steady state.

. The protocol listens for PAgP packets that prove the physical port has a bidirectional connection to
another PAgP-capable device.

. |f data packets but no PAgP packets are received, it is assumed that the port is connected to a non-PAgP
capable device.

. Assoon as two PAgP packets have been received on agroup of physical ports, it triesto form an
aggregated port.

. |f PAgP packets stop for a period, the PAgP state istorn down.
Normal Processing
These concepts must be defined to aid understanding of the protocol behavior:

. Agport—alogical port composed of all physical portsin the same aggregation, it can be identified by its
own SNMP ifIndex. Therefore, an agport does not contain non-operational ports.

. Channel—an aggregation satisfying the formation criteria; it therefore could contain non-operational
ports (agports are a subset of channels). Protocols including STP and VTP, but excluding CDP and DTP,
run above PAgP over the agports. None of these protocols can send or receive packets until PAgP
attaches their agports to one or more physical ports.

. Group Capability—each physical port and agport possesses a configuration parameter called the group-
capability. A physical port can be aggregated with another physical port if and only if they have the same
group-capability.

. Aggregation Procedure—when a physical port reaches the UpDat a or UpPAgP states, it is attached to
an appropriate agport. When it leaves either of those states for another state, it is detached from the
agport.

Definitions of the states and creation procedures are given in thistable:

| State | Meaning




No PAgP packets have been received. PAgP packets
are sent. The physical port is the only one connected
to its agport. Non-PAgP packets are passed in and out
between physical port and agport.

UpDat a

Exactly one PAgP packet has been received that
proves a bidirectional connection exists to exactly
Bi Dir |oneneghbor. The physical port is not connected to
any agport. PAgP packets are sent and can be
received.

This physical port, perhaps in association with other
physical ports, is connected to an agport. PAgP
UpPAgP | packets are sent and received on the physical port.
Non-PAgP packets are passed in and out between
physical port and agport.

Both ends of both connections must agree on what the grouping is going to be, defined as the largest group of
portsin the agport that is permitted by both ends of the connection.

When aphysical port reaches the UpPAgP state, it is assigned to the agport that has member physical ports that
match the group-capability of the new physical port and that areinthe Bi Di r or UpPAgP states. (Any such
BiDir ports are moved to the UpPAgP state at the same time.) If there is no agport whose constituent physical
port parameters are compatible with the newly ready physical port, it is assigned to an agport with suitable
parameters that has no associated physical ports.

A PAgP timeout can occur on the last neighbor known on the physical port. The port timing out is removed
from the agport. At the same time, all physical ports on the same agport whose timers have aso timed out are
removed. This enables an agport whose other end has died to be torn down all at once, instead of one physical
port at atime.

Behavior in Failure

If alink in an existing channel isfailed, (for example, port unplugged, Gigabit Interface Converter [GBIC]
removed, or fiber broken), the agport is updated and the traffic is hashed over the remaining links within one
second. Any traffic that does not need to be rehashed after the failure (traffic that continues to send on the same
link) does not suffer any loss. Restoration of the failed link triggers another update to the agport, and traffic is
hashed again.

Note: The behavior when alink failsin a channel due to a power-off or the removal of a module can be
different. By definition, there need to be two physical portsto achannel. If one port islost from the systemin a
two-port channel, the logical agport istorn down and the original physical port isre-initialized with respect to
Spanning Tree. This means traffic can be discarded until STP allows the port to become available to data again.

Thereis an exception to this rule on the Catalyst 6500/6000. In versions earlier than CatOS 6.3, an agport is not
torn down during module removal if the channel is comprised of ports on modules 1 and 2 only.
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